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Preface

When | first heard about EVE-NG | was skeptical. Back then | used to Lab mainly with ESX by
deploying many virtual Devices and connecting them manually by separate vSwitches for Point-
to-Point connections. The Problem with that was, that it was extremely time-consuming and did
not scale - for every new Device | had to create multiple vSwitches to interconnect them with
the virtual Machines - a Nightmare. | was in the middle of my JNCIE-Exam-Prep when | first
saw EVE-NG on Twitter - | downloaded the Community Edition, which was the only Edition
back then and | was amazed how easy Labbing all of a sudden was. No more deploying of
vSwitches to interconnect nodes and boy did it Scale...

If you follow me on Twitter you know, that I'm one of the hardest Juniper Fanboys and of course
my Goal was to "Juniperize" EVE. | started to get in touch with UD and Alain and found myself
into the Position as one of the Juniper Test Guys. Meanwhile | added nearly all Juniper related
Devices (including vSRX and JATP) and | still test a Lot - but now on EVE-Pro.

The Pro-Edition was a big step forward for the Project. It added some nice Features like "hot-
add-interconnect" and the Ability to use EVE-NG with multiple Users. Especially Companies
will love EVE as it is THE Solution for Labs and PoC's. | have successfully run over 30 PoC's
in EVE and over 100 Labs (Job-Related and Personal Labs) - and | still enjoy it every day
thanks to EVE and the amazing Team behind it. When the Guys asked me to write the
Introduction | was of course honored and now this Book is finally coming out to help you on
your Quest to Setup, Run and Manage EVE-NG in a lot of possible ways.

Well - enough from my Side. | hope you enjoy this Cookbook and use it wisely for your Everyday
EVE Work. If you have Problems there is always the EVE-Forum and Live-Helpdesk - you will
also find me there from time to time ;)

| wish you happy reading and if you think, that this Product is amazing feel free to support it by
buying the PRO-Edition or Donating a bit — it helps to expand this already cool Product even
more and it also honors all the work that the Guys spent in it.

Christian Scholz
@chsjuniper
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1 Introduction

1.1 What is EVE-NG?

To describe what Emulated Virtual Environment — Next Generation (EVE-NG) is without solely
stating dry facts about features, we need to elaborate more on what EVE-NG can be used for
and whom it would be useful for.

In some trivial dry words, EVE-NG gives you tools to use around virtual devices and
interconnect them with other virtual or physical devices. Many of its features greatly simplify the
usabilities, re-usability, manageability, interconnectivity, distribution and therefore the ability to
understand and share topologies, work, ideas, concepts or simply “labs”. This can simply mean
it will reduce the cost and time to set up what you need or it might enable you to do tasks you
would not have thought could be done this simple.

1.2 What is EVE-NG used for?

This is the real question but there is no finite answer, the possibilities are almost limitless and
depends on what you want to use it for.

It can be used for studying all kinds of technologies. You can learn about general technologies
or vendor specific topics. You can test new technologies like network automation, SDN, etc.

It can be used to recreate corporate networks and test changes before putting them into
production. You can create proof of concepts for clients. You can troubleshoot network issues
by recreating them and e.g. use Wireshark to inspect packets.

Itis most definitely not just for networking, it can be used to test software in simulated networks,
test out security vulnerabilities of any kind, system engineering like LDAP and AD servers and
many more areas.

You could set it up to automate sandboxing unknown files/software and use software to analyse
short and long term behaviour for malicious intent much simpler than without EVE-NG.

The list of what EVE-NG can be used for could go on indefinitely, possibilities are limited by
knowledge and imagination only. Both of which can be improved with EVE-NG.

To get a very small idea of what can be done with EVE-NG, check out the tested/supported
images (many have not been tested, almost everything virtual should run on EVE-NG) and refer
to section 17.

EVE-NG helps you achieve what you want to and more.

1.3 Who is EVE-NG for?

EVE-NG is for everyone working in the Information Technology Sector, period.

It is for very large enterprise companies, training facilities, service providers, consultants,
people who want to train themselves; it is for everyone, it is for YOU!

Use-cases that are more than worth it, almost priceless even, can be found everywhere.

The EVE-NG community version is free for everyone; while the paid professional version adds
a few things that make your life easier. Almost everything can still be done with the free version,
just less conveniently and therefore more time-consuming.

However, with the free version, the possibility to train yourself with technologies, hone your
skills and become an expert even with very no monetary possibilities. For some this is and has
been life changing.
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2 System requirements

EVE-NG is available in the OVF or ISO file format. The Open Virtualization Format (OVF) is an
open standard for packaging and distributing virtual appliances. It can be used to deploy a VM
in hypervisors like VMware Workstation, Player and ESXi. Please note that installing EVE as a
Virtual Machine (VM) will mean any nodes deployed within EVE will be nested. Nested
virtualization causes degraded performance in deployed nodes. This should be fine for lab
purposes as long as the host meets or exceeds the resource requirements for the deployed
nodes.

EVE-NG can also be installed directly on physical hardware, without a hypervisor, using the

provided ISO image. This is referred to as a “bare metal” install and is the most recommended
method of installing EVE-NG.

2.1 Hardware requirements

2.1.1 Minimal Laptop/PC Desktop system requirements
Prerequisites:

CPU: Intel CPU supporting Intel® VT-x /EPT virtualization
Operating System: Windows 7, 8, 10 or Linux Desktop
VMware Workstation 14.0 or later

VMware Player 14.0 or later

PC/Laptop HW requirements
CPU Intel i5/i7 (4 Logical processors), Enabled Intel virtualization
in BIOS
RAM 8Gb
HDD Space 50Gb
Network LAN/WLAN
EVE Virtual machine requirements
CPU 4/1 (Number of processors/Number of cores per processor)
Enabled Intel VT-x/EPT virtualization engine
RAM 6Gb or more
HDD 50Gb or more
Network VMware NAT or Bridged network adapter

Note: Minimal PC Desktop/Laptop will be able to run small Labs. The performance and quantity
of nodes per lab depend on the types of nodes deployed in the lab.

Example:
IOL image-based nodes: up to 40-50 nodes per lab

Dynamips image-based nodes: up to 20-25 nodes per lab
vlOS image-based nodes: up to 8-10 nodes per lab
CSRv1000 or XRv image-based nodes: up to 2-3 per lab
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2.1.2 Recommended Laptop/PC Desktop system requirements
Prerequisites:

CPU: Intel CPU supporting Intel® VT-x /[EPT virtualization

Operation System: Windows 7, 8, 10 or Linux Desktop

VMware Workstation 14.0 or later
VW Ware Player 14.0 or later

PC/Laptop HW requirements
CPU Intel i7 (8 Logical processors), Enabled Intel virtualization in
BIOS
RAM 32Gb
HDD Space 200Ghb
Network LAN/WLAN
EVE Virtual machine requirements
CPU 8/1 (Number of processors/Number of cores per processor)
Enabled Intel VT-x/EPT virtualization engine
RAM 24Gb or more
HDD 200Gb or more
Network VMware NAT or Bridged network adapter

Note: PC Desktops/Laptops will be able to run small to medium Labs. Performance and quantity
of nodes per lab depend on the type of nodes deployed in the lab.

Example:
IOL image-based nodes: up to 120 nodes per lab

vIOS image-based nodes: up to 20-40 nodes per lab
CSR image-based nodes: up to 10 per lab

2.1.3 Virtual Server system requirements
Prerequisites:

CPU: Intel Xeon CPU supporting Intel® VT-x with Extended Page Tables (EPT)
Operation System: ESXi 6.0 or later

Server HW requirements

CPU Recommended CPU 2x Intel E5-2650v3 (40 Logical processors)
or better supporting Intel® VT-x with Extended Page Tables
(EPT)
Minimum CPU is any Intel Xeon CPU supporting Intel® VT-x
with Extended Page Tables (EPT)

RAM 128Ghb

HDD Space 2Thb

Network LAN Ethernet

EVE Virtual machine requirements

CPU 32/1 (Number of processors/Number of cores per processor)
Enabled Intel VT-x/EPT virtualization engine

RAM 64Gb or more

HDD 800Gb or more
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‘ Network ‘ vSwitch/VMnet

Note: Performance and quantity of nodes per lab depends from the type of nodes used in the
lab.

Example:

120 IOL image-based lab
20 CSRv1000 image-based nodes per lab

2.1.4 Dedicated Server (bare) system requirements
Prerequisites:

CPU: Intel Xeon CPU supporting Intel® VT-x with Extended Page Tables (EPT)
Operation System: Ubuntu Server 18.04 LTS x64

Server HW requirements

CPU Recommended CPU Intel E5-2650v3 (40 Logical processors) or
better supporting Intel® VT-x with Extended Page Tables (EPT)
Minimum CPU is any Intel Xeon CPU supporting Intel® VT-x
with Extended Page Tables (EPT)

RAM 128Gb
HDD Space 2Tb
Network LAN Ethernet

Note: Performance and quantity of nodes per lab depends from type of nodes used in the lab.

2.1.5 Nodes per lab calculator

It is recommended to use the “nodes per lab calculator” to achieve best performance and avoid
overloading your EVE system.

https://docs.google.com/spreadsheets/d/1IRbu7KDNSNuWiv_AphWx0vCek8CKVB1WIl/edit#qg
id=2010030751

2.2 Supported virtualization platforms and software
e VMware Workstation 14.0 or later
e VMware Player 14.0 or later
e VMware ESXi 6.0 or later
e Ubuntu Server 18.04 LTS as platform for bare metal
e Google Cloud Platform

e AMD CPU based PC or Server (the Newest AMD CPU versions are supported)
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2.3 Unsupported hardware and systems
The following are currently not supported officially:

e VirtualBox virtualization

e Citrix XenServer

e  Microsoft HyperV

e Ubuntu 20.x

e  Proxmox
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3 Installation

3.1 VMware Workstation or VM Player

3.1.1 VMware workstation EVE VM installation using ISO image
(preferred)

A\ Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE 1SO
installation requires internet access to get updates and install the latest EVE-PRO version from
the EVE-NG repository. DNS must work as well, to check it, do a named ping, for example ping
www.google.com

Download EVE-NG Professional ISO distribution image:
https://www.eve-ng.net/index.php/download/

3.1.1.1 EVE VM Setup and Settings

Step 1: Create a New Virtual machine Step 2: Select “I will install the operating
system later”
New Virtual Machine Wizard X Mew Virtual Machine Wizard X

Guest Operating System Installation
A virtual machine iz like a physical computer; it needs an operating

Welcome to the New Virtual system, How will you install the guest operating system?
VMWARE Machine Wizard Install from:
WORKSTATION res e
PRO™ 1 5 5 () Installer disc:
- What type of configuration do you want?

. DVD RW Drive (0:)

(® Typical (recommended)
Create a Workstation 15.x virtual machine
in a few easy steps. () Installer disc image file (so):

O Custom (advanced) G:\Install\Linux inupmint- 16-tinnamon-dvd-32bit.iso Browse...

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with (® 1 will install the operating system later,

older VMware products.
The virtual machine will be created with a blank hard disk.

Help < Back Mext = Cancel

<t o
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Step 3: Select a Guest Operating system: Step 4: Enter the name for your EVE-PRO
Linux and select the version: Ubuntu 64-bit | VM and select Location where your EVE
VM will be stored on the host PC.
Mew Virtual Machine Wizard X
Select a Guest Operating System Mew Virtual Machine Wizard X
Which operating system will be installed on this virtual machine? .
Name the Virtual Machine
‘What name would you like to use for this virtual machine?
Guest operating system
O HiUDSOﬂ TEEE Virtual machine name:
@ Linux
(O Novel NetWare | EVE-FRO |
(O Solaris
(O VMware ESX Location:
O other | G:\EVE_PRO-VM | [ Erowse... |
o= The default location can be changed at Edit > Preferences.
Ubuntu 64-bit ~
Help < Back Cancel
< Back Next > Cancel
Step 5: Type your desirable HDD size and | Step 6: Press Customize Hardware
select “Store virtual disk as single file”.
New Virtual Machine Wizard x
Mew Virtual Machine Wizard x Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Ubuntu
Specify Disk Capacity 64-hit.
How large do you want this disk to be?
The virtual machine will be created with the following settings:
The virtual machine's hard disk is stored as ane or more files on the host computer's Mame: EVEFRO Fy
physical disk. These file(s) start small and become larger as you add applications, . . P
files, and data to your virtual machine. :oca.hon. j} \E::t;:RO 1“‘:‘
ersion: or] jon 14.x
Maximum disk size (GB): 200 = Operating System: Ubuntu 64-bit
Recommended size for Ubuntu 64-bit: 20 GB
Hard Disk: 200 GB
Memory: 1024 MB
(®) Store virtual disk as a single file Metwork Adapter:  NAT
() Spit virtual disk into multiple files Other Devices: CD/DVD, USE Controller, Printer, Sound Card v
Splitting the disk makes it easier to move the virtual machine to anather computer 8 v
but may reduce performance with very large disks. Customize Hardware...
< Back Cancel
Help < Back Cancel
Step 7: Assign desirable memory Step 8: Set Processors “Number of
processors” and “Number of cores per
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Hardware

Memory
Device Summary
= Spedify the amount of memory allocated to this virtual
i L Q& machine. The memary size must be a multiple of 4 MB.
[ Processors 1
*JNew CD/DVD (SATA)  Auto detect Memary for this virtual machine: | 16384 2 MB
Tnetaork Adapter  NAT
USB Contraller Present e
@) sound Card Auto detect e a
(=aprinter Present o
] ——
Bisploy Auto detect TEE [ Maximum recommended memory
e (Memory swapping may
2e8 acaur beyond this size.)
168 q B0
s2mE
< @ Recommended memary
256 1B
1GB
128 B
B ME O Guest 05 recommended minimum
32 M 512MB
15 ME
sME
4ME
) The virtual machine will use up to 758 MB of this memory
for graphics memory. You can change this amount in the
Display settings page.
Add... Remave

processor”. Set Intel VT-x/EPT Virtualization
engine to ON (checked).

NOTE: VMware Player will display only one
CPU option: Number of processors.

Hardware X
Device Summary Processors
mvemory e Number of processors: 5 -
[ Processors 8 Number of cores per processor: |1 ~
“JNew CD/DVD (SATA)  Auto detect Total processor cores: =
T Network Adapter NAT
2
Eusﬁ Controlier Present Virtualization engine
Sound Card Auta detect talize Intel VT-x/EPT or AMD-V/RVI
= Printer Present. T e e
oisplay Auto detect talize CPU performance counters
[ virtualize TOMMU (IO memory management unit)
Add.. Remove

Step 9a: Select your desirable Network
Adapter. Laptop PC

NOTE: It is recommended to choose the
NAT adapter option for Laptops to avoid
EVE management interface IP changes.
This can happen anytime the laptop is
connected to a different SSID

Hardware Laptop or Desktop PC
Device Summary Device status
i Memory 1568 connectzd
[ Processars 8 Connect at power on
*JNew CD/DVD (SATA)  Auto detect
s i Netnork connection
(& uss Controller Present (O Bridged: Connected directly to the physical netwark
@)sound Card Auto detect Repiicate physical network connecton state
=hprinter Present
Bpisplay Auto detect (@ NAT: Used to share the host's IP address
O Host-only: A private netwark shared with the host
O Custom: Speciic virtual netwark
VMneto
O LAN segment:
LAN Segments... | | Advanced...
Add.. Remove

Step 9b: Select your desirable Network
Adapter. Desktop PC

NOTE: Desktop PC EVE management
interface can be either NAT or Bridged to
home LAN subnet.

Hardware Deskiop PC x
Device status
Device Summary
8 Miemory 1563 Connected
[ Processors 5 Connect at power on
“JMNew CD/DVD (SATA)  Auto detect
Network Adapter ___Bridged (Automaic) Network connection
USB Contraller Present (®) Bridged: Connected directly to the physical network
@) sound Card Auto detect [repicate physical network connection state
(= Printer Present
BDisplay Auto detect (ONAT: Used to share the host's IP address
O Host-only: A private netwark shared with the host
O custom: specfic virtual network
VMnetd
() LAN segment:
LAN Segments... | | Advanced...
Add, Remove

Step 10: Select CD/DVD Option: “use 1ISO
image file.” Browse to your downloaded

Step 11: Confirm VM Settings.
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Hardware

Device Summary
0 Memory 156

[ processors ]

“)New CO/DVD (SATA)  Auto detect
Enetwork Adapter NAT
USB Controler Present
) sound Card Auto detect
=Printer Present
Mpisplay Auto detect

Add... Remove

Device status

Connect at power on

Connection

(O Use physical drive:
Auto detect

(® Use 10 image fie:

EVE-PRO.iso (actual name can be different)

G:\EVE-NGIEVE-PRO.iso | [Browsez ]

Advanced...

Close Help

3.1.1.2 EVE-NG VM Installation steps

A Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE ISO
installation requires internet access to get updates and install the latest EVE-PRO version from
the EVE-NG repository. DNS must work as well, to check it, do a named ping, for example ping
www.google.com

EVE VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)

Step 1: Power ON EVE VM. Chose English
and confirm with Enter.

ot Home 5 EVE-PRO

Language

Amharic
fArabic
Asturiany
BEAAPYCKas
BBACAPCKT
Bengall
Tibetan
Bosanski
Catala
Cestina
Dansk
Deutsch
Dzongkha

Espafiol
Eesti
Euskara

Hoans

Fi Help F2

Francais
Gaeilge

Galego

Gujarati

I

Hindi

Hrvatski

Hagyar

Bahasa Indonesia
Islenska
Italiano

e

Jobwywe

KasaK

Khmer

8373

E=0

Kurdi

Lao

Lietuvidkai

MakeaoHoKI
Malayalam

Marathi

Burmese

Nepall

Nederlands

Norsk bokmal
Norsk nynorsk
Punjabi (Gurmukhi}
PolsKi

Portugués do Brasil
Portugués

Rom&NS

PYGCKAA
Samegillii
w7
Sloventina
Slovenstina

Tamil

e eaxa
Thai
Tagalog
Tlirkge
Uyghur
YKpalHcbKa
Tigng Vit
TR )
37 (EEEE)

Step 2: Be sure that “Install EVE PRO VM”
is highlighted. Confirm with Enter.

(A Home + EVE-PRO

Step 3: Make sure that English is selected
and confirm with Enter.

Step 4: You can select your own Location,
or later, after management IP assignment,
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location will be set automatically. You can
leave United States. Confirm with Enter.

Choose the language 10 be used for the installation IR The selected languse will
also be the default language for the installed syster

Language:

frome | (7 EvepRO

- No localization
Shaip

]

Albanian
Arabic B
Asturian - Rsturianu

The selected location will be used to set wour time zone and also for examole to help

Bulgarian select the system locale. Normally this should be the country uhere you live.

Catalan

Chinese (Simplified)

Chinese (Traditional) -

Croatian - Hrvatski
- Cedtina

This Is @ shortlist of locations based on the lensusee wou selected. Choose “other” if
your location is not liste

Country, territory or area:

- Dansk

- Neder lands. Antigua and Barbuda

- _English fiustralla

- Esperanto
Eestl

Hong Kong
India

- Suomi
- Frangals
- Balego
- Deutsch
- EMAULKE

Ireland
Hew Zealand
Higeria
Philippines
Singanore
South Africa

United K mﬁd\]m
2ambla
2imbabue

ather

<Bo Back>

<60 Back>

<Enter> activates buttons

Step 5: DHCP ENABLED, EVEs hostname | Step 6: DHCP DISABLED/Static IP setup. If
by default is eve-ng. You can change it if you have not enabled DHCP in the network,
you wish. Using the Tab key select continue | you must assign an IP address manually.
and confirm with Enter. Continue to Step 14 | Confirm Continue with Enter.

Please enter the hostname for this system. [11] configure the network

The hostname is a single word that identifies your system to the network. If you don't wetuork sutoconf iguration failed

know uhat your hostname should be, consult your network adninistrator. If you are setting Your network s probably ot using the DHCP protacol. Alternatively, the DHCP server may
up your own home netuork, you can meke someihing up here. be slow or some network hardware is not working properly.

Hostname:

<BD Back> <continues

Step 7: Confirm selection “Configure network | Step 8: Enter your desirable EVE
manually” with Enter management IP, using the Tab key select
“Continue” and confirm with Enter
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[11] Configure the network
From here you can choose 10 retry DHOF network autocontiguration (shich may succeed 1f
uour DHCP server tskes @ long time to respond) or to configure the network manually. Some
DHCP servers require a DHCP hostname to be sent by the client, so you can also choose to
retry DHCF network autoconfiguration with a hostname that uou provide.

Metuork conf iguration method:

Retry network autoconf Lguraton
[ uration with g DHCP hostname

Do not configure the network at this tine

<Bo Backy

Enters activates buttons

he netuork
The IF address is unigue to your computer and mey be:

* four numbers separated by periods (IPud);
* blocks of hexadecimel characters separated by colons (IPv6).

¥ou can also optionally append a CIDR netmask (such as "/24")

1f you don’t know what to use here, consult your network administrator.

IF address:

<Bo Backy

Step 9: Enter your subnet mask, using the
Tab key select “Continue” and confirm with
Enter

Step 10: Enter your Gateway IP, using the
Tab key select “Continue” and confirm with
Enter

The netmask is used to determine which mechines are local to your network. Consult your
netuork administrator if you do not know the value. The netmssk should be entered as
four numbers separated by perlods.

Hetmask:

S e ——

<o Backs

1 (111 Configure the

The gateway is an IF address (four numbers separated by perlods) that indicates the
gatewsy router, also known es the defeult router. ALL traffic that goes outside your LAN
(for instance, to the Internet) is sent through this router. In rare circumstances, you

w have no router; in that case, you can leave this blank. If you don't know the proper
answer to this guestlon, consult your network adminlstrator.

Gateusy:

<60 Back>

Step 11: IMPORTANT. The name server
must be able to resolve public DNS entries
and will be used during the next install
steps. Enter your name server IP, using the
Tab key select “Continue” and confirm with
Enter

Step 12: EVEs hostname by default is eve-
ng. It can be changed if you wish, using the
Tab key select continue and confirm with
Enter

Please enter the hostname for this system.

The hostname is & single word that identifies wour system to the network. If you don't
know what your hostname should be, consult uour netuork administrator. If you are setting
up your own home netuwork, uou can meke something up here.

Hostnane:
T —

<GB0 Backs

<cont Lnues
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[11] Configure the networ

The name servers are used to look up host names on the network. Please enter the IP
addresses (not host names) of up 10 3 name Servers, separated by spaces. 0o not use

commas. The first nase server In the List wlll be the first to be gueried. If you don't
wsnt to Use any name server, just leave this field blank.

Name server addresses:

<Go Backy

i <Enter> activates huttons

Step 13: Enter your networks domain name. | Step 14: If your DNS IP settings are correct,

You are free to use anything you like, for Ubuntu will detect your location automatically
example: eve-ng.net by connecting to Ubuntu servers. Confirm
Using the Tab key select continue and with Enter.

confirm with Enter

Tne damin nome i the part of uour Internet address 1o the right of wur ot mame. 1t
is often sonething that ends in .com, .net, .edu, or .org. If you are setting up a home
netuork, you can make something up, but lﬁKa SUME You use (ne same domain name on all
your computers. -

Based on your present phusical location, your tise zone is Europe/London.
Doma in rame: o pe phy 4 "
If this is not correct, wou mey select from a full list of time zones instesd.
I= this time zone correct?

<60 Back> BB o

<Go Backy

Step 15: Select Continue and confirm with | Step 16: Select no automatic updates and
Enter. If required, proxy settings can be | confirm with Enter. Security updates can later
configured later using EVE WEB GUI | be run manually from EVE cli.
System/System  Settings described in
section 3.5.3
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If you need to use a HTTP proxy to access the outside world, enter the proxy information
here. Otherwise, leave this blank.

The prowy information should be glven in the standard form of
“nttp:s/ [luser] [:passlalhost [zport] /"

HTTP proxy inforsation (blank for none):

Roplylng updates on & frequent basis ls an important part of keeping your system secure.

By default, updates need to be applied manually using peckage management tools.
Alternatively, you can choose to have this system automstically download and install
security updates, or you can choose to manage this sustem over the web as part of a group
of systems using Canonical's Landscape service.

How do you want to menage upgrades on this system?

rity updates automatically

Manage system with Landscape
<Bo Back> <Cant inue>

EVE VM Installation Phase 2 (EVE installation)

Step 17: Continue with Enter, the EVE VM

Step 18: Once the EVE login screen appears,
will reboot and finish the installation phase 2

login to the CLI with root/eve and continue
with installation phase 3

EVE-PRO

Qyrome

Feverro

Eve-NG (default root passuord is 'eve’)
Use http:/,192.168.217.129/

eve-ng login:

[11] Finish the installation

Installation complete
Installation is complete, so it is time to hoot into wour new System. Make sure to remove
the installation medla (CO-ROM, tlopples), se that you boot Into the new sustem rather
than restarting the installation.

<60 Back>

EVE VM Installation Phase 3 (Management IP setup and updates)

Step 19: Setup EVEs Management
address. A Static IP address setup
preferred.

P
is

Step 20: After your EVE is rebooted,

Login to EVE CLI and type:

Follow steps in section: apt update
apt upgrade
3.5.1 for static IP, 3.5.2 for DHCP IP

Follow steps in section: 5.1, 5.2

NOTE: Verify your EVE-NG server installation, type “dpkg -l eve-ng-pro” command, it must
display latest EVE Pro version

root@eve-ng:~# dpkg -1 eve-ng-pro
Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-
aWait/Trig-pend

|/ Err?=(none) /Reinst-required (Status,Err: uppercase=bad)
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| |/ Name Version Architecture
Description

+++- - - -

ii eve-ng-pro 4.0.1-3 amd64 A

new generation software for networking labs.
root@eve-ng:~#root@eve-sat0l:~#

NOTE: If your newly installed EVE-PRO shows nothing like above, you must check your
internet reachability and verify DNS configuration on your EVE-PRO server.

root@eve-ng:~# ping www.google.com

PING www.google.com (172.217.22.164) 56(84) bytes of data.

64 bytes from arn09sll-in-£f164.1el00.net (172.217.22.164): icmp seg=l
ttl=120 time=8.84 ms

64 bytes from arn09sll-in-£f164.1el00.net (172.217.22.164): icmp seg=2
ttl=120 time=8.84 ms

~C

--— www.google.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms

rtt min/avg/max/mdev = 8.848/8.848/8.849/0.094 ms

root@eve-ng

Launch EVE-PRO installation manually

root@eve-ng:~# cd /etc
root@eve-ng:~# ./eve-setup

Step 22: (Optional) If after dockers first install
Step 21: After update, Step 20 is completed, | (Step 21) in the output “dc images” you still
continue with type: seeing some docker name in the list as
<none>,

apt install eve-ng-dockers
This can take some time depending on your

Internet connection and disk speed. please run the command:
apt install --reinstall eve-ng-dockers

Your output after install must look like:

You must get output like in the step 21.

Step 25: Proceed to section 4 “Obtain EVE-NG Professional license”

o

L IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 17

3.1.2 VMware workstation OVF deployment

Download EVE-NG Professional OVF image zip file, place it in the dedicated HDD storage for
EVE VM and unzip it:
https://www.eve-ng.net/index.php/download/
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3.1.2.1 Deployment and VM machine settings

Step 1: VMware workstation or VM Player,
Menu File/Open

WORKSTATION 14

Step 2: Browse your downloaded and
unzipped EVE-PRO, EVE-PRO-VM.oVf,

followed by Open

WORKSTATION 155

Step 3: Browse your desired EVE VM store
destination followed by Import

WORKSTATION 14

L 4

Import Virtual Machine X

Connect to a

Store the new Virtual Machine wal
Pr B Remote Server

 and local storage path for the nen

Name for the new virtual machine:

[EPROM2.0420 |

Storage path for the new virtual machine:
[ creve-PRO-0vA

Step 4: Open your EVE VM Settings and set
the desired RAM.

Fome PRD- 2020

EVE-PRO-VM-2.0.4-20

Step 5: IMPORTANT Set CPU Number of
Cores and number of cores per processor.
Set Intel VT-X/EPT Virtualization engine to
ON (checked).

NOTE: VMware Player will display only one
CPU option: Number of processors.

Step 6: Laptop PC Select your desirable
Network Adapter.

NOTE: It is recommended to choose the
NAT adapter option for Laptops to avoid
EVE management interface IP changes.
This can happen anytime the laptop is
connected to a different SSID.
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Virtuzl Machine Settings x Hardware Laptop or Desktop PC X
Hardware  options
e s Device status
Processors evice ummary
Device Summary  Memory 15GE Connected
W pemory 15G8 Number of processors: g e I Processors s Connect at power on
I Processors 8 Number of cores per processor: |1 v “JNew CD/DVD (SATA)  Auto detect
EH‘“ D‘:k [jcs” o dGB y Total processor cores 8 Network Adapter  NAT Network cannection
NE““' Adapter Bridged (Automatic) UsB Controler Present (O Bridged: Connected directly to the physical network
2 UsB Controler Present Virbuslization engine: &) Sound card o detect
Spisplay 1 moritor Replicate physical network connection state
Virtuslize Intel VT-X/EFT or AMD-V/RVD dmiprinter Present
[Virtuslize CPU performance counters Bispiay Auto detect (® NAT: Used to share the host's P address
O Host-only: A private network shared with the host
O custom: specific virtual network
VMneto
(O LAN segment:
LAN Segments... | | Advanced...
Add... Remove
.| [ rep
Cancel Help

Step 7: Desktop PC Select your desirable Step 8: Power ON your EVE VM and follow
Network Adapter. Management IP setup instructions described
in section 3.5.1 for Static IP or 3.5.2 for
NOTE: Desktop PC EVE management DHCP IP.

interface can be either NAT or Bridged to
home LAN subnet.

Hardware Desktop PC x

Device Summary Device status
W Memory 1668 Connected
I Processors 5 Connect at power on
“JNew CD/DVD (SATA)  Auto detect
fis) Bridged (Automatic) Network connection
23 USE Controller Present (®)Bridged: Connected directly to the physical network
@) Sound card Auto detect [JRepicate physical network connection state
(Ehprinter Present
Spisplay Auto detect (O NAT: Used to share the host's IP address

(O Host-only: A private network shared with the host

O custom: spedific virtual network

VMnetd
O LAN segment:
LAN Segments. Advanced.
Add. Remove

Step 9: Proceed to section 4 “Obtain EVE-NG Professional license”

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 17

3.1.2.2 OVF VM update to the latest EVE version

Step 9: Make sure if your EVE OVF VM is up to date to the newest EVE version.
Follow the steps described in section 5.
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3.1.2.3 OVF VM HDD Size expansion

A\ IMPORTANT NOTE: DO NOT expand the current EVE OVF HDD. To expand your EVE

system size, please follow Troubleshooting section 16.2

3.2 VMware ESXi

3.2.1 VMware ESXi EVE installation using ISO image (preferred)

A\ Mandatory Prerequisites: Internet must be reachable from your Server and ESXi. EVE ISO
installation requires internet access to get updates and install the latest EVE-PRO version from
the EVE-NG repository. DNS must work as well, to check it, do a named ping, for example ping

www.google.com

Download EVE-NG Professional ISO distribution image:

https://www.eve-ng.net/index.php/download/

3.2.1.1 EVE-NG ESXi VM Setup and Settings

Step 1: Upload EVE ISO image to the ESXi
store.

Step 2: Create NEW VM

£ Now virtual machme.

Step 3: Enter the name for your EVE-PRO
VM and select Guest Operating system
Linux and version: Ubuntu 64-bit

Select a name and guest OS
Specity s unique name and 05

Cancsl

Step 4: Select Location where your EVE VM
will be stored in HDD.

1 Select creation type
2 o u

Select storage
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Step 5: IMPORTANT Customize your EVE | Step 6: Assig desirable RAM for your EVE
VM CPU Settings. Set CPU Number of
Cores and number of cores per processor.
Set Intel VT-X/EPT Virtualization to ON
(checked).

1 Slact croation type Customize settings

vz
¥ 3 Select siorage.

[ —
[ ] i Cpoms
an Adt nctwok scsstar

Cortbgure the ine asaionsl agbons

& Ready to compiete

Cancet

Step 7: Set the size of HDD for your new Step 8: Set your Management network.
EVE VM. It is recommended to set “Thick Adapter type VMXNET3

Provisioned eagerly provisioned”. Server
EVE HDD is recommended to set at least
500Gb

added for further use.

:::::

Step 9: Add new device to your EVE VM, | Step 10: Set DVD drive to “Datastore I1SO
CD/DVD File” and browse your uploaded EVE-
PRO.iso. Make sure that Status is checked
ON, “Connect at power on”
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Mow virtual machine - EVE-PRO.VM (E5X 6.0 itual machine} M vt macune - EVE PRO.VHA(ESX) 5,0 wrtuak machine)

Customize settings

3.2.1.2 EVE-NG ESXi VM Installation steps
L\ Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE
ISO installation requires internet access to get updates and install the latest EVE-PRO
version from the EVE-NG repository. DNS must work as well, to check it, do a named
ping, for example ping www.google.com
EVE ESXi VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)

Step 1: Power ON EVE VM. Chose English | Step 2: Be sure if “Install EVE PRO VM” is
and confirm with Enter. highlighted. Confirm with Enter.

Language
Amharic Francais MakeaoHckn Tamil
Arabic Gaeilge Malayalam S e
Asturianu Galego Marathi Thai
Benapyckast | Gujarati Burmese Tagalog
Bvarapckn may Nepali Tiirkce
Bengali Hindi Nederlands Uyghur u buntu.
Tibetan Hrvatski Norsk bokmal YKpaiHcbka
Bosanski Magyar Norsk nynorsk Tiéng Viét
Ccatala Bahasa Indonesia | Punjabi (Gurmukhi) P ()
testina islenska Palski 37 (%)
Dansk Italiano Portugués do Brasil Install Eve PRO VM

Deutsch BAE Portugués
Dzongkha $o6oymo Romana
EANWVLKG KasaK Pycckuit
Khmer Samegillii
Esperanto 3373 #7ne
Espaniol 3201 Sloventina
Eesti Kurdi Slovenscina

Euskara Lao Shaip
e Lietuviskai Cpncku
Suomi Latviski Svenska

Step 3: Make sure if English is selected and | Step 4: You can select your own Location,
confirm with Enter. or later, after management IP assignment,
location will be set automatically. You can
leave United States. Confirm with Enter

© EVE-NG LTD Page 28 of 270



Emulated Virtual Environment
Next Generation

EVE-NG Professional Cookbook
Version 4.11

Choase the lenguage 1o be used for, the lnstallation process. The selected languege will
also be the default language for the installed syst

Language:

fo localization
- Shaip

c
filbanian
firabic e
fisturian - Asturianu
Basque Euskara
Belarusian - Benapycran
8osnian - Bosanski
Bulgarian - Bwarapcxi
Catalan Catala
Chinese (Simplified) X ()
Chinese (Traditional) IR
Croatian Hrvatski
Czech - Cestina

o E
Estonian - Eesti
Finnish - Suomi
French Francais
Galician

The selected location will be used to set your time zone and also for example to help
select the system locale. Normally this should be the country shere you live.

This is a shortlist of lo:znons based on the language you selected. Choose “other’ if
your location is not listed.

Country, territory or area:

Antigua and Barbuda
RAustralia

Phillppines
Singapore
South Africa
United Kingdom

<Go Back>

Step 5: DHCP ENABLED, EVEs hostname
by default is eve-ng. You can change it if

you wish. Using the Tab key select continue
and confirm with Enter. Continue to Step 14

Please enter the hostname for this system,
The hostname is a single word that identifies your system 1o the network. If you don't
know uhat your hostname should be, consult your nelw‘k administrator. If you are setting
up your oun home network, you can make something up

Hostname:

L s

<Go Back> <Cont inue>

Step 6: DHCP DISABLED/Static IP setup. If
you have not enabled DHCP in the network,
you must assign an IP address manually.
Confirm Continue with Enter.

work autocont igurat lon failed
Your network is probably not usmg the DHCP protocol. thE!‘nalluElu the DHCP server may
be slow or some network harduare Is mot working properly.

Step 7: Confirm selection “Configure network
manually” with Enter

From here you can choose to retry DHCP network autoconf iguration (uhich may succeed if
your DHCP Server takes a long time to respond) or to configure the network manually. Some
DHCP servers require a DHCP hostname to be sent by the client, so you can also choose to
retry DHCP network autoconf iguration with a hostnase that you provide.

Netuork conf igurat ion method:

Retry network autoconf igurat lon
Retry network autoconf iguration with a DHCP hostnase

Do not configure the network at this time

6o Back>

Step 8: Enter your desirable EVE
management IP, using the Tab key select
“Continue” and confirm with Enter
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The 1P address is unigue to your computer and may be:

» four numbers separated by periods (IPvd);
» blocks of hexadecimal characters separated by colons (IPv6).

You can also optionally append a CIDR netmssk (such as "/24").

If you don't know uhat to use here, consult your netuork administrator.
1P address:

<60 Back> <Cont inue>

Step 9: Correct your subnet mask, using the
Tab key select “Continue” and confirm with
Enter

The netmask is used to determine which machines are local to your network. Consult your
network administrator if you do not know the value. The netmask should be entered as
four numbers separated by periods.

Hetmask :

e —

<Go Back> <Cont inue>

Step 10: Correct your Gateway IP, using
the Tab key select “Continue” and confirm
with Enter

The gateway s an IP address (four nubers separated by periods) that indicates the
gatewsy router, also knoun as the default router. AlL traffic that goes outside wour LAN
(for instance, to the Internet) is sent through this router. In rare circumstances, you
may have no router; in that case, you can leave this blank. If you don't know the proper
ansuer to this question, consult your network administrator.

Gateusy:
TR

<Bo Backy <Cont inuex

Step 11: IMPORTANT. Name server must
respond to the Internet and will be used
during the next install steps. Enter your
name server IP. Using the Tab key select
“Continue” and confirm with Enter

The name servers are used to look up host names on the network. Please enter the 1P
addresses (ot host names) of up to 3 name servers, separated by spaces. Do not use
commas. The first name server in the 1ist uill be the first to be queried. If wou don't
want to use any name server, just leave this fleld blank.

Hane server addresses:

<60 Back>

<Continue>

Step 12: EVE hostname by default is eve-
ng. It can be changed if you wish. Using the
Tab key select continue and confirm with
Enter

Please enter the hostname for this system.

The hostname is a single vord that identifles your system to the network. If you don't
know uhat your hostname should be, consult your network administrator. If you are setting
up your oun home network, you can make something up here

Hostname:
e e T ]

<Go Back>

<Cont inue>
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Step 13: Enter your network domain name. | Step 14: If your DNS IP settings are correct,
You are free to use any, for example: Ubuntu will detect your location from
eve-ng.net Internet. Confirm with Enter.

Using the Tab key select continue and
confirm with Enter

Based on your present physical location, your time zone is Europe/Riga.
The domain name is the part of your Internet address to the right of your host name. It

Is often something that ends in .com, .net, .edu, or .org. If you are setting up a home
network, you can make something up, but make sure you use the same domain name on all
your computers.

If this is not correct, you may select from a full list of time zones instead.
Is this time zone correct?
Donain name: <Go Back> - T

OO R )
<Go Back> [ccontinue)]

Step 15: Select Continue and confirm with | Step 16: Select no automatic updates and
Enter. If required, proxy settings can be | confirm with Enter. Security updates can be
configured later using EVE WEB GUI | run later manually from EVE cli.
System/System  Settings described in
section 3.5.3

Appluing updates on a freguent basis is an Important part of keeping your sustem secure.

By default, updates need to be applied manually using package menagement tools.
Alternatively, you can choose to have this system automatically download and install
security updates, or you can choose to manage this system over the web as part of a group
of systems using Canonical's Landscape service.

How do you it to manaj upgrades on th. systen?
1f you need to use a HTTP proxy 1o access the outside world, enter the praxy informatlon eS8 LS e it el
here. Otherwise, leave this blank.

o automatic updates
Install security updates automatically
Manage system with Landscape

The proxy information should be given in the standard form of
“http://[[user] [:pass]®) host [:port]) /*.

HTTP proxy information (blank for none):

<Go Back> <Continue>

EVE VM Installation Phase 2 (EVE installation)

Step 17: Continue with Enter, the EVE VM | Step 18: Once EVE login screen appeared,
will reboot and finish the installation phase 2 | login in CLI with root/eve and follow
installation Phase 3
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Installation is complete, 50 it is t r new system e sure 10 renove
em rather

is comp
the Installation media (CD-ROM, flopple
than restarting the installation.

Go Back jcCont Lnue)]

EVE VM Installation Phase 3 (Management IP setup and updates)

Step 19: Setup EVE Management IP | Step 20: After your EVE is rebooted,
address. A Static IP address setup is
preferred Login to EVE CLI and type:

Follow steps in section : apt update

apt upgrade
3.5.1 for static IP, 3.5.2 for DHCP IP
Follow steps in section: 5.1, 5.2

NOTE: Verify your EVE-NG server installation, type “dpkg -l eve-ng-pro” command, it must
display latest EVE Pro version

root@eve-ng:~# dpkg -1 eve-ng-pro
Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-
aWait/Trig-pend

|/ Err?=(none) /Reinst-required (Status,Err: uppercase=bad)

| |/ Name Version Architecture
Description

+++- - - -

ii eve-ng-pro 4.0.1-3 amd64 A

new generation software for networking labs.
root@eve-ng:~#root@eve-sat0l:~#

NOTE: If your newly installed EVE-PRO shows nothing like above, you must check your
internet reachability and verify DNS configuration on your EVE-PRO server.

root@eve-ng:~# ping www.google.com

PING www.google.com (172.217.22.164) 56(84) bytes of data.

64 bytes from arn09sll-in-£f164.1el00.net (172.217.22.164): icmp seqg=1
ttl=120 time=8.84 ms

64 bytes from arn09sll-in-£f164.1el00.net (172.217.22.164): icmp seg=2
ttl1l=120 time=8.84 ms

~C

--— www.google.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001ms

rtt min/avg/max/mdev = 8.848/8.848/8.849/0.094 ms
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root@eve-ng
Launch EVE-PRO installation manually

root@eve-ng:~# cd /etc
root@eve-ng:~# ./eve-setup

EVE-NG Professional Cookbook
Version 4.11

Step 21: After update, Step 20 is completed,
continue with type:

apt install eve-ng-dockers
This can take some time depending on your
Internet connection and disk speed.

Your output after install must look like:

Step 22: (Optional) If after dockers first install
(Step 21) in the output “dc images” you still
seeing some docker name in the list as
e

please run the command:
apt install --reinstall eve-ng-dockers

You must get output like in the step 21.

Step 23: After Steps 20-22 are completed
and you are back on the EVE CLI prompt,
reboot EVE by typing

reboot

NOTE: If you are installing EVE in the locked
environment and cannot install dockers
online, please contact with us: info@eve-
ng.net for offline dockers installation option.

Step 24: Go to section 4 to obtain a license for EVE-NG Professional

L IMPORTANT NOTE: You must prepare and upload at least a couple of images to start

building your labs. Refer to section 17

3.2.2 VMware ESXi OVF deployment

Download EVE-NG Professional OVF image zip file, and unzip it:

https://www.eve-ng.net/index.php/download/

3.2.2.1 ESXi OVF VM Setup and Settings

Step 1: ESXi Host, Create/Register VM

Step 2: Set option Deploy a virtual machine
from an OVF or OVA file
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Select creation type

Step 3: Type the name for your new EVE Step 4: Select the storage where your EVE
VM and browse to select all your VM will be deployed.
downloaded and unzipped EVE files.

51 Wew virtual machine . EVE.PRO

1 Selectcreasion ype Select storage
[ e Seled the datastore in which 1o store the conbguration and desk Hes
Select OVF and VMDK files

4 Licenss agrsemants
5

Seloe 16 GNP 80 VDK 1es b1 CVA fer W UM o wouit I 1 dieply

& Additional soitngs

Erter 3 name f e vrhasl machine. 7 Ready 0 complote

EVEFROVM

Mt A s can cEnka U 1 50 CRaraEEers. and e st be UriUE WehF 2327 ES3 Fatante.

* @ EVE-PROVM 0wl
* 2 EVE-PROVM-O.vmdk

Step 5: Select your Management network Step 6: A\ IMPORTANT Open VM Settings.
and Thick Disk provisioning. EVE OVF Set the quantity of CPUs and number of
HDD is only 40Gb Iarge. It is recommended cores per socket. Set Intel VT-X/EPT

after installation to add extra HDD. Section Hardware Virtualization engine to ON

16.2 (checked).

(' Edit settmgs - EVE-PRO (ESXi 6.0 virtual machine)

Deployment options
Falect 08DIyMant opAONS. i i Jplons
3 Add hard disk Wl Add network adapter Add ather device
Mgtk mggings Management 80UD | Managemsnt 50 UD - e 8
- dcru x v @
Clsksesioning S——

Cores per Sockel 1 v Socums:as

CPUHOPIg [CJEnabie CPU Hot Add

Resenaban e

L Uniimited v \
Shares

Hermal

R A Expose hardware assistea inualizanon to the guest 05 @

Performance counters [JEnabie virualized CPU performance counters

armus

Bacx et T Cancel

save || Cancel
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Step 7: Set desirable RAM for your EVE.

~ Edit settings - EVE-PRO (ESXi 6.0 virtual machine)

Vitial Hardware

Step 8: Power ON your EVE VM and follow
Management IP setup instructions described
in section 3.5.1 for Static IP or 3.5.2 for
DHCP IP.

Step 9: Proceed to section 4 “Obtain EVE-NG Professional license”

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start

building your labs. Refer to section 17

3.2.2.2 ESXi OVF VM update to the latest EVE version

Make sure that your EVE OVF VM is up to date with the newest EVE version.
Follow the steps described in section 5 for upgrade instructions

3.2.2.3 ESXi OVF VM HDD Size expansion

A\ NOTE: IMPORTANT! DO NOT expand the current EVE OVF HDD. To expand your EVEs
system disk size, please follow the troubleshooting section 16.2

3.3 Bare hardware server EVE installation

Download Ubuntu 18 Server ISO distribution image:

https://releases.ubuntu.com/18.04/ubuntu-18.04.5-live-server-amd64.iso

N Mandatory Prerequisites: Internet must be reachable from your Server. This ISO installation
requires internet access to get updates and install the latest EVE-PRO version from the EVE-

NG repository. DNS must resolve names!

3.3.1 Ubuntu Server Installation Phase 1

Step 1: Create a bootable DVD disk or USB
flash drive with an Ubuntu server image.
Boot your server from 1SO. Make sure that
English is selected, Confirm with Enter

Step 2: Select “Update to the new installer”
Confirm with Enter
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[ Help 1 Installer update available [ Help |

Willkommen! Bienvenue! Welcome! Jofipo nowanosaTs! Welkom!

Jse UP, DOWN and EN 4s 10 select your language

[ Uodate to the new
Continue without .
Back

Step 3: Make sure that English is selected | Step 4: It is strongly recommended to use

and confirm Done with Enter Static IP address for bare metal server.
ErEmri et . Use Tab key and select ensXXX ethernet

e interface to edit, confirm with Enter

Network connect ions

Step 5: Select “Edit IPv4”, confirm with enter. | Step 6: Hit Enter, to select IPv4 method. Use
etuork comect ons _ down arrow key to select Manual. Confirm

with Enter

1Pv4 Method:

IPv4 Method:
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Step 7: Using Tab key fill your network Step 8: Using Tab key select “Done” and
settings. Select Save and confirm with confirm with Enter

Enter. The name server must be able to (L ) L

resolve public DNS entries! :

Network connections

[ Done 1
[ Back 1

Step 9: Select Done and confirm with Enter. | Step 10: If your network and DNS is

If required, proxy settings can be configured | configured properly, Ubuntu install will offer
later using EVE WEB GUI System/System | ubuntu mirror address from closest source.
Settings described in section 3.5.3 Continue with Enter.

Conf igure proxy [ Help 1 Configure Ubuntu archive mirror

If this sustem requires a proxy
her

[ gane )
[ Back ]

Step 11: Leave all default settings. Make Step 12: Verify your HDD setting, select
sure is selected “Use entire disk” and “Set Done and confirm with Enter
up this disk as LVM group”. Unselected D

“Encrypt the LVM group with LUKS”. Select e e

Done and confirm with Enter.

Guided storage configuration [ Help ]

ided

[ Done
Reset

Back

© EVE-NG LTD Page 37 of 270



eve EVE-NG Professional Cookbook
Version 4.11

Emulated Virtual Environment
Next Generation

Step 13: Using Arrow down key select Step 14: Using the Tab key fill your user
“Continue” and confirm with Enter details, select Done and confirm with Enter

Profile setup [ Help ]

Storage conf igurat ion [ Help 1

e

ontinue ]

[ Done

Step 15: IMPORTANT: Using Spacebar key | Step 16: Using Tab key select Done and
select “Install SSH OpenSSH server. Using | confirm with Enter
the Tab key select “Done” and confirm with Featured Server Snass

Enter p

SSH Setup

Step 17: Wait till your server finish Ubuntu Step 18: Remove your installation media
install. Using Tab key select Reboot Now from server and confirm with Enter
and confirm with Enter 1ot

Install complete! [ Help ]

[v log ]
[ Reboot Now ]
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Step 19: Use your previously created Step 20: Login in the server as root:
username and password to login in server. sudo su
Example in this how steps was user/eve [sudo] password for user: eve

Step 21: Create root user password. Step 22: Allow SSH access for root user.
passwd root nano /etc/ssh/sshd config
Enter new UNIX password: eve Bl
Retype new UNIX password: eve Navigate with arrow down key to
uncomment
PermitRootLogin prohibit-password
Change to

PermitRootLogin yes

To save edited sshd_config use keys
combo:

[Ctrl]+[o] Letter o (oscar)

Enter

[Ctrl]+[x] Letter x (x-ray) for exit

Step 23: Restart SSH service on the server.

service sshd restart

Step 24. IMPORTANT: expand your server LVM partition to use all size of the HDD volume.
Use Putty or other native terminal access as root to the server:

apt clean

lvextend -1 +100%FREE /dev/ubuntu-vg/ubuntu-1lv
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resize2fs /dev/ubuntu-vg/ubuntu-1lv

; on-line resizing required

2 (4k) klo

Step 25: IMPORTANT: Edit network interface name Before:

k config written by 'subiguity’

nano /etc/netplan/00-installer-config.yaml

change interface name “ensXXX” to “eth0”

To save edited 00-installer-config.yaml use keys
combo:

[Ctrl]+[o] Letter o (oscar)

Enter s t g written by 'subiquity’
[Ctrl]+[x] Letter x (x-ray) for exit

Step 26: Update interface names with single line command:

sed -1 -e 's /GRUB_CMDL INE LINUX DEFAULT=.* /GRUB_CMDL INE LINUX DEFAULT="net. ifnames=0
noquiet"/' /etc/default/grub

Step 27: Update GRUB

update-grub

Step 28: Reboot your server Step 29: use Putty or other SSH terminal,
login in your Server as root. Run update

reboot and upgrade commands

apt update

apt upgrade

w

Confirm “y”

3.3.2 EVE Professional Installation Phase 2

Step 30: Launch EVE-PRO Internet installation
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wget -0 - https://www.eve-ng.net/repo-bionic/install-eve-pro.sh | bash -i

Verification: Verify your EVE-NG server installation, type “dpkg -l eve-ng-pro” command, it
must display latest EVE Pro version

root@eve-ng:~# dpkg -1 eve-ng-pro

Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-aWait/Trig-pend
|/ Err?=(none) /Reinst-required (Status,Err: uppercase=bad)

||/ Name Version Architecture
Description

+++-

ii eve-ng-pro 4.0.1-3 amd64 A

new generation software for networking labs.
root@eve-ng: ~#

Step 31: After the installation is completed,

reboot EVE and login as root first time: Step 32: After your EVE is rebooted,
root/eve. Follow the Management IP setup
instructions in section 3.5.1. It is strongly Login to the EVE CLI and type:

recommended for bare-metal installations to
use a static IP address. After the IP address | apt update

setup, continue with Step 32 apt upgrade

Follow steps in section: 5.1, 5.2

Step 34: (Optional) If after dockers first install
Step 33: After update, Step 32 is completed, | (Step 33) in the output “dc images” you still
continue with type: seeing some docker name in the list as
<none>,

apt install eve-ng-dockers
This can take some time depending on your
Internet connection and disk speed.

please run the command:
Your output after install must look like: e snciealll Sodclisiclll GUESREEoE e

NOTE: If you are installing EVE in the locked
environment and cannot install dockers
online, please contact with us: info@eve-
ng.net for offline dockers installation option.

dc images

Step 35: Continue to section 4 to obtain
your EVE-NG Professional license

L IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 17
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3.4 Google Cloud Platform

3.4.1 Google account

Step 1: Connect to Google Cloud Platform (GCP
https://console.cloud.google.com/getting-started

§8  Yourfree trial s waiting: activate now to get $300 credit to explore Googla Cloud products. Lear more [EVES AcTIVATE

Google Cloud Platform

Get Started with
Google Cloud Platform

12 month, $300 free trial to get you started.
Always Free products to keep you going

TRY FOR FREE

Step 2: Sign into GCP. Create a new GCP account if you do not already have one.

3.4.2 Goggle Cloud project

Create new project. By default, GCP will offer you a project named “My First Project”. It can be
used as well.

Step 1. GCP top bar, click on “My First Project”

= Google Cloud Platform  Select a project + Q@ Search resources and products

Step 2. Next pop up window, click “NEW PROJECT”

Select a project B3 New PROJECT
/
1] and folders
(o ]
RECENT ALL
Name (1]
% MyFirst Project @ t-dragon-238421

Step 3. Enter your project name, and confirm “CREATE”
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= Google Cloud Platform Q,  Search resources and products

New Project

You have 22 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

Project name *

EVE Test (2]

Project ID: eve-test-276509. It cannot be changed later. EDIT

Location *
[ No organisation BROWSE

Parent organisation or folder

This will take some time.

Step 4. Navigate: Navigation Menu/Compute Engine/VM Instances

Google Cloud Platform VM instances Q,  Search resources and products

Instance groups
# Home

Instance templates
W ey -

Sole-tenant nodes
. Anthos >

Machine images
(@ reCAPTCHA Enterpri.. Disks

Snapshots
COMPUTE

Images
«@- App Engine by TBUSs

ﬁ} Compute Engine e > Committed use discounts

Metadata
@ Kubernetes Engine >

Health checks
[] Cloud Functions Zones
)) Cloud Run

-

5. Navigate: top bar and select your newly created Project

Google Cloud Platform  Selecta project +

ﬁ Compute Engine Select or create a project
a

VM instances
¥ Instance groups

E  Instance templates

Preparation of your Project can take some time. Wait until the VM Instance window finishes
deployment and then press the “Create button.”
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- Compute Engine is getting ready. This may take a minute or more. Compute Engine documentation [

Compute Engine
VM instances

Compute Engine lets you use virtual machines that run on Google's
infrastructure. Create micro-VMs or larger instances running Debian,
Windows or other standard images. Create your first VM instance,
import it using a migration service or try the quickstart to build a
sample app.

or or  Take the quickstart

3.4.3 Preparing Ubuntu boot disk template

Step 1: Open the google cloud shell and press: “START CLOUD SHELL”

Google Cloud Platform  8* EVE Test w Q Search resources and products
{e} Compute Engine VM instances
B VMinstances

Google Cloud Platform s evePRo-PROJECT +

{=x Wl

Compute Engine VM instances

a ce tempiates Compute Enging

VM instances
B Soletenant nodes
O  Disks
@ snapshots iy thie quicks
H e [

o lmport @i Toke the quickstarl
B TRUs
Committed use dscounts
arketplace

<

B A eepopoe) x4 v O/ ® il - @ x

Step 2: create a nested Ubuntu 18.04 image model. Copy and paste the below command into
the shell. Use copy/paste. crtl +c/ctrl +v. It is single line command (copy all command below
in cli). Confirm with “enter”:

gcloud compute images create nested-ubuntu-bionic --source-image-
family=ubuntu-1804-1ts --source-image-project=ubuntu-os-cloud --
licenses https://www.googleapis.com/compute/vl/projects/vm-
options/global/licenses/enable-vmx

x Terminal
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You will get the following output when your image is ready:

x Icr‘rr‘ulnal‘ x + - £ Open editor B8 & B x

3.4.4 Creating VM

Step 1: Navigate: Navigation Menu/Compute Engine/VM Instances and press “Create”

= Google Cloud Platform * EVETest Q  Search resources and products - = e @ : O
Home M instances
&} Compute Engine LI
instances
-~
Kubernetes Engine 5 nstance groups
Instance templates Compute Engine

() Cloud Functions

Sole-tenant nodes M
)»  Cloud Run
Machine images
Image Comp you use virtual machi on Google's
Disks Create i larger instances
STORAGE Windows or other standard images. Create your frst VM instanca,
Snapshots import it using a migration service or try the quickstart to buld a
p sample app.
%/ Bigtable

Images

o Import  of  Take the quickstart
Datastore > TPUs

—~ Committed use discounts
= Firestore

Step 2: Assign the name for your VM
Step 3: Set your own region and zone

Step 4: Edit your Machine Configuration. General-Purpose. Choose the series of CPU platform,
Use Intel CPUs Skylake or Cascade.

Step 5: Choose your desirable CPU and RAM settings.
IMPORTANT: “Deploy a container image” must be UNCHECKED.
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Name
Name is permanent
eve-1 \
Labels (Optional)
| + Add label
Region Zone
Region is permanent Zone is permanent
europe-west2 (London) v europe-west2-c v

AN

Machine configuration

Machine family

General-purpose = Memory-optimised = Compute-optimised

Machine types for common workloads, optimised for cost and flexibility

Series /

N1 A

Powered by Intel Skylake CPU platform or one of its predecessors

Machine type /

n1-standard-16 (16 vCPU, 60 GB memory) v
\/ vCPU Memory
v 16 60 GB

CPU platform and GPU

Container
Q&ploy a container image to this VM instance. Learn more

Step 6: Select Boot disk. Press Change

Boot disk

Image

‘ ——  New 10 GE standard persistent disk
~ ‘ Debian GNU/Linux 9 (stretch) Change

Step 7. Select Custom images and the custom boot image you created previously. Choose
HDD disk type and size. HDD size can vary depends of your needs.
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Boot disk

Select an image or snapshot to create a boot disk; or attach an existing disk. Can't find what you're looking for? Explore hundreds of VM solutions in Marketplace.

Public images = Customimages Snapshots Existing disks
Show images from

EVE Test -

Show deprecated images
Image
nested-ubuntu-bionic -

Created on 22 Jun 2020, 22:50:36

Boot disktype 1 g Size (GB) 1 N

SSD persistent disk - 60

Step 7: Allow https traffic and create VM

Identity and APl access

Service account
Compute Engine default service account A

Access scopes

® Allow default access
Allow full access to all Cloud APIs
Set access for each AP

Firewall
Add tags and firewall rules to allow specific network traffic from the Internet

Allow HTTP traffic
™ Allow HTTPS traffic <&

Management, security, disks, networking, sole tenancy

Your free trial credit will be used for this VM instance. GCP Free Tier [7

Cancel

3.4.5 EVE-NG-PRO installation

Step 1: Connect to the VM with the first option “Open in browser window”

= ter Vi t Columns =
Name -~ Zone Recommendation Inuse by Internal IP External IP Connect
& evel europe-west2-c 10.154.0.3 (nic0) 35.189.102.127 (7 SSH | ~ I H
Open in browser window

Open in browser window on custom port
Open in browser window using provided private SSH key
View gcloud command

Related Actions Use another SSH client
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fent permitted by

Step 2: Launch installation with:

Type the below command to become root:
sudo -1

Start EVE-PRO installation

wget -O - https://www.eve-ng.net/repo-bionic/install-eve-pro.sh | bash -i

Step 3: Update and upgrade your new EVE-PRO
apt update

apt upgrade
Confirm with Y

Step 4. Reboot EVE. Allow some time for reboot and then press “Reconnect”

bw version of config file /etc/con etup/compose.IS0-8859-1.inc ...
Pw version of R B R T poompase ToO 8880 3 50
bw version of
pw version of
of The SSH connection to VM instance ‘eve-pro’ was lost. Learn more about improving
of SEH session persistence.
of o

[ i =l Reconnect Dismiss
pw version of

bnsole-setup (1.1

bmfs: deferring

fstro-info-data (0.28ubuntul.11l) ...
buntu-minimal (1.361.3) ...

Step 5: VERY IMPORTANT: Setup IP
Once the IP wizard screen appears, press ctrl +c and type the below command to become root:
sudo -1

Root Pa
Type the Root Pas
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Now follow the IP setup wizard, section: 3.5.2.
IMPORTANT: set IP as DHCP!

Step 6: Dockers installation. After EVE is rebooted, reconnect the SSH session:

Type command to become root:
sudo -1

Type command to update EVE
apt update

Type command to Install Dockers
apt install eve-ng-dockers

3.4.6 Access to Google Cloud EVE-PRO

Use your public IP for accessing EVE via https.

Columns ~

Name ~ Zone Recommendation Inuse by Internal IP External IP Connect

& evepro europe-wesl?-c 10.154.0.2 {nic0) 35.246.119.90 [7 SSH ~

Default web login: admin/eve

3.4.7 Optional: GCP Firewall rules for native console use

Step 1: Navigate: Navigation menu/VPC Network/Firewall rules
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Google Cloud Platform e EVE-PRO-PROJECT ¥

Home

@

- ¥ Pins appearhere @ X i
'STORAGE [

@ Bigtable

5#8  Datastore >

a Firestore >

=  Storage >

£ saL

oe  Spanner

43 Memorystore

& Filestore
NETWORKING

n VPC network > VPG networks
ite  Network services > External IP addresses

Firewall rules
4} Hybrid Connectivity >

Routes

\3 Network Service Tiers VPC network peering

Step 2: Create new firewall rule

Firewall rules CREATE FIREWALL RULE C REFRESH @ DELETE

~

Firewall rules control incoming or outgoing traffic to aninstance. By default,
incoming traffic from outside your network is blocked. Learn more

Note: App Engine firewalls are managed here.

Step 3: Create an ingress FW rule; allow TCP ports 0-65535
< Create a firewall rule

Firewall rules control incoming or outgoing traffic 1o an instance. By default,
incoming traffic from outside your network is blocked. Learn more

Name

ingress-eve
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Direction of traffic
® Ingress
Egress

Action on match
® Allow

Deny
Targets

Allinstances in the networlk

Source filter

IP ranges
Source IP ranges

0.0.0.0/0 € /

Second source filter

None

Protocols and ports
Allow all

® Specified protocols and porls

+ 1op: 0-65535
udp:

Other protocols

Disable rule

Ve

Vg

Step 4: Create an egress FW rule; allow TCP ports 0-65535

Firewall rules control incoming or outgeing traffic 1o an instance. By default,
incoming traffic from outside your network is blocked. Learn more

Name

egress-eve
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Direction of traffic
Ingress
® Egress —d——

Action on match
® Allow

Deny

Targets /

Allinstances in the network

Destination filter

IF ranges

Destination IP ranges

Vd

0.0.0.0/0 £

Protocols and ports
Allow all

® Specified protocols and ports

v 1cp: 0-65535
udp:

Other protocols

Disable rule

Summary FW rules.

Name Type

egress-eve Egress

Targeis

Apply to all

Filters

IP ranges: 0.0.0.0/0

Protocols / ports Action Priority

1cp:0-656635 Allow 1000 default

default-allow-htips Ingress

ingress-eve Ingress

htips-server

Apply to all

IP ranges: 0.0.0.0/0

IP ranges: 0.0.0.0/0

1op:A443 Allow 1000 default

1cp:0-65535 Allow 1000 default

3.5 EVE Management IP Address setup

3.5.1 Management static IP address setup (preferred)

A\ IMPORTANT NOTE: EVE Docker stations for html console access are using network
172.17.0.0/16. Please avoid use this network on the EVE management or other clouds or

interfaces.

The steps below will walk you through the network setup and assign a static management IP

for EVE.

enter

field are not visible.

Step 1: Log into the EVE CLI using the default
login root/eve After login, type your preferred
root password for EVE, default is eve.
Remember it for further use. Confirm with

NOTE: Typed characters in the password

Step 2: Retype your root password again
and confirm with enter.
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Root Password
Repeat. the oot Password:

Type the Root Passuord:

< 0K

Step 3: Choose your EVE VMs hostname. By | Step 4: Type your domain name for your
default, it is eve-ng. You can leave it as it is. | EVE VM. By default, it is example.com. The
Confirm with enter default value can be used as well.

Confirm with enter

DS domain nane
Type the DNS domain nane for the
system:

Hostname
Type the short hostname For the
systen!
cve—ng

< 0K ]

eve-ny net

< 0K )]

Step 5: Using the arrow keys, select the Step 6: Type your desirable EVE
option “static”, confirm your selection with management IP. Confirm with enter.
the space key, followed by enter

Type the IP address for
Hanagenent. Metuork:

172.25.1.20

Fanagement. Network IP Address
the l
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Step 7: Type the subnet mask of your EVE
management network. Confirm with enter.

Hanagenew
Tupe the Subnet Hask for the
Management Metwork:

it Network Subnet Rask l

Step 8: Type your networks gateway IP.
Confirm with enter.

nagenent. Network Def teway
Type the Default Gateway for the
Managenent Network:

172.25.1.1_

Step 9: Type your networks primary DNS
IP. Confirm with enter.

IMPORTANT: DNS must be reachable and
resolve public addresses.

Primary DNS server
Type the IP IP address of prinary
server:

192 .168.90.201_

Step 10: Type your network Secondary
DNS IP. Confirm with Enter.

IMPORTANT: DNS must be reachable and
resolve public addresses.

Secondary server.
Tupe the IP address of sccondary DHS
server:
0.0.0.8

Step 11: Type your preferred NTP server IP.
It can be left empty as well; in this case, your
EVE VM will automatically assign the time
from its host.

HIF server
hostnane/IF address of NTF

Type the
for initial clock sunc (leave cnpty
if not used):

—

Step 12: Skip this step. By default, it is set
to direct connection (no proxy).

Confirm selection with enter. EVE will
reboot automatically.

A NOTE: If required, the Proxy settings
can be configured later using EVE
WEB GUI System/System Settings
described in section 3.5.3
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A IMPORTANT NOTE: If you are setting up your management IP for the first time (fresh
EVE installation), please return to the install section and complete installation Phase

3.

3.5.2 EVE Management IP address setup via DHCP

A\ IMPORTANT NOTE: EVE Docker stations for html console access are using network
172.17.0.0/16. Please avoid use this network on the EVE management or other clouds or

interfaces.

The steps below will walk you through the network setup and assign a management IP for EVE

via DHCP.

Step 1: Log into the EVE CLI using the default
login root/eve After login, type your preferred
root password for EVE, default is eve.
Remember it for further use. Confirm with
enter

NOTE: Typed characters in the password
field are not visible.

Type the Passuord:

e

Step 2: Retype your root password again
and confirm with enter.

Root Passuord
Repeat. the Root Password:

Step 3: Choose your EVE VMs hostname. By
default, it is eve-ng. You can leave it as it is.
Confirm with enter

Step 4: Type your domain name for your
EVE VM. By default, it is example.com. The
default value can be used as well.

Confirm with enter
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Hostname
Tupe the short hostnane for the
systen:

o

i< 0K ]

DS domain nane
Type the DNS domain nane for the
system:

< 0K |

Step 5: Using the arrow keys, select the
option “dhcp”, confirm your selection with the
space key, followed by enter

Use DHCP/Static IP Address
Use DHCF or Static IP Address for
the wetwork adapter on Management
Hetuark?

]
) static

Step 6: Type your preferred NTP server IP.
It can be left empty as well; in this case, your
EVE VM will automatically assign the time
from its host.

NP server

‘the hostname/IP address of NTP
for initial clock sync (leave enpty
if not used):

e

0K )

Step 7: Skip this step. By default, it is set to
direct connection (no proxy).

Confirm selection with enter. EVE will
reboot automatically.

A NOTE: If required, the Proxy settings
can be configured later using EVE
WEB GUI System/System Settings
described in section 3.5.3

x conf iguration
can

t comect ion

(3 anommous
€3 outhenticated prosy
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IMPORTANT NOTE: If you are setting up your management IP for the first time (fresh
EVE installation), please return to the install section and complete installation Phase
3.

Internet proxy setup

Step 1: If you have a proxy in use for your Internet, login into your EVE WEB GUI using your
EVE IP https://aaa.aaa.aaa.aaa

Default username: admin
Password: eve

Step 2: Select Tab: System/System Settings

thilemanager Current position | root

& Main - ®2019 Eve-NG

£ System logs
Mews Mame Add folder
X StopAllNodes

Step 3: Enter your Proxy IP and Port following by “Submit”. For authenticated Proxy, use your
username and password.

System settings

Radius Server #1 4 Port Secret
ry
0.0.0.0__ 1812 > LIITIY]
Radius Server #2 4 Port Secret
0.0.0.0 1812 = ssssse
Proxy Server P Port User Password
0.0.0.0__ 8080 o

\

P4 v 4 V4

Template visibility unprovisioned images
Disk critical size Minimal free space (GB)

5 =
Html 5 terminal setting Color scheme |gray-black

Management Interface setting
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3.5.4 EVE Management IP address reset

If for any reason you need to change these settings after the installation, you can rerun the IP
setup wizard. Type the following command in the CLI and hit enter:

rm -f /opt/ovf/.configured
Then type:
su -

Once you log into the CLI again, EVE will go through the network setup again. Please follow
the steps in section 3.5.1 for Static IP or 3.5.2 for DHCP IP.

3.6 Native telnet console management setup

If you prefer to use a natively installed telnet client to manage nodes inside EVE, follow the
steps below:

3.6.1 Windows Native Console

Step 1: Download the EVE Windows Client | Step 2: Install it as administrator
integration pack:
Open

9 Run as administrator

http://www.eve-ng.net/downloads/windows-

Troubleshaot compatibility

client-side-pack Pinto Start

7-7in b
Step 3: Leave the option for UltraVNC Step 4: Continue with Next. When it asks to
checked. UltraVNC is very tiny and the choose Ultra VNC Options, only leave the
preferred VNC client for Windows by EVE. UltraVNC Viewer checked, the rest is not
#8) setup - EVE-NG-Win-Client-Pac] -~ . needed.

Select Components
Which components should be installed?

S setup - Uttravie

Select the components you want to install; dear the components you do nat want to Select Components 1
install, Click Mext when you are ready to continue, Which components should be installed? 1
! Select the components you want to install; dear the components you do not want to
wrapper.bat 1KB 1 install. Click Next when you are ready to continue.
rapper bat 1KB

Modify Windows registry for putty, ultravnc and wireshark 3 ‘Cusmm installation ‘ - ‘
Save on Disk crt, putty, ultravnc and wireshark .reg files

[ wireshark 2.2.5 164 [] UltravnNC Server Silent 4.8 MB
e £ 2 '12 e [] UltravNE s.ewer 4.8 MB
UltraVNG Viewer 2.7MB
[ Ultra¥NC Repeater 0.2MB
] Upgrade 1.0.8/1.0.9 .. Upgrade can be done while vnc is running 7.5MB

Current selection requires at least 0.7 M8 of disk space.

Current selection requires at least 4,0 MB of disk space.

NOTE: The Wireshark option for EVE spose | _estz ] [ coned
Professional is left unchecked, because
Wireshark is already integrated into EVE
PRO.
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Step 5: Continue with Next and finish the
installation.

By default, EVE Windows Client Integration will install Putty as your Telnet Client. The default
location for the EVE Windows Client Integration software and .reg files is: “C:\Program

Files\EVE-NG”

Set the default telnet program manually in Windows 10. Example: SecureCRT
Step 1: Go to: Windows Settings/Apps/Default Apps/Choose Default Apps by Protocol

Step 2: Set your default Telnet program:

TELNET ﬂ SecureCRT Application
URL:Telnet Protocol S

L NOTE: The first time click on the type of link that is used to access a running node
inside EVE via telnet, the browser will ask to choose the telnet program. If you have
prepared your default telnet program with the instructions above, you have to choose
your default Telnet program.

Example: Firefox browser:

Launch Application X

This link needs to be opened with an application.

Send to:

SecureCRT Application

Choose other Application Lhoose...

[JRemember my choice for telnet links.

Cancel Qpen link

Set your default application, check the box “Remember my choice telnet links” and click Open
link

3.6.2 Linux Native Console

The steps below will show how to setup the native consoles pack for Linux Mint 18 (Ubuntu):

Step 1: Go to the EVE Linux Side Step 2: Open the link to GitHub

integration pack download page:
https://github.com/SmartFinn/eve-ng-

http://www.eve-ng.net/downloads/linux- integration
client-side

Step 3: Scroll down to the installation part
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Installation

Ubuntu and derivatives

You can install eve-ng-integration from the official PPA:

Step 4: Login as root to your Linux system and enter the commands below:

NOTE: An internet connection is required. Enter each command line below one after the
other

sudo add-apt-repository ppa:smartfinn/eve-ng-integration

sudo apt-get update

sudo apt-get install eve-ng-integration

A For other Linux native console setup options please refer to:
https://github.com/SmartFinn/eve-ng-integration

3.6.3 MAC OSX Native Console
Download the EVE MAC OSX Client integration pack and install it:

https://www.eve-ng.net/index.php/download/#DL-OSX

3.7 Login to the EVE WEB GUI
EVE PRO is using https 443. Login to the EVE management Ul:
https://<your_eve_ip>/
Default user access:
User: admin
Password: eve
A NOTE: You can change your EVE Admin password, please refer to section 7.3.1.2

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 17
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4 EVE-NG Professional Licensing

EVE-NG Professional and Learning Centre editions require purchasing and uploading a
license to activate its features. Licenses are based on an annual subscription.

EVE-NG permits up to 128 accounts to be created but restricts the number of simultaneous
sessions per role to the licensed amount. To increase the number of active sessions, please
purchase additional licenses on top of the base license as shown below.

L\ Definition: Simultaneous session (1 license) means one active connection to the
EVE-NG Web GUI.

Li of i Examplel EVE-Professional: The license information page
icense information shows 2 Admin accounts. This means 2 Admin role-based

accounts can be logged into the Web GUI simultaneously. If a

Bxprity Dater 20130507 third Admin account logs into the Web GUI, the first active
Admins: 2 Admin session will be disconnected. Please note that the first
Editors:  © Admin’s labs will keep running. EVE-NG PRO can have up to
Users: o 128 accounts, but active sessions to the Web GUI are
restricted to the number of purchased licenses.
Example2 EVE Learning Centre: The license information
page shows 2 Admin and 3 Lab-user role accounts. This
means 2 Admin and 3 User accounts can be logged into the
Expirity Date: 20190507 Web GUI simultaneously. If a fourth User account or third
Admins 2 Admin account logs into the Web GUI, the first User or

Admin session will be disconnected. Started labs will keep
running. EVE-NG Learning Center can have up to 128
accounts, but active sessions to the Web GUI are restricted
by the number of licenses purchased.

Editors: 0

Users: 3

4.1 EVE-NG Professional Base license

EVE-NG Professional Edition - 1 Year License
https://www.eve-ng.net/index.php/buy/

EVE-NG PRO features multi user support and assigns all accounts as Administrators.
The license allows for 2 simultaneous users.

Products in your shopping cart

EVE-NG Professional Edition - 1 Year License 1 $109.66
EVE-NG Professional Edition - 1 Year License

This license unlocks all Pro features and two active

Administrator accounts sessions

The Administrator role can manage everything in EVE-NG

without restriction

This includes creating, deleting, and modifying all folders,

labs, nodes and accounts.

| have a discount coupon Total price: $131.59
Total TAX/VAT (20%) : $21.93

For EVE-PRO Administrator role permissions, please see section 4.4.
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4.2 EVE-NG Learning Centre licenses

EVE-NG Learning Centre Edition - 1 Year License
https://www.eve-ng.net/index.php/buy-corporate/

EVE-NG LC features multi user support and assigns accounts as Administrators, Lab-Editors
or Lab-Users.

The first minimal Base A license allows for 2 simultaneous Admin users. It is necessary to
use an Administrator account to create or manage EVE LC and other user’s role-based
accounts.

EVE-NG Professional Base - 1 Year License 1 99,00 €

This license unlocks all Pro features and two active S :
Minimum Mandatory Base license

eve

Administrator accounts sessions.

EVE-PRO allows up to 128 accounts to be created but

restricts the number of active sessions, per role, to the

licensed amount. To increase the number of

simultaneous account sessions, please purchase Remove from order

additional licenses below. if no need this option

Optional Licenses Change quantity

EVE-NG PRO Administrator - 1 Year License _ 1 * 99,00€ [
This license unlocks one additional active session for the
Gve Administrator role.
The Administrator role can manage everything in EVE-
NG without restriction.
This includes creating, deleting, and modifying all folders,
labs, nodes and accounts.
The Administrator is the only role that can create or

modify accounts.

EVE-NG PRO Lab Editor - 1 Year License 1 + 350,00 €
This license unlocks one additional active session for the

eve

Editor role

The Editor role is restricted to a personal folder and is
authorized to create, delete, or modify additional folders,
labs, and nodes within it.

EVE-NG PRO Lab User - 1 Year License 1 + 300,00 €
This license unlocks one additional active session for the

eve

User role.

The User role is restricted to a personal folder and is only
authorized to start, stop, and wipe nodes. An
Administrator account is required to manage folders and
labs within a Users folder.

EVE-NG PRO - A Base License (Mandatory)

This license unlocks all Pro features and two active Administrator accounts sessions. This
license is mandatory for EVE LC edition.

The following licenses below can vary per your needs.

EVE-NG PRO - Administrator License

This license unlocks one additional active session for the Administrator role.
The Administrator role can manage everything in EVE-NG without restrictions.

This includes creating, deleting, and modifying all folders, labs, nodes and accounts.
The Administrator is the only role that can create or modify accounts.

EVE-NG PRO - Lab-Editor License
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This license unlocks one additional active session for the Lab-Editor role.
The Lab-Editor role is restricted to a personal and the Shared folder and is authorized to create,
delete, or modify additional folders, labs, and nodes within them.

EVE-NG PRO - Lab-User License

This license unlocks one additional active session for the Lab-User role.

The Lab-User role is restricted to a personal and the Shared folder and is only authorized to
start, stop, and wipe nodes. An Administrator account is required to manage folders and labs
within a User’s personal folder.

Example: EVE Learning Centre Licensing for 1 Teacher and a 5 Students class.
Licence model below includes:
e Two administrator accounts, necessary for EVE LC labs and other user account
management
¢ One Lab-Editor-role based account, assigned to the teacher to create/manage labs
and assign them to the Shared folder for Students use. The Lab-Editor role is
restricted to a personal folder and is authorized to create, delete, or modify additional
folders, labs, and nodes within it.
Optional: If wanted / needed, the Lab-Editor account for the teacher can also be
replaced by an Administrator account instead.
e Five Lab-User role-based Student accounts allowing running a class with 5
simultaneous students connected to the EVE HTML GUI.

EVE-NG Professional Base - 1 Year License 1 99,00 €
This license unlocks all Pro features and two active
eve
s to be created but
ns, per role, to the
2 the number of
ns, please purchase
EVE-NG PRO Lab Editor - 1 Year License 1 + 350,00 €
This license unlocks one additional active session for the
eve
EVE-NG PRO Lab User - 1 Year License 5 + 1.500,00 €
This license unlocks one additional aclive session for the
eve

User role

cted to a personal folder and is only

odes. An

4.3 EVE-NG Corporate licenses

Essentially, this is EVE Learning Centre edition with Lab-Editor role-based accounts only.
This is recommended for corporate use to allow full permissions for EVE labs but to restrict
being able to manage other user accounts or labs. The Lab-Editor role is restricted to a
shared and a personal folder and has permissions to create, delete, or modify additional
folders, labs, and nodes within them.

EVE-NG Learning Centre Edition - 1 Year License
https://www.eve-ng.net/index.php/buy-corporate/

EVE-NG Corporate features multi user support and assigns accounts as Administrators or
Lab-Editors.

The first (mandatory) Base A license allows for 2 simultaneous Admin users. It is necessary
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to have an Administrator account to create or manage EVE LC and other user’s role-based

accounts.

Example: EVE Corporate Licensing for 5 Lab-Editor users.

License model below includes:
e Two administrator accounts necessary for EVE Corporate labs and other user accounts
management (Mandatory Base license)

e Five Lab-Editor role-based accounts. The Lab-Editor role is restricted to a shared and
a personal folder and has permissions to create, delete, or modify additional folders,
labs, and nodes within them.

eve

EVE-NG Professional Base - 1 Year License

This license unlocks all Pro features and two active
Administrator accounts sessions

EVE-PRO allows up to 128 accounts to be created but
restricts the number of active sessions, per role, to the
licensed amount. To increase the number of

simultaneous account sessions, please purchase

additional licenses below.

EVE-NG PRO Lab Editor - 1 Year License
This license unlocks one additional active session for the

eve

Editor role.

The Editor role is restricted to a personal folder and is

authorized to create, delete, or modify additional folders

labs, and nodes within it

EVE Corporate role rights, please follow section 4.4.

4.4 User roles comparison chart

99,00 €

1.750,00 €

Feature Administrator Role Lab-Editor/Teacher role Lab-User/Student role
User accounts management yes no no

User Accounts visibility yes no no

User edit modal visibility yes no no

User Folder's management yes no no

Full EVE root folder tree

access yes no no

Licencing module access yes no no

Nodes management module yes (only own running yes (only own running
access yes nodes) nodes)

Lab management module yes (only own running yes (only own running
access yes nodes) nodes)

Shared lab folder

management yes yes no

Shared folder access yes yes yes

Rename Folders yes yes no

Create labs yes yes no

Delete labs yes yes no

Edit Custom topology

mapping yes yes no

Use only Custom topology

mapping yes yes yes
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Lab objects management add
text, drawing on labs yes yes no
Export/import labs yes yes no
Nodes list management yes yes yes, read-only
Networks management yes yes yes, read-only
Start labs yes yes yes
Stop labs yes yes yes
Wipe nodes yes yes yes
Console to all nodes yes yes yes
Export all configs yes yes no
Edit lab yes yes no
Set nodes startup-cfg to
default configset yes yes no
Set nodes startup-cfg to none | yes yes no
Topology refresh yes yes yes
Topology zoom yes yes yes
EVE status yes yes yes
Lab details UUID yes yes yes
See startup configs yes yes no
Delete default startup configs | yes yes no
Create and manage
multiconfig sets yes yes no
Close labs yes yes yes
Lock labs yes yes no
System/Stop all nodes yes no no
Information tab access yes yes yes
Work with more than one lab | yes yes yes
Lab timer function yes yes no
Lab background dark mode yes yes yes
Hide node labels yes yes Yes
EVE Cluster administration Yes No No

4.5 License purchasing and activation

\ Before purchasing a license, the customer must have EVE-NG Professional
installed and readily accessible.

i\ Recommended browser for license operations are: Chrome or Mozilla Firefox

A\ You must be logged in to the EVE WEB GUI as Administrator.

Step 1: Obtain your license request from the Licensing tab of the top menu of the EVE PRO
WEB GUI. License requests will work only if the host machine (and hypervisor if running a
VM) has Intel VT-x/EPT enabled!

(See section 3 for details)

Step 2: Copy the content of the license request and keep it ready for the order process at
Step 6. Orders without a license request cannot be processed.
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# Main # Management ~ & System ~ @ Information ~ [: ]§

i Filemanager  Current position | root

- LICENSE FILE DATA——

WYDBIyONGXSFATIU4ZW1on CLWLF

7 USRIZiAGERL0KNUQ2ILSY
2PGxbuBWECH/bIZptIPLZOKPUGAGEY
Wiy 3EVFFE1RyrgGarORxd0bkkho

Step 3: Go to the EVE PRO or Learning Centre Purchase Portal and choose your Licenses
and quantity.

Licenses that are unnecessary for your EVE Learning Centre or Corporate Edition licensing
needs, can simply be deleted from your order by clicking on the cross next to them to remove
them. Refer to sections: 4.2 and 4.3

EVE-PRO Purchase Portal

EVE-Learning Centre or Corporate Purchase Portal

Step 4: Choose your preferred payment method. We currently support VISA, Mastercard,

Bank/Wire transfer and PayPal.
\
PayPal RS

< Back to shopping
-

Step 5: Complete the order form. If your license is for commercial/company use, you must
select Company option.

Billing Information
Licensed to: (@) Person Company
First name#:
Last name*:

Address*:

Step 6: At the end please paste your license request content from Step 2 and Please read
and confirm the EULA agreement, which contains vital information about licenses. For
companies, if necessary, in the Order Notes you can add additional information/reference,
e.g. for your accounting department.

Additional Information

Order Notes
Order Notes

EVE-NG PRO A Base license

License Request*

— LICENSE FILE DATA —

\

Accept EULA*

Step 7: After a while (usually 10-30 mins), your license is sent to the E-Mail used in the order
form.
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A IMPORTANT: Before loading the purchased license, make sure your EVE has
Internet access. Your EVE DNS settings must be configured properly to resolve the
FQDN. Internet connection is required to validate your EVE license with our EVE-NG
license server.

A IMPORTANT: If your EVE internet is using Proxy, make sure you have set the proxy
settings described in section 3.5.3

A Offline EVE Pro license is supported for Bare EVE installs only. (Dedicated EVE
server). VM Ware and Cloud environment EVE installs require Internet connection.

Step 8: Copy Content of your received License

EVE-NG Professional Edition - 1 Year License

- LICENSE FILE DATA -
X26XBY 2Bjraqm8gEgwQ7 SFSBKDeyKnWX

pOl
SFWpZm6odickB+YOztEVEOBCSUIPepY2

7 7 KrKdz
1TQDBS+APIAMBTACAeZ0uaEiceLkuAgS
1x/d13uaONKkeALTSdniKNjsdhXIAkfcq
hGaxs! JtIXpD8
nBWEBAICWPItY bslgtwguMJiAK11QQg0
8prut’YELcBuP TVOmBQDHIIZGJOIXRpo
evacuHdg/kEv89zL02ZTywrMJOIZRnRK
1As7BC5ERVIXQUBSITZISAQSF|IVVACY
agvuHTgW]fm/SmTIisf7GO TIPaxfKqJT7
¥ BuldjTD! L
34nzQFDUSLOPYL4uLCx8V1rrYYaRxUct
of

ming+JMr0le7djyxkh/RBcnxCimKnSVX
0ICaE ToaoJ3XxQAU2iQxyXrTqxtdo0Jt

Step 9: On your EVE WEB GUI, click on License Upload,

# Main # Mznagement ~ & System ~ @ Information ~ @ Licenzing ~

ifa File manager  Current position | root

Paste your licence and click on Upload

License U

Paste here your license

~-eee- LICENSE FILE DATA e
X26XEV2EjraqmighigwQTSFSEKDey KWK
52epOMvFVeXBjngmDSXmEHQezkmSEmEL
SFWpZmSodickE+YOEVEDBCS UlPepY2
Z70ddXrDAD]IsSKKVdpSPvaSpaMYO Th
TESE]EXNeOU/58KI1SUESK2BHILKrKdz
1TQDBS+AP/AMBTACASZ0USEiosLkuAgS
1:¢/d13usONkeALTSdniKNjséhiXlAkfcq
hGIxBIZkWOCIYWGoBKbGVi8UXPDE
nEWEB4ICWPLEYbslatweuM lIAKLIQQE0
Eprut/YELCBUPTVOmEQDH/12GJ0IXRpo
evacuHdg/kEVB32L02ZTywrkJOIZRNRK
1AsTBCSERVEXQUBSITZIZAQBFWACY
SEVUHTEWfm SmTisf7GOTIPoxfKgJTT
60G+dlhyveFF3BULATOXSBUIBHFLL
4nzQFDUSLOPYL4ul CxEVrm¥YaRxUct
=+RNZOK/yR4ZEeLOhWFQWHIUQsDaias
ming#JMrDle7diyxkh/REcnxClmKnSV
OICaEToa0 2K yXrgxfdost
HOOAROVVIVORSIA CiLIWMIMBi6= —memmmoeeeeoeee

4.6 License deactivation
If you decide to deactivate EVE-PRO license on the host, please follow the steps below:
A Goto EVE CLI and type:

cd /opt/unetlab/html/
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rm eve-ng.lic

cp eve-ng.nolic eve-ng.lic

4.7 License Rehosting.
If you decide to re-install EVE-PRO or move it to another host, please follow the steps below:
A\ Pre-requisites:

e EVE must have internet access!
¢ Only ONE EVE host must be turned ON and connected to the internet, do NOT have
more than one EVE with the same license turned on at the same time!

Step 1. Make sure that you have only ONE EVE-PRO instance with this license running.

Step 2. Make sure you have unrestricted Internet access with a properly configured DNS
server from your EVE server.

Step 3. Load your purchased license onto EVE server you want to rehost to.
Step 4. Reboot your new EVE
Step 5. Wait approximately one hour for the licence validation process to finish on the host.

A NOTE: The re-hosted EVE server must have internet access to periodically validate
the license. EVE receives a token with a licence validity time of 24 hours. During
those 24 hours, the re-hosted EVE can be used offline. After 24 hours the token time
expires and you have to get EVE online again (for approximately 30minutes) to
receive a new token.
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5 EVE-NG Professional Update & Upgrade

N Prerequisites: Internet access and working DNS on your EVE-NG is required.

Verify your internet reachability with named ping. Example: ping www.google.com

ping www.google.com

If your ping is success, follow next step for update. If named ping has no success, please verify
your DNS IP assigned for EVE or firewall. Some cases ping can be blocked by FW, but Internet
and DNS are capable to make update/upgrade.

OPTION for bare EVE installations which has bnx2x Broadcom Ethernet drivers, please
rewrite your driver to the newest linux-firmware:

sudo apt-get -o Dpkg::0Options::="--force-overwrite" install linux-firmware

5.1 EVE-NG Professional Update

It is strongly recommended to keep your EVE-NG up to date. To update and upgrade, SSH to
your EVE CLI.

To verify your current EVE-NG version, please follow “CLI diagnostic information display
commands” in section 16.1.1. You can verify your current EVE version from the System/System
Status tab on the top menu of the WEB GUI as well.

System satus 1Iiil

The newest version of EVE-NG can be verified by checking the official website: http://www.eve-
ng.net. For update to the newest EVE-NG Professional version please follow the steps
https://www.eve-ng.net/index.php/1845-2/
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The year 2019 Major release, EVE Professional Edition: 2.0.6 — 17 (28 November, 2019)
To Update and Upgrade your EVE-NG Professional to the newest version, please follow the steps in the Upgrade

section (reboot required)

Release 2.0.6-17 notes:

IMPORTANT NOTE: !!l Before this upgrade please stop all running labs and nodes !1l
— Important security update

= New HTML5 Console engine Guacamole 1.0

— HTMLS console background color change option

Bugfixe(s):
— Native console login fix

Type the below commands followed by Enter
apt update

In case the prompt asks to confirm with Y/N, answer Yes.

5.2 EVE-NG Professional Upgrade

For upgrade to the newest EVE-NG Professional version please follow the steps
https://www.eve-ng.net/index.php/1845-2/

Type commands followed by Enter
apt upgrade

In case the prompt asks to confirm with Y/N, answer Yes.

A\ IMPORTANT NOTE: If you are upgrading EVE PRO from older version, the installation may
ask you to confirm additional! Information:

onf iguration file 'setc/issue’
==> Modified (by you or by a script) since installation.
==> Package distributor has shipped an updated version.
What would you like to do about it 7?7 Your options are:
Yor I : install the package maintainer’s version

Nor 0 : keep your currently-installed version
D : show the differences between the versions
Z : start a shell to examine the situation
The default action is to keep your current version.
issue (Y/I/N/0/D/2) [default=N] 7 _

Answer for prompt above is “N”
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| Configuring grub-pc |
A new version (/tmp/grub.tj?zRCNt3z) of configuration file setcsdefault/grub is available,
but the version installed currently has been locally modified.

What do you want to do about modified configuration file grub?

install the package maintainer's version
/I eep the local version currently installed
show the differences between the versions
show a side-by-side difference betuween the versions
show a 3-way difference between available versions
do a 3-way merge between available versions (experimental)
start a neuw shell to examine the situation

<0k>
,)V

Answer for grub-pc version is: “Keep the local version currently installed”

After the completion of the update and upgrade, reboot your EVE Server. Type the following
command and hit enter.

reboot

A\ IMPORTANT NOTE: Do NOT make EVE updates or upgrades from within the HTML5
Desktop console!
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6 Types of EVE management consoles

A\ IMPORTANT NOTE: EVE Console TCP ports. EVE Pro uses a dynamic port range
between 1-65000. Dynamic means that every time you start a node on the lab, EVE assigns
any free port from this range for Telnet, VNC or RDP access. Static TCP port assignment for
Telnet sessions is not available in EVE PRO.

EVE Pro supports three different console types.

6.1 Native console

EVE Native console option requires locally installed software
to access your lab nodes. To use the Native console option,
you must have Administrator rights on your PC and ensure
the TCP port range 1-65000 is not blocked by a firewall or
antivirus software.

6.1.1 Native Console: telnet

Windows OS: You can use your preferred telnet program like Putty, SecureCRT or others.
Example: Putty as native telnet client on Windows.
To setup Windows native telnet client please follow section 3.6.1

Linux OS: You can use your preferred telnet program like the Native Terminal, SecureCRT,

or others.
Example: Telnet client from the native terminal on Linux Mint. To setup Linux native telnet
client please follow section 3.6.2

EVE | Topology x
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MAC OSX: You can use your preferred telnet program like the native Terminal, SecureCRT,
or others.

Example: Telnet client from the native terminal on MAC OSX. To setup MAC OSX native
telnet client please follow section 3.6.3

6.1.2 Native Console: Wireshark

EVE Professional has an integrated Wireshark Docker station. This allows live captures
without having Wireshark installed on the client machine. The EVE Capture console uses an
integrated HTML session.

Right click on the node you wish to capture, choose capture and the interface. Capture Session
will open in a new browser window.

EVE-PRO supports packet captures on ethernet and serial interfaces.
Select the interface frame type which will be captured:
o Ethernet for Ethernet, Fast Ethernet, Gigabit Ethernet.

e Serial interface frames: HDLC, PPP or Frame Relay.
=z R4_e0/3

Integrated HTML RDP for Wireshark capture
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Console externalize Node hostname and
to Browser tab captured interface

Branch Office

Go Capture Analyze Statistics Telephony Wireless Tools Help

Ginr ==
3” T mioe XNC QesEFITEQQQE
BR-WIN GIO. —
> —_ [ 3 ) Expression...  +
- | No. Time Source Destination pmmm Lengtt Info B
Qo 498 209.656438724 40.1.1.2 mvm,z 78 Echo (ping) reply  idebx
. 499 209-s64109721 192, 168,320,253 {15 10 78 Echo (ping) requ uast ides
ciel 500 209664457574 40.1.1.2 T TCHP 78 Echo (ping) reply  id-0x
501 209.976050074 192 168 20.253 40.1,1.2 ple 3 78 Echo (ping) request id=8x
502 209976410059 192.168.20.253 cHP 78 Echo (ping) reply  ideox
305 212.429399501 30102.06:05:00:01 soiezgiesioniol  Looe eply
504 212655675691 192.168.30.253 1cHp 78 Echo (ping) request id=ox
: 505 212.636098018 40.1.1.2 195i6.30.253 10w 78 Echo (ping) reply  id-x~
G s

 Erame 1: 78 bytes on wire (626 bits), 78 bytes captured (624 bits) on interface o

» Ethernet II, Dst: )
» Thternet Protocol Vereion 4. Src. 192.166.20.253, Dot: 40112

» Internet Control Message Protocol

506210005 00 6130 02 00 06 00 02 88 60 45 00
3 00 00 fe 01 a5 91 c0 a8 14 fd 28 61
o620 a1 03 06 0a fo ao IEHE 8o of b a6 00 60 o¢ o8 ]
80 ac ab cd ab cd ab cd ab cd ab cd ab cd ab cd
b cd ab cd ab cd ab cd ab cd ab cd ab cd

7

7 Ready to load or capture Packets: 505 - Displayed: 505 (100.0%) _Profile: Default

€

1

1

1
() 1
=5 )
j=ai]

F 1 Area 0 |_0.| :
Captured node tab. |
-| Single click opens it. [------- poEss s sssaens 4
Double click close

» tox-oc2

Example: RA-CE live interface GO/1 capture.

To save the captured file on your local PC, please refer to section 12.1

6.1.3 Native Console: VNC

Windows OS: Recommended and tested is UltraVNC but any other compatible one can be
used.

Example: UltraVNC as Native VNC client on Windows. To setup Windows native VNC client
please follow section 3.6.1

Linux OS: Remote Desktop Viewer for VNC Sessions.
Example: Remote Desktop Viewer for VNC sessions on Linux Mint. To setup Linux native
Remote Desktop Viewer please follow section 3.6.2
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QEMU (Linux) - Remate Desktop Viewer
Remote View Bookmarks Help

=G| Connect & | & [ | o

& 7 SendCkakDel

MAC OSX: Preferred VNC program: Chicken VNC
Example: Chicken VNC as Native VNC client on MAC OSX. To setup MAC OSX native RDP
Viewer client please follow section 3.6.3

6.1.4 Native Console: RDP

Windows OS: Windows Native RDP.
Example: Windows RDP session to Win10 host in the lab.

09 - Remote Desktop Connection

Linux OS: Remote Desktop Viewer as RDP session to lab Win10 host.
Example: RDP session to Win10 host in the lab. To setup Linux native Remote Desktop
Viewer please follow section 3.6.2

EVE | Topology *

Homote View Bookmarks Holp

% Connect < &

MAC OSX: Remote Desktop Viewer as RDP session to lab Win10 host.
Example: RDP session to Win10 host in the lab.
To setup MAC OSX native RDP Viewer client please follow section 3.6.3
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6.2 HTML5 console

2.0.4-21.FRO

Signin to start your session

Heml5 console

The EVE PRO HTML5 console provides a clientless solution
for managing labs and node sessions. Management is
achieved directly through the browser by using the Apache
Guacamole HTML5 Engine. It is very convenient for
Corporate users with restricted Workstation permissions
(Locked Telnet, vnc, rdp).

6.2.1 HTML5 Console window functions

Console transparency

Console externalize
to Browser tab

Console activation line
and area. Makes
console window active
and brings on top

button. Makes all
opened consoles
transparent on the lab.
Click again turns back to
normal view

Full screen console.
Click again turns console
back to normal view

Console close
button

Lab Node name

& SW-DC1

Minimize all opened
consoles.

Console minimize button.
Dropping console as tab to the
lab window left bottom corner

Single click open
console, double

click, minimize it

6.2.2 HTML5 Console: Telnet

HTML5 Telnet console is integrated and opens telnet sessions in the browser.
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%

—
= R S

WFMC-622

192.168.90.70/2

=

Telnet conscle node name
— AT
col) ©
/
]
=]
DHePPOOLVLAN 10 "X ENRTEIPRIIRIRED ~
DHCP POOL VLANZD  (®0)
)

-

LCHeL VH

VLAN 10

Telnet console node tab,
Single click - opens console.
Double click on tab
minimize console

Option: The new Chrome v70.0.3538.110 and higher allows the use of the copy/paste
function inside the HTML session. Type in your Chrome browser
‘chrome://settings/content/clipboard” and press Add to allow the use of the clipboard
extension for your EVE Server: https://lyour_ip:443

€ C @ Chome settings —

sk whan & ta wants to sea text and images copiad to the </ipboard (recommanded) e

/

o Rtps172.22.7,18:443

Option: The new Firefox v63.0.3 and higher allows the use of the copy/paste function inside
the HTML session. Type in your Firefox browser “about:config” and enable clipboard values

<« c @ © about:config \
Search clipbeard

clipboard.autocopy modified boolean true
dipboard.plainTextOnly modified boolean true
devtools.soeenshot dipboard.enabled default bodiean false
bled default boolean trus

default badean true.

dom events.asyncClipboard.dataTransfer modified boolean true
dom.events.testing.asyncClipboard modified boolean true

6.2.3 HTML5 Console: Wireshark

Right click on the node you wish to capture, choose capture and the interface. Capture Session
will open in a new browser window.
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EVE-PRO supports packet captures on ethernet and serial interfaces.
Select the interface frame type which will be captured:

o Ethernet for Ethernet, Fast Ethernet, Gigabit Ethernet.

e Serial interface frames: HDLC, PPP or Frame Relay.

#  R4_e03

0

Capture Data Link Type

Ethemet
cisco Hdle
Cisco PPP
Frame Relay

Console externalize Node hostname and
to Browser tab captured interface

Branch Office

Fle Edt View Go Capture Analyze  Statistics Telephony Wireless Tooks Help
O X — = QQQFF
L] VL Ek_aQHE
1 <] Expression...  +
o Source Destination Frotocol Lengtt info
d55 200 Gsg%0720 b2 20112 tow 78 Echo (ping) reply
i mGadioat ok ihnsy L1 0P 78 Ecno (ping) reduest Licox
500 209. 664457574 40.1.1:5 Iiigeas  IoR 78 Ging) ety om
301 209976050074 mz R 0P 78 Echo (ping) requést id-ox
soz 209976410059 miigiaman e 7 m (ping) repty
50 212 izl so »2 es oo seioriesiosionol  Looe
5691 19 PR K 78 Echo (ping) request  ideox
365 313 c3600m018 d0-1.1 1631066.30.253 I 78 Echo (ping) reply  id-ox
» Frame 1: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 6
» Ethernet II, Src ), Dst: )
HQ DC1 » Internet Protocol Version 4, Src 192.168.20.253, Dst: 460.1.1.2
Primary Internet Control Message Proto
'
i
!
A 50 02 nn 05 00 01 50 62 00 06 00 02 08 00 45 60 P P E
! o 83 00 00 fe 01 2591 coa8 14 fd20 0 (
' 26 moznemnm o [ENEE 00 01 00 00 00 00 6c a8 =
80 ac ab cd ab cd ab cd ab cd ab cd ab cd ab cd
! ab cd ab cd ab cd ab cd ab cd ab cd ab <d
i
i
i
i
1 7 Ready to load or capture Packets: 505 - Displayed: 505 (100.0%) Profile: Default
'
1 1
| 1 |
! 1 |
| ' [
1 | |
i F 1 Area 0 i \
| i [
i | Captured node tab. soeeea I [
\ 4 . . ’ |
f| Singleclickopens it. [ =ma e R

Double click close

To save captured file to your local PC, please refer section 12.2

6.2.4 HTML5 Console; VNC

HTML5 VNC console is integrated and opens VNC sessions in the browser.
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S
=

(=] o momnd—fro2.169 90 0r24}

| FMC.

-622
192.168.90.70/24

VNC console node name

(cor)
(f
[N ED)
\
LR R ULl 0/ 1.10 192.165.10.1/24 R
DHCP POOL VLAN20 (&2
VLAN 10 (=00)
lenm
VNC console node tab,
vl Single click - opens console.
E Double clickon tab
© minimize console
» Win7-1

[DHCP VLAN 10)

6.2.5 HTML5 Console: RDP

HTML5 RDP console is integrated and opens RDP sessions in the browser. For Windows 7, 8,
10, Windows Server 2012, 2016 please mind the note below.

—
=

A] = {0 rmgmn)—rsz.168 50,02

@ FMC62:

2
192.168.90.70/24]

0}

RDP console node name
&
-

-
cor) ©

%

I (o0

\

DHCP POOL VLAN 10 L e0/1.10 192.168.10.1/24 -
DHCP POOL VLAN 20 €0/1.20 192.168.20.1/24]

VLAN10 (c00)

VLAN 20
g I

RDP console node tab,

Single click - opens console. #. Windows 7 utimate

Double click on tab

Eymry minimize console

A IMPORTANT NOTE: For all Windows nodes, the console type must be set to RDP-
TLS in the node template. RDP-TLS node console option is actually only used with
HTML5 RDP sessions.

The username and the password can be configured in the node edit settings. This will
allow you resize HTML RDP console without re-login in the windows host.
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Example below, Edit node, Winl0,
password: Test123

EDIT NODE

Template

Windows -
ID

7
Image

win-10-x86-20H2v3 v

Name/prefix

HQ-PC

lcon

M Desktop2.png -

uuIiD

2c938db1-a889-4d70-ac4b-17ab622e74c6

CPU Limit I ]

CPU RAM (MB) Ethernets
2 4096 1

First Eth MAC Address

50:0a:00:07:00:00

QEMU Version QEMU Arch QEMU Nic

4.1.0 7 x86_64 < tpl(e1000) =

QEMU custom options

-machine type=pc,accel=kvm -cpu host,+pcid,+kvm_pv_unhalt,+kvm_pv_eoi,hv_sf

Startup configuration Satellite

None = sak1 =

Delay (s)

0

Console
rdp-tls -
N
RDP Username
user
r

RDP Password

Test123
N
Left Top
60 573

m (ancel

Console type rdp-tls, username: user and
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6.3 HTML5 Desktop console

EVE PRO HTML5 Desktop provides a full-featured clientless
solution for managing labs and node sessions. Management is
achieved directly through the browser by using an integrated
docker desktop that is accessed through the Apache Guacamole
HTML5 Engine. The docker contains a full featured Linux
desktop and is very convenient for corporate users with
restricted workstation rights (locked telnet, vnc, rdp).

6.3.1 Login to HTML5 Desktop console

Step 1: On your first login to the EVE HTML5-Desktop console, EVE will open a new HTML
window session to an integrated Docker management station. On the Desktop you will see
another EVE login icon.

Step 2: Double-click the “Link to EVE | Login” icon and log into EVE using NATIVE console.

Inside of the integrated docker station, it will open another session to EVE. All features inside
of the Docker Desktop will work as you are used to with the Native console.
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6.3.2 HTML5 Desktop Console: telnet

The integrated management docker station telnet client allows you to telnet to nodes. Telnet
sessions are in a tabbed style as shown below.

6.3.3 HTML5 Desktop Console: Wireshark

Right click on the node you wish to capture, choose capture and select the relevant interface.
The capture will open in an RDP session window.

EVE-PRO supports packet captures on ethernet and serial interfaces.
Select the interface frame type which will be captured:
o Ethernet for Ethernet, Fast Ethernet, Gigabit Ethernet.

e Serial interface frames: HDLC, PPP or Frame Relay.
Z  R4_e0/3

The integrated management docker station Wireshark client allows you to capture and save
captured files onto the docker station. For instructions on how to save files to your local PC,
please refer to section 12.3
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DHCP MAT Cloust
160254250024

=

7 Moady ta luad e capiurs Packsts: 5 - Displayed: § (100.0%) Praflla: Default

6.3.4 HTML5 Desktop Console: RDP

The integrated management docker station RDP client allows you to open Remote Desktop
sessions to Windows nodes. For directions on how to transfer files to the local PC, please refer
to section 13

FreeROP: 172.17.0.1:50209

DHCP NAT Cloud
169.254.254.024

10.1.1.024
- G

192.168.20.1 (=)
VLAN20 ()

V120 192.168.20

R -
[

AT jsceret

6.3.5 HTML5 Desktop Console: ThinClient Files exchange

The HTML5-Desktop console offers an amazing feature that allows you to exchange files
between your host PC and the EVE management Linux host. Please refer to section 13 for
detailed instructions.
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7 EVE WEB GUI Management

7.1 EVE Management Page

The Main EVE management window

== C SD-WAN Lab

8 s % 8 4 2 B o <= Management buttons o[ = oeve
g

(m]

The lab preview actual picture appears after 3-5 seconds.

7.1.1 Management buttons

D K & = w 2 L B3 2

Button Description
0 Select All or Deselect All folders or labs in the EVE tree
E Create/Add new Lab

Change selected item name. To use this option, please select the folder or lab

£
that you want to rename. You must not rename the Shared folder, the Users
folder or any folder inside the Users folder.

52 Move selected item(s) to a different location. To use this option, please select
the folder(s) or lab(s) that you want to move.

& Delete selected folders or labs. You must not delete the Shared folder, the
Users folder or any folder inside the Users folder.

& Import an EVE lab or lab folder from a previous export. Import file must be in

.zip format
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Export EVE lab or folder. Select folder(s) and/or labs you wish to export and

i
select this option. The export is saved to your local PC in .zip format and is
ready to import to another EVE.

@ Toggle the sorting folders and labs between alphabetical and last edit date

(ascending/descending cannot be changed currently).

[+]

Refresh current folder content

7.1.2 Management tabs

# Main

# Management ~

& System ~ @ Information ~ @ Licensing ~

©2018 Eve-NG

Description

Returns back to the EVE Home Management screen.

Tab

Management dropdown, opening the management submenu.

Management submenu, refer to sections: 7.3, 7.3.2, 7.3.3

& System -

ystem Settings
Cluster Ma

System status

System logs

System dropdown.

System submenu, refer to section 7.4

O Information =

Information dropdown

Information submenu, for details see section 7.5

© EVE-NG LTD
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Licensing dropdown

Licensing management, please see section 4

7.2 Folders and Lab files management

This section will explain how to manage folders and labs on the EVE management page.

7.2.1 Folders Management

EVE Professional has three default folders used for various operations. These must not be
deleted or renamed (see below).

0O E & ¥ 8 & & B ©C

O Running
O Shared 23 Mar 2018 02:41
O Users 18 May 2018 12:48

e Admins can create additional folders for any user.
e Editors can create or manage folders in their own profile/folder or within the Shared
folder

7.2.1.1 Default folder Running

EVE professional allows a single user to run multiple labs and switch between them with the
Running folder.

Running

MyLabFolder 18 May 2018 14:07

Example:
e Start a lab and close it

e Open and start another lab and close it
When you open your Running folder, you will see both running labs in it. It is easy to switch
between labs.

The example below is showing two running labs in the Running folder.
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.r!i.Filemanager Current position | root /| Running

0 E ~ 3 W £ & ] 57
O Etest_lab1 18 May 2018 12:58
O Wtest_lab2 18 May 2018 13:36

7.2.1.2 Default folder Shared
To manage the Shared folder an Admin or Editor user account is required.

The EVE Professional Shared folder is visible to all EVE users. Admin and Editor Accounts can
create folders or labs and place them into the Shared folder.

Shared 18 May 2018 15:16

Users 18 May 2018 14:31

Example: An Admin creates a lab and places it into the Shared folder.
Step 1: Create a lab, refer to section 9.1

Step 2: Select the lab you wish to move to the Shared folder and press Move to (or create it in
the Shared folder from the start).

i File manager  current position | root Move files to ...
-~ Files selected to move:

O B s 38 & 2 B8 ¢

o B [ test_lab2.unl

m} Shared 23 Mar 2018 02:41 Current files position

O MeUsers 18 May 2018 12:48 New path

v
Vi [test_labl.unl 18 May 2018 12:58 ‘
5 Running tFolder
O [test_lab2.unl 18 May 2018 13:36 pr—

Users
Cancel

Step 3: Another user account can use the lab placed by the Admin in the Shared folder

ks File manager  cument position

0O m¢ x e &4 s B D

Chaose a lab for more info

Ok ab1.u 18 May 2018 12:58

A NOTE: Every user has its own profile; this means that every user has an independent
Running folder where this lab runs independently from other users.
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% NOTE: Labs can be created and modified (e.g. settings and preconfigs) by an Admin
or an Editor user. The User role can use the lab only exactly the way it was configured
by an Admin or Editor and is unable to change any settings.

A NOTE: Admins and Editors can create folders and labs inside the Shared directory

7.2.1.3 Default folder Users

To manage the Users folder, an Admin user account is required.

The Users directory is a default EVE folder where Editors and Users have their personal folders

stored.
VRNV 2y e au s
Shared 18 May 2018 15:16
Users 18 May 2018 14:31

Once an Admin has created a new Editor or User account, EVE will automatically create a

folder with the user login name under the default directory Users.

Example: Below you can see the folders for the users with the following login names: test2,

test3 and test4

i File manager  currentposition | root | Users
OB » ® 8| & 2 B8 &
O test2 18 May 2018 14:30
O test3 18 May 2018 14:29
m] testa 18 May 2018 14:31

L NOTE: An Admin can manage any user’s folder or place labs in it.

7.2.1.4 Create folder

An Admin or Editor user account is required.

it Filemanager  current position | root

‘ Myfolde] W
Type the new folder name and click “Add Folder” olmislxals alaleo
[m] Running
A  NOTE: Editors can only create folders O M shared

within their own profile folder or in the Shared folder

7.2.1.5 Delete folder

An Admin or Editor user account is required. s Fle manager  cures puaien
Select the folder you wish to delete and press - ,m@ TR
Delete. O Running
v
L NOTE: All folder content will be deleted as -
well. o
O Bt
O Wte

i\ NOTE: Editors can only manage their own
or the Shared folder

© EVE-NG LTD
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18 May 2018 14:07
18 May 2018 13:49
18 May?mR 12:48
18 May 2018 12:58

18 May 2018 13:36
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7.2.1.6 Move Folder R —
[ |

An Admin or Editor user account is required.

18 May 2018 14:07

18 May 2018 13:49

Select the folder you wish to move and press the
Move to button.

18 May 2018 12:48

18 May 2018 12:58

A NOTE: Editors can only manage their own or
the Shared folder

Files selected to move:

Select the target destination for your folder and MyLebolder
confirm by clicking on Move.

New path

Shared e
Cancel

7.2.1.7 Export Folder

Select the folder(s) you wish to export from your EVE and press Export.

aa Filemanager  currentposition . root

-
0O E # B &|a|@ 2
Running \
J ! MyLabFolder 18 May 2018 14:07
Shared 18 May 2018 15:16

Save the exported file as .zip to your local PC. The exported zip file is ready to import to another
EVE instance.

Opening_Exports_eve-ng_export-20120518-172551 zip x
You have chosen to open:
B _Exports eve-ng_export-20180518-172551.zip

which is: WinRAR ZIP archive (749 bytes)
from: hitpi//192.168.90.23

What should Firefox do with this file?
O Openvith | WinRAR archiver (default) -
(@)Save File

Do this utomatically for files like this from now on,

Cancel

If your browser is set to save downloaded files to a default directory, your exported file will be
saved in the browsers default downloads directory.

7.2.1.8 Import Folder

A IMPORTANT: Importable file MUST be in .zip format, do NOT unzip the file.
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Step 1: Press the Import button.

i File manager  current position oot

0O B # & B | & & B C

.

] Running

m] MyLabFolder 18 May 2018 17:24
] Shared 18 May 2018 15:16
m} Users. 18 May 2018 14:31

Step 2: Choose the zipped file that contains EVE folders with labs.

@ File Upload X
4 > ThisPC » Desktop > Exports » v | @ | Search Exports p
Organize ¥ Newfolder Bz ™ @
= This e A Name Date modified Type Size
< 3D Objects EIGRP cfg set 2 1210 File folder
I Deskiop BB EIGRP cfg set 22ip WinRAR ZIP archive 2KB
| Documents BB EIGRP cfg setaip WinRAR ZIP archive 4KB
3 Couniosd B Firepower_poc_623.zip 11:16  WinRARZIP archive 51 KB
oumieacs B UD_lab_folderzip 01223:31  WinRAR ZIP archive 258 KB

J Music
&) Pictures
B Vvideos

i, System (C)

== Donna (E)

== Data (G v \

File name: | UD_lab_folderzip ~ [\ Al Files () v

Step 3: Press the Upload Button

ok File manager  cunientpostion  roat

Hame. sice Progress Status Actions

UD_tab_folderip a2sme /m x

DM+ x 8 & & B C

Step 4: After you made sure your folder is imported and has all its content (labs), you can close
the upload session.

“huFile manager  cursotpeon

Hame, size Progress Status Actisns

UB_tab_folderip 025 B e

B s x8 4180
Choose a lab for more info
MyLabFolder 18 May 2018 17:24
18 May 2018 15:16
19 May 2018 01:32

18 May 2018 14:31

o o|lo oo o

I FirePower F10 623 PoC Multihomed Hi.u 12 Apr 3018 11:16

7.2.2 Lab files Management

You can manage created labs from the main EVE file manager window
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“aFilemansger  cureesposiion

7.2.2.1 Create Lab
The Admin or Editor user account is required.
A NOTE: An Editor can create labs only within his personal folder or in the Shared folder

Click on the New Lab button and refer to section 9.1

s File manager  current position | root

[a] H‘f/; ¥ & & B8 2
Running
MyLabFolder 18 May 2018 14:07
Shared 18 May 2018 15:16

7.2.2.2 Delete Lab
The Admin or Editor user account is required to delete labs.
L NOTE: An Editor can delete labs only within his personal folder or in the Shared folder

Step 1: Select the lab or labs you wish to delete and then press the Delete button

#Main  FManagement~ @ System-  @information~  @Licensing~  ©2018 Eve-NG

i Filemanager  current position  root

0O B ¢ %|8 & & 8 C
Running \
MyLabFolder 18 May 2018 14:07
Shared 18 May 2018 15:16
Users 18 May 2018 14:31
¥ [Wtest_labi.unl \/ 18 May 2018 12:58
[ test_lab2.unl 18 May 2018 13:36

7.2.2.3 Clone Lab
The Admin or Editor user account is required to clone labs.
L\ NOTE: An Editor can create labs only within his personal folder or in the Shared folder

The cloning feature provides a very convenient way to duplicate original labs to share with
others or base another lab on it.

Cloned labs will copy exported configs (on supported nodes) but will not copy saved
states/configurations in Qemu nodes like Windows hosts, Cisco ISE, or other Qemu nodes that
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are not supported by the export config feature. Please refer to section 11.1 for more information
on configuration export for labs.

Step 1: Select the lab you wish to clone and move the mouse pointer (blue) to that lab, an extra
option will appear. Click on Clone.

aaFile manager  Current position | root

OB ¢ % 8 & & B8 &
Running
MyLabFolder 18 May 2018 14:07
Shared 18 May 2018 15:16
Users 18 May 2018 14:31
Ve Ritest_lab1unl = $iMoveto (£ Rename tmu{e\u
Bitest_lab2.unl 18 May 2018 13:26

Step 2: Your lab will be cloned with all your exported configurations or configuration sets with

a new name.
B test_labi.unl 18 May 2018 12:58
i test_lab1_1526649330089.unl \/r 18 May 2018 16:15

Step 3: The lab has been cloned lab and can be renamed to your liking. Move the mouse pointer
to the cloned lab and choose Rename.

B test_labi.unl 18 May 2018 12:58

S
-~ $<Moveto | (2 Rename | [)Clone u

Step 4: Rename it, and click OK to confirm

Btest_lab1.unl 18 May 2018 12:58

“ m ‘ test_labl_mynew_clone] “

7.2.2.4 Move Lab
The Admin or Editor user account is required to move labs.
A NOTE: An Editor can create labs only within his personal folder or in the Shared folder

Step 1: Select the lab you wish to Move and move the mouse pointer (blue) to that lab, an extra
option will appear. Choose Move to.

i test_labl.unl 18 May 2018 12:58
v [Wtest_labl_mynew_clone.unl ~ $Moveto [#Rensme [)Clone u
[ test_lab2.unl 18 May 2018 13:36
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Step 2: Choose the path to the new destination and
confirm by clicking Move

Files selected to move:

[ test_lab1_mynew_clone.unl

s position

New path

7.2.2.5 Export Lab

Select the Lab(s) you wish to export from your EVE Server and press Export.

&% File manager  Current position

(===l
B4 o B A .L’/EI z

o Running
O 8 MyLabFolde 18 May 2018 17:24
O ™ Share 18 May 2018 15:16
o sers, 18 May 2018 14:31
w2 Bitest labLunl 18 May 2018 12:58
~'E [Witest_lab2.unl 18 May 2018 13:36

Save exported file as .zip to your local PC. The exported zip file is ready to import into another
EVE.

Opening Exports_eve-ng_export-20120518-172551 zip x
Veu have chosen to open:
B _Exports eve-ng_export-20180518-172551.2ip

which is: WinRAR ZIP archive (749 bytes)
from: hitp://192.168.90.23

What should Firefox do with this file?
O Openvith | WinRAR archiver (default) N
(@ Save File

[ Do this automatically for files like this from now o,

Cancel

If your browser is set to save downloaded files to default directory, your exported file will be
saved in the browsers default downloads directory.

7.2.2.6 Import Labs
A IMPORTANT: Importable file MUST be in .zip format, do NOT unzip the file.

Step 1: Press the Import button.

i File manager  current position  root

o
0O R # & B8 | & &L B 2

m] Running \

m] MyLabFolder 18 May 2018 17:24
] Shared 18 May 2018 15:16
m] Users 18 May 2018 14:31

Step 2: Choose the zipped file which contains the EVE labs.
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@ File Upload X
<« © 4[> ThsPC > Desktop > Exports » v O | Search Bxports »
Organize ~  New folder - @ @
Name - Type Size
s Quick access
EIGRP cfg set2 File folder

@ OneDrive B EIGRP cfg set 2zip RAR ZIP archive 2KB

> [ ThisPC B EIGRP cfg setzip 2P archive a8
B Firepower_poc_623zip WinRAR ZIP archive 51KB
= Donna (E) \
& Network

File name: |Firepower_poc_623.ip

\
~ '\ Al Files (.} >

Step 3: Press the Upload Button

&a File manager  cun

Wame size Progress status Actions

Tirepower_poc_623.2ip aosug @ upind
ol

O M # %« & &4 £ B O

O e running Choose alab for moreinfo

O MmmyLabrolde : 18 May 2018 17:24

Step 4: After you made sure your lab is imported, you can close the upload session.

d Filemanager  curest posion

18 May 2018 17:24
18 May 2018 15:16
18 May 2018 14:31
[ ] 12 Apr 2018 11:16
[ b1 18 May 2018 12:58
]

b2 18 May 2018 13:36

7.3 EVE Management Dropdown Menu

7.3.1 EVE User management

The User Management page, under the
Management dropdown, will allow Admin
accounts to manage other user accounts.

# Main / & System @ Information ~ O Lice:

nosition roof

Add folder

A Only the Admin role is allowed to create or edit user accounts.

7.3.1.1 Creating a new EVE User

Step 1: Open the User management submenu. Management>User management and click Add

user

Page 94 of 270



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 4.11

Next Generation

User management A Fusogemen W .
Database of users /m [P
Usemame Emait Hame Role Valid From Expiration rop Actions
i ihost v G A s adm ™ |

Step 2: The Add New User management window will pop up. Fill in the main information about
your EVE user

Add New User

User Name

testuser

Authentication|internal |

Password

Password Confirmation

Email

test@eve.nat

Name

John Doe

Role| Lab Editor v
Console
satellite any - |

Account Validity

From to

-1 0 -1 0
POD
12
Quotas
CPU 1 . RAM R "
(GB)

Add Cancel

Step 3: If your user will be Radius authenticated, please Select Radius from Authentication
menu. Passwords will be striped off, because authenticator will look Radius server for user
password. How to setup radius server IP and Shared secret please follow Section:17.1
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Add New User

User Name

testuser

Authentication | radius h

Password

eeseesssesseseeee

Password Confirmation

eeseessesssesRRee

Step