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Preface

When | first heard about EVE-NG | was skeptical. Back then | used to Lab mainly with ESX by
deploying many virtual Devices and connecting them manually by separate vSwitches for Point-
to-Point connections. The Problem with that was, that it was extremely time-consuming and did
not scale - for every new Device | had to create multiple vSwitches to interconnect them with
the virtual Machines - a Nightmare. | was in the middle of my JNCIE-Exam-Prep when | first
saw EVE-NG on Twitter - | downloaded the Community Edition, which was the only Edition
back then and | was amazed how easy Labbing all of a sudden was. No more deploying of
vSwitches to interconnect nodes and boy did it Scale...

If you follow me on Twitter you know, that I'm one of the hardest Juniper Fanboys and of course
my Goal was to "Juniperize" EVE. | started to get in touch with Uldis and Alain and found myself
into the Position as one of the Juniper Test Guys. Meanwhile | added nearly all Juniper related
Devices (including cSRX and JATP) and | still test a Lot - but now on EVE-Pro.

The Pro-Edition was a big step forward for the Project. It added some nice Features like "hot-
add-interconnect" and the Ability to use EVE-NG with multiple Users. Especially Companies
will love EVE as it is THE Solution for Labs and PoC's. | have successfully run over 30 PoC's
in EVE and over 100 Labs (Job-Related and Personal Labs) - and | still enjoy it every day
thanks to EVE and the amazing Team behind it. When the Guys asked me to write the
Introduction | was of course honored and now this Book is finally coming out to help you on
your Quest to Setup, Run and Manage EVE-NG in a lot of possible ways.

Well - enough from my Side. | hope you enjoy this Cookbook and use it wisely for your Everyday
EVE Work. If you have Problems there is always the EVE-Forum and Live-Helpdesk - you will
also find me there from time to time ;)

| wish you happy reading and if you think, that this Product is amazing feel free to support it by
buying the PRO-Edition or Donating a bit — it helps to expand this already cool Product even
more and it also honors all the work that the Guys spent in it.

Christian Scholz
@chsjuniper
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1 Introduction

1.1 What is EVE-NG?

To describe what Emulated Virtual Environment — Next Generation (EVE-NG) is without solely
stating dry facts about features, we need to elaborate more on what EVE-NG can be used for
and whom it would be useful for.

In some trivial dry words, EVE-NG gives you tools to use around virtual devices and
interconnect them with other virtual or physical devices. Many of its features greatly simplify the
usabilities, re-usability, manageability, interconnectivity, distribution and therefore the ability to
understand and share topologies, work, ideas, concepts or simply “labs”. This can simply mean
it will reduce the cost and time to set up what you need or it might enable you to do tasks you
would not have thought could be done this simple.

1.2 What is EVE-NG used for?

This is the real question but there is no finite answer, the possibilities are almost limitless and
depends on what you want to use it for.

It can be used for studying all kinds of technologies. You can learn about general technologies
or vendor specific topics. You can test new technologies like network automation, SDN, etc.

It can be used to recreate corporate networks and test changes before putting them into
production. You can create proof of concepts for clients. You can troubleshoot network issues
by recreating them and e.g. use Wireshark to inspect packets.

Itis most definitely not just for networking, it can be used to test software in simulated networks,
test out security vulnerabilities of any kind, system engineering like LDAP and AD servers and
many more areas.

You could set it up to automate sandboxing unknown files/software and use software to analyse
short and long term behaviour for malicious intent much simpler than without EVE-NG.

The list of what EVE-NG can be used for could go on indefinitely, possibilities are limited by
knowledge and imagination only. Both of which can be improved with EVE-NG.

To get a very small idea of what can be done with EVE-NG, check out the tested/supported
images (many have not been tested, almost everything virtual should run on EVE-NG) and refer
to section 12.

EVE-NG helps you achieve what you want to and more.

1.3 Who is EVE-NG for?

EVE-NG is for everyone working in the Information Technology Sector, period.

It is for very large enterprise companies, training facilities, service providers, consultants,
people who want to train themselves; it is for everyone, it is for YOU!

Use-cases that are more than worth it, almost priceless even, can be found everywhere.

The EVE-NG community version is free for everyone; while the paid professional version adds
a few things that make your life easier. Almost everything can still be done with the free version,
just less conveniently and therefore more time-consuming.

However, with the free version, the possibility to train yourself with technologies, hone your
skills and become an expert even with very no monetary possibilities. For some this is and has
been life changing.
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2 System requirements

EVE-NG is available in the OVF or ISO file format. The Open Virtualization Format (OVF) is an
open standard for packaging and distributing virtual appliances. It can be used to deploy a VM
in hypervisors like VMware Workstation, Player and ESXi. Please note that installing EVE as a
Virtual Machine (VM) will mean any nodes deployed within EVE will be nested. Nested
virtualization causes degraded performance in deployed nodes. This should be fine for lab
purposes as long as the host meets or exceeds the resource requirements for the deployed
nodes.

EVE-NG can also be installed directly on physical hardware, without a hypervisor, using the

provided ISO image. This is referred to as a “bare metal” install and is the most recommended
method of installing EVE-NG.

2.1 Hardware requirements

2.1.1 Minimal Laptop/PC Desktop system requirements
Prerequisites:

CPU: Intel CPU supporting Intel® VT-x /EPT virtualization
Operating System: Windows 10, 11 or Linux Desktop
VMware Workstation 15.0 or later

VMware Player 15.0 or later

PC/Laptop HW requirements
CPU Intel i7 (4 Logical processors), Enabled Intel virtualization in
BIOS
RAM 8Gb
HDD Space 40Gb
Network LAN/WLAN
EVE Virtual machine requirements
CPU 4/1 (Number of processors/Number of cores per processor)
Enabled Intel VT-x/EPT virtualization engine
RAM 6Gb or more
HDD 40Gb or more
Network VMware NAT or Bridged network adapter

Note: Minimal PC Desktop/Laptop will be able to run small Labs. The performance and quantity
of nodes per lab depend on the types of nodes deployed in the lab.

Example:
IOL image-based nodes: up to 40-50 nodes per lab

Dynamips image-based nodes: up to 20-25 nodes per lab
vlOS image-based nodes: up to 8-10 nodes per lab
CSRv1000 or XRv image-based nodes: up to 2-3 per lab
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2.1.2 Recommended Laptop/PC Desktop system requirements
Prerequisites:

CPU: Intel CPU supporting Intel® VT-x /EPT virtualization
Operation System: Windows 10, 11 or Linux Desktop
VMware Workstation 15.0 or later

VW Ware Player 15.0 or later

PC/Laptop HW requirements
CPU Intel i7 (8 Logical processors), Enabled Intel virtualization in
BIOS
RAM 32Gb
HDD Space 200Gb
Network LAN/WLAN
EVE Virtual machine requirements
CPU 8/1 (Number of processors/Number of cores per processor)
Enabled Intel VT-x/EPT virtualization engine
RAM 24Gb or more
HDD 200Gb or more
Network VMware NAT or Bridged network adapter

Note: PC Desktops/Laptops will be able to run small to medium Labs. Performance and quantity
of nodes per lab depend on the type of nodes deployed in the lab.

Example:
IOL image-based nodes: up to 120 nodes per lab

vlOS image-based nodes: up to 20-40 nodes per lab
CSR image-based nodes: up to 10 per lab

2.1.3 Virtual Server system requirements
Prerequisites:

CPU: Intel Xeon CPU supporting Intel® VT-x with Extended Page Tables (EPT)
Operation System: ESXi 6.5 or later

Server HW requirements

CPU Recommended CPU 2x Intel E5-2650v3 (40 Logical processors)
or better supporting Intel® VT-x with Extended Page Tables
(EPT)
Minimum CPU is any Intel Xeon CPU supporting Intel® VT-x
with Extended Page Tables (EPT)

RAM 128Gb

HDD Space 2Th

Network LAN Ethernet

EVE Virtual machine requirements

CPU 32/1 (Number of processors/Number of cores per processor)
Enabled Intel VT-x/EPT virtualization engine

RAM 64Gb or more

HDD 800Gb or more
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Network vSwitch/VMnet

Note: Performance and quantity of nodes per lab depends from the type of nodes used in the
lab.

Example:

120 IOL image-based lab
20 CSRv1000 image-based nodes per lab

2.1.4 Dedicated Server (bare) system requirements
Prerequisites:

CPU: Intel Xeon CPU supporting Intel® VT-x with Extended Page Tables (EPT)
Operation System: Ubuntu Server 20.04.4 LTS x64

Server HW requirements
CPU Recommended CPU Intel E5-2650v3 (40 Logical processors) or
better supporting Intel® VT-x with Extended Page Tables (EPT)
Minimum CPU is any Intel Xeon CPU supporting Intel® VT-x
with Extended Page Tables (EPT)

RAM 128Gb
HDD Space 2Tb
Network LAN Ethernet

Note: Performance and quantity of nodes per lab depends from type of nodes used in the lab.

2.1.5 Nodes per lab calculator

It is recommended to use the “nodes per lab calculator” to achieve best performance and avoid
overloading your EVE system.

https://drive.google.com/file/d/1Rbu7KDNSNuWiv_AphWx0vCek8CKVB1WI/view

2.2 Supported virtualization platforms and software
¢ VMware Workstation 15.0 or later
e VMware Player 15.0 or later
e VMware ESXi 6.5 or later
e Ubuntu Server 20.04 LTS as platform for bare metal

e Google Cloud Platform

2.3 Unsupported hardware and systems
The following are currently not supported:

e VirtualBox virtualization
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e Citrix XenServer

e Microsoft HyperV
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3 Installation

3.1 VMware Workstation or VM Player

3.1.1 VMware workstation EVE VM installation using ISO image

A\ Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE 1SO
installation requires internet access to get updates and install the latest EVE-COMM version
from the EVE-NG repository. DNS must work as well, to check it, do a named ping, for example
ping www.google.com

Download EVE-NG Community I1SO distribution image:
https://www.eve-ng.net/downloads/eve-ng-2

3.1.1.1 EVE VM Setup and Settings

Step 1: Create a New Virtual machine Step 2: Select “I will install the operating
system later”
New Virtual Machine Wizard X Mew Virtual Machine Wizard x
' Guest Operating System Installation
A virtual machine is like a physical computer; it needs an operating
VMWARE Welcome to the New Virtual system. How will you install the guest operating system?

WORKSTATION  Machine Wizard I

PRO™
() Installer disc:

What type of configuration do you want? o=
== DVD RW Drive (D:)

(O Typical (recommended)
Create a Workstation 16.2.x virtual

machine in a few easy steps.
¥ step () Installer discimage file {isa):

(®) Custom (advanced) G: \Install\Linux inuxmint-16-dnnamon-dvd-32bit.iso Browse...

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk and compatibility with

older VMWat:‘ep;mdch. s R (®) 1 will install the operating system later,

The virtual machine will be created with a blank hard disk.

.

Help < Back Next > Cancel

Help < Back Mext > Cancel
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Step 3: Select a Guest Operating system:
Linux and select the version: Ubuntu 64-bit

Mew Virtual Machine Wizard

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

(O Microsoft Windows
@ Linux

(O Novel NetWare
() Solaris

O vMware EsX

() Other

Version

Ubuntu 64-bit

Help < Back

Cancel

Step 4: Enter the name for your EVE-
COMM VM and select Location where your
EVE VM will be stored on the host PC.

New Virtual Machine Wizard

Name the Virtual Machine

What name would you like to use for this virtual machine?

Virtual machine name:
EVE-COM-5

Location:

C:\Users\Uldis\Documents\Virtual Machines\EVE-COM-5 Browse...
The default location can be changed at Edit > Preferences.

< Back Cancel

Step 5: Select max Number of processors,
and Number of cores per processor =1

New Virtual Machine Wizard

Processor Configuration

Specify the number of processors for this virtual machine.

Processors

Number of processors: :
Number of cores per processor: 1
Total processor cores: 8

Help < Back

Next >

Cancel

Step 6: Assign desirable memory for your
EVE VM

New Virtual Machine Wizard

Memory for the Virtual Machine

How much memory would you like to use for this virtual machine?

Specify the amount of memory allocated to this virtual machine. The memory size
must be a multiple of 4 MB.

128 GB
64 GB
3268
1668 4l

8GB
4GB
268
1GB

512 MB

256 MB

128 MB

64 MB
32M8
16 MB
8MB
4MB

Memory for this virtual machine: 16384 - mB

<

W Maximum recommended memory:

< 27.8GB

B Recommended memory:
4GB

Guest OS recommended minimum:
2GB

Help < Back

Next >

Cancel
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Step 7: Select then network for your EVE

VM. For Laptop it is recommended to use
NAT Adaptor

New Virtual Machine Wizard

Network Type
What type of network do you want to add?

Network connection

O Use bridged networking
Give the guest operating system direct access to an external Ethernet network.
The guest must have its own IP address on the external network.

(®) Use network address translation (NAT)
Give the guest operating system access to the host computer's dial-up or
external Ethernet network connection using the host's IP address.

(O Use host-only networking
Connect the guest operating system to a private virtual network on the host
computer.

(O Do not use a network connection

Help < Back Next > Cancel

Step 8: Leave recommended I/O settings,
LSI Logic

New Virtual Machine Wizard

Select I/0 Controller Types
Which SCSI controller type would you like to use for SCSI virtual disks?

I/O controller types
SCSI Controller:
BusLogic (Not available for 64-bit guests)
@) LSI Logic (Recommended)
(LS Logic SAS

() Paravirtualized SCSI

Help < Back Next > Cancel

Step 9: Leave recommended Disk Type
(SCSI) settings

New Virtual Machine Wizard

Select a Disk Type
What kind of disk do you want to create?

Virtual disk type
O 1E
(@ scsl
(O SATA
O NVMe

(Recommended)

Help < Back Next > Cancel

Step 10: Select Create a new virtual disk

New Virtual Machine Wizard

Select a Disk
Which disk do you want to use?

Disk
(®) Create a new virtual disk

A virtual disk is composed of one or more files on the host file system, which
will appear as a single hard disk to the guest operating system. Virtual disks
can easily be copied or moved on the same host or between hosts.

(O Use an existing virtual disk
Choose this option to reuse a previously configured disk.

(O Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk. Requires administrator privileges.

Help < Back Next > Cancel
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Step 11: Select your desirable HDD size. It | Step 12: Select Customize Hardware

is recommended to set minimum 200Gb or New Virtual Machine Wizard X
more. Select Store virtual disk as single file. Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Ubuntu
64-bit.
New Virtual Machine Wizard A The virtual machine will be created with the following settings:
Specify Disk Capacity , Name: EVE-COM-5
How large do you want this disk to be? Location: C:\Users\Uldis\Documents\Virtual Machines\EVE-COM-5
Version: Workstation 16.2.x
~ Operating System: Ubuntu 64-bit
Maximum disk size (GB): 100 2 920
Recommended size for Ubuntu 64-bit: 20 GB Hard Disk: 100 GB
Memory: 16384 MB

Network Adapter:  NAT

[[J Allocate all disk space now. Other Devices: 8 CPU cores, CD/DVD, USB Controller, Printer, Sound Card

Allocating the full capacity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the space
now, the virtual disk starts small and grows as you add data to it.

Customize Hardware...
(® Store virtual disk as a single file
(O split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

< Back Finish | Cancel

Help < Back Cancel

Step 13: IMPORTANT! Select CPU and Step 14: Select CD/DVD Option: “use ISO
Enable Virtualize Intel VT-x/EPT option image file.” Browse to your downloaded
eve-com-v5.iso (actual name can be
* | different) file
Nmulsam) lngfi?l}\lE‘dE‘.EVE-s()(lM.‘ ":NW‘WWHWWKSSW! 1 Hardware X
iNWAWW' AT Total processor cores: L]
USB Contralier Presert Device. Sumemary Device satus
@ :::rcm ;:;;::xe« Virtualzation engine Etsamary 1668 od
St o e T ——— o Sl
[ Vetulz 10HMU (10 memery maregement i) [l b T ot
10 Sound Cand Aato detect () Use phoysical drive:
D\l EVEVEVE-5-COMeve-com-5.50 Browee.
Add... Qemeve
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Step 15: Click Finish to complete VM setup

New Virtual Machine Wizard X

Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Ubuntu
64-bit.

The virtual machine will be created with the following settings:

Name: EVE-COM-5
Location: C:\Users\UIdis\Documents\Virtual Machines\EVE-COM-5
Version: Workstation 16.2.x

Operating System: Ubuntu 64-bit

Hard Disk: 100 GB

Memory: 16384 MB

Network Adapter:  NAT

Other Devices: 8 CPU cores, CD/DVD, USB Controller, Printer, Sound Card

Customize Hardware...

< Back Finish Cancel

3.1.1.2 EVE-NG VM Installation steps

-\ Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE 1SO
installation requires internet access to get updates and install the latest EVE-CE version from
the EVE-NG repository. DNS must work as well, to check it, do a named ping, for example ping
www.google.com

EVE VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)

Step 1: Power ON EVE VM. Chose Install Step 2: Select English language. Confirm
EVE-NG Community Server and confirm with Enter.
with Enter.

Hillkommen| Bienvenue! Helcome! Aofipo noxanceaTs! Helkom!

Ise UP, DOWN and ENTER keus to select your language

Installer boot memu

Aduanced opt ions
Help

Press ENTER to boot or TAB to edit a menu entry
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Step 3: Make sure if English US keyboard is Step 4: If your network has DHCP
selected and confirm with Enter. ENABLED, Continue to Step 10

Keuboard conf iguration [ Helo |

Step 5: If your network has not DHCP. Step 6: Confirm interface selection with
Static IP setup. If you have not enabled Enter, select “Edit IPv4” and confirm with
DHCP in the network, you must assign an Enter again.

IP address manually. Use arrow UP key to
select your interface for IP Netuork connections
address.assignment. o

Network connections.

Step 7: Hit Enter on IPv4 Method and select | Step 8: Enter your “Subnet”, “IP Address”,
“Manual”, confirm with Enter. “Gateway IP”, “Domain server IPs” and
Ee “Search domain”. Select “Save” and confirm
with Enter. NOTE, it is very important that

your DNS (Name servers) will resolve
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Internet names.

Netuork connect ions

Edl

[ Hanual

Step 9: Select “Done” and confirm with
Enter

Metwork connections

[ Done
Bact

Step 10: If your DHCP IP settings are
correct, select Done and confirm with Enter.

Network Connections [ Help ]

o0 other machines,

Step 11: If you have proxy in use for your
internet, assign your network proxy settings.
If no proxy in use, with Tab key select
Continue and confirm with Enter.

Configure proxy [ Help )

nnect to the internet, enter its details

Step 12: Select “Continue” and confirm with
Enter.

Installing system

[ Continue )
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continue.

Install complete!

Step 13: After the Ubuntu “Install Complete”
select “Reboot Now” and hit Enter to

Step 14: Without powering off the EVE VM,
open the EVE VM settings and remove
CD/DVD ISO Device. Save VM Settings.

Hardware  Qptions

Smmary Devke status
16GE (e
8 | Flcometatpoweron
1068
Using fl D:\1 EVEVEVE-S-COM...
Motwork Adapter NAT
FEIuse Controllr Present

Sound Card At detect

Conection

ctret
Printer Present

B, ®) Lse 150 image fle:
IDispiey At etect

Di\L EVEVEVE-5-COMigve-coni-us.s0. Browse..

Advanced...

... Remave

3 Canced Help

Step 15: Return back to EVE console screen
and confirm Continue with Enter, EVE VM
will reboot and continue Phase 2 installation
[ ] Fa

Step 16: Depending on your internet speed
EVE installation will take some time. After
installation EVE VM will auto reboot and EVE
login screen will appear, login in CLI with
root/eve and follow installation Phase 3

EVE VM Installation Phase 3 (Management IP setup and updates)

preferred

Step 17. Setup EVE Management
address. A Static IP address setup is

IP

Step 18: After your EVE is rebooted,
Login to EVE CLI and type:

apt update
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Follow steps in section : apt upgrade

3.5.1 for static IP, 3.5.2 for DHCP IP

Step 19: On the EVE CLI prompt, reboot
EVE by typing

reboot

NOTE: Verify your EVE-NG server installation, type “dpkg -l eve-ng” command, it must display
latest EVE Community version

root@eve-ng:~# dpkg -1 eve-ng
Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-
aWait/Trig-pend

|/ Err?=(none) /Reinst-required (Status,Err: uppercase=bad)

| |/ Name Version Architecture Description

+++-— - - -

ii eve-ng 5.0.1-10 amd64 A new generation software
for networking labs.
root@eve-ng:~#

NOTE: If your newly installed EVE-NG Community shows nothing like above, you must check
your internet reachability and verify DNS configuration on your EVE-CE server.

root@eve-ng:~# ping www.google.com

PING www.google.com (172.217.22.164) 56(84) bytes of data.

64 bytes from arn09sl1l-in-£f164.1el00.net (172.217.22.164): icmp seg=l1
ttl1l=120 time=8.84 ms

64 bytes from arn09sl1l-in-f164.1el00.net (172.217.22.164): icmp seg=2
ttl=120 time=8.84 ms

~C

-—-— www.google.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms

rtt min/avg/max/mdev = 8.848/8.848/8.849/0.094 ms

root@eve-ng

Launch EVE-NG Community installation manually

root@eve-ng:~# cd /etc
root@eve-ng:~# ./eve-setup

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 12
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3.2 VMware ESXi

3.2.1 VMware ESXi EVE VM installation using ISO image

A\ Mandatory Prerequisites: Internet must be reachable from your Server and ESXi. EVE ISO
installation requires internet access to get updates and install the latest EVE-COMM version
from the EVE-NG repository. DNS must work as well, to check it, do a named ping, for example
ping www.google.com

Download EVE-NG Community ISO installation image:
http://www.eve-ng.net/downloads/eve-ng-2

3.2.1.1 EVE-NG ESXi VM Setup and Settings

Step 1: Upload EVE ISO image to the ESXi | Step 2: Create NEW VM
store.

£ How virtual mactme.

Select creation type
Hom would you e focreate 3 i

Step 3: Enter the name for your EVE-CE Step 4: Select Location where your EVE VM
VM and select Guest Operating system will be stored in HDD.
Linux and version: Ubuntu 64-bit

+ 1 Select crestion type. Select storage
guestos

sk s

Select a name and guest OS
Specity s unique name and 05

2847568

Cancsl
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Step 5: IMPORTANT Customize your EVE | Step 6: Assig desirable RAM for your EVE
VM CPU Settings. Set CPU Number of e T

Cores and number of cores per processor. R o e

Set Intel VT-X/EPT Virtualization to ON =R TR

(checked). = o

Step 7: Set the size of HDD for your new Step 8: Set your Management network.

EVE VM. It is recommended to set “Thick Adapter type VMXNET3
Provisioned eagerly provisioned”. Server
EVE HDD is recommended to set at least L pe———
500Gb S e

Customize settings
Conbaure he vehua machine P dware and sl machin

snares

= - || added for further use.

Step 9: Add new device to your EVE VM, | Step 10: Set DVD drive to “Datastore ISO
CD/DVD File” and browse your uploaded EVE-CE.iso.
Make sure that Status is checked ON,
“Connect at power on”
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0.VH (E5Xi 6.0 irtaal machine)

Customize settings

3.2.1.2 EVE-NG ESXi VM Installation steps
A\ Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE
ISO installation requires internet access to get updates and install the latest EVE-CE
version from the EVE-NG repository. DNS must work as well, to check it, do a named
ping, for example ping www.google.com

EVE ESXi VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)

Step 1: Power ON EVE VM. Chose Install Step 2: Select English language. Confirm
EVE-NG Community Server and confirm with Enter.
with Enter.

Hillkommen! Bienvenue! Helcome! dofipo noxanosaTs! Helkom!

ENTER ¥

r boot memu

Press ENTER to boot or TAB to edit a menu entry

Step 3: Make sure if English US keyboard is Step 4: If your network has DHCP
selected and confirm with Enter. ENABLED, Continue to Step 10
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Keuboard conf iguration [ Helo |

Step 5: If your network has not DHCP. Step 6: Confirm interface selection with
Static IP setup. If you have not enabled Enter, select “Edit IPv4” and confirm with
DHCP in the network, you must assign an Enter again.

IP address manually. Use arrow UP key to
select your interface for IP Netuork connections
address.assignment. r

Metwork connections

Step 7: Hit Enter on IPv4 Method and select | Step 8: Enter your “Subnet”, “IP Address”,
“Manual”, confirm with Enter. “Gateway IP”, “Domain server IPs” and

EE i “Search domain”. Select “Save” and confirm
with Enter. NOTE, it is very important that
your DNS (Name servers) will resolve
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Internet names.

Netuork connect ions

Edl

[ Hanual

Step 9: Select “Done” and confirm with
Enter

Metwork connections

[ Done
Bact

Step 10: If your DHCP IP settings are
correct, select Done and confirm with Enter.

Network Connections [ Help ]

o0 other machines,

Step 11: If you have proxy in use for your
internet, assign your network proxy settings.
If no proxy in use, with Tab key select
Continue and confirm with Enter.

Configure proxy [ Help )

nnect to the internet, enter its details

Step 12: Select “Continue” and confirm with
Enter.

Installing system

[ Continue )
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EVE VM Installation Phase 2 (EVE installation)

Step 13: After the Ubuntu “Install Complete”
select “Reboot Now” and hit Enter to
continue.

Install complete!

[ Help 1

Step 14: Without powering off the EVE VM,
open the EVE VM settings and remove
CD/DVD ISO Device. Save VM Settings.

Virtlal Hardware | v Optians

8 A bare cisk 0 Add e

» @ cru

» W Memery

» 2 Hard disk 1

» B 5C8I Controller D

I SATA Controller 0

Step 15: Return back to EVE console screen
and confirm Continue with Enter, EVE VM
will reboot and continue Phase 2 installation

um, then press ENTER:

Step 16: Depending on your internet speed
EVE installation will take some time. After
installation EVE VM will auto reboot and EVE
login screen will appear, login in CLI with

root/eve and follow installation Phase 3

EVE VM Installation Phase 3 (Management IP setup and updates)

Step 17 Setup EVE Management
address. A Static
preferred

P
IP address setup is

Step 18: After your EVE is rebooted,

Login to EVE CLI and type:
Follow steps in section : apt update

apt upgrade
3.5.1 for static IP, 3.5.2 for DHCP IP
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Step 19: On the EVE CLI prompt, reboot
EVE by typing

reboot

NOTE: Verify your EVE-NG server installation, type “dpkg -l eve-ng” command, it must display
latest EVE Community version

root@eve-ng:~# dpkg -1 eve-ng
Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-
aWait/Trig-pend

|/ Err?=(none)/Reinst-required (Status,Err: uppercase=bad)

| |/ Name Version Architecture Description

++4- - - -

ii eve-ng 5.0.1-10 amd64 A new generation software
for networking labs.
root@eve-ng:~#

NOTE: If your newly installed EVE-NG Community shows nothing like above, you must check
your internet reachability and verify DNS configuration on your EVE-PRO server.

root@eve-ng:~# ping www.google.com

PING www.google.com (172.217.22.164) 56(84) bytes of data.

64 bytes from arn09sl1l-in-£f164.1el00.net (172.217.22.164): icmp seg=l
ttl1l=120 time=8.84 ms

64 bytes from arn09sl1l1-in-£f164.1el00.net (172.217.22.164): icmp seg=2
ttl=120 time=8.84 ms

~C

--— www.google.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms

rtt min/avg/max/mdev = 8.848/8.848/8.849/0.094 ms

root@eve-ng

Launch EVE-NG Community installation manually
root@eve-ng:~# cd /etc

root@eve-ng:~# ./eve-setup

A\ IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 12

3.3 Bare hardware server EVE installation

&\ Mandatory Prerequisites: Internet must be reachable from your Server. EVE ISO installation
requires internet access to get updates and install the latest EVE-COMM version from the EVE-
NG repository. DNS must work as well, to check it, do a named ping, for example ping
www.google.com
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3.3.1 BM Server Installation EVE ISO

Phase 1 (Ubuntu installation)

Step 1: Create a bootable DVD disk or USB
flash drive with an Ubuntu server image. | Step 2: Select English language. Confirm
Boot your server from 1SO. Chose Install | with Enter.

EVE-NG Community Server and confirm

W|th Enter Hillkommen! Bienvenue! Kelcome! fAnfpo noxanosaTe! Welkom!

ENTE

Press ENTER to boot or TAB to edit a menu entry

Step 3: Make sure if English US keyboard is Step 4: If your network has DHCP
selected and confirm with Enter. ENABLED, Continue to Step 10

Keuboard conf iguration [ Help |

Step 5: If your network has not DHCP. Step 6: Confirm interface selection with
Static IP setup. If you have not enabled Enter, select “Edit IPv4” and confirm with
DHCP in the network, you must assign an Enter again.

IP address manually. Use arrow UP key to
select your interface for IP
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Network connect ions

address.assignment.

Network connections.

Step 7: Hit Enter on IPv4 Method and select | Step 8: Enter your “Subnet”, “IP Address”,
“Manual”, confirm with Enter. “Gateway IP”, “Domain server IPs” and

R ceestions “Search domain”. Select “Save” and confirm
with Enter. NOTE, it is very important that
your DNS (Name servers) will resolve

Internet names.

Netuork connect ions

Step 10: If your DHCP IP settings are
Step 9: Select “Done” and confirm with correct, select Done and confirm with Enter.
Enter

Metwork connections

Network Connections [ Help ]

o0 other machines,

[ Done
Back
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Step 11: If you have proxy in use for your | Step 12: Select “Continue” and confirm with
internet, assign your network proxy settings. | Enter.

If no proxy in use, with Tab key select
Continue and confirm with Enter. Instaiing susten

Configure proxy

EVE VM Installation Phase 2 (EVE installation)

Step 13: After the Ubuntu “Install Complete” | Step 14: Remove CD/DVD ISO Media.
select “Reboot Now” and hit Enter to
continue.

Install complete! [ Help ]

Step 15: Return back to EVE console screen | Step 16: Depending on your internet speed
and confirm Continue with Enter, EVE VM | EVE installation will take some time. After
installation EVE VM will auto reboot and EVE
login screen will appear, login in CLI with
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root/eve and follow installation Phase 3

um, then press ENTER:

EVE Installation Phase 3 (Management IP setup and updates)

Step 17: Setup EVE Management I[P | Step 18: After your EVE is rebooted,
address. A Static IP address setup is
preferred Login to EVE CLI and type:

Follow steps in section : apt update
apt upgrade
3.5.1 for static IP, 3.5.2 for DHCP IP

NOTE: Verify your EVE-NG server installation, type “dpkg -l eve-ng” command, it must display
latest EVE Community version

root@eve-ng:~# dpkg -1 eve-ng
Desired=Unknown/Install/Remove/Purge/Hold

! Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-
aWait/Trig-pend

|/ Err?=(none) /Reinst-required (Status,Err: uppercase=bad)

| |/ Name Version Architecture Description

+++-— - - -

ii eve-ng 5.0.1-10 amd64 A new generation software
for networking labs.
root@eve-ng:~#

NOTE: If your newly installed EVE-NG Community shows nothing like above, you must check
your internet reachability and verify DNS configuration on your EVE-CE server.

root@eve-ng:~# ping www.google.com

PING www.google.com (172.217.22.164) 56(84) bytes of data.

64 bytes from arn09sl1l1-in-f164.1el00.net (172.217.22.164): icmp seg=l1
ttl=120 time=8.84 ms

64 bytes from arn09sl1l-in-£f164.1el00.net (172.217.22.164): icmp seg=2
ttl=120 time=8.84 ms

~C

--— www.google.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms

rtt min/avg/max/mdev = 8.848/8.848/8.849/0.094 ms
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root@eve-ng

Launch EVE-NG Community installation manually
root@eve-ng:~# cd /etc

root@eve-ng:~# ./eve-setup

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer section 12

3.3.2 BM Server Installation Ubuntu Legacy ISO

)\ Mandatory Prerequisites: Internet must be reachable from your Server. This 1SO
installation requires internet access to get updates and install the latest EVE-CE
version from the EVE-NG repository. DNS must resolve hames!

Download Ubuntu Legacy Server installation image/ISO
https://releases.ubuntu.com/focal/

Phase 1 (Ubuntu installation)

Step 1: Create a bootable DVD disk or USB
flash drive with an Ubuntu server image. Boot | Step 2: Select Option Update to the new
your server from ISO. Select English | installer, following by Enter.

language. Confirm with Enter.

[ Update to the
1 ith

Step 3: Make sure if English US keyboard is Step 4: Select Option Ubuntu Server [X],
selected and confirm with Done/Enter. following by Done/Enter.
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[ Help 1

Step 5: If your network has DHCP
ENABLED, Continue to Step 11

Step 6: If your network has not DHCP.
Static IP setup. If you have not enabled
DHCP in the network, you must assign an
IP address manually. Use arrow UP key to
select your interface for IP
address.assignment.

Network connections

Step 7: Confirm interface selection with
Enter, select “Edit IPv4” and confirm with
Enter again.

Netuork connect ions

Step 8: Hit Enter on IPv4 Method and
select “Manual”, confirm with Enter.

Network connect lons. [ Help ]
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Step 9: Enter your “Subnet”, “IP Address”,
“Gateway IP”, “Domain server IPs” and
“Search domain”. Select “Save” and confirm
with Enter. NOTE, it is very important that
your DNS (Name servers) will resolve

Internet names.

Netuork connect ions

Step 10: Select “Done” and confirm with
Enter

Step 11: If your DHCP IP settings are
correct, select Done and confirm with Enter.

MWetwork connect lons

Step 12: If you have proxy in use for your
internet, assign your network proxy settings.
If no proxy in use, with Tab key select
Continue and confirm with Enter.

Step 13: Select [X] “Use an entire disk” and
[X] Set up this disk as and LVM group
confirm with Enter. For advnaced (multi
hdd as single LVM) setup it can be Custom
storage option selected. For Custom

storage selection, please refer to the

Step 14: Select “Continue” and confirm with
Enter.
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Ubuntu official documentation Instaliing susten

Guided storage configuration [ Help ]

[ Continue ]

Step 15: Confirm your HDD configuration Step 16: Select “Continue” and confirm with
Done/Enter Enter.

Storage configuration Installing system

[ Continue ]

Step 17: Fill the non-root user profile Step 18: Skip Ubuntu Pro installation
following by Done/Enter Continue confirm with Enter.

Profile setup

[ Done 1
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Upgrade to Ubuntu Pro

[ Lontinue )
[ Back ]

Step 19: Select [X]
Server” and confirm Done/Enter.

SSH Setup

“Install

OpenSSH

[ Help 1

Step 20: Select “Continue” and confirm with
Enter.

Installing system

[ continue

Featured Server Snaps

Step 21: DO NOT Select any other services
confirm Done/Enter.

[ Help 1

PACE

Step 22: Select “Continue” and confirm with
Enter.

Installing system

[ Continue
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Step 23: After the Ubuntu “Install Complete” | Step 24: Remove CD/DVD ISO Media
select “Reboot Now” and hit Enter to | following by Enter.
continue.

Install complete! [ Help 1

Step 25: Login into your Ubuntu server with Step 26: IMPORTANT: Set root user
previously created non-root user: password, Example:
eveuser/test123
sudo su
Install complete! testl23
passwd root
eve
eve

home use
“# sudo passwd root

[ View full log 1

[ Reboot Now 1

Step 26: Allow permissions for root Step 27: IMPORTANT: Set root user
administrator user SSH to your server. password, Example:
nano /etc/ssh/sshd config sudo su
Edit to: PermitRootLogin yes testl23
ctrl+o Enter for save passwd root
crlr +x for exit cve
eve

restart ssh service
service sshd restart
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EVE Installation Phase 2 (EVE installation)

Step 28: SSH to your EVE IP using Putty or other SSH
client. Log in as root user execute:

apt update
apt upgrade

Step 29: Run EVE CE online installation script. (it is single line command below)

wget -0 - https://www.eve-ng.net/focal/install-eve.sh | bash -i

At the end of eve server installation, reboot eve

EVE Installation Phase 3 (Management IP setup and updates)

Step 30: After reboot SSH to your EVE IP Step 31: After your EVE is rebooted,
as root and Setup EVE Management IP
address. A Static IP address for BM setup is | Login to EVE CLI and type:
preferred.

apt update
Follow steps in section : 3.5.1 for static IP, | apt upgrade
3.5.2 for DHCP IP

Verification: Verify your EVE-NG server installation, type “dpkg -I eve-ng” command, it must
display latest EVE CE version

root@eve-ng:~# dpkg -1 eve-ng

Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-aWait/Trig-pend
|/ Err?=(none)/Reinst-required (Status,Err: uppercase=bad)

||/ Name Version Architecture
Description
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ii eve-ng 5.0.1-XX amd64 A

new generation software for networking labs.
root@eve-ng:~#

3.4 Google Cloud Platform

3.4.1 Google account

Step 1: Connect to Google Cloud Platform (GCP
https://console.cloud.google.com/getting-started

@ Getting started - Google Gou X

€« > C 0 @ @ hitps/console. cloud.google.com/getting-started RO <4 n@o =
8 Vourfree wialis waiting: activate now 1o get §300 credit to exploe Google Cloud products. Learn more: DISMISS

= Google Cloud Platform

Get Started with
Google Cloud Platform

12 month, $300 free trial to get you started
Always Free products to keep you going

TRY FOR FREE

Step 2: Sign into GCP. Create a new GCP account if you do not already have one.

3.4.2 Goggle Cloud project

Create new project. By default, GCP will offer you a project named “My First Project”. It can be
used as well.

Step 1. GCP top bar, click on “My First Project”

= Google Cloud Platform  Select a project Q@ Search resources and products

Step 2. Next pop up window, click “NEW PROJECT”

Select a project E3  NEW PROJECT
/
i and folders
[&\ |
RECENT ALL
Name (]
&% MyFirst Project @ t-dragon-238421

Step 3. Enter your project name, and confirm “CREATE”
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= Google Cloud Platform Q  Search resources and products

New Project

You have 22 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

Project name *

EVE Tes{ 7]

Project ID: eve-test-276509. It cannot be changed later. EDIT

Location *
0 organisation
M No organisati BROWSE

Parent organisation or folder

This will take some time.

3.4.3 Preparing Ubuntu boot disk template

Step 1: Open the google cloud shell and press: “START CLOUD SHELL”

= Google Cloud Platform  8* EVE Test w Q  Search resources and products

{e} Compute Engine VM instances

B VMinstances

& EVETest Q. Search Products, resources, docs (/)
{é} Compute Engine VM instances CREATE INSTANCE & IMPORT VM CIREFRESH P START/RESUME i & OPERATIONS - [E) HELP ASSISTANT SHOW INFO PANEL
~ ~
Virtual machines ~
= Filter Enter property name or value (7] m

B VMinstances
0O sweus Neme 1 Zone Recommendations  Inuseby  Inemal P ExemallP  Comnect

Instance templates

‘Sole-tenant nodes

B B D

Machine images

TPUs

-]

‘Commitied-use discounts

' Marketplace

& Releasenotes

VM instances v
# Open aditor L2 = [ o R R s B 4

CLOUD SHELL

Terminal

Step 2: create a nested Ubuntu 20.04 image model. Copy and paste the below command into
the shell. Use copy/paste. crtl +c/ctrl +v. It is single line command. Confirm with “enter”:

gcloud compute images create nested-ubuntu-focal --source-image-
family=ubuntu-2004-1ts --source-image-project=ubuntu-os-cloud --licenses
https://www.googleapis.com/compute/vl/projects/vm-
options/global/licenses/enable-vmx
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3.4.4 Creating VM

Step 1: Navigate: Navigation Menu/Compute Engine/VM Instances and press “Create”

= Google Cloud Platform 2 EVETest + Q Search resources and products
#  Home M instances
{& Compute Engine S M inctances
[
-
@) Kubernetes Engine 3 Instanee groups
Instance templates Compute Engine

() Cloud Functions

Sole-tenant nodes s ——
}» Cloud Run Machine images :
Comp you use virtual run on Google's
Disks infrastructure. Create micro-VMs or larger instances running Debian,
STORAGE Windows or other standard images. Create your first VM instance,
Snapshots import it using a migration service or try the quickstart to build a
sample app.
Bigtable

Images

@ Import  of  Take the quickstarl
Datastore H TPUs

Commitied use discounts

W

Firestore

Step 2: Assign the name for your VM
Step 3: Set your own region and zone

Step 4: Edit your Machine Configuration. General-Purpose. Choose the series of CPU platform,
Preferred are Intel CPUs Skylake or Cascade.

Step 5: Choose your desirable CPU and RAM settings.
IMPORTANT: “Deploy a container image” must be UNCHECKED.
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Name *
‘, eve-com-5 (7]

Labels @

+ ADD LABELS

Region * Zone *
‘,europe-westz (London) v @ ’ ‘,europe-westz-c v @

Region is permanent Zone is permanent

Machine configuration
Machine family

GENERAL-PURPOSE = COMPUTE-OPTIMISED MEMORY-OPTIMISED  GPU

Machine types for common workloads, optimised for cost and flexibility

Series
e —— - |

Powered by Intel Cascade Lake and Ice Lake CPU platforms

‘, Machine type

n2-standard-4 (4 vCPU, 16 GB memory) v ’
O vCPU Memory
y 4 16 GB

v CPU PLATFORM AND GPU

Display device

Enable to use screen capturing and recording tools.

[7)] Enable display device

Step 6: Select Boot disk. Press Change

Boot disk @

Name eve-com-5

Type New balanced persistent disk

Size 10GB

Image Q Debian GNU/Linux 11 (bullseye)

CHANGE e
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Step 7. Select Custom images, Select Project (EVE-test) and the custom boot images you
created previously. Choose HDD disk type and size. HDD size can vary depends of your
needs.

Boot disk

Select an image or snapshot to create a boot disk, or attach an existing disk. Can't find
what you're looking for? Explore hundreds of VM solutions inMarketplace

PUBLIC IMAGES CUSTOM IMAGES SNAPSHOTS EXISTING DISKS

SELECT A PROJECT
Show images from: EVE Test <
[[]  Show deprecated images

Image *
‘nested-ubuntu-focal -— v

Created on 21 May 2022, 10:10:47

Boot disk type * Size (GB) *
‘ SSD persistent disk g v 50 e

vV SHOW ADVANCED CONFIGURATION

SELECT CANCEL

Step 7: Allow http traffic and create VM
Identity and API access

Service account
Compute Engine default service account v

Access scopes

@ Allow default access
Allow full access to all Cloud APIs
Set access for each API

Firewall
Add tags and firewall rules to allow specific network traffic from the Internet.

v/ Allow HTTP traffic
Allow HTTPS traffic

Management, security, disks, networking, sole tenancy

You will be billed for this instance. Compute Engine pricing [
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3.4.5 EVE-NG-Community installation

Step 1: Click VM Instances to get access SSH to your VM, Connect to the VM with the first
option “Open in browser window”

= Google Cloud Platform 3 EVETest | @ search Products, resources, docs (/)
{é} Compute Engine VM instances [ CREATE INSTANCE & IMPORT VM CREFRESH i @ OPERATIONS ¥ [E) HELP ASSISTANT SHOW INFO PANEL SLEARN
Virtual machines ~

INSTANCES INSTANCE SCHEDULES
B VMinstances

VM instances are highly configurable virtual machines for running workloads on Goagle

In:
8 otance templates infrastructure. Learn more

B Soletenant nodes

= Filter Enter property name v o m

W Machinglmages 0O suws Name 4 Zone inuseby Internal IP External IP Connect

R TPUs 0O e evecomS  europewesi2< 10.154.029 (nico) 34.105.145.174 12 (nicO) SSH .‘\ H

B2 Committed-use discounts Related actions Open in browser Window < s
Open in browser window on custom port

Q, Migrate for Compute Engi.
Open in browser window using provided private SSH key

Storage - View geloud command
B pisks Use another SSH client

{é} SSH-in-browser

I»
I
-]
i
&

Step 2: Launch installation with:

Type the below command to become root:
sudo -1

Start EVE-COMM installation
wget -O - https://www.eve-ng.net/focal/install-eve.sh | bash -i

Step 3: Update and upgrade your new EVE-COMM
apt update

apt upgrade
Confirm with Y

Step 5. Reboot EVE. Allow some time for reboot and then press “Reconnect’

bw version of config ‘f .;o .:E.is.-tup/cmnpnse.ISD*SSSB*l.inc

wvers:?.on i 5/ on=ola_=atyn/comnosa, TSO-RRE0_19 40

v version

w version The SSH connection to VM instance 'eve-pro’ was lost. Learn more about improving
SEH session persistence.

[ : B m Dismiss
fw version

bnsole-setup (1.1

bmfs: deferring

fstro-info-data (0.28ubuntul.11l) ...
buntu-minimal (1.361.3) ...

Step 6: IMPORTANT: Setup IP
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Once the IP wizard screen appears, press ctrl +c and type the below command to become root:
sudo -i

Root Password
Type the Root Password:
BELTelele oo

Now follow the IP setup wizard.
IMPORTANT: set IP as DHCP!

Step 6: Reboot

3.4.6 Access to Google Cloud EVE-COMM

Use your public IP for accessing EVE via http.

& eve-comm] europe-west2-c 10.154.0.8 (nic0) 35.180.66.46 [T S5H
(nico 46 [-]

5.0.1-8-Community

Sign in to start your session

Username I

Native console v

Default web login: admin/eve

3.4.7 Optional: GCP Firewall rules for native console use

Step 1: Navigate: Navigation menu/VPC Network/Firewall rules
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Google Cloud Platform 8 EVE-PRO-PROJECT ¥

Home

"% Pins appear here @ X

'STORAGE

@ Bigtable

582 Datastore >
$ Firestore >
=  Storage >
£ sa
,L Spanner
43 Memorystore
& Filestore
NETWORKING
n VPC network >
VPC networks
s Network services > External IP addresses
X L Firewall rules
-} Hybrid Connectivity >

Routes

\3 Network Service Tiers VPC network peering

Step 2: Create new firewall rule

Firewall rules CREATE FIREWALL RULE

Firewall rules control incoming or outgoing traffic to an instance. By default,
incoming traffic from outside your network is blocked. Learn more

Note: App Engine firewalls are managed here.

Step 3: Create an ingress FW rule; allow TCP ports 0-65535

& Create a firewall rule

Firewall rules control incoming or outgoing traffic 1o an instance. By default,

incoming traffic from outside your network is blocked. Learn more

Name

ingress-eve
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Direction of traffic
® Ingress =

Egress

Action on match
® Allow

Deny
Targets

Allinstances in the network

Source filter

IP ranges
Source IP ranges

0.0.0.0/0 € /

Second source filter

None

Protocols and ports
Allow all

® Specified protocols and ports

v ep: 0-65535
udp:

Other protocols

Disable rule

¥

¥

Step 4: Create an egress FW rule; allow TCP ports 0-65535

Firewall rules control incoming or outgoing traffic 1o an instance. By default,
incoming traffic from outside your network is blocked. Learn more

Name

egress-eve
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Direction of traffic
Ingress
® Egress =

Action on match
® Allow
Deny

Targets

Allinstances in the networlk

Destination filter

IP ranges

Destination IP ranges

Vd

0.0.0.0/0 €

Protocols and ports
Allow all
® Specified protocols and ports
v 1ep: 0-65535
udp:

Other protocols

Disable rule

Summary FW rules.

Name Type Targeis Filters

egress-eve Egress Apply 1o all

IP ranges: 0.0.0.0/0

Protocols / ports Action Priority

1cp:0-65535 Allow 1000

default-allow-htips Ingress htips-server

ingress-eve Ingress Apply to all

IP ranges: 0.0.0.0/0

IP ranges: 0.0.0.0/0

1cp:443 Allow 1000

1cp:0-65535 Allow 1000

3.5 EVE Management IP Address setup

3.5.1 Management static IP address setup (preferred)

The steps below will walk you through the network setup and assign a static management IP

for EVE.

Step 1: Log into the EVE CLI using the default
login root/eve After login, type your preferred
root password for EVE, default is eve.
Remember it for further use. Confirm with
enter

NOTE: Typed characters in the password
field are not visible.

Step 2: Retype your root password again
and confirm with enter.

Root Passuord
Repeat. the Root Password:
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Step 3: Choose your EVE VMs hostname. By
default, it is eve-ng. You can leave it as it is.
Confirm with enter

Hostname
Type the short hostnane for the
systen:

T

< 0K ]

Step 4: Type your domain name for your
EVE VM. By default, it is example.com. The
default value can be used as well.

Confirm with enter

DS domain nane
Type the DNS domain nane for the
system:

< 0K |

Step 5: Using the arrow keys, select the
option “static”, confirm your selection with
the space key, followed by enter

Step 6: Type your desirable EVE
management IP. Confirm with enter.

Tupe the I address for
Ranagenent Netuork:
172.25.1.20

FHanagement Nctwork IF address
m l
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Step 7: Type the subnet mask of your EVE
management network. Confirm with enter.

Hanagenent Hetuork Subnet Mask
Type the Subnet Mask for the
Hanagencnt Hetuark :

Step 8: Type your networks gateway IP.
Confirm with enter.

nagement. Network Default Gateuay
Type the Default Gateway for the
Management Network:

172.25.1.1_

< oK Ol

Step 9: Type your networks primary DNS
IP. Confirm with enter.

IMPORTANT: DNS must be reachable and
resolve public addresses.

FPrimary DNS seruer
Type the [P IP address of prinary
DNS server:

192 .168.90.201_

Step 10: Type your network Secondary
DNS IP. Confirm with Enter.

IMPORTANT: DNS must be reachable and
resolve public addresses.

Secandary DHS server
Type the IP address of secondary IS
servers

Step 11: Type your preferred NTP server IP.
It can be left empty as well; in this case, your
EVE VM will automatically assign the time
from its host.

NIP scrver
the hostnanesIF address of NIP

far initial clock sync (leave enpty
if not used):

Step 12: If you have a proxy in use for your
Internet, select the respective proxy option
and configure your proxy settings. By default,
it is direct connection (no proxy). Confirm
your selection with enter. EVE will reboot
automatically.

axy Server conf iguration
Choose hou the UM can comnect to the
Internet.
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A IMPORTANT NOTE: If you are setting up your management IP for the first time (fresh
EVE installation), please return to the install section and complete installation phase 3.

3.5.2 EVE Management IP address setup via DHCP

The steps below will walk you through the network setup and assign a management IP for EVE

via DHCP.

Step 1: Log into the EVE CLI using the default
login root/eve After login, type your preferred
root password for EVE, default is eve.
Remember it for further use. Confirm with
enter

NOTE: Typed characters in the password
field are not visible.

Step 2: Retype your root password again
and confirm with enter.

Root Passuord
Repeat. the Root Password:

Step 3: Choose your EVE VMs hostname. By
default, it is eve-ng. You can leave it as it is.
Confirm with enter

Hostname
Tupe the short hostnane for the
systen:

o

i< 0K ]

Step 4: Type your domain name for your
EVE VM. By default, it is example.com. The
default value can be used as well.

Confirm with enter

DS domain nane
Type the DS domain nane for the
system:

eve-ny net

< 0K |
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Step 5: Using the arrow keys, select the Step 6: Type your preferred NTP server IP.
option “dhcp”, confirm your selection with the | It can be left empty as well; in this case, your
space key, followed by enter EVE VM will automatically assign the time

from its host.

the netuork adapter on Hanagenent
Hetwork?

NIP server
Tupe the hostname/IP address of TP
)] for initial clock sunc (leave enpty
09 static 1T ot wsedd:
[

Step 7: If you have a proxy in use for your
Internet, select the respective proxy option
and configure your proxy settings. By default,
it is direct connection (no proxy). Confirm
your selection with enter. EVE will reboot
automatically.

A IMPORTANT NOTE: If you are setting up your management IP for the first time (fresh
EVE installation), please return to the install section and complete installation phase 3.

3.5.3 EVE Management IP address reset

If for any reason you need to change these settings after the installation, you can rerun the IP
setup wizard. Type the following command in the CLI and hit enter:

rm -f /opt/ovf/.configured

Then reboot. Once you log into the CLI again, EVE will go through the network setup again.
Please follow the steps in section 3.5.1 for Static IP or 3.5.2 for DHCP IP.
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3.6 EVE-NG Community upgrade to EVE-NG Professional

3.6.1 Mandatory Prerequisites

A\ Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE
ISO installation requires internet access to get updates and install the latest EVE-PRO
version from the EVE-NG repository. DNS must work as well, to check it, do a named
ping, for example ping www.google.com

3.6.1.1 EVE Community disk space

You must have enough HDD space available. The main eve--ng--vg-root partition must have
at least 10GByte free space while the boot partition must have at least 50Mbyte. To check how
much space is available on your HDD, enter the following command into the CLI of EVE:

To free up space on the /boot, enter the following command, hit enter and confirm with “y

apt autoremove

3.6.1.2 Verify current EVE Community version

You have to make sure that your EVE Community Edition is of version (v2.0.3-86) or later. You
must be able to reach the internet from your PC, VMware or Server.

To check your current EVE-NG version, enter the following command

dpkg -1 eve-ng

Trig-pend

You can also verify your current EVE version from the WEB GUI. Top menu bar, System,
System status.
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System status

L. System status

e

running IOL nodes running Dynz

0 ¢

running Docker nodes
0
=
| o+ ]

You can check the version number of the newest currently available Community version on the
EVE-NG Community site: http://www.eve-ng.net/community.

3.6.1.3 Steps to upgrade to the latest EVE Community version
Type the following commands below and hit enter after each.

apt update

In case of any Y/N prompt, answer Yes.

apt upgrade

In case of any Y/N prompt, answer Yes.

reboot

3.6.2 Upgrading EVE Community to EVE-NG Professional

A WARNING: Please be ready to purchase a license when upgrading, as you will not be
able to start any nodes until a valid license has been activated on your EVE.

To upgrade to EVE-NG Pro, issue the following commands into the CLI of EVE followed by
enter.

apt update
apt install eve-ng-pro
reboot

After the reboot continue with the below commands, followed by enter
apt update

apt install eve-ng-dockers
reboot

Continue to the EVE-NG Pro license purchase section of the website and follow the remaining
instructions.
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3.7 Native telnet console management setup

If you prefer to use a natively installed telnet client to manage nodes inside EVE, follow the
steps below:

3.7.1 Windows Native Console

Step 1. Download the EVE Windows Client | Step 2: Install it as administrator
integration pack:

Open
http://www.eve-ng.net/downloads/windows- | $inzsmmee_
client-side-pack Pinto Star
7-Fin >
Step 3: Leave the option for UltraVNC Step 4: Continue with Next. When it asks to
checked. UltraVNC is very tiny and the choose Ultra VNC Options, only leave the
preferred VNC client for Windows by EVE. | UltraVNC Viewer checked, the rest is not
& i | needed.
Select Components
Which components should be installed? -
& Setup - UltraVNC
Select the components you want to install; dear the components you do not want to I SEIECF Components i
install. Click Next when you are ready to continue. | Which components should be installed? 1
plink 0.68
putty 0.68 | Select the components you want to install; dear the components you do not want to
ultravnic_wrapper.bat 1KB install, Click Mext when you are ready to continue.
wireshark_wrapper.bat 1KB
Modify Windows registry for putty, ultravnc and wireshark | Custom nsalaton =]
Save on Disk crt, putty, ultravnc and wireshark .reg files [ UltraviC Server Silent 4.8 MB
Wireshark 2.2.5 x64 [ UltravNC Server 4.8MB
UltraVMNC 1.2.12 x54 | Ultra¥NC Viewer 2.7MB
[] Ultra¥NE Repeater 0.2MB
| ] Upgrade 1.0.8/1.0.9 .. Upgrade can be done while vnc is running 7.5MB

Current selection requires at least 0.7 MB of disk space.

Current selection requires at least 4.0 MB of disk space.

< Back ][ MNext > ][ Cancel

Step 5: Continue with Next and finish the
installation.

By default, EVE Windows Client Integration will install Putty as your Telnet Client. The default
location for the EVE Windows Client Integration software and .reg files is: “C:\Program
Files\EVE-NG”

Set the default telnet program manually in Windows 10. Example: SecureCRT
Step 1: Go to: Windows Settings/Apps/Default Apps/Choose Default Apps by Protocol

Step 2: Set your default Telnet program:

TELNET (,; SecureCRT Application
URL:Telnet Protacol @

A\ NOTE: The first time click on the type of link that is used to access a running node
inside EVE via telnet, the browser will ask to choose the telnet program. If you have
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prepared your default telnet program with the instructions above, you have to choose
your default Telnet program.

Example: Firefox browser:

Launch Application X

This link needs to be opened with an application.

Send to:

SecureCRT Application

Choose other Application Choose...

[ Remember my choice for telnet links.

Cancel Open link

Set your default application, check the box “Remember my choice telnet links” and click Open
link

3.7.2 Linux Native Console

The steps below will show how to setup the native consoles pack for Linux Mint 18 (Ubuntu):

Step 1: Go to the EVE Linux Side Step 2: Open the link to GitHub
integration pack download page:
https://github.com/SmartFinn/eve-ng-
http://www.eve-ng.net/downloads/linux- integration

client-side

Step 3: Scroll down to the installation part

Installation

Ubuntu and derivatives

You can install eve-ng-integration from the official PPA

Step 4: Login as root to your Linux system and enter the commands below:

NOTE: An internet connection is required. Enter each command line below one after the
other

sudo add-apt-repository ppa:smartfinn/eve-ng-integration

sudo apt-get update

sudo apt-get install eve-ng-integration

A\ For other Linux native console setup options please refer to:
https://github.com/SmartFinn/eve-ng-integration
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3.7.3 MAC OSX Native Console
Telnet Protocol:

OSX Sierra (and older releases) is ready to use for the telnet protocol.

Do you want to allow this page to open “Terminal"?

Cancel Allow

For High Sierra, a telnet binary must be added (Apple decided to remove it and it is not present
anymore on the latest OSX releases).

& Terminal Shell Edit View Window Help 0o & swa2iPM Q=

‘ < 192.168.198.43 [V 5
LK ) talnet 80x24

[Command not found: telnet)

[Could not creste a new process and open 3 pseudo-tty.lf

Procedure to install a previous telnet binary:

Download telnet and ftp binaries from eve:

http://lyour_eve_ip/files/osx.zip (to be updated) Please contact to EVE Live chat for this
package.

Step 1: Reboot the Mac and hold down the “Command” and “R” key simultaneously after you
hear the start-up chime, this will boot OSX into Recovery Mode

Step 2: When the “OSX Utilities” screen appears, pull down the ‘Utilities’ menu at the top of the
screen instead, and choose “Terminal’

Step 3: Type the following command into the terminal then hit enter:
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crutil disable; reboot

Step 4: When the OSX reboot is done, extract the osx.zip to your home directory

5: Copy the files to /usr/bin and set the permissions using the terminal utility:
e e user — sh — 80x24

Last lngm:.Sun May 27 16:46:55 on console L]

Users-Mac-mini:~ user$ sudo -i

Password:

Users-Mac-mini:~ root# ||

Step

L0400 BT I sCLCQ0A » "

sudo -1
cp telnet ftp /usr/bin ; chmod 555 /usr/bin/telnet; chmod 555 /usr/bin/ftp

chown root:wheel /usr/bin/telnet /usr/bin/ftp
1. Reboot the Mac and hold down Command + R keys simultaneously after you hear
the startup chime, this will boot OSX into Recovery Mode
2. When the “OSX Utilities” screen appears, pull down the ‘Utilities’ menu at the top of
the screen instead, and choose “Terminal”

Type the following command into the terminal then hit enter:

crutil enable; reboot

VNC Protocol:

Download Chicken of VNC at: https://sourceforge.net/projects/chicken/files/Chicken-
2.2b2.dmg/download

Install and use it as default VNC Client
RDP Protocol:

Download and install the Microsoft Remote Desktop on the App Store:
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Microsoft Remote Desktop 10

Use the new Microsoft Remote Desktop app to connect to a remote PC or virtual apps and desktops made available by your
‘administrator. The app helps you be productive no matter where you are.

Configure your PC for remote access first by download the Remote Desktop assistant to your PC and let it do the work for you

What's New in Version 10.1.8
We've got some awesome updates i this release. In between several bug fixes, we've made the following noteworthy

m improvements:...

3.8 Login to the EVE WEB GUI

Login to the EVE management Ul:
http://<your_eve_ip>/

Default user access:

User: admin

Password: eve

A NOTE: You can change your EVE WEB Admin password, please refer to section
6.3.1.2

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 12
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4 EVE-NG Community Update & Upgrade

A\ Prerequisites: Internet access and working DNS on your EVE-NG is required.

Verify your internet reachability with named ping. Example: ping www.google.com

ping www.google.com

If your ping is success, follow next step for update. If named ping has no success, please verify
your DNS IP assigned for EVE or firewall. Some cases ping can be blocked by FW, but Internet
and DNS are capable to make update/upgrade.

OPTION for bare EVE installations which has bnx2x Broadcom Ethernet drivers, please
rewrite your driver to the newest linux-firmware:

sudo apt-get -o Dpkg::0Options::="--force-overwrite" install linux-firmware

I\ IMPORTANT NOTE: before you start your EVE Community update & upgrade, please free
up your EVE Community from older kernel packages:

apt autoremove

4.1 EVE-NG Community Update

It is strongly recommended to keep your EVE-NG up to date. To update and upgrade, SSH to
your EVE CLI.

To verify your current EVE-NG version, please follow “CLI diagnostic information display
commands” in section 11.1.1. You can verify your current EVE version from the System/System
Status tab on the top menu of the WEB GUI as well.

System satus 1Iiil

The newest version of EVE-NG can be verified by checking the official website: http://www.eve-
ng.net/community/community-2. The main page will display the latest EVE-NG version and
correct steps to update.
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EVE-NG Community Edition

Download links for EVE community

'We are proud to offer free EVE-NG Community edition_

Current status:

v2.0.3-95 release notes

1. Fixed |OL image excesscoll error, symlink to original .bin

2. Added EVE Pro custom templates form, for how fo follow EVE Pro cookbook, section 17.3

3. Added troubleshooting script eve-info. Run CLI command "eve-info” to collect info about your EVE
4. Added SQL database recovery script, run cli command "unl_wrapper -a restoredb’ to restore SQL
user database (admin recovery only)

5. Updated node icons, EVE-PRO icons

6. Added new templates for images

7. Arista vEOS zerotouch images startup config export

Type the below commands followed by Enter

apt update

In case the prompt asks to confirm with Y/N, answer Yes.

4.2 EVE-NG Community Upgrade

Type commands followed by Enter

apt upgrade
In case the prompt asks to confirm with Y/N, answer Yes.

\ IMPORTANT NOTE: If you are upgrading EVE Community from older version, the
installation may ask you to confirm additional! Information:

onf iguration file 'setc/issue’
==> Modified (by you or by a script) since installation.
> Package distributor has shipped an updated version.
What would you like to do about it 7?7 Your options are:
Yor I : install the package maintainer’s version

Nor 0O : keep your currently-installed version
D : show the differences between the versions
Z : start a shell to examine the situation
The default action is to keep your current version.
issue (Y/I/N/0/D/2) [default=N1 7

Answer for prompt above is “N”
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| Configuring grub-pc |
but the version installed currently has been locally modified.
What do you want to do about modified configuration file grub?

install the package maintainer's version
lkeep the local version currently installed
- p )

show the differences between the versions
shou a side-by-side difference between the versions
show a 3-way difference between available versions
do a 3-way merge between available versions (experimental)
start a new shell to examine the situation

<0k>
~

A new version (/tmp/grub.tj?zRCNt3z) of configuration file setcsdefault/grub is available,

Answer for grub-pc version is: “Keep the local version currently installed”

After the completion of the update and upgrade, reboot your EVE Server. Type the following

command and hit enter.

reboot
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5 Types of EVE management consoles

A IMPORTANT NOTE: EVE Console TCP ports. EVE Community uses a static port

range between 32678-40000.

Formula is = 32768+128*POD+1 -> 32768+128*POD+128 POD: userid (admin=0)

Exemple: you got admin (POD 0) + 2 users ( POD 1, POD 2)

32768+128*0+1(First port for POD0O) -> 32768+128*2+128(Last port of POD 2 ) = 32769 ->

33152

Port per user pod:

POD First Port Last Port
0 32769 32896
1 32897 33024
2 33025 33152
3 33153 33280
4 33281 33408
5 33409 33536
6 33537 33664
7 33665 33792
8 33793 33920
9 33921 34048
10 34049 34176

EVE Community supports two different console types.

5.1 Native console

5.1.1 Native Console: telnet

EVE Native console option requires locally installed software
to access your lab nodes. To use the Native console option,
you must have Administrator rights on your PC and ensure
the TCP port range 32768-40000 is not blocked by a firewall
or antivirus software. (See table above)

Windows OS: You can use your preferred telnet program like Putty, SecureCRT or others.
Example: Putty as native telnet client on Windows.
To setup Windows native telnet client please follow section 3.7.1
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iSiHE

vanm @
SVIZD 162,468 2090 o v a3

™

Linux OS: You can use your preferred telnet program like the Native Terminal, SecureCRT,
or others.

Example: Telnet client from the native terminal on Linux Mint. To setup Linux native telnet
client please follow section 3.7.2

EVE | Topology x|+

OHCP NAT Cloud
169254254024 ¢
| Last

AN )
V20 192.168.20.10

MAC OSX: You can use your preferred telnet program like the native Terminal, SecureCRT,
or others.

Example: Telnet client from the native terminal on MAC OSX. To setup MAC OSX native
telnet client please follow section 3.7.3

5.1.2 Native Console: Wireshark

EVE Community has an integrated connection with natively installed Wireshark software on
your PC. This allows live captures with Wireshark installed on the client machine. The EVE
will capture natively installed Wireshark session.

A IMPORTANT NOTE: Make sure you have installed Wireshark and EVE-NG client
pack. It is strongly recommended if your Wireshark software is installed at your PC
default location.

3 v]o| | searchEv. p
Mame - Date modified Type Size
ess
Leg File folder
Uninstall File folder
E# plink.exe Application 585 KB
‘@ putty.exe Application 810 KB
) UltraWMNC_1_2_12_X64_Setup.exe Application 2,722 KB
ultravnc_wrapper.bat Windows Batch File 1KB
®*| win7_84bit_ultravnc.reg Registration Entries TKB
@+ win7_64bit_wireshark.reg Registration Entries 1KB
®| win10_84bit_putty.reg Registration Entries 2KB
@+ win10_64bit_sCRT.reg Registration Entries KB
wireshark_wrapper.bat Windows Batch File 1KB
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A IMPORTANT NOTE: The Wireshark wrapper located in your PC station must match
your EVE root password. Edit your EVE root password in the wireshark_wrapper.bat,

11 items

if you had changed it during install.

a win10_64bit_putty.reg
a win10_64bit_sCRT.reg

wireshark_wrapper.bat

Registration Entries

Registration Entries

Windows Batch File

2KB
IKB
TKB

NJ.‘ wireshark_wrapper.bat - Notepad -

File Edit Format View Help

%WECHO OFF

SET USERMAME="root"

SET PASSWORD="eve" Your EVE VI root password

SET S=%1

SET S=%S:capture://=%

FOR /f "tokens=1,2 delims=/ " %%a IN ("%S%") DO SET HOST=%%a&SET INT=%%b
IF "%INT%" == "pnet®" SET FILTER=" not port 22"

ECHO "Connecting to XUSERMAMEX@XHOSTX..."

Example: Fortinet live interface portl capture.

Net
W Stop
Right click < Wipe
X Export CFG Click
< Capture Q, port1
Q port2
Click Q port3
Q, port4
Net
£ Capturing from Standard input - [m] X
Fle Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ude TREQe=2ZFEZE QAT
W [ Aooly a display filter .. <Clrl-/> =3 | Expression..  +
No. Time: Source Destination Protocol Length Info i
r 1 ©.800000 81.198.68.172 195.13.168.10 SIP 474 Request: OPTIONS s5ip:195.13.168.10:586€
H 2 8.844183 aa:47:00:00:00:84 Broadcast ARP 64 Who has 195.13.160.1132 Tell 195.13.16€
i 3 8.892268 aa:47:00:00:00:84 Broadcast ARP 64 Who has 195.13.168.702 Tell 195.13.168.
H 5 8.238397 00:84 Broadcast ARP 64 Who has 195.13.168.42 Tell 195.13.16@.1
E 6 ©.295882 00:584 Broadcast ARP 64 Who has 195.13.160.842 Tell 195.13.160.
E 7 ©.384797 23a:47:00:00:00:84 Broadcast ARP 64 Who has 195.122.9.1@? Tell 195.122.9.1
| 8 8.582088 81.198.68.172 195.13.160.18 SIP 474 Request: OPTIONS sip:195.13.168.1@:586¢
. 9 8.519371 aa:47:00:00:00:84 Broadcast ARP 64 who has 195.13.168.922 Tell 195.13.168. Y
< >
> Frame 1: 474 bytes on wire (3792 bits), 474 bytes captured (3792 bits) on interface @ ~
> Ethernet II, Src: aa:47:00:08:80:84 (aa:47:00:00:88:84), Dst: Grandstr_88:c0:07 (8B:8b:82:88:c0:07)
> 882.1Q Virtual LAN, PRI: @, CFI: @, ID: 33
> Internet Protocol Version 4, Src: 81.198.68.172, Dst: 195.13.160.10 )
@@ @b 82 88 c@ @7 aa 47 @@ @8 @@ 34 31 @@ @0 21 wat A
@8 @8 45 88 @1 c8 @8 Se 0@ @8 3d 11 7a 3d 51 cb B
44 ac c3 ad a@ @a 13 c4 13 c4 @1 b4 bf 6d 4f Se D..us moP
54 49 af 4e 53 20 73 69 7@ 3a 31 39 35 2e 31 33 TIONS si p:195.13
2e 31 36 3@ 2e 31 3@ 3a 35 38 36 3@ 28 53 49 50 .160.18: 5860 SIP
2f 32 2e 38 @d @a 56 69 61 3a 20 53 49 5@ 2f 32 /2.8..vi a: SIP/2 v
7 Ready to load or capture || Packets: 2650 - Displayed: 2650 (100.0%) || Profile: Default
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"C:\Program Files\EVE-NG\plink.exe" -ssh -pw %PASSWORD¥ XUSERNAMEZ@HXHOST® "tcpdump
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5.1.3 Native Console: VNC

Windows OS: Recommended and tested is UltraVNC but any other compatible one can be
used.

Example: UltraVNC as Native VNC client on Windows. To setup Windows native VNC client
please follow section 3.7.1

v ]
¢ o
Mo

Im

Linux OS: Remote Desktop Viewer for VNC Sessions.
Example: Remote Desktop Viewer for VNC sessions on Linux Mint. To setup Linux native
Remote Desktop Viewer please follow section 3.7.2

EVE | Topology

€)@ 12 ¢ |[a ¢

Femote View Bookmarks Help

DHCP NAT Cloud =G| comect @ | & (@ | 7 @ [ SendCulakDel
188264280020 - -

o
1521saz0 (&1

MAC OSX: Preferred VNC program: Chicken VNC
Example: Chicken VNC as Native VNC client on MAC OSX. To setup MAC OSX native RDP
Viewer client please follow section 3.7.3

5.1.4 Native Console: RDP

Windows OS: Windows Native RDP.
Example: Windows RDP session to Win10 host in the lab.
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Linux OS: Remote Desktop Viewer as RDP session to lab Win10 host.
Example: RDP session to Win10 host in the lab. To setup Linux native Remote Desktop
Viewer please follow section 3.7.2

EVE | Topology *x\+

MAC OSX: Remote Desktop Viewer as RDP session to lab Win10 host.
Example: RDP session to Win10 host in the lab.
To setup MAC OSX native RDP Viewer client please follow section 3.7.3

5.2 HTML5 console

The EVE Community HTML5 console
provides a clientless solution for
managing labs and node sessions.
Management is achieved directly through
the browser by opening new browser
window. It is very convenient for
Corporate users with restricted

Sign In to start your session Workstation permissions (Locked Telnet,
vnc, rdp).
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5.2.1 HTML5 Console: Telnet

HTML5 Telnet console opens telnet sessions in the new browser window.

EVE | Topolegy b B Fortinet

(D 192.168.90.50/htm|5M%/cli

5.2.2 HTML5 Console: VNC

HTML5 VNC opens VNC sessions in the new browser window.

X Fortinet X[t

t View Go Window Help
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5.2.3 HTML5 Console; RDP for Windows

HTML5 RDP console opens RDP sessions in the new browser window. For Windows 7,
Windows Server 2008.

During Windows machine image installation, you can allow RDP sessions to be used for access
to Windows host. If your Windows host has enabled RDP session, edit windows node settings
and set RDP console. Give time to boot this node and RDP session will opens in new browser

tab.
ADD A NEW NODE
Template
Windows
Number of nodes to add Image
1 win-7-x86-1PCC
Name/prefix

win

B Desktop.png

uuiD

cPULImit [

<] RAM (MB) Ethemets
1 4096 1

QEMU Version QEMU Arch QEMU Nic
tpl(2.0.2) - tpl(xB6_64) - tpl(e1000)

QEMU custom options

-machine Eype=pc-1.0,accelkvm -cpu gemu64,+Fsgsbase -vga std usbdevice tabl

Startup configuration
None
Delay (s)
0
Console
rdp
Left Top
811 183

Save EUIEE
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c Q‘ @ 192.168.90.50/html5/#/client/MzI3NzEAYwBteXNxbA= = 7token=A55E29945 80% v O o
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6 EVE WEB GUI Management

6.1 EVE Management Page

The Main EVE management window

sk File manager  Current position oot

O B s 3 8 & 2 8 2 g—— Management buttons

O CCNALABS

O Eatunl

[0 [ CBTICND2 CCNA LAB.unl

CBTICND2 CCNA LAB
23 Sep 20189 12:11
23 Sep 2019 12:19
o — &
| |
» =

6.1.1 Management buttons

D K ¢ = w 2 L B 2

Button

Description

Select All or Deselect All folders or labs in the EVE tree

Create/Add new Lab

Change selected item name. To use this option, please select the folder or lab
that you want to rename. You must not rename the Shared folder, the Users
folder or any folder inside the Users folder.

Move selected item(s) to a different location. To use this option, please select
the folder(s) or lab(s) that you want to move.

Delete selected folders or labs. You must not delete the Shared folder, the
Users folder or any folder inside the Users folder.
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& Import an EVE lab or lab folder from a previous export. Import file must be in
.zip format

Export EVE lab or folder. Select folder(s) and/or labs you wish to export and
select this option. The export is saved to your local PC in .zip format and is
ready to import to another EVE.

I+

@ Toggle the sorting folders and labs between alphabetical and last edit date
(ascending/descending cannot be changed currently).

Refresh current folder content

[+]

6.1.2 Management tabs

# Main # Management ~ & System ~ @ Information ~ ©2017 Eve-NG

Tab Description

m Returns back to the EVE Home Management screen.

A . Management dropdown, opening the management submenu.
dnagement -

& Usermanagement

Management submenu, refer to sections: 6.3

B System ~ System dropdown.

System submenu, refer to section 6.4

Information dropdown
p
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Information submenu, for details see section 6.5

6.2 Folders and Lab files management

This section will explain how to manage folders and labs on the EVE management page.
6.2.1 Folders Management

6.2.1.1 Create folder

sk Filemanager  current position | root

[ v

O B ¢ * 8 & & @ 2

Type the new folder name and click “Add Folder”

6.2.1.2 Delete folder

[m] Running
. O BmShared 18 May 2018 13:49
Select the folder you wish to delete and press & Filemanager s pscon
Delete. T
ez =

C | T L] 4 L B i+
A NOTE: All folder content will be deleted as o
We” B W MyLabFolde 18 May 2018 14:07
a Shared 18 May 2018 13:49

] Jsers 18 May 2018 12:48

O Btest_labl.u 18 May 2018 12:58
O Wtest_lab2.un 18 May 2018 13:36
6.2.1.3 Move Folder R ==
o =
Select the folder you wish to move and press the ' ° """ "°
Move to button. % muatr
O Shared 18 May 2018 13:49
[u} .:e; labLunl 18 May 2018 12:58
O Wtest lab2onl 18 May 2018 13:36

Files selected to move:

Type and select the target destination for your folder and MyLabFolder
confirm by clicking on Move. "

New path

6.2.1.4 Export Folder

Select the folder(s) you wish to export from your EVE and press Export.
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i File manager  currentposition | root

Add folder

O m ¢ % & | x/2|@| |2

Running
J £ MyLabFolder 18 May 2018 14:07
Shared 18 May 2018 15:16

Save the exported file as .zip to your local PC. The exported zip file is ready to import to another
EVE instance.

Opening _Ecports_eve-ng_export-20130318-172551 zip x
You have chosen to open:
B _Exports_eve-ng_export-20180518-172551.zip

which is: WinRAR ZIP archive (749 bytes)
from: http://192.168.90.22

What should Firefox do with this file?

O Qpenwith | WinRAR archiver (default) 2

@ 3ave File

[ De this autematically for files like this from now on.

Cancel

If your browser is set to save downloaded files to a default directory, your exported file will be
saved in the browsers default downloads directory.

6.2.1.5 Import Folder

A IMPORTANT: Importable file MUST be in .zip format, do NOT unzip the file.

Step 1: Press the Import button.

s File manager  current position | root

Add folder

0O B ¢ % ® |2 B
m} Running \
m} MyLabFolder 18 May 2018 17:24
m} Shared 18 May 2018 15:16
m} Users 18 May 2018 14:31

Step 2: Choose the zipped file that contains EVE folders with labs.

@ File Upload bed
A || > ThisPC > Desktop > Exports » v|©| | Search Exports £
Qrganize v New folder = O @
I This e A Neme Date modified Type Size
# 3D Objects EIGRP cfg set 2 12:10 File folder
1 Desktop B EIGRP cfg set 2zip WinRAR ZIP archive 2kB
2 Documents BB FIGRP cfg set.zip WinRAR ZIP archive 4KB
" Pownlosd B Firepower_poc_623.1ip 11:16 WinRAR ZIP archive 51 KB
oumloads g UD_lab_folderzip 018 23:31 WinRAR ZIP archive 258 KB

J Music

=/ Pictures \
B Vvideos

i, System (C)

= Donna (E)
 Data (G) w

File name: | UD_lab_folder.zip ~ N\ All Files () ~

Step 3: Press the Upload Button
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& File manager  current postion

UD_lab_foldersip .

DM+ x 8 & & B C

Step 4: After you made sure your folder is imported and has all its content (labs), you can close

the upload session.

daFilemanager  corent postion

MyLabFolde 18 May 2018 17:24
18 May 2018 15:16
19 May 2018 01:32

18 May 2018 14:31

o o|lo oo o

I FirePower FTD623 PoC Multihomed Hi.u 12.Apr 2018 11:16

6.2.2 Lab files Management

Choose a lab for more info

You can manage created labs from the main EVE file manager window

@information +  ©2017 Eve NG

& File manager  curren

B+ % 8 &2 B|2
CCNALABS

EALunl

[l c260 cfg LABOL.UNI

[ CBT ICND2 CCNA LAB.unl

OO0 000 o

[ CBT ICND2 CCNA LAB_1560238508304.unl

6.2.2.1 Create Lab

23 Sep 2019 1227
23 Sep 2010 13:36
23 Sep 2019 14:05

23 Sep 2010 13:36

Click on the New Lab button and refer to section 8.1

Choose a lab for more info

& File manager  current position | root

OB"7 = 8 £ 28 2
CCNALABS

EAlunl

[ C360 cfg LABO1.uNI

[ CBT ICND2 CCNA LAB.unl

O oOoo®@Od

[ CBT ICND2 CCNA LAB_1569238598304.unl

6.2.2.2 Delete Lab

23 5ep 2019 12:27
23 Sep 2019 13:36
23 Sep 2019 14:05

23 5ep 2019 13:36

Select the lab or labs you wish to delete and then press the Delete button
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n  FManagement~ B system~  @lnformation~ 2017 Eve-NG

& File manager  currentposition | ot

OB s x 8 &2 8 2
O mccnALass

BALunl 23 Sep 2010 12:27
O WC360cfg LABOL.UNL 23 Sep 2019 13:36

O WCBTICND2 23 Sep 2019 14:05

O CBTICND2 CCNA

23 Sep 2019 13:36

6.2.2.3 Clone Lab

The cloning feature provides a very convenient way to duplicate original labs to share with
others or base another lab on it.

Cloned labs will copy exported configs (on supported nodes) but will not copy saved
states/configurations in Qemu nodes like Windows hosts, Cisco ISE, or other Qemu nodes that
are not supported by the export config feature. Please refer to section 10.3 for more information
on configuration export for labs.

Step 1: Select the lab you wish to clone and move the mouse pointer (blue) to that lab, an extra
option will appear. Click on Clone.

s File manager  current position | root

o|lm| 7 % |8 || 2|0 2
Running
MyLabFolder 18 May 2018 14:07
Shared 18 May 2018 15:16
Users 18 May 2018 14:31
Vs Bitest lablunl > 3<Moveto | (& Rename t“”{‘\n
[ test_lab2.unl 18 May 2018 13:36

Step 2: Your lab will be cloned with all your exported configurations or configuration sets with

a new name.
I test_lab1.unl 18 May 2018 12:58
B test_lab1_1526649330089.unl \/ 18 May 2018 16:15

Step 3: The lab has been cloned lab and can be renamed to your liking. Move the mouse pointer
to the cloned lab and choose Rename.

[ test_lab1.unl 18 May 2018 12:58

-~ $2Moveto | (£ Rename | [J)Clone u

Step 4: Rename it, and click OK to confirm

Bitest_labLunl 18 May 2018 12:58

test_lab1_mynew_clone] n

“

6.2.2.4 Move Lab

Step 1: Select the lab you wish to Move and move the mouse pointer (blue) to that lab, an extra
option will appear. Choose Move to.
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Bitest labl.unl 18 May 2018 12:58
# Witest_lab1_mynew_clone.unl “w $elioveto | (#Rename  Picione [
Bitest_lab2.unl 18 May 2018 13:36

Step 2: Type the path to the new destination and
confirm by clicking Move

Files selected to move:

[ test_labl_mynew_clone.unl

New path

Runni

fyLabFolder <

Shared
Cancel
er

6.2.2.5 Export Lab

Select the Lab(s) you wish to export from your EVE Server and press Export.

ks File manager  current position

(===l
B/ x @ & & B C

a Running
O B8 MyLabFolde 18 May 2018 17:24
[m] Share 18 May 2018 15:16
o sers, 18 May 2018 14:31
w2 [itest_lablunl 18 May 2018 12:58
~E [Wtest_labzunl 18 May 2018 13:36

Save exported file as .zip to your local PC. The exported zip file is ready to import into another
EVE.

Opening_Exports_eve-ng_export-20120518-172551 zip x
You have chosen to open:
B _Exports eve-ng_export-20180518-172551.zip

which is: WinRAR ZIP archive (749 bytes)
from: hitp://192.168.90.23

What should Firefox do with this file?
(O Openvith | WinRAR archiver (defauit) v
(@):Save File

Do this utomatically for files like this from now on,

Cancel

If your browser is set to save downloaded files to default directory, your exported file will be
saved in the browsers default downloads directory.

6.2.2.6 Import Labs

A IMPORTANT: Importable file MUST be in .zip format, do NOT unzip the file.

Step 1: Press the Import button.
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i File manager  current position oot

Add folder

OB # % 8§ |&| 2 B ©
] Running \
m] MyLabFolder 18 May 2018 17:24
] Shared 18 May 2018 15:16
m] Users 18 May 2018 14:31

Step 2: Choose the zipped file which contains the EVE labs.

@ File Upload X
« v 4[> ThisPC > Desktop 5 Buports » v 0 | Search Bxports »
Organize v New folder =y @ O
Name Size
s Quick access
EIGRP cfg set2

% OneDrive B EIGRP cfg set 22ip 2KB

5 B ThsPC B EIGRP cfg setaip 4K8
51Ke

B Firepower_poc_623:zip
= Donna (E) \

& Network

File name: |Firepower_poc_623.zip [\ AllFiles ) o

Step 3: Press the Upload Button

&&a File manager  cunent postion

Wame size Progress status Actions

Firepower_poc_613.00) 0.05 MB @ uplosd =
ol

O R # % 8 &4 2 B8 ©

O mru Choose alab for moreinfo

O mMyLabFolde : 18 May 2018 17:24

Step 4: After you made sure your lab is imported, you can close the upload session.

d Filemanager  curest posion

18 May 2018 17:24
18 May 2018 15116
18 May 2018 14:31
N 12Apr 2018 11116
Bitest_labi 18 May 2018 12:58
]

b2 18 May 2018 13:36

6.3 EVE Management Dropdown Menu

6.3.1 EVE User management

The User Management page, under the
Management dropdown, will allow Admin
accounts to manage other user accounts.

# Main Fa Management - = System -
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6.3.1.1 Creating a new EVE User

Step 1: Open the User management submenu. Management>User management and click Add
user

Step 2: The Add New User management window will pop up. Fill in the main information about
your EVE user

User Name

userd

Password

Email

user3@evenglab.net

Name

Andrew Tester

POD

1

Add Cancel

Step 3: The POD number is a value assigned to user accounts automatically. POD numbers
are like user profiles inside of EVE and are a unique value for every user Think of PODs like a
virtual rack of equipment for each user. Admins can assign a preferred number between 1-128.
Please keep POD numbers unique between users!

Step 4: Press ADD B3 -

6.3.1.2 Edit EVE User

Step 1: Open the User management submenu. Management -> User management and choose
which user you want to edit.
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Step 2: The Edit user management window will pop up. Now you can edit necessary user
information, roles, or access time. Confirm settings by pressing Edit at the bottom of the
window.

Edit User

User Name

userd

Password

Email

userd@evenglab.net

Name

Andrew Tester{

POD

1

Cancel

6.3.1.3 User monitoring

There is a dropdown menu next to “Add User” called “More Info” that can provide additional
information about your users. Click the checkbox next to the relevant information that you would
like displayed. Additional columns will be added for each checkbox that is chosen.

User management
Database of users.

O The EVE System dropdown contains the system utilization status, log
files, and an option to stop all running nodes on the server.

i The System Status page, under the System Dropdown, will show EVE
server resource utilization, the number of running nodes per template,
current running versions of EVE and Qemu, and the current status of the
UKSM and CPU Limit options.
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System status o Bum o

1 System status

running 0L nodes running Dynamips nodes running QEMU nodes.

0 0 0

nning Dacker nodes running VPCS nodes

0 0

UKSM - “Ultra KSM (kernel same-page merging) is a Linux kernel feature that allows the KVM
hypervisor to share identical memory pages among different process or virtual machines on the
same server.” It can be disabled globally for EVE on this page. It is recommended to keep
UKSM enabled.

Template CPU Limit — CPU limit is used to limit CPU

— . overloads during the nodes run time. It acts
like a smart CPU usage option. If a running
node reaches 80% CPU utilization, the CPU
Limit feature throttles CPU use for this node

Number of nodes to add Image

1 vios-adventerprisek9-m-15.6.2T =

Name/prefix to 50% until process usage drops under 30%
vios for a period of 1 minute.

Icon
@ Routerpng - It is recommended to keep the Global CPU

Ui Limit option enabled.

CPU Limit can be turned for individual nodes

cutime 0 v in a lab. EVE node templates are set, by
U RAM (ME) Ethemets default, with the recommended CPU limit
. 102 . settings. An Unchecked CPU Limit option
means that this node will boot without CPU
limit.
Reference:

https://searchservervirtualization.techtarget.com/definition/KSM-kernel-samepage-merging

6.4.2 System logs

SEES PR L S The System logs page, under the System Dropdown, will display EVE
server log information

In the menu you can select a specific log file for inspection.
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System logs

6.4.3 Stop All Nodes

I The Stop All Nodes option, under the System Dropdown, is an
option that stops all running nodes on the EVE server. This
option is accessible only by Admin users.

@ information ~

6.5 EVE Information Dropdown menu

Bsystem~  @information - ©2017 EveNG The Eve Information Dropdown contains links to the EVE
Website, EVE forum, EVE YouTube channel, and the web-
based EVE Live Help chat.

To join the EVE Forum, in order to make posts or download
materials, a forum user account must be created.

To join the EVE Live Chat for support, please use your Google account for access, or create a
new user account for this chat. Please note the forum and live chat use separate user accounts.

6.6 Other Tab line info

22:24 & admin # Sign out

Other items on the top menu are: Real-time clock, a shortcut to edit the currently logged in user,
and a sign-out button.

6.7 Lab preview and global settings

Once you click on a lab in the folder tree, a main window on the right side will display schematic
content of the lab as well as lab management options like open, edit, and delete.
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System + @ lnformation ~  ©2017 Eve-NG

s File manager  currentposition | root

e o CBTICND2 CCNA LAB
o|e ¢ x| &2 82
O CCNALABS _
O EALunl 23 Sep 2019 12227

[0 ECBTICND2 CCNA LAB.unI 23 Sep 2019 12:19

6.7.1 Lab preview window

The lab preview window displays the schematic position of nodes and their connectivity. The
Scale option allows you change the lab preview size.

test_lab2

sssss

6.7.2 Lab preview buttons

In the lab preview, these buttons allow you to manage the selected lab.

Button Description
m Opens the Lab to the Topology Canvas
Opens the Labs Global Settings. Refer to section 6.7.4 for more info.
Deletes the lab

6.7.3 Lab preview information

Description, version, UUID etc.
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Lab Path: /test_labl.unl Description:
Version: 12 Here is short description of Lab
UUID: 95692558-5ach-4308-ab66-64f3b40bd31f

Author: lohn Tester

6.7.4 Lab Global Settings

Lab Global Settings Page is opened when you click on the E Edit button below the Lab
preview window or from the Topology page Side bar:

Config Script Timeout 4 300 Seconds

Lab Countdown Timer 5 1 Seconds

This page allows you to fill out important information about the lab. The red numbers in the
picture correlate with the numbers listed below
1. Lab name.
2. Version: Version numbers allow a lab author to assign a value to a unique state of a
lab. Increase the number to correspond to new developments in the lab. If left unfilled,
EVE will assign a value of 1 automatically.
3. Author: You can add a lab author name in this field
4. Config Script Timeout: It is the value in seconds used for the “Configuration Export”
and “Boot from exported configs” operations. Refer to section 10.3 for more
information.

5. Description: In the Description field you can write a short description of the lab.

6. Tasks: In the Tasks field you can write the task for your lab.

The Lab details window can be opened from the Topology Canvas page
sidebar during labbing, to read the Tasks for the lab.
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LAB DETAILS

TEST_LAB1

ID: 95692558-5ach-4308-ab66-64£9b40bdI1E
Here is short description of Lab

Here are tasks for your lab. Task 1, Please configure Routers with IP addressing Task 2. Configure IGP, EIGRP routing on all nodes Task 3. Configure windows Host to receive DHCP IP address
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7 EVE WEB Topology page

Once you open a lab, the topology page for that lab will open.

I +

H

38 Home LA ey
a Subnet
i= (=00 mm
- A
= E0r)
S

e ‘-*: 5Vi.10
mst 192.168.1.0/24
O TRUNK TRUNK
@ E{
c. A L v ﬂb ﬁ! =l

. | svi.1 svi -12|- (@) 192.168.2.0124 (510) -192.163.3.:”24@—%

[ [E] 2 A= A ANl AR T B e

(-

W win B win2

192.158.1.20/24 192.468.1.50/24

7.1 Side bar functions

Move your mouse pointer over to the left on top of the minimized sidebar to expand the
interactive sidebar as shown in below screenshot

98 Home LAN—" e

@ Subnet

(=00 wm

L v
-
@ status *:

[]
details st 192.168.1.0/24

(6]

TRUNK TRUNK

A =I
SVIL11 sVI.12 I @ () 192.168.2.0124 %192.163.5.0124_@'_ %
[ : K Gy

apg w3

192.168.1.50/24
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7.1.1 Add an object

The “Add an object” menu can be accessed in two different ways, from the sidebar and by right-
clicking on the Topology Page

Add a new object
B Node

# Network

Ll Picture

0 Custom Shape

AText

£ Auto Align

7.1.1.1 Node object

The Node object opens the “Add a new node” window. Only nodes that appear blue in the
dropdown menu can be added. A grey image name signifies that you have not yet properly
uploaded an image to the proper folder. A blue image name means that at least one image
exists in the proper folder for this template.

ADD A NEW NODE

Template

Nothing selected -

Nothing selected

A10vThunder

Apple OSX

Aruba ClearPass

Aruba WiFi Controller

Arista vEOS

Barraccuda NGIPS

Brocade vADX

CheckPoint Security Gateway VE

Cyberoam Fw

Docker.io

Cisco ACS

Cisco AMP Cloud

Cisco ASA

Cisco ASAV

Cisco Application Policy Infrastructure

7.1.1.2 Network object

The Network object opens the “Add a new network” window. This function is used to add any
kind of network (Cloud, Bridge). For details on these, please refer to section 9
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ADD A NEW NETWORK

Number of 1
networks to add

Name/Prefix Net
Type bridge hd
Left 0
Top 0

Save Cancel

7.1.1.3 Picture object

The picture object opens the “Add Picture” window and allows you to upload custom topologies
in jpg or png format. After uploading, you can edit these pictures and map selected areas to
nodes from the topology to use your own designs as a lab topology from which you can directly
connect to the nodes. For details, refer to section 10.2

ADD PICTURE

Name MyTopology

Browse... | anycon_lab.PNG

m Cancel

Picture

7.1.1.4 Custom shape object

The Custom shape object allows you to add shape elements onto the topology; these currently
include squares, round squares and circles. For details, refer to section 10.1

ADD CUSTOM SHAPE

Type square &2

Name

Border-type solid o

Border-width 5 s

odercolet

color

Cancel

7.1.1.5 Text object

The Text object allows you to add Text elements onto the topology. For details, refer to section
10.1.3
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Add a new object
e
B Node

# Network
Eal Picture

O custom Shape |
rrrrrrrrr
A Text I

=2 Auto Align m

7.1.2 Nodes

The Nodes object in the sidebar opens the “Configured Nodes” window.

CONFIGURED NODES +

NVRAM (KE) RAM (ME) ETH

nia oz 1 nf et Deskrop.png * o v] omate

@ Routerpng - Nene v rmaiE @
Router.png * Nom v Omaio
Router.png - None v Peaio

B Network Analyzerpng Default Y| rmaia

ptls “| B Deskoppng * | Nene <] rmata

In this window, you can make changes for nodes that are on the lab topology. More options
can be found in the detailed node specific menu, for details refer to section 8.1.2.

% NOTE: Running nodes are highlighted in Blue, their settings cannot be changed. You
can only change settings of nodes that are not currently running.

You can change the following values:

Node Name

Boot image

Number of CPUs for the node

Enable or disable CPU Limit (Refer to section 6.4.1)

IDLE PC for Dynamips node

NVRAM in Kbyte

RAM in Mbyte

Ethernet quantity. NOTE: The Node must be disconnected from any other nodes to

make this change. You cannot change the interface quantity if the node is connected

to any other node.

e Serial interface quantity, IOL nodes only. You cannot change Serial interface quantity
if the node is connected to any other node.

e Type of Console

e Node Icon that appears on the Topology

e Startup configuration to boot from

Actions Buttons (Stopped node):

ACTIONS

pESY EE

e Start node

© EVE-NG LTD Page 90 of 160



GVG EVE-NG Community Cookbook

Emulated Virtual Environment Version 5.5

Next Generation

Stop node

Wipe node

Export the nodes config
Networks

Edit node

Delete Node

Actions Buttons (Running node):

ACTIONS

DeeiE

Console to the node
Stop node

Wipe node

Export the nodes config
Edit node

Delete Node

7.1.3 Networks

The Networks object in the sidebar will open the “Configured
Networks” window.

The “Configured Networks” window will only show networks that were specifically added to the
topology; it will not show node interconnections. The example below is showing information for
networks on the Topology. For Cloud networks and how to connect EVE labs to a network
external to EVE, please refer to section 9

o@-o o @ o

o L W CSR2

Mgt

e

W CSR3 WCSRA

CONFIGURED NETWORKS b

D NAME TYPE ATTACHED NODES AcTiOoNS

1 NAT nate 1

3 vwiteh bridge 3

ACTIONS

G m
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e Edit Network
e Delete Network

7.1.4 Startup-configs

The Startup-configs object in the sidebar opens the “Startup-configs”
window.

This window will show you startup-config for each node and if the node is set to boot from it
(ON) or not (OFF).

STARTUP-CONFIGS ‘

e -  cinor Gl
o S - d
a (4 -

o . -}

L] g -]

- . ]

7.1.5 Logical Maps

NOTE: The Logical Maps object will only appear in the sidebar after

you have uploaded a custom topology picture to the lab EVE lab
(Please refer to section 7.1.1.3). The Pictures object in the sidebar opens the “Picture
Management” window.

For details on the Picture / custom topology feature, refer to section 10.2

7.1.6 Configured Objects

Ciaurea shjecE The “Configured Objects” window will display a list of all objects that
e are added onto the topology. For details on different objects, refer to

section 10.1

NOTE: You will not see any objects in this window if none have been added to the lab yet.

CONFIGURED OBJECTS
© v v e acTions
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7.1.7 More actions

The More actions menu in the sidebar has a submenu with the following functions.

7.1.7.1 Start all nodes

The “Start all nodes” action will start all nodes on your topology, taking
the (configurable) startup delay of each node into consideration.

A IMPORTANT. Starting many nodes at once can seriously spike your CPU utilization.
Please make sure that you are not using the “Start all nodes” option for heavy labs or
that you have configured a proper delay between the nodes. For heavy nodes and
large quantities, it is recommended to start them in smaller groups, wait for them to
finish booting and then start another small group of nodes.

7.1.7.2 Stop all nodes

Stopping all nodes will power off all nodes on your topology.

A NOTE: It is recommended to save your (running) configurations on the nodes in your
lab before you stop the lab if you want to continue where you left off the next time.
Stopping the nodes will leave the images in a temporary folder and will take up space
on your drive until they have been wiped.

7.1.7.3 Wipe all nodes

The “Wipe all nodes” action will wipe the NVRAM or currently saved
image of all your nodes in the current lab.

Example: You have saved the nodes configuration by saving the running configuration to the
startup configuration. The Wipe command will delete the saved NVRAM startup configuration
and on the next boot it will boot from factory defaults.

The same applies to images without configurations, e.g. a linux node. If you make modifications
to the system and afterwards wipe this node, the next time it will boot from the original base
image again as the modified image was deleted.

The “Wipe node” action is commonly used with initial startup configuration modifications. The
Wipe node action does not delete configured startup configurations or sets. Please refer to
section 10.3
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7.1.7.4 Console to All Nodes
“Console to all nodes” will open a console to all of your running

nodes in the current lab. This includes all different kinds of
configured console types for lab nodes like VNC, Telnet and RDP.

> Console To All Nt

7.1.7.5 Export all CFGs

The “Export all configurations” action will export current configs to
the EVE startup-configs.

X Exportall CFGs

Export configurations are supported for:

Cisco Dynamips all nodes Juniper VRR
Cisco IOL (I0S on Linux) Juniper VMX
Cisco ASA Juniper vMX-NG
Cisco ASAv Juniper vQFX
Cisco CSR1000v Juniper vSRX
Cisco Nexus 9K Juniper vSRX-NG
Cisco Nexus Titanium Mikrotik

Cisco vIOS L3 PFsense FW
Cisco vIOS L2 Timos Alcatel
Cisco XRv VEOS Arista
Cisco XRv9K

For a full explanation of exporting configurations, please refer to section 10.3

7.1.7.6 Edit lab

# Editlab Opens the Edit lab window. Refer to section: 6.7.4

EDIT LAB
. Description "

7.1.7.7 Set node’s startup-cfg to default configset

Sets nodes to the default startup-config. NOTE: If you have
nothing saved in the default config set for any node, that node
will boot from factory default instead. This is commonly used with the wipe nodes function so
the node will boot from the configured startup-config on next boot and not from the startup-
config in its NVRAM in case the node was started before already.

g to default configset

Please refer to section 10.3
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7.1.7.8 Set node’s startup-cfg to none

es startup-cfg to none Setting all lab nodes to boot from factory default. Used
commonly with the wipe nodes function. The example below
shows the steps to set a lab to boot from factory default.

Step 1: Wipe all nodes
Step 2: Set all nodes to startup-cfg none

Please refer to section 10.3

7.1.7.9 Delete default startup-cfgs

<& Delste default startu p-cfgs

A WARNING: this action will delete all configurations saved to your saved default config
set. Please make sure that is what you want to do before you execute this.

7.1.8 Refresh Topology

Sometimes it is necessary to refresh the topology if many objects are
added on the topology.

4

Refresh topr

7.1.9 Lab page zoom/unzoom

This action is used to zoom or unzoom a large topology in EVE.

P -

Internet _—
W ASA []

O
B E— B

W vEOST W vEOS2

e

lim

£
z

7.1.10 Status

Opens the EVE Status window.

Especially useful while working with labs to monitor your EVE’s resource utilization. It shows
EVEs CPU, RAM and disk utilization in real time. You can also see the number of running
nodes per node type. For details on UKSM and CPU Limit, please refer to section 6.4.1
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STATUS *

EVE-NG version: 2.0.3-95 ' ~
QEMU version: 2.4.0 1% 19% 0% 5@
UKSM Status:
CPU Limit Status: = & CPU usage Memory usage Swap usage Disk usage on/
Role: admin
POD: 0 s 0 0

running IOL nodes running Dynamips nodes running QEMU nodes

0 0
running Docker nodes running VPCS nodes

7.1.11 Lab details

Lab details display information about a lab, its UUID, description and
lab tasks. To edit the lab description and lab tasks, please refer to

section 6.7.4 and 7.1.7.6

LAB DETAILS

ARISTA MLAG INTEGRATION

7.1.12 Lock Lab

“Lock Lab” disables some of the functions on the lab topology. If the lab is locked, you cannot
move any node or object nor edit any node settings. Basically, the whole lab will be in read-
only mode except for the lab settings itself, which you can still edit as Administrator from the
main menu.

Unlock Lakb

Lab is unlocked and all operations are Lab is locked and all operations are
working restricted

To unlock a Lab, simply press on the red “Unlock Lab” button with an Administrator account.

7.1.13 Dark mode or Light mode

( Dark Mode 203 Light Mode

Sets your lab background to the dark mode = Sets your lab background to light mode
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7.1.14 Close lab

Closes the lab topology. The lab can be closed while the nodes in
the lab nodes are stopped.

7.1.15 Logout

&0l Log out from the EVE WEB GUI session.

7.2 EVE Lab topology menus

Right-clicking within the EVE topology can open new menus with various functions and options
for managing nodes.

7.2.1 Lab topology menu

Right-clicking on the (free/unused) canvas of the EVE topology opens a new

& lode menu. (Add-) Node, Network, Picture, Custom Shape and Text are the same
# Network functions referred to in section 7.1.1.

Gl Picture

O Custom Shaps Auto Align. This function will help align objects on the topology. The lab
AText creator does not need to worry about small displacements of objects. Auto

Align will align all objects to a virtual grid with a single click and can make
neatly arranged labs look even neater.

2 Auto Align

7.2.2 Connection menu

Right-clicking on the connection between nodes allows you
to delete this connection.

7.2.3 Cloud or Bridge network menu

Right-clicking on a Cloud or Bridge network allows you to edit or delete it.
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@t & Edit
o Delete m Delete
3i1 Gi1l
ADD A NEW NETWORK If you ha\_/e chosen Edit, the Network edit window will
open a window where you can change the placement,
_ mbersr |4 network type or name/prefix.
Name/Prefix Net
Type bridge -
] .
= For details on how to operate EVE Cloud networks and
P | Mansgementicotn external connections, please refer to section 9
Cloud1
Cloud2
Cloud3

Clouda
Clouds

Cloudé

Cloud?

Clouds

Clouds

7.2.4 Stopped node menu EDIT NODE

Right-clicking on a stopped node also opens a menu:

Template

Cisco CSR 1000V -

D
3
mc

P Start Image
S Wipe c5r1000v-universalkd,03.17.04.5.156-1.54 -
GiEd Name/prefix
4 Edit

CSR3
1 Delete

Start node: This will start the selected node in this lab

Icon

& C5Rv1000png -

uuiD

67feaBB7-b30d-4ad0-b314-828808038533

CPU Limit D
Wipe node: Wiping a node will erase the NVRAM cPU RAM (MB) Ethernets
(running config) or the temporary image snapshot 1 2072 4
depending on the type of node. This option is used to QEMU Version QEMU Arch QEMU Nic
clean up a node in order to boot it from factory WEIZD - wsasy v o) <
defaults or a custom set of configurations. QEMU custom options
-rnachine type=pc-1.0,accel=kvrm -serial mon:stdio -nographic -nodefconfig -nodef
Edit node: Opens the Edit node window (picture on R
the right). For details please refer to section 8.1.2 o B
Delete node. Deletes the node from the lab. It is D:laym
recommended to disconnect (delete connections toit)
the node before you delete it. - .
Lefe Top
472 365
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7.2.5 Running node menu
SSizommmmmm  Right-clicking on a running node also opens a menu:
i W Stop
<& Wipe
& Export CFG

> Capture

Wipe node: Wiping a node will erase the NVRAM (running config) or the temporary image
shapshot depending on the type of node. This option is used to clean up a node in order to
boot it from factory defaults or a custom set of configurations.

Export CFG: This function is used to export the saved running configuration to the EVE
startup configuration sets. Reference section 10.3

T <z~ Capture. Wireshark capture. Select the interface which you wish
H orze @) .
"R g 2 *= tocapture. Reference section 5.1.2
S Wipe
X Export CFG
4 Capture Qenm
Qeon
Qe
Qe0r3
7.2.6 Selected nodes menu and features

Itis possible to select many objects or nodes at once in EVE. Using your mouse, you can select
an area which will cover your nodes and/or you can click on nodes while holding the CTRL key
on your keyboard.

Mgmt

A right-click on any of the selected nodes opens a group menu:
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P Start Selected
B Shutdown Selectad
<aWipe Selected

»>_Consale To Selected Modes

vSwit

X Exportall CFGs
B Set nodes startup-cfg to default configset

B Set nodes startup-cfg to none

ﬁ Bo Horizontal Align
ﬁ & Vertical Align
@ Circular Align

i Delete nodes startup-cfg

T Delete Selected

Start Selected: This will start the selected nodes in this lab.
Stop Selected: This will stop the selected nodes in this lab

Wipe Selected: The Wipe Selected nodes action will wipe the NVRAM or currently saved
image of the selected nodes in the current lab.

Example: You have saved the nodes configuration by saving the running configuration to the
startup configuration. The Wipe command will delete the saved NVRAM startup configuration
and on the next boot it will boot from factory defaults.

The same applies to images without configurations, e.g. a linux node. If you make modifications
to the system and afterwards wipe this node, the next time it will boot from the original base
image again as the modified image was deleted.

The Wipe node action is commonly used with initial startup configuration modifications. The
Wipe node action does not delete configured startup configurations or sets. Please refer to
section 10.3

Console To Selected Nodes: Console To Selected Nodes will open a console to all selected
running nodes in the current lab. This includes all different kinds of configured console types
for lab nodes like VNC, Telnet and RDP

Export all CFGs: The Export all configurations action will export current configs of selected
nodes to the EVE startup-configs.

For a full explanation of exporting configurations, please refer to section 10.3

Set nodes startup-cfg to default configset: Sets nodes to Default startup config, used
commonly with the wipe nodes function. NOTE: If you have nothing saved in the default config
set for any node, that node will boot from factory default instead. This is commonly used with
the wipe nodes function so the node will boot from the configured startup-config on next boot
and not from the startup-config in its NVRAM in case the node was started before already.
Please refer to section 10.3

Set nodes startup-cfg to none. Setting selected lab nodes to boot from factory default. Used
commonly with the wipe nodes function. The example below shows the steps to set selected
nodes to boot from factory default.

Step 1: Wipe selected nodes
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Step 2: Set nodes startup-cfg to none

Please refer to section 10.3

Horizontal Align. Aligns the selected nodes in one horizontal line.
Step 1: Select the nodes you wish to align.

Step 2: Right click on one of the selected nodes and choose Horizontal align, this will align all
nodes to the selected node.

Picture before:

W viost W05z mvios: P

Wviose ki W vi0ss
0510

W i0s6

Picture after:

)
¥
)
I
N
)
l}

= =B = B = = ==

i
{
i

Vertical Align: Aligns the nodes in one vertical line.
Step 1: Select the nodes you wish to align.

Step 2: Right click on one of the selected nodes and choose Vertical align, this will align all
nodes to the selected node.

Picture before Picture after

!
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i
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{

,

)
M
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Circular Align: Aligns the nodes in a circle.
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Step 1: Select the nodes you wish to align.

Step 2: Right click on one of the selected nodes and choose Circular Align, this will align all
nodes in a circle, the midpoint of the circle will be at the coordinates the selected node was at

before.
Picture Before Picture After
= =
ﬁ L = =
= [m vios]
;; @ == == ==
s bt —
= 8 = >
= - -

Delete nodes startup-config.

A WARNING, this action will delete the configurations of the selected nodes that are
saved to your Default config set. Please make sure that is what you want to do before
you execute this.

Delete selected: This will delete the selected nodes from your current lab.
Selected nodes can be moved as a group across the topology.

Example: You can select nodes and objects to better position them on the Topology.

NAT
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7.3 EVE Lab node states and symbols
7.3.1 Stopped (non-running) nodes
% Grey colour and a square symbol below a node means that the node is stopped
and not running. Once you will start it, the node will change to one of the running

states below.

A grey node with an exclamation mark inside a triangle below the node means
% that there was a problem during the boot process, this could be a corrupted boot
image, insufficient resources or problems with the initial configuration. A node in
this state cannot be started again.

Workaround: Right-click on the node and wipe it, the symbol will then change to a grey colour
with a square symbol below it. Then edit the node and make sure you have configured sufficient
resources and the correct settings for this node, if it has startup-configs you can check them as
well. Afterwards start the node again.

7.3.2 Running nodes

% The blue colour and black Play triangle symbol means that the node is started and
_ running, the node is in a working/functional state.

A running node with a clock symbol below the node means that the node is waiting

% to finish loading from the set exported/startup configuration. Once the configuration

Om has been successfully applied, the node symbol will change to a Play triangle

symbol. If the node has finished booting but the clock symbol does not change to

the Play triangle symbol, the problem could be in the uploaded startup configuration. For how
to use exported configurations and boot nodes from them, please refer to section 10.1

% A running node with a turning red gear symbol means that the node is either in the
- process of hibernating the node or it has sent the shutdown signal to the node and

is waiting for it to turn off. Once this process has successfully finished, the symbol
will turn into a grey node with a black square symbol below it (stopped state).

A NOTE: If the node does not support a system shutdown or does not recognize the
shutdown signal (example: Cisco router), after clicking on Shutdown, the node can
stay with a turning red gear symbol below it indefinitely.

Workaround: Use Stop or Stop/PowerOff to stop the node.

Example nodes where Stop/Shutdown is supported: Microsoft Windows and most Linux nodes
as well as a lot of appliances based on linux.

7.3.3 Node connector symbol

Connector symbol: If you move your mouse pointer on top of a running
or stopped node, an orange connector symbol appears. It is used to
> R1 mR1 connect nodes on the topology in a drag and drop style. Drag the
symbol from one node and release the mouse pointer on the second

node. A new window will appear where you can select the
= - interfaces the link should connect to.

mR1
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7.4 Other
7.4.1 Notifications area
‘The Notification area in the top right is displaying
informational or error messages.
Win3: stopped b4
'Win3: Export not supported {19). x
Win3: Starting export, please wait x
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8 Working with EVE labs

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 12

8.1 Creating alab

Step 1: Click Add new lab. For more information on creating new labs, please refer to section
6.2.2.1

o File manager  cCurrent position | root

Add folder

Step 2:

Fill out the lab information. Name and Version are required fields. Next hit Save. Refer to
section 6.7.4 for more information about the different fields in the Edit lab window.

Config Script Timeout 200 seconds

1. canfigure static delault rout e -
FR——

8.1.1 Adding nodes to the lab

The new Topology page will open. There are two different ways to add nodes to the topology
canvas:

Step 1: Object/Add Node

Left Side Bar > Add object > node. Refer to = Right click on a free area of the topology
section 7.1.1.1 for more information. page and click on “Node” to add a new node.
Refer to section 7.2.1 for more information.

Add a new object

B ode

¥ Metwork

Gl Picture

0O Customn Shape

A Text

g22 Auto Align
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Step 2: The Add new node window will appear. You can scroll down to choose which node you
wish to add to the lab topology, or you can type the node name to filter through the node list.

A NOTE: It will only be possible to select and add nodes that have images preloaded in
EVE. These nodes will be displayed in a blue font. To prepare images for EVE, refer
to section [

ADD A NEW NODE

Template

Mathing selected -

Mathing selected
A10vThunder
Apple OSX
Aruba ClearPass
Aruba WiFi Controller

Ariska vEOS

Barraccuda NGIPS

Brocade vADX

CheckPaint Security Gateway VE
Cyberaam Fw

Dockerio

Cisco ACS

Cisco AMP Cloud

Cisco ASA

Cisco ASAY

Cisco Application Policy Infrastructure
Cisco Context Directary Agent

Cisco CER 1000V

Cisco CSR 1000V (Denali and Everest)
Cisco IPS

Cisco CUCH

Cisen ISE

Cisco 108 1710 (Dynamips)

Cisco 108 3725 (Dynamips)

Cisco 108 P206WXR. (Dynamips)

Cisco 0L

Cisco N¥-05v (Titanium)

Cisco Mx#-05v 9K

Cisco FirePawer

ADD A NEW NODE

Template

Nothing selected -

o
dscd A \

Cisca AMP Cloud

Cisco ASA

Cisco ASAV

Cisco Application Policy Infrastructure
Cisco Cantext Directary Agent

Cisco CSR 1000W

Cisco CSR 1000V (Denali and Everest)
Cisco IPS

Cisco CUCH

Cisco [SE

Cisco 105 1710 {Dynamips)

Cisco 105 3725 [Dynamips)

Cisco 10G 7206WXR (Dynamips)

Cisco 0L

Cizco Mx-0Sv (Titanium)

Cisco hx-05w 9K

Cisco FirePower

Cisrco FirePower &

Ciscovl08

CiscoviOSL2

Cisco yNARM

Cisco vWLC

Cisco viA/AAS

Cisco Prime Infra

Cisco Ernail Security Appliance (ESA)
Cisco Weh Security Appliance (WSA)
Cizco ¥Ry

Cisco XRw 3000

Step 3: Edit “Add a new node” settings. Please refer to the picture and table below.
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Template 7,

Cisco C5R1000V =
Number of nodes to add 2. Image 3,

1 csr000v-universalkd.03.17.04.5.156-1.54 =

MNamefprefix 4.
CSR

lcon §,

& CSRw1000.png -

vup 6.

CPU Limit |:| 7.

cpu 8. RAM (MB) 9. Ethernets 10.

1 3072 4

QEMU Version 11. QEMU Arch 12, QEMU Nic 13.
tpliz.12.0) - tplixas_64) - tplie1000) -

QEMU custom options 14,

-machine type=pc-1.0,accel=kvrn -serial mon:stdic -nographic -nodefconfig -re

Startup configuration 15.

MNone =

Delay (s) 16.

0

Console 17,

telnet -

Left Top

839 210

Cancel

8.1.1.1 Node values Table

Number Description
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ADD A NEW NODE

Template menu. Choose which node template to add
to the topology

-~

Number of nodes to add
> , Chose the number of nodes of this type you want to add

to the topology

Image

csr1000v-universalk9.03.17.04.5.156-1.54 =

Choose your preferred version from preloaded images
3. corIANv-universalks.03.17.04.5.156-1.54 list (if you have more than one image loaded for a
single template).

Name/prefix
s Type your preferred
node name. If you are
adding more than one, EVE will automatically append numbers to the nodes

name.
4.
Example. We are adding 5 CSR nodes with the name R. On the topology they
will appear as R1, R2, R3, R4, R5. Later using the Nodes window, you can edit
the node names per your needs. Refer to section 7.1.2 or edit the node
individually, refer to section 8.1.2.
@ Corviotnpng - Node icons can be changed from the
B #picong l ° default per your preference, simply choose
5. g the preferred icon from the dropdown list.
\gm;m;; . Node icons can be changed later per your
needs. Refer to section 7.1.2
e The UUID number is
assigned automatically after
6. a node is created. You may
also set it manually in case you are using a license that is tied to a particular
UuUID.
CPU limit per node. This option is already set
7. CPU Limit |:| (checked/unchecked) per EVE recommendations. Refer to
section 6.4.1
CPU Each node template has a pre-set CPU value that aligns
8. 4 with vendor requirements. This value can be changed per
your needs.
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RAM (MB) Each node template has a pre-set RAM value that aligns
9. I, with vendor requirements. This value is displayed in MB
and may be changed per your needs.
Ethernets
4 The number of ethernets interfaces.
A NOTE for IOL nodes:
Ethernet interfaces for IOL nodes are placed into groups of 4. A value of 1 for
Ethernet means your node will have 4 interfaces.
10.
The serial interface option is available for IOL nodes only and follows the same
grouping structure as ethernet interfaces. A value of 1 for Serial means your
node will have 4 serial
Ethernet portgroups (4 int each) Serial portgroups (4 int each) il’ltel’faces
1 1
Custom MAC address for Qemu nodes only. You can define your own MAC
address for first interface:
11. First Eth MAC Address
aabb;cc:00:dead
QEMU Version EVE will pre-set the best recommended QEMU version
12. I - for each node template. This value can be changed per
your needs.
EMU Arch . . .
° " Qemu architecture is pre-set per image vendor
13. tplit_64) ~  recommendations. This value can be changed per your
needs
QEMU Nic
CUTEE) < Type of Qemu NIC is pre-set per image vendor
virtio-net-pel recommendations. This value can be changed per your
14. o SO0 needs.
21000-52545ern
urrixnet3
tpliymxnet3)
QEMU custom options i
-machine type=pc-1.0,accel=kvm -cpu Mehalern -serial mon:stdio -nographic -r Qemu CUStom 0pt|0ns are pre_set
15. per image vendor

recommendations. This value can be changed per your needs
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16.

Startup configuration

Mo . Startup configuration: Value can
be changed to set your node to
boot from saved configurations. Refer to section 10.3 for more details.

17.

Delay (s)

The Delay value is set in seconds and can
be used to delay a node from booting after
it is started. Example: if the value is set to 30, the node will wait 30 seconds
before processing its boot sequense. This feature is useful in conjunction with
the “Start all nodes” function if your lab requires certain nodes to start up before
others or to avoid a mass-start of very heavy nodes.

18.

Console Console types for each
Felnet - template are pre-set with
recommended settings.
The setting can be changes per your needs.

A NOTE: The Docker template contains a wide variety of images,
therefore, please refer to section 14.1.3 for recommended console
types for each docker image. Windows nodes can use either RDP or
VNC but RDP needs to be enabled in Windows itself.

19.

First Fth MAC Address OPTIONAL: Templates for
Cisco FirePower, F5, Linux,
and Citrix have the option to

manually set the MAC address for the first ethernet interface. This will enable

the use of licenses that are tied to a particular MAC address.

MAC Address format must be like: 00:50:0a:00:0b:00

8.1.2 Edit node

EVE provides two ways to edit nodes after being added to the topology canvas.

A NOTE: A node must be wiped each time an image or startup configuration has been
changed.

8.1.2.1 Edit nodes globally

From the Topology page. Click “Nodes” from the left sidebar to bring up the nodes list. Refer to

section 7.1.2 for more details.
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8.1.2.2 Edit node individually.

ﬁ Right click on the node and click Edit

P Start
S ipe

G Ecit
M Delet=

The “Edit node” window will appear. It is very similar to the window that is displayed when you
add a new node. To change values for the node, refer to the nodes value table in section
8.1.1.1.

EDIT NODE

Template

CiscovlO5 =

1D

1

Image

wins-adventerprisek3-rm-15.6.2T -

Name/prefix

Wios

Icon

& Routerpng -

uuIiD

bSFa3320-98ed-42a4-3d21-627d427bBata

CPU Limit D

CPU RAM (MB) Ethernets
1 1024 4
QEMU Version QEMU Arch QEMU Nic
tplidefault 2.4.00 ~ tpl(izgea) - tpl{e1000) -

QEMU custom options

-machine type=pc-1.0,accel=kvrn -serial monistdio -nographic -nodefconfig -nodef

Startup configuration

MNone =

Delay (s)
1]

Console

telnet -

Left Top

639 28

Cancel
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8.1.3 Wipe Node

The “Wipe node” function will clear the NVRAM of the node. Each time
a node setting is changed (CPU, RAM, boot image or startup

v

b start configuration) a wipe must be issued on that node. For more information
@ wipe refer to section 10.3

@ Edit

i Delete

8.1.4 Interconnecting nodes
To connect nodes on the lab, use the drag and drop style method
Connector symbol: Moving the mouse over a node will make an orange male plug

appear. The male plug is used to connect nodes on the topology, drag and drop
mr1 style. Release the mouse pointer on the second node.

= = = -

HR1 P viOs

The connection window will appear. Choose the interface you want to use to interconnect the
nodes. Click Save when finished.

ADD CONNECTION BETWEEN R1

AND R2
N Source 1b: 1 % @
@ Source Name: R1 m.m WiR2
type - Node

Choose Interface For R1

‘ ciofo i
Gi0/1

G2
GI0J3

Gio/o ¥

Destination ID: 2

Destination Name: R2

type - Node

Cancel

8.1.5 Delete connection between nodes

To delete a connection, right click on it and hit “Delete.”

Gif
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8.1.6 Delete Node

S — To delete a node, right click it and hit “Delete.” This is a non-reversable
" s function

<a'Wipe

it NOTE: It is strongly recommended to delete connections from a node

T Delete

before deleting the node itself.

8.2 Running labs

8.2.1 Starting lab
Nodes inside a lab may be started individually, in groups, or all at once.

The Start all nodes option will start all nodes on your topology.

P Start all nodes

A IMPORTANT. Starting all the nodes at once can result in major spikes in CPU
utilization. Please make sure you are not using the “Start all nodes” option for heavy
labs. Instead, it is recommended to start nodes in small groups.

Starting a node or group of nodes:

Right click on single node or node group and hit “Start.”

P Start

<@ Wipe

G Edit

i Delete

il Group of R1, R2
P Start Selecteq =

W Shutdown Selected

Running nodes will turn blue. Refer to section 7.3 for node states

-

> R2

& -

> R1

8.3 Saving labs
To save a running lab, refer to the vendor recommended save commands for each node.

Example:
Cisco: “copy run start”
Juniper “commit”

Your current work will be saved in the nodes’ NVRAM and the lab can be stopped safely.
Starting the lab again will allow you to pick up from where you left off.
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A WARNING: Using the wipe action on a node will clear its NVRAM. This is similar to
doing a factory reset on a device.

The configurations of nodes can be exported and used as initial or startup configurations for
your labs. To export configurations and configuration sets for labs refer to section 10.1

8.4 Stopping labs

B Stop all nodes

The Stop all nodes option will stop all nodes on your topology.

NOTE: It is recommended to save your running configurations before you stop your nodes.

Stopping a node or group of nodes:

Right click on single node or node group and hit “Stop.”

For individual node Stop options refer to section 7.2.5

8.5 Start saved lab

Select the lab you want to start and click “Open”. To start Lab refer section 8.2.1

+  Olnformation~  ©2017 Eve NG

& File manager  curentposition | root

OB s % 8 & 2 8|2
[0 mmccnaLass
O EAtunl

[0 MECBTICND2 CCNA LAB.unl

8.6 Importing labs

Refer to section 6.2.2.6

8.7 Exporting labs

Refer to section 6.2.2.5

8.8 Deleting labs

Refer to section 6.2.2.2

© EVE-NG LTD

ok Ry CBT ICND2 CCNA LAB

23 Sep 2019 12:27

23 Sep 2019 13:08

UUID: 2483612¢- A0 4e3d-2d35-30536Tal 174e
Author: UD

Open  Edit  Delete
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8.9 Moving labs

Refer to section 6.2.2.4
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9 EVE Clouds and Networks

9.1 Bridge Network

The EVE Bridge interface acts like an unmanaged Switch. It supports passing along tagged
dotlq packets.

Example: We have to connect many nodes in a flat (dot1q) network

Step 1: Add a Bridge Network onto the topology. There are two ways to do this: Right-clicking
on the topology area and selecting “Add Network” or in the sidebar click “Add an Object” and
then select “Network.” Please refer to sections 7.2.3 and 7.1.1.2

Add a new object

Bjode

“ Network

Edl Picture

0 Customn Shape
ATedt

55 Auto Align

Step 2: Name/prefix can be changed in order to rename your Bridge network. Make sure your
network type is set to bridge.

ADD A NEW NETWORK

Number of 1
networks to add

Narne /Prefix et f—
Type bridge —
Left 1089
Top 476

Cancel

Step 3: Connect your nodes using the drag and drop connector. Refer to sections 8.1.4 and
7.2.3
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9.2 Management CloudO interface

EVE management interface is also known as the Cloud0
network for labs. The CloudO interface is bridged with your
EVEs first NIC. “Cloud” is used as an alias to pnet. Pnet is
the bridge interface name inside of EVE.

EVE-NG Community Cookbook

Version 5.5

Cloud0 is commonly used inside EVE labs to get management access to nodes running inside

EVE from a host machine external to EVE.

A\ IMPORTANT NOTE: For EVE VMs running on ESXi, make sure your management
interface bridged with the vSwitch (Port group) has the security settings for
Promiscuous Mode set to Accept. Any port group or vSwitch used to connect an
external network to an EVE Cloud network needs to have the Promiscuous mode set

to “Accept”
vSwitch Settings

./ Edit standard virtual switch - vSwitch1

=4 Add uplink
mMTU 1500 #
Uit vmnic1 v

» Link discovery Click to expand

¥ Security

Promiscuous mode ® Accept O Reject

MAC address changes ® Accept O Reject

Forged transmits ® Accept O Reject
» NIC teaming Click to expand
» Traffic shaping Click to expand

Portgroup Settings

(3 Management 90 UD

/ Editsettings | Refresh | £F Actions

Management 90 UD

= vSwitch topology

= Security policy
Allow promiscuous mode

€3 Management 30 UD wx Physical adaplers
e Allow forged transmits
VLAN ID: 4095 ‘— - i1, 100 Mbps. Full
« Virtual Machines (7)
Cenlre 30.35

Allow MAC changes

= = NIC teaming policy
MNolify swilches

- Palicy

Reverse policy

ces Engine — Rolling order

~ Shaping policy

Enabled

EVE CloudO bridging table.

© EVE-NG LTD
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EVE

Lab name interface
name (inside)

CloudO/pnet0 is bridged with your primary
EVE ethernet port. It is assigned a
management IP address used for WEB
GUI access. The EVE management
subnet can be used as a management
network in labs.

CloudO pnet0 Bridged

A Question: How can | obtain my Cloud0 subnet and gateway IP. Many EVE VMs only
have a DHCP address assigned on the pnetO interface.

Answer: SSH to EVE and type the following from the CLI:

ip route

Example: We want to use Cloud0 as a management network for an ASAv node in an EVE lab.
From the above-obtained information, we know that our Cloud management subnet is
192.168.90.0 with a mask of 255.255.255.0 and the Gateway IP is 192.168.90.1.

Step 1: Add A New Network onto the topology.

There are two ways to do this: Right-clicking on

Nomberof | 1 topology area and selecting “Network” or in the

networks to add sidebar, “Add an Object” and then select “Network.”
Name /Prefix Mgt

e [ Step 2: Name/prefix can be changed in order to

rename your CloudO network. Make sure your

network type is set to Management(CloudO).

Left 737

Top 163

Step 3: Connect your ASAv using the drag and drop
connector to the Cloud0O network. Refer to sections
8.1.4and 7.2.3

Step 4: Start the node and configure the interface connected to CloudO with an IP address from
the management subnet (192.168.90.0/24 in this example). Make sure you do not assign
duplicate IPs.
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Mamt

@ Asav — O X
File Edit View Options Transfer S ) Window  Help

o & Pl Eniter host <Alt+R>

[2]
@
@a
&
=)
E]
=
o
=
o
@
®
=z

timeout is

), round-trip min Im 10-12-20 ms

[13, 19 [13Re s |vrioo | [carINUM ]

NOTE: Cloud interfaces can be used to connect multiple nodes to a single cloud instance on

the topology.

s [Fgmo0)

ﬁ Mgmt HR1
9.3 Other cloud interfaces

Other cloud interfaces can be used to extend a lab connection inside of EVE or bridged with
other EVE interfaces to connect external networks or devices.

EVE Cloud bridging table.

EVE VMware
Lab cloud interface

ESXi VM )
Type corresponding Workstation Bare HW

name name interface corresponding Server
(inside) interface

CloudO/pnet0 is bridged with
your primary EVE ethernet port.

First It is assigned a management IP
Cloudo Pneto bridged Network Network ethernet address used for WEB GUI
adapter 1 Adapter access. The EVE management
EthO subnet can be used as
management network in the
labs.
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Cloud1 can be bridged with your
EVE second ethernet port to
Second achieve connection to another
. Network Network ethernet network or device. The IP
Cloud1 Pnetl bridged adapter 2 Adapter 2 address is not required to be
Ethl configured on it. It will act like a
pure bridge your external
connection with EVE lab node.
Third
. Network Network ethernet
Cloud2 Pnet2 bridged adapter 3 Adapter 3 Same as Cloud1
Eth2
Fourth
) Network Network ethernet
Cloud3 Pnet3 bridged adapter 4 Adapter 4 Same as Cloud1
Eth3
. Network Network
Cloud4-9 Pnet4-9 bridged adapter 5-10 Adapter 5-10 Same as Cloud1

Example: Cloud7 network is used as an extended connector between nodes:

Step 1: Add two Cloud7 networks onto the topology.

ADD A NEW NETWORK :

Number of 2 —
networks to add
Name/Prefix | Cloud7 -
Type Cloud? —

Left 340

Top 345

Step 2: Connect your lab nodes to Cloud7. Your
configured nodes will work like being connected to
the same switch (or the same bridge in EVE).
Even CDP works. It is convenient if it is necessary
to have connections across the lab and you don’t
want to have connections going from one end of
the lab to the other.

If some of the clouds (e.g. Cloudl) are bridged to another ethernet (VMnet) you can connect
your EVE lab to an external VM or physical device (like e.g. a switch, IP phone or access point).

A For ESXi make sure that you have set Promiscuous mode security settings on the
vSwitch and Port group to Accept. Please refer to section 9.2
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The next sections will explain how you can use Cloud networks in EVE to connect to other
external (e.g. VMWare) VMs or physical devices.

9.4 Connecting external VM machines to the EVE Lab

9.4.1 ESXi VM machines
External ESXi VM machines can be connected to EVE labs using cloud interfaces.

A NOTE: A single Cloud interface can be used to connect more than one external VM to
the EVE lab.

Example: Connecting a Web Security Appliance (WSA) to the lab using the Cloudl interface.
Step 1: Create a new or use an existing portgroup on your ESXi and assign it to EVE and WSA
VMs as shown below. Make sure you have set Promiscuous mode on the vSwitch (portgroup
WSA-MGMT) to Accept.

A NOTE: VM machines must be in a powered off state to assign network interfaces.

Portgroup WSA-MGMT (with vSwitch5 as parent) settings:

g WSA-MGMT

/ Edit seftings (& Refresh | £} Actions

-‘ WSA-MGMT
y hines

Yes
] 2
]
0
0
~ vSwitch topology = Security policy
— Allow promiscuous mode Yes
|2 wsa-MaMT | Mo physical adapters
Allow forged transmits Yes
VLAN ID: 0
~ Virlual Machines (2) Allow MAC changes Yes
EVE-PROV24 _-D
coeus-10-1-3-039-S000V =0 = NIC teaming policy
r Notify switches Yes
Palicy Route based on originating port ID
Reverse policy Yes
Rolling order No
~ Shaping policy
Enabled No

Parent vSwitch5 settings:
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(3 vSwitchs

= Adduplink / Edit setlings

vSwitchS
Type

~ vSwitch Details
Mty
Porls
Link discovery
Altached Vis

~ NIC teaming policy
Natify switches
Paiicy
Reverse policy

Rolling order

~ Security policy

Allow promiscuous mode

& Refresh | 4 Actions

Standard vEwitch

1500
4352 (4319 available)
Unknovm

2 (0 active)

Yes

Route based on originating port ID

Allow forged transmits

Allow: MAC changes

EVE and WSA VMs settings

EVE VM, second port is assigned to
portgroup WSA-MGMT. It is Cloudl on the
EVE topology.

~ Hardware Configuration
+ ’Hcru
8 Memory
v _2 Hard disk 1
» 2 Hard disk 2
USE controller
8 Network adapter 1
+ M Network adapter 2
L ! Video card

+ [l Others

16 vCPUs

2GB

40 GB

150 GB

use2.0

Management 90 UD (Connected)
WSA-MGMT (Connected)

4 MB

Additional Hardware

EVE Lab connected to the WSA (Cloudl)

~ vSwitch topology

£3 WSA-MGMT
VLAN ID: 0
 Virtual Machines (2)
EVE-PROV24

coews-10-1-3-033-5000V

No physical adaplers

Cisco Web security appliance (WSA),
Management port is assigned in portgroup

WSA-MGMT.

» @ cpu

8 Memory
» )\ Hard disk 1
» E Network adapter 1
» K Network adapter 2
» K Network adapter 3

» E Network adapter 4

» K Network adapter 5

~ Hardware Configuration

1vCPUs

4GB

250 GB

WSA-MGMT (Connected)
UNUSED {Connected)
UNUSED {Connected)
UNUSED {Connected)

UNUSED {Connected)

A NOTE: ESXi WSA VM obtained the IP 192.168.10.3 from the DHCP pool on the lab

switch. The gateway is 192.168.10.1

A NOTE: The Firefox Docker node user for management obtained the IP 192.168.10.2
from the DHCP pool configured on the lab switch.
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%

» Docker_management » switch Cloud1
DHCP POOL WSA External ESXi VM
192.168.10.0/24 Port M1

SVI10 as Gateway 192.168.10.1
VLAN 10

& 192 - 192.168.90.22:58855 - Remote Desktop Connection

i.:.cmwms«myvu\ x |+ /
ey -
il

cC o D @ https/192.168.10.3. w ] no =

® Looged in as admin on Ironport.

My Faverites . Options

System Administration

My Dashboard
& Printable POF &5

Altanion — U o0 can customize tis "My Dashboard page by ading report modules from diferent reports
e modules are added fr you by defadk. The Overview page can be accessd from Feporing
o

53| Overview > System Resource Utization @

0
o cou A% |
3 Ram 53.0%
5 Reporting / logaing disk: 5:2% |

System Status Details

@ Firefox automatically sends some data to Mozilla 50 that we can improve your experience. Choose What I Share | X

9.4.2 VMWare workstation machines

External (meaning not running inside EVE) VMWare workstation machines can be connected
to EVE labs using cloud interfaces.

A NOTE: A single Cloud interface can be used to connect more than one external VM to
the EVE lab.

Example: Connecting Web security Appliance (WSA) to the lab using Cloud2 interface.

A NOTE: VMs must be in a powered off state to assign network interfaces.
Step 1: Open your VMWare Workstation Virtual Network Editor and configure the VMnet
interface for the Cloud and WSA VMs. If necessary, add a new VMnet. The example below is

showing VMnet2 Settings in VMWare workstation. DHCP must be disabled for VMnet2.

Virtual Network Editor settings:

8 Virtal Network Editar x
Name: Type External Connection Host Connection
WMnet0 Eridged Intel(R) PROJ1000 PT Dual Port Server Adapter -

Tntel(R) PROJLO0D PT Dual Port Server Adap...

.

< >
Add Nekwork... | [ Remove Network | Rename Network...
VHinet Information —_—
(O Bridged (connect Vs directiy to the extamal network)
Bridged to: IntellR) PRO/1000 PT Dual Port Server Adapter Auromatic Settings...
(CINAT (shared host's 1P addvess with ¥his) HAT Settings
(® Host-orly (connect YW ntermally in 2 private network)

[ ] Connect & host virtual sdapter ta this network
st virtual sdapter name: YMyare Network Adapter YMnet2

[Jse local BHEP service to distribute IP address o ¥iMs DHCP Settings
Subnet TP: | 192 .165. 88 . 0 Subnet mask: | 255 .255 .255. 0
Rostrs Dafaks o[ | e

EVE and WSA VMs settings
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EVE VM, the third port (Network adapter 3) is
assigned to VMnet2. This is Cloud2 inside your
EVE labs.

Virbual Machine Setting:

Herdnare Options

Device ‘Summary Mamory
4 o Specify the amount of memory allocated ko this virtual
machie, The emcey see must be a mutple of 4 VB,
 processors o
= Hord Disk (5C51) 100 6B Memory for this virtual machine: 24576 = ve
=) corow (saTh) Autodatect
Btk adrsr  Custom (hineto) He
SlNctwork Adepter 2 Custom (¥Hinet1) gy <
Becrk Adepters  Comtom (Ubeet) < i
3 Uso Controler Fresent 868 B Maximum recommended memory
Sound Card Auto detect P (Memory swapping may
Soprrvr presert ot occi beyoneiths soe)
=1 Ao decec
. g me
sime < Recommended memory
o e
e
e L) Guest O recommended minimum
=me s1zme
o
e
e

84 The virtualmachin must be powered cff to reduce the
amaurt of memary.

& ve
rahics menvary. Vau can thange this armaunt in the Display.
Zating: page.

Add... Remave

Cancel Hel

EVE Lab connected to the WSA (Cloud?2)

Cisco Web Security Appliance (WSA),
Management port is assigned to VMnet2

Virtual Machine Settings

Hardware Options

Memary

Specify the amount of memory allocatedto this virtual
chine. Tha memary 522 Must be 3 UEiple of 4 ME,

Deviee. Sunmary

a
i Hard ik (5C51) 25058 emoey for this vetuel mechine: | 4096 2 v
histwork Adapter Custom (Vhinet2) <l
Srvetnork Adapter 2 Bridged (Automati) B
Snietork Adaptor  Bridged (Automatic) nae P
tietrork Adapter 4 Bridged (Automatic) o
;D’UVI“:" Adwters - Brdoed (tomati) see 5 Maxum recommended memory
i +ap (Momory swaping may
e aceur beyond the size )
. XL
sizme
3 Recanmended wemary
a6 e = I
e
s4me ) Guest 0 recommended mimum
e < L
wne
a6
ame
add. Remove

o[ ot [

A NOTE: ESXi WSA VM obtained the IP 192.168.10.3 from the DHCP pool on the lab

switch. The gateway is 192.168.10.1

A NOTE: The Firefox Docker node user for management obtained the IP 192.168.10.2
from the DHCP pool configured on the lab switch.

P Mgmt_Docker

Chrome Deskiop

B Switch
SWV VLAN 10

Cloiud2

WWEA Vi Workstation
DHCP IP 182.168.10.3

SYIM0 192168 10.1 as GW
DHCP POOL VLAN 10

Management Docker station
DHCP IP 192.168.10.2

GV 192.168.10.1
Cloud2 as connection to External VM

.'; 172 - 172.25.1.21:33285 - Remote Desktop COHW

| /# Cisco Web Security ' x \|

€« C ‘A Not secure | htps:

/monitor/wsa_user_report

ale i
CISCO Wweb

tual Appliance

'y Reporting Web Security Manager Security Services Network System Administration

admi

My Favorites . Opf

My Dashboard

‘B Printable POF &
Attention — 4\ You can customize this "My Dashboard" page by adding report modules from different reports

Some modules are added for you by default. The Overview page can be accessed from Reporting
> Overview.

System Overview

= ]

Overview > Web Proxy Traffic Characteristics

erview > System Resource Utilization

Average transactions per second in past minute:
chu: 7% |

Ran: 50.4% L
Reporting / logging disk: 5.2% |

Average bandwidth (bps) in past minute:

Average response time (ms) in past minute:

Total current connections:

System Status Details

Time Range: T

22 May 2018 20:00 to 23 May 2018 20:10 (GMT)

Overview > Total Web Proxy Activity Overview > Web Proxy Summary.

Mo data was found in the selected time range No data was found in the selected time range

Overview > L4 Traffic Monitor Summary.

No data was found in the selected time range

No Changes Pending |
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9.5 Connecting EVE Lab to a physical device

A IMPORTANT NOTE: To bypass MAC addressing over pnet/cloud interface please
SSH to your EVE and type:

for i in /sys/class/net/pnet*/bridge/group fwd mask ; do echo 8 > $i ; done

951 ESXi EVE

To connect a physical device (e.g. router, switch) to an EVE lab over a cloud interface, we have
to bridge the ESXi NICs ethernet port to a VMnet interface.

A IMPORTANT NOTE: Make sure that you have set Promiscuous mode security settings
on the vSwitch and Port group to Accept.

A IMPORTANT NOTE: If you are building trunk between EVE lab node to real Switch,
please make sure you have set your ESXi vSwitch interface to accept all vlans.
Reference: https://kb.vmware.com/s/article/1004074

The Example below is showing ESXi Server settings of the virtual network bridged to the
physical interface.

Logical chain of the networking bridge:

EVE Lab Cloud0 > Portgroup “Management 90 UD”->vSwitch 1->Physical Adapter ethl

vSwitchl settings bridged with Server Ethernet port vmnicl (physical adapter)

3 vSwitehl

B Add uplink / Edit settings | (' Refresh | £} Actions

vSwitch1
S
[ I
ik

* vSwitch Details * véwitch topology
M1y 1500 - .
3 Management 30 UD s Physical adapters

VLAND- 4095 ]— mm vmnic. 100 Mops, Fu

Link discavery Listen / Cisca discovery protocel {CDP) - Vifual Machines (7)

Pors 4362 (4317 available)

Altached Vids 7 (4 aclive) venie 5058 !

Beacon inferval 1

= NIC teaming policy

L]
1 O O

Nolify swilches Yos
Policy Roule based on eriginating port ID

Reverse policy Yes

Rolling order No

O e

= Security policy

Allow premiscuous mods Yes

Allow forged iransmils Yes

Portgroup “Management 90 UD” Settings associated with vSwitch1
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() Management 90 UD

/ Editseltings | (3 Refresh | £ Actions

Virtual machines:

Virtual switch =
, VLAN ID: 4095

Active ports

~ vSwitch topology

£3 Management 90 UD
VLAN ID: 4095
< Virual Machines (1)
§1 vCentre 90.95
@ $2016 EVE 90.201
MAC Address D0.0c:29.0.c4:5b
i EVE-PROC.98.100
MAC Address D0.0c:29.60.22 9

) EVE-PRO
Mac
§1 EVE COM

00:0c:29.3d ae: b8
89
&1 Cisco Identity Services Engine

EVE VM Settings

Management 90 UD

: ]
— :]

~ Security policy

Allow promiscuous mode

Allow forged transmits

Allow MAC changes

] mu Physical adaplers
] mm vmnici, 100 Mbps, Ful
——
|

~ NIC teaming policy
Notify switches
Policy
Reverse policy

Rolling order

~ Shaping policy

EVE VM CloudO0 is connected to Portgroup “Management 90 UD”

~ Hardware Configuration
» | crPu
K Memory
» ) Hard disk 1
» 2 Hard disk 2
USE controller
+ B Network adapter 1
» ME Network adapter 2
4 Video card
v Ji Others

16 vCPUs
32GB

40 GB
150 GB
UsB 2.0

Management 90 UD (Connected)

WSA-MGMT (Connected)
4 MB

Additional Hardware

EVE Lab Connected to a physical device

Physical Topology

Route based on originating port ID
Yes
No

Cisco 887M device port Fastethernet 3 is physically connected to Server port ethl.

Dell RE10 Server
VM Ware ESXi 6.0

Cisco 887TM

EVE Lab Topology
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EVE lab switch port GO/O is configured as trunk and connected to Cloud0O over bridged chain

to the physical Cisco 887M Router switchport Fastethernet 3

aipt  Tocls  Window  Help

!
EEREEE A © 4af ? 8

9.5.2

VMWare workstation EVE

Similar to the ESXi connection, it is recommended to have a second ethernet interface on your
PC. It can be a USB ethernet extender as well. Not all ethernet adapters fully support a layer2
connectivity over it. MS Windows OS itself strips off any tags added to the packet. Even if your
NIC supports 802.1q VLAN tagging, Windows 10 strips these tags off. The example below will
show a Windows 10 host connected to a physical 3750G-24 switch. The Windows 10 Host has
an Intel (R) PRO/1000 PT Dual port server adapter and is bridged with VMWare workstation
(version 14) VMnets.

Virtual Network Editor Settings, Bridged VMnet interfaces with Real NIC Ports

MName Type External Connection Haost Connection DHCP Subrl
VMnetd  Bridged  Intel(R) PROJ1000 PT Dual Port Server Adapter
VMnet 1 Bridged Intel(R) PRO/1000 PT Dual Port Server Adapter #2 - - -
VMnet2 Host-only = Connected - 192,
VMnets NAT NAT Connected Enabled 192,
< >
Add Network... Remove Network Rename Network. ..
VMnet Information
Bridged (connect VMs directly to the external network)
Intel(R) PRO/1000 PT Dual Port Server Adapter Automatic Settings...
NAT (shared host's IP address with VMs) AT Settings...
Host-only (connect VMs internally in a private network)
Connect a host virtual adapter to this network
Use local DHCP service to distribute IP address to YMs DHCP Settings...
Restore Defaults oK Cancel Apply Help

EVE VM Settings. Network adapter is bridged to VMnetO (ethernet Intel Pro 1), and Network

adapter 2 is bridged to VMnetl (ethernet Intel Pro 2).

Responding cloud interfaces on EVE VM:

Cloud0->Network Adapter->VMnet0-> IntelPro

Cloud1->Network Adapter 2->VMnetl-> IntelPro#2
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Virtual Machine Settings X

Hardware  Options

Memory
Device Summary
- Specify the amount of memory allocated to this virtual
L Memory 2468 machine, The memory size must be a multiple of 4M8.
[ Processars 8
=24 Hard Disk (SCST) 100 GB Memory for this virtual machine: | 24576 - MB
CD/DVD (SATA) Auto detect
T Network Adapter Custom (VMnetd) e
FElnetwork Adspter 2 Custom (VMnet1) e a
FNetwork Adapter 3 Custom (YMnet2) oo B
USB Confroller Present scB @ Maximum recommended memary
&) sound card Auta detect
4GB (Memary swapping may
(SPrinter Present oo occur beyond this size.)
Blpisplay Auto detect 28.068
1GB < ;
SIZME 9 @ recommended memory
256 MB
168
128 MB
EmE [ Guest OS recommended minimum
e 512MB
16 B
EME
4ME
4 The virtual machine wil use up to 768 MB of this memory for
graphics memory. ‘You can change this amount in the Display
settings page.
Add Remove

Cancel elp

Physical connection scheme and VMware bridging.

Internet r

Home LAN

vmware
Bndgedw real NIC Ver5|0n 14 EVE Management

CIoudO N
Intel Pro1 eth @ VMnet0 L
VMnetO
g? Fo/24 Intel Pro2 eth VMnet1

Cloud1
Real Cisco SW EVE M 0”})
Bridged to real NIC
WS-C3750V2-24PS Windows 10
G0/0
|
LAB SW vIOS L2
EVE Lab scheme.
Connection to Real SW 37506
£3
A0S _SW fandt
[ Console - SecureCRT - o x
File Edt View Options Tansfer Script Tools Window Help
EHIR R N 5208 IR A

'+ Console x 4 b [0S SW i

Ready Serink COM3,9500 13, 11 13 Rows, 8 Cols | ¥T100

The following solution allows Windows hosts to transmit tagged packets over ethernet. This
has been used in the example above.

© EVE-NG LTD Page 128 of 160



eve EVE-NG Community Cookbook

Emulated Virtual Environment Version 5.5

Next Generation

A\ Warning. You are making changes to your Windows registry files! This is at your own
risk.

https://www.intel.co.uk/content/www/uk/en/support/articles/000005498/network-and-i-
o/ethernet-products.html

9.5.3 Bare metal server EVE

A physical server usually has more than one ethernet port, free ports
can be bridged with EVE clouds and used for external connections.
EVEs internal interface settings are already bridged in order, pnet0-9
are mapped to eth0-9. Refer to the bridging table in section 9.3

cat /etc/network/interfaces
Basically, your servers physical port ethO is bridged to pnetO which is CloudO0 in your labs, ethl
is bridged to pnetl which is Cloudl in your labs (and so on). Refer to the bridging table in
section 9.3

The example below shows how to connect a bare-metal EVE server with a physical Cisco
3750E switch.

Physical connection topology:

EVE Server

- -
[

Cloud1

Cisco WS-C3750E-48PD

GigabitEthermnet0/0

—

EVE Lab virtual SW

The EVE lab switch’s CDP neighbor is the 3750E switch’s port Gig 1/0/25: A trunk has been
configured between the EVE lab switch and the physical 3750E switch.

Switch X
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10 Advanced EVE Lab features

10.1Lab design objects

EVE Community has drawing elements integrates to add drawings and text information to the
lab topology. Objects can be placed on the topology in two ways.

Example below, EVE lab with design elements:

s

T Im

@ C

a5

(v ¥

¥

ERN |
®
®

I
"

sVI .42
Al svin

msz

\ye—

e

B win1
192.168.1.20/24 192.163.1.50/24

- Subnet
%ll
@ am
- A
- (=079
v
Py V110
mst 192.168.1.0/24
(et
TRUNK TRUNK

B @ 192.168.2.0124  (3170) @192.16533:24@#—%
WR2 2 | L:] A

-

[apg | e

Option 1: Side bar -> Add an object

Option 2: Right-click on a free area on the
topology canvas to add an object.

Add a new object

B toge

# Network

Edl Picture

0O Custom Shape

A Text

2 Auto Align

10.1.1 Custom shape

There are three custom shapes that can be added to the topology: square, round square and

circle (sphere).

Type: Square, round square or circle

Name: This field can be filled with your preferred shape’s name. If the field is left empty, EVE

will generate a name for the shape.
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Border type: Two options: line or dashed

ADD CUSTOM SHAPE

Example: Added a circle and square on the topology. Shapes can be moved
around the topology drag and drop style (click and move with mouse).

Border width: Increase or decrease the width of the
border. This can be edited later in the “Shape Edit” menu.

Border colour: Allows you to choose a colour for the
shape’s border. This can be edited later in the “Shape
Edit” menu.

Background colour: Allows you to choose a colour to fill
your shape with. This can be edited later in the “Shape
Edit” menu.

10.1.2 Resize square or circle objects

-
Move your mouse over the right bottom corner of the object until a iz
corner symbol appears. Left click and drag your mouse to change “
object size or style (rectangle, sphere) /

10.1.3 Text object

Itis also possible to add text to your EVE topology.

Add a new object
ADD TEXT
B jode
Text

e

# Network My lab descriptior|

LCal Picture

0O Custom Shape Font Size P

ATex Font Style normal v
&5 Auto Align Font Color |

Background [

Color

Save Cancel

My infermation text

Cloud? Configure nodes

Example: text objects added to the topology.

l00 192 168.100.100/32
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10.1.4 Add custom picture on the Lab using Text object feature

Sometimes you may have to add pictures, like logos on your topology. It is possible but you
need to convert your png or jpg to html format. We have tested this one as the best to achieve
result. Load your image in the web, and convert to html format.

https://www.askapache.com/online-tools/base64-image-converter/

Step 1: Load your picture jpg or png format and encode it.

Online Base64 Image Encoder/Decoder

Remote Img URL (http/s, \

Upload (Limit 24MB) Logo_EVE_Color®_labs.png
BASE64 Code to Reverse - Input directly into textarea.

~'Compress Image (png and jpeg)

B

Step 2: Scroll down to find HTML format

Ciag WO eI sz datarieaes T =
e oy ; TR rHTEL T WL ML o =
TIPS DR A NTHL MM OAR 5L USC00 T SeABOSATO Ll ST YT S NABATHL LedgPC Y6 i

R231.

Step 3: Set your desirable size of picture.

HTML
s

<img width="240" height="100" src="data:image/png;

base6d, iVBORWOKGgOARAANSUREUGRAAAL QARADVCAYARAROCK2ARAARYNSROTAr s4c6QRRAARRNQUIBARCK W BYQUARRRICERZCW)
ARDIGLUWHRY TUWEY2 9t LmF kb2J1 Lnht cARARRAAPDI4CGT j a2V0TGI 1 22 1uPSLyvu 781 TG 1 kPSTXNUOWTEBDZHhpSHPY ZVNETLR ] emi
z01QWRVYMUGWELQIENvCMUgNS 4z LWMWMTEGN ] YUMTQ1N ] ¥ X LCAYMDEyLzAYLzAZLTEOO] U20) I3ICAg ICAg ICAL PIASCcMRMOLJERL]
ClueyMiPiR8cmRmOkR]e2NyaXBOaWSUTIHIKE ) phYmo1dD01 I1iE4bWxuc zp4bRAI Imh0dHAGLY SucyShzG91i285 i b20veGFwLzEUMC!
WxuczpzdFJl2i0iaHR0cDoOVLE5ZLMF kb2J1LmNvbS 94 YXAVMS 4wLINUeXB1L1J1c29 1emNlUmVmIvIges 1wOkNYZWF 0b3JUb293PS,
ST4bXAUAW] KOKUONTVENUYYMTQYRDEXRTEZCRURCODALR JMON] cZzQTEZ TiB4bXENTTPEL2ZN1 bAVUAE1EPST4bEAUZE1 kOkUONTVEND

Step 4: Mark and copy all content from HTML window above

Step 4: Copy content to EVE text object
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ADD TEXT

Text ~

JO7BDMIzWubWRKghlFx<FUgiAlgiAlhUSm
/ARBEARBEAqQJCCpBEARBEIRCIoJKEARBEAShKIigE
gRBEARBKCQigARBEARBEAQJCCpBEARBEIRCIoJK
EARBEAShkligEgRBEARBKCQigARBEARBEAQJCCp
BEARBEIRCloJKEARBEAShkIigEgRBEARBKCQigAR
BEARBEAqQJCCpBEARBEIRCloJKEARBEAShkligEgR
BEARBKCQigARBEARBEAqJCCpBEARBEIRCIoJKEA
RBEAShkligEgRBEARBKCQigARBEARBE AoF8H
/BWtRaNQeqHgAAAABJRUSErkJggg==">

Font Size 12 -

Font Style normal -

Background
Color

Cancel

Step 5: Move and place your picture to the Lab.

+ <XV’
- . &
= . ;
Emulated Virtual Enviconment
&-‘ Next Generation
=
% S W e

o~
=

(90) "y
A
(o)

| e

e L

10.1.5 Cloning objects and overlay positions

Right click on the object you want to clone and choose “Duplicate”. You can also change the
object’s overlay position using the “Send to Back” or “Send to front” options.

My information text
Configure nodes

Edit:2

W Dupicate

& send To Back

10.1.6 Objects Editing

@ Eat

@oekte

Right click the object and choose “Edit” for additional options.

4
Wi Duplicate
& Send To Back
2 Send To Front
G Edit

1 Delete

At the bottom of the “Topology Canvas” page, additional object options will appear
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Border-type Transparent Rotate Hame

A B H || cashes |v| HINNEED [ off 0 & || sauare2

Z-index: Used to change the object’s overlay position on the “Topology Canvas.” An object
with a higher numerically valued z-index will cover an object with a lower
numerically valued z-indexed.

Example: The blue object has a z-index of -1 and the orange object’s z-index is 0.
Orange object is top over blue object.

Border width: Used to change the object’s border width.
Border type: Used to change the border style of the object between solid and dashed.
Border colour: Used to change the colour of the object’s border

Background colour: Used to change the background colour of the object

Transparent: Turns off background colour (filling) and makes the IR _é_ o
object transparent. T em

Rotate: Used to rotate the object on the % -~ topology.

Name: Used to change the object’'s name.

To save the object, press Save (green button). ﬂ g

10.1.7 Lock objects movement

The “Lock Lab” feature prevents objects from being moved around on the canvas (among other
things). For more information about this feature, refer to section 7.1.12.

10.2 Custom design logical topology

EVE Community includes a feature to upload your own custom topology picture and map nodes
to it for easy access.

PG Output Optiens x

10.2.1 Custom design upload

Before you upload a custom picture in the lab, make sure it is
in .png or jpg format with resolution 130-150x130-150 pixels.

v [ Fiip horizontal (] Fiep vertical

\\\\\\\\\

TIP: It is best is to create a topology in the MS Visio and after
convert it to the .png picture format with resolution 140x140. ... (. e
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Step 1: Open “Add an Object” and then “Pictures” from the left sidebar or
right click on a free area on topology canvas and hit “Add Picture.” B iode

#* Network

Eal Picture
0 Custom Shape\
AText

5 Auto Align

Step 2: Browse your PC for a .png or .jpg file and hit “Add”.

ADD PICTURE '

Name Topology

Picture Arista-MLAG_lab EVE2 o

Once the picture is added to the topology canvas, the sidebar will display a new option: “Logical
maps”

Step 3: Open the “Logical maps” menu item.

Pictures window management
= Delete uploaded picture from the lab

Image Map: Map nodes to places in the
picture

&

Display uploaded picture. Work with lab and
custom topology

Zoom/unzoom uploaded custom topology

Makes the window transparent to see the
u “Topology Canvas” behind it. Clicking again
returns to the normal view.

. Close “Pictures” window.

10.2.2 Custom topology mapping
This feature allows you to map the lab nodes to your custom topology picture.
Step 1: Open the Image Map window:

- CS\_ ology

Step 2: Select a node, from the dropdown menu, that you want to map to the topology.
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Name Topology
Nodes. ASA, NODE 1

Image MAP

, NODE 6

Corporate, NODE 7

Step 3: Move your mouse over a node icon on the “Image Map” and click to map it. The grey
circle means that the node is mapped.

~ ,

outside ’

& /
- DHCP e0 Les ’ 10110/20
por—=19 o3 sob .
&2 24 poy *“
ASA Trunk
e Allowed vian 20,30

Allowed vian 20,30 1
LA

Step 4: Continue mapping the rest of the nodes.

Next Genwration 1901.200M2 —
w0 1923680126
121682020
srnal q o
Cay’ Antemet  pemesint _DHCP 0 des 7 aeasops
G T g | EN— 100 )
= | 7 i
/) e e ‘ b
sar =2 o Win? Mgmnt
L ASA Trunk
Trunk
Alowed vitn 2030
1

ot por
el e Sirzpris

vEOS-1 o1
MLAG 10 = '
Peer 10001 12

e3
ea pok
Trunk
_ Allowed vin 20,30___

ot e0f0

20/0 B50/1 P L #

NS00 vz @ s wﬁ

T tsamom e0/2 ! €02 1ssa300/24 a s
viossW1 o e

S Corporate

Step 5: OPTIONAL. You can also add a mapping for a device external to your EVE server in
order to telnet, VNC, or RDP to it. This way you can open sessions to all your devices (whether
external or internal) in one place.

3

Select from menu: Nodes ‘ CUSTOM , NODE outside lab

And map with node on topology. homergaer

telret:/f

172.25.1.25

Change image map adding protocol, IP and port.

Image MAP <area shape='circle' alt="img" coords="102,286,30" href="proto://CUSTOM_IP:CUSTOM_PORT">
Image MAP <area shape='"circle’ alt="img’ coords="102,286,30" href="telnet:;//172.22.7.18:23">
Step 6: Save your mapping and refresh the browser with F5. e IR

10.2.3 Delete topology or mapping

To delete a single node mapping, right click on node mapping circle and click “Delete.”

Map

v @Deete
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To delete the entire custom topology, click delete. S
m G ology

10.3Configuration export feature

EVE Community includes an export configuration feature that allows you to save and manage
configurations in a lab. The "Configuration Export" and “Startup-configs” features will allow you
to set these saved configurations as startup configs for your nodes when they boot.

L IMPORTANT NOTE: Before you start using the “Configuration export” feature, you
must complete at least one configuration export.

Nodes will be greyed out without the option to enable “Startup-

configs” until you complete at least one configuration export for

.. each node.
o
Node boot order:

Start node

Boot from NVRAM persist Check NVRAM
NVRAM

NVRAM Wiped

Booth q Check if node is
Gigiset | set bootfrom
> com‘lguratmn set

Cfgis not set

Boot from factory
default

NVRAM: NVRAM is used as writable permanent storage for the startup configuration. During
the boot process, the node will always check NVRAM for a saved configuration. Saving the
configuration to NVRAM requires a vendor specific command. Cisco: copy run startup (wr),
Juniper: commit, etc. It is MANDATORY to save a node’s configuration before you can export
it.

Exported configuration: A node configuration that has been exported from the node. It can
be used to backup configurations or to set them as startup-configs.

Wipe node: Wiping a node will erase the NVRAM (running config) or the temporary image
snapshot, depending on the type of node. Upon a successful wipe, the node will boot with the
factory default configuration or the configuration included in the base image you are using. If
you have the “Startup-config” feature enabled for the node, then it will boot with the chosen
config set. You must wipe a node after changing certain node template settings like the image
or startup-config. You also must wipe the node the first time you want to enable the “Startup-
config” feature.

Factory default configuration: The base configuration that is applied from the manufacturer.
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10.3.1 Supported nodes for configuration exports

Cisco Dynamips all nodes
Cisco IOL (10S on Linux)
Cisco ASA

Cisco ASAv

Cisco CSR1000v
Cisco Nexus 9K
Cisco Nexus Titanium
Cisco vIOS L3

Cisco vIOS L2

Cisco XRv

Cisco XRv9K

Juniper VRR

Juniper VMX

Juniper vMX-NG
JunipervQFX
JunipervSRX

Juniper vSRX-NG
Mikrotik

PFsense FW

Timos Alcatel

VEOS Arista

10.3.2 Startup config management

10.3.2.1 Global commands

Configurations can be managed via the “Startup-configs window which can
be accessed from the sidebar menu while on the Topology page.

:= Startup-configs

A

Topology page, More Options:
Export all CFGs — Exports all supported node configurations.

Set nodes startup-cfg to default configset- Sets all
supported nodes to boot from the default configuration set.

Set nodes startup-cfg to none - Sets all supported nodes to
boot from NVRAM configuration.

Delete default configuration set. Warning, this will delete
your exported default configuration set for all nodes.

10.3.2.2 Individual node commands

Select node, right click
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SRT——

¢ e Wipe: Wipes the NVRAM for a single node

G Wipe

-

Eovoners Export CFG: Exports the configuration for a single node
¥ Capture

10.3.2.3 Multiple selected nodes commands

Wipe Selected: Wipes the NVRAM for selected nodes
Export all CFGs: Exports the configuration for selected nodes
Set nodes startup-cfg to default configs set: Set selected nodes to the default config set

Set nodes startup-cfg to none: Set nodes to boot from NVRAM or from factory default if
wiped.

Delete nodes startup cfg: Delete selected node’s startup cfg. (clean default set)

10.3.2.4 Startup-configuration window

No configuration exports or manual configs loaded for nodes

STARTUP-CONFIGS

&« e DODOGE

Startup-configs are exported and the “Configuration Export” feature can be used.

STARTUP-CONFIGS

® # 0O 0O @
aaaAaAA
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10.3.2.5 Startup-config window information

Config Set Config set menu

B R No configuration is available for node. Grey
node

@ R Configuration is available and can be used.

Blue node. Exported configuration persist

8 R oFF Configuration persist but it is disabled. Node
will boot from NVRAM or factory default if it
is wiped

@ = +C D Configuration persists and node will boot

from the configuration after being wiped

~wo~ @ | Ace Editor. Different vendor configuration
edit option. Just Text visual format.

10.3.3 Export configuration

Example:

N

B =0

> 5wt

Step 1: MANDATORY: Configure your nodes and make sure you applied the vendor specific
command to save the running configuration to NVRAM. If you do not save the configuration, it
will not be exported and in the notification area, you will receive an error message stating the
node cannot be exported.

In this example the nodes have been configured with hostnames only and the configurations
have been saved to NVRAM.

Step 2: In the example below a group of nodes were selected to export configurations.
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L Notifications

Export All: done

_  Group of R1,R2, 5W1, SW2...
P Start Selected
R1: config exported
W Stop Selected
< Wipe Selected
R1: Starting export, please wait
*_ Console To Selected Nodes
X Export all CFGs R2: config exported
2 Set nodes startup-cfg to default configset
[ set nodes startup-cig to none R2: Starting export, please wait
e Horizontal Align
SW1: config exported

& Vertical Align

@ Circular Align
SW1: Starting export, please wait

T Delete nodes startup-cfg

T Delete Selected SW2: config exported
SW2: Starting export, please wait

Export Selected: Stating

Step 3: Use “Export all CFGs” for selected nodes. Export configuration is
completed. The notification area will display “Export All: done” when complete.

10.3.4 Boot nodes from exported config set
Step 1: Stop all nodes

Step 2: Open sidebar and click Startup-configs. Make sure your config is set to ON and the
nodes config switch is green (switch on/off beside node). Press the green “Save” button (on
the bottom) and all your nodes will boot with the exported config set after wiping them.

STARTUP-CONFIGS ‘

+

+

4

+

RN
ggBBeBnB

Step 3: Wipe nodes. For more information refer to section 8.1.3

Step 4: Start nodes

10.3.5 Edit exported configurations
It is possible to edit your configurations for the nodes manually.

Step 1: Select the node you want to edit the configuration of and make your changes. Click
“Save” when you are finished.
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STARTUP-CONFIGS

*R S v o

Step 2: Save the config for nodes with the green “Save” button on the bottom.
A NOTE: you can manually copy/paste any configuration into the config set editor and

apply it to your node. Make sure your configuration interfaces match the lab node’s
interface names.

10.3.6 Set lab to boot from none
To reset your lab nodes’ configuration to factory default, follow the steps below:

Step 1: Wipe nodes. Refer to section 10.3 for information about wiping nodes and the order of
operations during boot.

Step 2: Open sidebar and click Startup-configs. Make sure your config is set to OFF and the
nodes config switch is red (switch on/off beside node). Press the green “Save” button (on the
bottom) and all your nodes will boot with no config/factory default after wiping them.

STARTUP-CONFIGS

-]

Step 3: Start nodes

10.3.7 Lab config script timeout

Lab config script timeout is used when nodes are waiting to boot from a config set. The node
will literally wait during boot until the configuration is applied from the config set.

Hit “More actions” and then “Edit lab” from the sidebar. Set the config script timeout in seconds.
By default, this timer is set to 300 seconds for new labs.
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A NOTE: For heavy labs and nodes with
long configurations, you can raise this  config script Timeout 800 Seconds
timer to 600 seconds or higher.
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11 EVE Troubleshooting

eve-info

dpkg -1 eve-ng

ig-pend

1 can be used

If the /boot only has a little space left you can refer to section 3.6.1.1. If the eve—ng—vg—root
reaches 99% or 100% then you will need to expand the HDD in order to continue using EVE.
The Solution to expand your HDD is described in section 11.1

df -h
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brctl show

1
nll _0_1_0

enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
} enabled
remote = enabled
' enabled
enabled

A IMPORTANT NOTE: DO NOT expand your current/existing HDD on your EVE VM!

Expanding your EVEs system HDD is achieved by adding an additional HDD to your EVE VM.
Step 1: Stop all your labs and shutdown EVE.

Use EVE CLI command: shutdown -h now
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Step 2: Go to edit VM settings and add a new Hard drive.
Then click Next.

Step 3: Leave the recommended SCSI HDD option and then
click Next

Step 4: Make sure you have selected the option “Create a
new Virtual disk.”

Step 5: Set your desirable HDD Size; example 200GB.

Step 6: Make sure you have set the option “Store Virtual disk as a single file” and then click
Next

Step 7: Optional: Specify the location of where your new HDD will be stored, then click Finish.

Step 8: Boot your EVE VM, HDD size will be expanded automatically. To verify, use the
command to verify HDD utilization referenced in section 11.1.5

11.2.2 Expand your HDD on ESXi
Expanding your EVEs system HDD is achieved by adding an additional HDD to your EVE VM.
Step 1: Stop all your labs and shutdown EVE.
Use EVE CLI command: shutdown -h now

Step 2: Go to edit VM settings and add a new Hard
drive. Then click Next

Step 3: Make sure you have selected the option “Create
a new Virtual disk.” Then click Next

Step 4: Set your desirable HDD Size; example 200GB.
Step 5: It is recommended to set the Thick Provision Lazy Zeroed HDD option.

Step 6: Specify the location of where your new HDD will be stored and then click Next
Step 7: Leave the recommended SCSI HDD option as is and click Finish.

Step 8: Boot your EVE VM, the HDD size will be expanded automatically. To verify, use the
command to verify HDD utilization referenced in section 11.1.5

11.2.3 Expand your HDD on a Bare Metal EVE Server

It is a complicated process to expand a HDD for a bare metal EVE server. Please open a ticket
in our Live chat support for advice.

http://www.eve-ng.net/live-helpdesk

Use a google account to join in the Live Chat or create new chat account.
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11.3Reset Management IP

Type the following commands into the CLI followed by enter:
rm -f /opt/ovf/.configured

su —

http://www.eve-ng.net/documentation/installation/bare-installlP address setup wizard. Please
follow the steps in section 3.5.1 for Static IP or 3.5.2 for DHCP IP setup.

11.4EVE Community SQL Database recovery

Starting from EVE Community version 2.0.3-95, you can recover SQL user database in case
of disaster:

unl wrapper -a restoredb

11.5EVE Log files

EVE log Files can be obtained from the System Logs page under the System dropdown menu

& @ information ~

Use the menu to collect log file data you are interested in.

System logs

System log viewer

Select log file Number of Lines Search text

access.ixt v | 20 View
api.txt N\

error.ixt

php_errors.txt
unl_wrapper.txt

cpulimit.log Null

11.6 EVE cli diagnostic info

Use EVE cli to obtain your EVE information:

eve-info
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12 Images for EVE

Images must be uploaded and prepared before they can be used in labs. The best way to
upload images is to use the WinSCP tool for Windows environment or FileZilla for MAC OSX
and Linux.

Link to download WinSCP:

https://winscp.net/eng/download.php

Link to download FileZilla:

https://filezilla-project.org/

To access EVE, use SSH protocol (port 22).

Supported images for EVE are stored in the three locations:
e |OL (IOS on Linux), /opt/unetlab/addons/iol/bin/
e Dynamips images, /opt/unetlab/addons/dynamips

e Qemu images, /opt/unetlab/addons/qemu

12.1 Qemu image naming table

L IMPORTANT NOTE: Intel VT-X/EPT must be enabled to run Qemu nodes in EVE. For
information on how to enable this option, Refer to section 3: EVE Installation.

The directory names used for QEMU images are very sensitive and must match the table below
exactly in order to work.

Ensure your image folder name starts as per the table. After the "-" you can add whatever you
like to label the image. We recommend using the version of your image.

Folder name examples:

firepower6-FTD-6.2.1
acs-5.8.1.4

The image hdd inside the folder must be named correctly:
Example: hda.qcow?2 or virtioa.qcow?2

Full path Example: opt/unetlab/addons/qemu/acs-5.8.1.4/hda.qcow?2
The table of proper folder names is provided in our website:

https://www.eve-ng.net/index.php/documentation/gemu-image-namings/

Supported HDD formats for the EVE images:

Isi([a-z]+).qcow Isia.gcow
hd([a-z]+).gcow hda.qcow
virtide([a-z]+).qcow virtidea.qcow
virtio([a-z]+).gcow virtioa.qcow
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scsi([a-z]+).qcow scsia.gcow
sata([a-z]+).qcow sataa.qcow

12.2How to prepare images for EVE
How to add EVE-NG images please refer to:

https://www.eve-ng.net/index.php/documentation/howtos/

12.3How to add custom image template

12.3.1 Templates folder choice

A IMPORTANT NOTE: Starting from EVE-Community Version 2.0.3-107, EVE installation is
autodetecting what kind of CPU manufacturer has your server: Intel or AMD, to choose proper
templates set. You can check it manually on EVE cli: example below, showing that EVE has
Intel CPU.

root@eve-ng:~# lsmod | grep “kvm
kvm_intel 212992 74
root@eve-ng:~#

e If you have Intel CPU, then your template files are in
"lopt/unetlab/html/templates/intel/"

e If you have AMD CPU, then your template files are in
"lopt/unetlab/html/templates/amd/"

12.3.2 Prepare template file

A\ NOTE: For templates development use templates folder which is matching your EVE server
CPU manufacturer.

Example below will be based for Intel CPU EVE custom image template. Use EVE cli or
WinSCP/Filezilla to create template.

Step 1: Navigate to EVE location: /opt/unetlab/html/templates/intel/

Step 2: Choose your most suitable template from which you want to create your own image
template. (example: newimage.yml)

Jopt/unetlab/html/templates/intel/

Name

“kerio.yml

linuxyml

S mikrotik.yml
newimageym| <=
Snsvpxyml

Snsxyml

“Inxosvak.yml

Joliveyml

< ostinato.yml

Sosxyml

Step 3: Make a copy from source template newimage.yml. Example: Using CLI create template
and name it ngips.yml.
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cp /opt/unetlab/html/templates/intel/newimage.yml /opt/unetlab/html/templates/intel/ngips.yml

You can create new template using WinSCP or Filezilla as well.

opt unetlab/html templates/intel/ng

IMOPRTANT: The new name of your template will be related to your image foldername. Your
image foldername must start with prefix “ngips-

Example: image foldername under /opt/unetlab/addons/gemu/ngips-6.5.0-115

ise-2.6.0.156.SPA-L
junipervrr-19.2R1-52.2
kerio-control-9.3.2
linux-mint-18.3-cinnamon-64bit

linux-slax-64bit-9.3.0
linux-slax-64bit-9.3.0.tar.gz
mikrotik-6.44.5
ngips-6.5.0-115
nsvpx-12.0.53.13

12.3.3 Prepare interface format and name lines

EVE Community has included option to create various interface names, sequences and
numbering. Please refer table below.

Formula Template line format | Will
example produce

Gil/0
eth_format: <prefix>{<first value for slot: example | eth_format: Gi{1}/{0-8} Gil/1
1>}<separator>{<first value for port>-<number of Gil/2
port per slot: example 8>} Gil/3
Gil/4a
Gil/5
Gil/6
Gil/7
Gi2/0
Gi2/1

Ge0/0
eth_format: <prefix>{<first value for slot: example | eth_format: Ge{0}/{0-4} | Ge0O/1
0>}<separator>{<first value for port>-<number of Ge0/2
port per slot: example 4>} Ge0/3
Gel/0
Gel/2
Gel/3
Ge2/0
Ge2/1
Ge2/2
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eth_format: <prefix>{<first value>} eth_format: Gi{0} Gil
Gi2
Gi3
GO0/0
eth_format: <prefix>{<first value>} eth_format: GO/{0} G0/1
GO0/2
GO0/3
eth_name: M1
eth_name: <prefix: Interface custom name> -M1 T1
-T1 T2
-T2
eth_name: MGMT
eth_name: <prefix: Interface custom name> - MGMT DATA
- DATA TRAFFIC
- TRAFFIC

Combined first named interface following by formatted interfaces Example: We have to
set first node interface name “ethO/mgmt” and next following interfaces must start from eth1

and change sequence accordingly. eth1, eth2,.... ethx

As your node first interface will be custom named (ethO/mgmt), therefore in the template

“eth_name:” must be added before “eth_format:”

eth name:
- ethO0/mgmt
eth format: eth{l}

This adding will produce Node interfaces.

ADD CONNECTION BETWEEN '
NGIPS AND SW

NGIPS Source ID-2
e Source Name- NGIPS
E=3
type - Node
(ethgfmgre)
Choose Interface for NGIPS
[ evarmame

etho/mgmt
G0fL
Choose Interface for sw

£0/0 -

(=
3

12.3.4 Edit your new template file:

For edit newly created template you can use WinSCP, FileZilla or cli. Example below shows

template edit using cli and nano editor
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cd /opt/unetlab/html/templates/intel/
nano ngips.yml

Change content, setting for various images can vary depends of vendor requirements. The

interface name lines please refer Section: 12.3.1

Copyright (c) 2016, Andrea Dainese
Copyright (c) 2018, Alain Degreffe
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

* Neither the name of the UNetLab Ltd nor the name of EVE-NG Ltd nor the
names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL <COPYRIGHT HOLDER> BE LIABLE FOR ANY

DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND

ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

oS S S S S S 3 S S S S 3 3k S S S 3 3 S S S S 3k 3k

type: gemu EEMEI
name: NGIPS - Nodename on the Topology
description: Cisco FirePower NGIPS == Nodelistname

cpulimit: 1 ADD A NEW NODE
icon: IPS.png

cpu: 4

ram: 8192
ethernet: 3
eth name:

Template

Nothing selected

piGips

Barraccuda NGIPS

Cisco FirePower NGIPS

- eth0/mgmt
eth format: eth{l}
console: vnc
shutdown: 1
gemu_arch: x86_64
gemu_version: 2.4.0
gemu_nic: e1000
gemu_options: -machine type=pc,accel=kvm -serial none -nographic -no-user-config
-nodefaults -display none -vga std -rtc base=utc -cpu host

Note: Qemu options in the line may vary per image requirements. Please check manufacturer

advice how to run KVM image

12.3.5 Prepare new icon for your template:

Step 1 Use Filezilla or Winscp to copy your custom icon IPS.png (icon filename IPS.png used

in ngips.yml)

This icon should be about 30-60 x 30-60 in the png format (switch.png is for example 65 x 33,

8-bit/color RGBA)

Step 2 Copy this new icon into /opt/unetlab/html/images/icons/
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12.3.6 Template use

Step 1 Create directory /opt/unetlab/addons/gemu/ngips-6.2.83

mkdir /opt/unetlab/addons/gemu/ngips-6.2.83

Step 4.2 Upload image NGIPS, Refer Section: [

12.4How to hide unused images in the node list

12.4.1 Creating new config.php file

If your EVE Server does not have the config.php file in the /opt/unetlab/html/includes/
directory, then it must be created.

Step 1. Use the EVE CLI. Make sure you are in the following EVE directory:
lopt/unetlab/html/includes/

Step 2. Rename config.php.distributed (the template) to config.php.

mv config.php.distribution config.php

12.4.2 Edit config.php file

Step 1. Use vi or nano file editor to edit your config.php file.

nano config.php

Step 2. Edit the config.php file, uncomment and adjust to your TEMPLATE _DISABLED settings
(see screenshot below).

“hided” will remove unloaded/empty image templates from nodes list in WEB GUI

“missed” will show you all available templates in EVE WEB nodes list

Example below will give you result:

<?php

// TEMPLATE MODE .missing or .hided
DEFINE ('TEMPLATE DISABLED','.hided') ;
?>

You are seeing only templates with loaded images.
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Template

Nothing selected

Nothing selected

Cisco ASAV

Cisco IOL

Cisco 105 3725 (Dynamips)
Cisco 10S 7206VXR (Dynamips)
Cisco vIOS Router

Cisco vIOS Switch

My vIOS Router

Virtual PC (VPCS)
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13 EVE Backup Solution

EVE NG Software provides full and partial content backup Starting from:

EVE Professional 5.0.1-131 with Cluster

EVE Community 5.0.1-20

EVE Backup Solution supported transfer protocols: SFTP port 22 or FTP port 23.

EVE Backup solution requires to have an external SFTP/FTP server where the EVE-NG
content will be stored. The SFTP/FTP server HDD size must be chosen appropriately.

13.1Backup manager

13.1.1 Backup Manager Installation

A\ Mandatory Prerequisites: The Internet must be reachable from your server. DNS
names must be resolved. This Backup solution installation requires internet access to
get updates and install the latest EVE-Professional or Community version from the
EVE-NG repository.

SSH to your EVE as root user and execute following commands.

root@eve-ng:~# apt update
root@eve-ng:~# apt install eve-backup-manager
root@eve-ng:~# reboot

13.1.2 Setup external SFTP or FTP server

SFTP server setup is EVE user’s responsibility and not covered under EVE-NG support.

In order to use the backup tool, you are required to set up an external SFTP/FTP server. This
part is not supported by EVE-NG support, because every user can install and establish a server
in its own way. The main pre-requisite is: The SFTP server must be reachable two ways from
the EVE server and back from the SFTP server to EVE.

Examples of external SFTP server setup:
https://www.eve-ng.net/wp-content/uploads/2024/03/EVE-Doc-2024-External-SFTP-

Server.pdf

13.1.3 Backup Manager SFTP/FTP settings
A IMPORTANT NOTE: It's a must to stop all running labs (nodes) before starting a
backup process. If you have satellites, then make sure they are and connected to the
Master. Satellites backup will be done automatically.

SSH to your EVE as root user and execute following command.

root@eve-ng:~# backup-manager
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| (r) Restore Backup

I
‘ | q)
I
I
|
I

Select option (e) Edit Backup Server
rS Configuration

I
I
I
I
I
I
I
|
Il r Protocol SFTP
I
] erver La store
I
I
I
I
I
I
I
I
I

I Submit Quit

Server Protocol: Select your designated backup server protocol FTP or SFTP

Server Label: Name your Server Label, free to name it.

Server Address: Put your backup server IP,

Remote directory: For Linux servers, specify the target directory. The example above is
/sftpuser/. This is the directory where the backup uploads will be stored. On the Windows SFTP
server, this part can be left clear. All uploads will be stored in the sftp user-designated directory.
Username: Put your SFTP server username

Password: Put your SFTP user password

Submit

13.2Create an EVE-NG Backup

SSH to your EVE as root user and execute following command.

root@eve-ng:~# backup-manager

Select option (c) Create Backup.

P i Backup Manager Main Mehlssssssssssssscscsscsse s s e s e e ———————
| (e) Edit Backup v |

[RE3WCreate Backup I

I I
| (r) Restore Backup I
I I
I(q) Quit I

13.2.1 Backup option All

Every time when you run All backup process, EVE backup manager will create new backup
folder [hostname]-[date]-[backup ID] with selected backup content.

Select your backup items:
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rCreate

|
| Choose item(s) to Backup

[
|
[
| All
I
| Labs backup
I
|
I
I
I
| Temp 5C ript backup X
I
I p Folde sackup
[
| Mirror
I
I Create Cancel

Select All: the backup manager will create directory with all contents of EVE which includes:
Labs,

Users Database,

All images (Dynamips, IOL, Qemu),

Templates of all images including Custom templates, config scripts and icons,

TMP Folder (TMP folder contains all of your labs saved configurations and gemu
nodes)

13.2.2 Backup option custom selected

Every time when you run a custom selected backup process, EVE backup manager will create
new backup folder [hostname]-[date]-[backup ID] with selected backup content.

Select Custom items: For example, if you want to back up only labs, images and full labs with
a tmp directory, your selection should look like the screenshot below.

ns/Config-script backup

ackup

Cancel

This backup folder will only contain Lab files (topologies), all images (vendor images) from the
EVE in the current stage and the TMP folder (saved labs with all configurations) for all EVE
users.

13.2.3 Backup option with Mirroring selected

First time when you run Mirror backup process, EVE backup manager will create new backup
folder “[hostname]-eve-ng-mirror” with selected backup content.

Select Mirroring: The mirroring option creates a single Folder named “[hostname]-eve-ng-
mirror”.
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Using this option will only back up content of the new data added after the first backup. EVE
Backup will compare data that already persists in the backup folder and will update only new
items which have been changed after the backup is saved in the “[hostname]-eve-ng-mirror”. It
is recommended to select all items with a mirror option.

Templates/Icons/Config-script backup X
Tmp Folders backup
Mirroring

1
Cancel

13.3Restore data from EVE-NG Backup

SSH to your EVE as root user and execute following command.

root@eve-ng:~# backup-manager

Select option (r) Restore Backup.

13.3.1 Select restore backup folder

IMPORTANT: Select a desired backup folder, following by Restore.

rRestore Backups=====sccsccsccccssccsscsscsscscsscsssssscscssssss=cs=cssssssssss=s==ss=s=ssss==s===========
I
I
I Select Item to restore
I
I
I
I
I
I
I
I
I
I
I

I
I Cancel
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13.3.2 Select the items to restore

All: (Mirroring disabled) This option is useful to restore all data from backup to the new EVE
installation. Backup manager will compare your existing data on your EVE with backup content
and will restore only missing data.

Custom selected items: (Mirroring disabled) This option will restore custom selected items’ data
from backup to the new EVE installation. Backup manager will compare your existing data on
your EVE with backup content and will restore only missing data.

Important: Restoring cluster satellite server TMP folder content for the new EVE install. Make
sure that the Satellite ID matches your tmp-satellite folder number (ID)

tmp-sat3

mirroring

Restore Cancel

Carefull  Mirroring enabled! This option will restore selected data from backup to the EVE
installation. Backup manager will replace all data on your EVE with backup content and will
destroy data which does not exist in backup.

Warning

cont
not

If
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14EVE Resources

For additional updated information please follow our web site: https://www.eve-ng.net

How to updates: https://www.eve-ng.net/index.php/documentation/howtos/

How to videos: https://www.eve-ng.net/index.php/documentation/howtos-video/

FAQ: https://www.eve-ng.net/index.php/faq/

Live support chat: https://www.eve-ng.net/index.php/live-helpdesk/

For access to live chat use your Google account or create new chat account.

EVE forum: https://www.eve-ng.net/forum/

To access forum resources, please create a new forum account.

EVE YouTube channel:
https://www.youtube.com/playlist?list=PLF8yvsYkPZO0myW7aVMZ80k8FU04UUgjV

EVE Professional downloads: https://www.eve-ng.net/index.php/download/

EVE Community version downloads, free: https://www.eve-ng.net/index.php/community/

EVE Supported images: https://www.eve-ng.net/index.php/documentation/supported-images/
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