Emvulated Virtual Environment
Next Generation

EVE-NG Professional
Cookbook

Version 5.13

Author:
Uldis Dzerkals

Editors:
Michael Doe
Christopher Lim

© EVE-NG LTD
The information contained in this document is the property of EVE-NG Limited
The contents of the document must not be reproduced or disclosed wholly or in part or used

for purposes other than that for which it is supplied without the prior written permission of
EVE-NG Limited.



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 513

Next Generation

Table of Contents

PREFACKE . ... ittt ettt ettt ettt e e sttt e e st e e s s bt e e e st ee e e et ee e e e et aee e e abbee e e aneae e e anrreeennnnaeeean 10
1 INTRODUCTION .eiiiiitiitie ittt ittt sttt sttt e st ee e st be e e s sab e e e s sabbe e e s anbbeeesannbeeessnrens 11
1.1 WHATIS EVE-NG? oot 11
1.2 WHATIS EVE-NG USED FOR? ... ci i 11
1.3 WHOISEVE-NG FOR? ..o 11
2  SYSTEM REQUIREMENTS . ....utttiiiiie ettt e e e e s st e e e e e e e s s teen e e e e e e s s snntnan e e e e e e s s snnrnneees 12
2.1 HARDWARE REQUIREMENTS ....itttiittitttiettessteetttsesansssassessesansstasessssssnesstnseranessseesnerens 12
211 Minimal Laptop/PC Desktop System requiremMentS.........cueeevvveeeeniiieeeeiiieeennens 12
21.2 Recommended Laptop/PC Desktop system requirements.............ccceeeevcvveeennns 13
2.1.3  Virtual Server System reqUIrEMENTS. .. ......eeiieeiiiiiiiiiiieee et e e eireeeeee e e e 13
2.1.4  Dedicated Server (bare metal BM) system requirements.........cccccoevevvveeeeeeennn. 14
2.15 Nodes per [ab CalCUIALOr .............uuiiiiiii e 14
2.1.6 EVE Management NEtWOIKS.........ccoveiiiiiiiiiiiic e e e 14
2.2 SUPPORTED VIRTUALIZATION PLATFORMS AND SOFTWARE .......uutttiiiieeeeeiiiireeeeeeessaannnes 14
2.3 UNSUPPORTED HARDWARE AND SYSTEMS ....ctttteeiiiiiutteeeeeaasssaittreeeeesesssaasnsnneeeesesssnnnnnn 15
I N IS I I N I ] PP PP PR 16
3.1 VMWARE WORKSTATION OR VM PLAYER .....uuuiuiiiuiiiiinininiiiiiiin s 16
3.1.1  VMware workstation ISO image deployment (preferred).........cccccviveeiiiieennnns 16
3.1.1.1 EVE VM SETUP aNd SETEINES .oeiiuiiiiiiiiie ettt ettt e st e s eate e e s tae e e sabae e sabeessnsaeaennnes 16
3.1.1.2 EVE-NG VM INStallation STEPS ..vviieiiiiieiiiieiiiieeciiiee e citeeesiieeeerive e e etee e seateeessseeesabeeesnbeeessneaennnes 20
3.1.2  VMware workstation OVF deployment .........cccooviiiiiiiee i 25
3.1.2.1 Deployment and VM maching SEtHINGS ......covveriiieiiierierieesie et 25
3.1.2.2 OVF VM update to the [atest EVE VEISION ......ccceviiecieeieeriecieeeee e steesiee e seae s e see e s e sneeens 28
3.1.23 OVF VM HDD SizZ@ @XPANSION....uuuiiiiiieiiiiieeieeeeeiiiteeeeeeeseeseeeeeeesesnrrereeesesmnneeeeesesennnrneeesesannnsnenes 28

3.2 VIMWARE ESXI it 28
3.2.1  VMware ESXi EVE installation using ISO image (preferred)...........ccccvveeeeeennn. 28
3.21.1 EVE-NG ESXi VM Setup and SELINGS ...cccvviiiiiiieiiiieeciiee ettt e etee st s ssive e e s ivee s svee s snveesssaeaennnee 29
3.21.2 EVE-NG ESXi VM INStallation StEPS.....ccuiirieerieriieeiiciee sttt s 32
3.2.2  VMware ESXi OVF deploymMeNnt.........ccooiuiiiiiiiiieeiiiiiee ettt 37
3.2.21 ESXi OVF VM SETUP @Nd SETLINGS .eeeuvieeeeeieerieeciieeieestee st e steeseeesteessee s e e sseesseesneeensnesnseennnnenes 38
3.2.2.2 ESXi OVF VM update to the latest EVE VEISION .......cccueiiiiiiiiiiie et e tae e 40
3.2.23 ESXi OVF VIM HDD SizZ€ @XPANSION c.couuiviiieeieiiiiiiieeeeeesiiiireeeeessssrseeeessssssnssseesessssnsssneeessssssnsneees 40

3.3  BARE HARDWARE (BM) SERVER INSTALLATION. ...ceteeiiiiiitrrreereeeesesinnrnneereeeesssnnssnnneeeaasans 40
331 BM Server installation EVE ISO ......coooiiiiiiiiiiiicieeccccccececccece e 40
3.3.2 BM Server Installation Ubuntu 1egacy 1SO ........ccooviiiiiiiiiiiiiiie e 45
3.4 GOOGLE CLOUD PLATFORM....uuuuuuuuuuuutunnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn 52
o R €T To | (3= ol oo 11 ] 1 A PO PP OPP PP TRPPPN 52
3.4.2  GOgQgle ClOU PrOJECT .......veiieiiiiiee ettt e e 53
3.4.3  Preparing Ubuntu boot disk template ..........c.cceeiiiiiiiiii e 53
344 CreatiNg VM . a e e 54
3.45 EVE-NG Pro insStallation..............eeeiiiiiiiiee e 56
3.4.6  Access to Google Cloud EVE-PRO ... 58
3.4.7  Optional: GCP Firewall rules for native console use ..........ccccccveeeeiiiiiviieeeeeennn. 59
3.5  EVE MANAGEMENT IP ADDRESS SETUP ......uuttiiititeeeaariitireeeeeeesssibereeeaaeesssnnnsneeeaaaeanas 61
3.5.1 Management static IP address setup (preferred) ......ccccccveeeveiiiiieeene e, 61
3.5.2 EVE Management IP address setup via DHCP.........ccccccceiivvciiiiinene e 64
3.5.3 INTEINET PrOXY SEIUPD ..uvvreeieiiiiieiiiniiiitiiteia e nnnan 66
3.5.4 EVE Management IP addreSs re€SEt ........uevieeiiiiiiieiiieee e iesiiieeeee e e s sninieenee e e 67
3.6 NATIVE TELNET CONSOLE MANAGEMENT SETUP ....uuuuutuiuuunninnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnns 67
3.6.1 WiINAOWS NativVe CONSOIE ... ..uuuuiiiiiiiiiiii e nnnaes 67
3.6.2 LinUX NatiVe CONSOIE ....cciiiiiiiiiieeie et 68
3.6.3 MAC OSX Native CONSOIE........uuiiiiiieiiiieiee et 69

© EVE-NG LTD Page 2 of 293



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 513

Next Generation

3.7 LOGIN TOTHE EVE WEB GUI ..ottt aa e 69
4  EVE-NG PROFESSIONAL LICENSING ...ttt ettt e e ennaa s 70
41 EVE-NG PROFESSIONAL BASE LICENSE ....ivuuiiiiiiittiiiiieiiieieee st eesiesse s st e sanessbeesnenens 70
4.2  EVE-NG LEARNING CENTRE LICENSES ......uuttiiiiiieeiiniitiirieiie e sirsreee s e sirnneeene e 71
4.3  EVE-NG CORPORATE LICENSES ....uuttttiieiiiiitririiiiee s iirsrieine e s s sirssessse e s s sssrsneessessnens 72
4.4 USER ROLES COMPARISON CHART c.uuiittiittiiiieettiiettnessteestsessnesstasestssssnesstnsessnessnneesnierens 73
4.5 LICENSE PURCHASING AND ACTIVATION 1.vuuitteitiieitieeiteesteesnessteessersneestnsessessnneesnierens 74
4.6 LICENSE DEACTIVATION .etutittutittettteetteestetstaeststesssssteestessnesstnsessersneestseesnersrneesnierens 7
4.7 LICENSE REHOSTING. 11 1iituiiitiiittieiiee i eeee et tie e et e e et s s e e e st e saa e e st s e st e ssaestasesansssteeanerens 7
5 EVE-NG PROFESSIONAL UPDATE & UPGRADE.....cccoiiiieiietee et 78
51 EVE-NG PROFESSIONAL UPDATE ....iituiitiiiieeiiie e st e ettt e saes st sestsssesstasesanessnsesnesens 78
52 EVE-NG PROFESSIONAL UPGRADE .....ivtniiiieiiiieiee et e et e eae et s esassaeseaasesanssensesnesens 79
6 TYPES OF EVE MANAGEMENT CONSOLES. ...ttt eeans 81
6.1 N AV = o0 NS T = 81
6.1.1 NALIVE CONSOIE: TEINEL.....c.ve e e e e e e s e e ee 81
6.1.2 Native Console: WIFEShArK ........coiivuiiiiii e 82
6.1.3 NALIVE CONSOIE: VINC ... et e e e e s e e e e e e e eaa e aees 83
6.1.4 NatiVE CONSOIE: RDP ... e e ra e 84
6.2 [ Y|S0t N ETo ] I =R 85
6.2.1 HTML5 Console WINdOW fUNCLIONS ......ccooviiiiiiiii e 85
6.2.2 L Y O] E-To ] [N =] [ 1) PR 85
6.2.3 HTMLS CONSO0IE: WITESNAIK.......iiiiieeeeeie ettt e et e e e aees 86
6.2.4 HTMLS CONSOIE: WINC ..ottt ettt e et e e st e s e e st reeesaneeeens 87
6.2.5 HTMLS CONSOIE:I RDP ...t e e 88
6.3 HTMLS DESKTOP CONSOLE ...cvttiittiiittieeteitee et ee e es st eeat e saaes st sestsssaasstasesanessbnsesnerens 90
6.3.1 Login to HTML5 DeSKIOP CONSOIE.........coouiiiiiiiiiieiiiiee e 90
6.3.2 HTMLS5 Desktop Console: teINet........coooiiiiiiiiiieeee e 91
6.3.3 HTMLS5 Desktop Console: Wireshark ... 91
6.3.4  HTMLS5 Desktop Console: RDP ...t 92
6.3.5 HTML5 Desktop Console: ThinClient Files exchange..........ccccvveveveceiecciinnenen. 92

7 EVE WEB GUI MANAGEMENT ...ttt ettt e e s e e e s e e s eaa e e reaaas 93
7.1 EVE MANAGEMENT PAGE ..ottt e et e et e st e e e raan s 93
7.1.1 ManagemMeENt DULLONS .........ooiiiiiiii ettt e e 93
7.1.2 ManNagEMENT TADS ......eiiiiiiiei e 94
7.2  FOLDERS AND LAB FILES MANAGEMENT ...evtuttetttteeeeteeeseseassesanseessseseseseassesssseessnesesens 95
7.2.1 FOIders ManagemMENT.........oooi ittt e et e s sbaee e aaes 95
7.21.1 Default fOlder RUNNING ....cccuiiiiiie ettt e e e st e e e et e e e s taee e sabeeeenteeessaaaennnes 95
7.2.1.2 DefaUlt fOlAEI SNATEA...ciii ittt e e e e tbre e e e e e e eabaeeeeeeeeeasssareeeseensrreees 96
7.2.1.3 (D= =101 o o Lo (=Y G K] SRR 97
7.21.4 (@1 | (=30 o] (o [=] SRR 97
7.2.15 (D= [ =N o] [ [T TR 98
7.2.1.6 1Yo XVZ=N o] o [T O ERRRRRRTN 98
7.2.1.7 [t oo Tl afo) o =1 o TSRRUPRRUPPROE 98
7.2.1.8 ([ g o ToTu o] o 1=T P TTOPO PR PSPPSR 99
7.2.2 Lab filesS ManagemMENt.........coiiuiiiiiiiiiie it 100
7.2.2.1 (@1 (<1 = « TN 100
7.2.2.2 (D211 N I o OO RRORRRRRRRRRRNY 100
7.2.2.3 (0o Y TN =] o T TP O UUTRRON 101
T.2.28  IVIOVE LAD .ottt t e e ettt et et e et s et et e et et a s e st n et retene 102
7.2.2.5 3o Yo L A - | OSSR 102
7.2.2.6 (139 o Yo o 1= o O U P UPRRURPN 102

7.3 EVE MANAGEMENT DROPDOWN IMENU ..cuuuiiiiiiiiiiiiciieeiiee e s et e sae s esaaesanans 104
7.3.1 EVE User Management ........ccoooi s 104
7.3.1.1 Creating @ NEW EVE USEI ..ciiiiiiiiiiiiei ettt ee ettt e e e s s s siiar e e e s e s s sabbaee e e e e sasaanaeaeesananes 104
7.3.1.2 Ot EVE USEI ettt ettt e et ee ettt s st eseae st eas s es et saeesese e seesaserenssaessasenessessanerensans 109

© EVE-NG LTD Page 3 of 293



eve

Emulated Virtual Environment

Next Generation

EVE-NG Professional Cookbook
Version 5.13

7.3.13 (0 =T =T ] ToT I =T s 4110 F= 1 o [P PPPNE 110
7.3.14 USEI MONITOIINEG coiiiiiiiiee ettt e e e s s bbbt e e e e e s ssabbaeeeeesesabaaaeeeessssssenaeesesansnsrnees 111
7.3.1.5 USEI 10l SEICKY 3D cneeieiiieieeee et 111
7.3.2 EVE Node Management ............uueiieeeeiiiiiiiieec e e e e s csinee e e e e s s sntnae e e e e e e s e snnananees 112
7.3.2.1 Node MaNAZEMENT ACHIONS ..ceouiiiiiiiiei ettt st e e sbb e e s sabe e e e bbeee e 112
7.3.2.2 Node management filtering fuNCION.........covviriiiriieee e 112
7.3.3 EVE Lab Management..........oocuiiiiiiiiiieiiiiie ettt 113
7.33.1 Lab ManagemeENnt @CTIONS ....cccciiiieiiee ittt et e e e et e e e e ate e e e tb e e e sbbeeeeabeeeeabeeeaas 114

7.4  EVE SYSTEM DROPDOWN MENU ...uuuuiiieeiereiutiiieeeeeeesstnnaeseeeserssssneeesesessmnmeeeeseeemn 114
A S V) 1= o 4 ST~ 1] o 1SR 114
A O 1§ 1 (= g 1Y = T =T =T o =Y o SR 118
7.4.3 SYSTEM STALUS .eeeiieeiiiiiitieie ettt e e e e e e e e e e e 118
A 1 Vi1 (= 0 T 0o L S ST OTPSPTTR 119
745 SEOP AILINOAES ..ot s 120
7.5 EVE INFORMATION DROPDOWN MENU ......ccvuuiieiiiieeeeitieeeeetieeesetiaeeeestneesennneesesnnaaesesnns 120
7.6 EVE LICENSING DROPDOWN MENU ....ccuuiiiiiiiieiiiiieeeeiteeeeeaeeesetaaeeeeetaseesenanaesesnnaeeserans 120
7.7 OTHER TAB LINE INFO ..uuuiitteeeiiti e eeite e et etteeeeeet e e e e et e e s e st eesetaeasesan e sesannsesstneeeestnes 121
7.8 LAB PREVIEW AND GLOBAL SETTINGS ..cetuuiiiituieiitteeeeetieeeeenteesetteeeestaeessnnneesesnaeeesnnns 121
7.8.1 Lab PrevieW WINOOW. .........ooi it e e e e e 121
7.8.2 Lab Preview DULIONS........ooo e 122
7.8.3 Lab preview information..............eeiieee i 122
7.8.4  Lab Global SEttNgS.....cuviieiii i 122
7.9 SIDE BAR FUNCTIONS ...cutuuiieeeetttttttiaeseeeteresnttaniaseeeessstannnsaeessessstannteeeserssstnnaaseeeseesnnns 123
7.9.1  Add 8N ODJECT.....eiiiiiiiie e 124
7.9.11 11T [T o] 1=t RS 124
7.9.1.2 [N E=Y VYo Qo] o] [Tot AP RPN 125
7.9.1.3 [ Tot {0 Sl o] o} =T TR PPPRUPPN 125
7.9.1.4 CUSTOM SNAPE OBJECE .. uiiiii ittt et e st ae e e saaeees 126
7.9.1.5 TEXE ODJECE ..ttt st st esan e r e nereeas 126
7.9.1.6 [T g TN o] o =Tt SR 126
7.9.2 [ [oT0 [ O O PPRRPRR 127
7.9.3 NETWOIKS ...ttt ettt e e e e e et e e e e e e e e e aa b s e e e e e s essbaaanss 128
7.9.4  SEArtUP-CONFIGS ... e e e e as 129
7.9.5 (oo [To7= LN 1Y F= LRSS 129
7.9.6  Configured ODJECLS ....uvviie e 130
7.9.7 Y 0T ST T 1[0 1 130
79.7.1 ] 2= A= 1 g Vo T 1= SRR 130
S I 2 S o T o I Y| o Yo 1TSS 130
7.9.7.3 WIPE Al NOAES......eeiiiiiee ettt et et e e et e e e e ba e e seabeeesataeeesabaeessbeeesnsaeesannes 130
7.9.7.4 CONSOIE TO All NOUES ..ttt ettt ettt ettt e e e e e st e e e s bbe e s ssbaeeesbeeesabseesansaeaesseens 131
7.9.7.5 EXPOIE @I CFGS ettt ettt ettt et sb e st e st e e bt e sanesneeenneenseenaneeas 131
7.9.7.6  EQIL 13D coveeeeeeeeeceeeeeeecece ettt ettt ettt n ettt ae e st et et et eteae e r st teaens 131
7.9.7.7  TOPOIOGY SCrEENSNOL ... .viiiiiiiiiciiie et etee et et e st e e e e e e e eabe e e e bae e e sabeeesnbeeesntaeaennneeas 132
7.9.7.8 Set node’s startup-cfg to default coNfigset.......cuviviiiiiiiiiiiii e 132
7.9.7.9 Set N0de’s StAartUP-CIZ 10 NONE .......iii i sebbe e e s tae e e nanes 132
7.9.7.10 Delete default StartUp-CfS ......ccureeriirieiireeese et 132
7.9.8 REfreSh TOPOIOGY.....eeeeeiiiiiiie i 132
7.9.9 Lab page ZOOM/UNZOOM .....cciiiiiiiiiiiiie ettt ettt s 132
R IR O TS - 11 1PN 133
7.9.11  Lab detailS.....coooeiiiiiiieeece e eaaaa 133
T.9.12  Lab TASKS ...ttt aeaaaa 133
R R R T I o O o T- | OO UUPPPPION 134
7.9.14  Lock Lab With passWord ............eeeeieeiiiiiiiiiiecce e 134
7.9.15 LOCKEd LADS ACCESS TUIES ...uvuuiiiiiiiiiiiii e 135
T.9.16  FUIISCIEEN ...uuvueiiiiiiiiii b a s sassnssasasassnnsnsnsnnnnnnnn 135
7.9.17 Hide interface [abeIS ..........uuuuiii e 135
7.9.18 Dark mode or Light MOE .........ouviiieeiiiiieec e e 135
T7.9.19  ClOSE lAB ...uiiiiiiiii e aanaaan 136
S I O B o To o 1 U | AP P PP P P PPPPP 136

© EVE-NG LTD

Page 4 of 293



eve EVE-NG Professional Cookbook

Emulated Virtual Environment

Version 5.13

Next Generation

8

7.10 EVE LAB TOPOLOGY MENUS....ctutiittiiittiitiiitieeitisettesetssstesanesstasesansssrnsestessnaasraans 136
7.10.1 Lab tOPOIOGY MENU ...euiiiiieiiiiiiiiie ettt a et e e e e e e e snnbeeee s 136
% O 2 0 o] T=Tox 1 [0] a1 4 1= 1 10 FR T 136
7.10.3  NetWOrk AAiNG........cuueiiiaaiiiiiiiieie et e e e e eee s 136
7.10.4 Bridge or Internal NetWOork MENU..........ocuuiiiiiiiiiiiieieeee e 137
7.10.5 Cloud and Private NEtWOIrK MENU..........ceuueiiiiiiiieieiieeeeieeee e e s e eaaa s 137
% L0 T TS (o] o] o 1= To I To o [N o 0 =1 o T TSR 138
7.10.7  RUNNING NOOE MENU...uiiiiieiiiiiiiiiiiee e e s s ettt e e e e e e s sataeeeeee e s s s snsranreeeeeesesnnenneees 138
7.10.8 Selected nodes Menu and fEAUIES .......c..coviiieeiiiiiii e eeeaans 140

7.11 EVE LAB NODE STATES AND SYMBOLS ...uittttnieeiettetestesesetntessssesesessaesesstessesssnnsesens 143
7.11.1  Stopped (NON-FUNNING) NOAES .....ccoiiriiiiiiiiee ettt seeeee s 143
7.11.2  RUNNING NOUES ...cciiiitiiieiitiiee ettt ettt ettt ettt e ettt e e sbb e e e sbbaeeesnneeee s 143
7.11.3 Node CONNECLOr SYMDOI ......cciiuiiiiiiiiiiie ittt 144

7.12 (O 1 1= = T 144
A 2 R N[0 1) 072 116 FoT = (=T T 144
WORKING WITH EVE LABS ..ottt sttt s et s st s e s et eseraaaeeees 145

8.1 CREATING A LAB .1t iittiiit ittt e et ettt s et ettt e e e e s bt e s b e s e b e e aa e saa s e b s e sa e s abseat s eranaetasaes 145
8.1.1  Adding nodes to the labh ..........eveiiiiiiii e 145

8.1.1.1 NOAE VAlUBS TADIE ...uuvveeeee ittt eee et e e e e e e estbrareeeeeeesaraaaeeeeeessssraseeessennsnnees 147
8.1.2 o |1 a0 1o [T 150

8.1.2.1 oo e ToTe LT ={ o] o Y- Y OSSR 150

8.1.2.2 Edit NOde iNdiVIAUAIIY. ....coouiiiiiieecee et e e e e abaeeea 150
8.1.3  WIPE NOGE ..ttt e e e e e 151
8.1.4 INtErcONNECLING NOUES. ... ...ttt e e 151
8.1.5 Edit connection lINK STYIE ... 152
8.1.6 Edit connection link qUalIty ..........covveeiiiiiiiiiicec e 153
8.1.7  Suspend or resume link CONNECHION..........cueevieeiiiiiiiiiee e 154
8.1.8 Delete connection bEtWEEN NOUES...........ieeeeei et 155
8.1.9 (DI =] (<IN Lo Lo [T PR 156

8.2 RUNNING LABS ...ctieiiie et ettt e e et e e e e et st s e s ea s et s e s s s ea s et s sa e sanseaseansensansrnns 156
8.2.1  SHArtiNG AD ... 156
8.2.2 Interconnecting running nodes (NOtINKS)..........ccoiiiiiiiiii e 157
8.2.3 Link quality delay, packet loss, jitter and rate feature............ccccceeveeriiiiiinnnnen. 157

8.3 SAVING LABS .. etuiittiitt ittt ettt et ettt e et e st e et e s e e sttt e e bt s eb e e aa e s b s e b s e saaesabeeateranaasraans 157

8.4 STOPPING LABS ...ttiittiiiteeti et ettt ettt s e e et e s e s sttt e et e s e b e e st e saa s eba e saaesebeeateranasstasans 157

8.5 R RIS\ VA = o I Y = TSN 158

8.6  WORKING WITH MULTIPLE RUNNING LABS ...uuuiitttnieiieinieeietieeesetieessessnessssnesssraeseesnnens 158

8.7 IMPORTING LABS ... .ettuieiett ettt eeetteeeseta e e e eeaa s e s s st eesetaeeesaaaessaaan e sebaseerabaseesernnserees 158

8.8 EXPORTING LABS....uuiiiittieiet e e ettt e e e et e e et e e s et e e e s et e s s eaa e s e aaa e e seba s eeeeaan e seraneererans 158

8.9 DELETING LABS .. etitttittee it et et et et e et s et s e e ea s et s taesan s ea e et eb s s easetnseasansrnseansenesansrnns 158

8.10 1Y L@V 1N T 7Y = 158

8.11 SHARED PROJECT/ILAB. ..o e et ettt ettt ettt e e et e e et aee e e s e e e et et s e e eeaerereaaeeeeerans 158
8.11.1 Create Lab SNAIE .....ccoeeeee e 159
8.11.2 REMOVE Lab SNAIE......e et e s 159
8.11.3 Working with shared 1ab..............ccoii e 160

8.12 STICKY LAB .. ttiitteet ettt ettt et ae et e et e e e e ettt e sa e s e b e e et e s aa s e ba e ean s abasesaeranasebaseranessbnns 161
EVE CLOUDS AND NETWORKS ..ottt ettt e e ea e seeaa e 162

9.1 BRIDGE NETWORK .....iiiittieiet e ettt e e e et e e e e e s e te e e s et e s s eaaa e s e sa s e seba e s seaan e sesaneererans 162

9.2  THE EXPERIMENTAL SMART BRIDGE FEATURE. ...uuiiiitteeietieeeeetieeeeeeiseseeaneesetaeeeeannns 163

9.3 INTERNAL NETWORK .. ittt eeeiei e ee et e e et e e e et s e s st e e s et e e e saaa s essssaneessbasseeabaeesennnesees 163

9.4 PRIVATE NETWORK ...cevuuiiitteieiet e e e et e e e ette e e e et eeseaa s e s s et e e s et e e e esan e sessnsereraeeerarnees 164

9.5 NAT NETWORK ...cetteeeiei e ee et e e et e e e e e e e e e e s et e e e s et e e e e aaa s e s e sa e e eebaeeeeaanseseraneererans 164

9.6 MANAGEMENT CLOUDO INTERFACE .. .ccvtutiiieeiieietieeeeetaeeeeeaasesesaeeesetaseeseaansesesaneeeserans 165

9.7 REMOVE CLOUD INTERFACES . .cuuittiittiieeetteett e st setas e st s st sssanssanseansesanessrnsesanssennns 168

9.8 OTHER CLOUD INTERFACES. . .ituiittiittttitietteseesttsestassssseanesanesstasesasssrasesnsersessrrees 169

9.9 CONNECTING EXTERNAL VM MACHINES TO THE EVE LAB....ouviieiiieeie e 170

© EVE-NG LTD Page 5 of 293



eve

Emulated Virtual Environment
Next Generation

EVE-NG Professional Cookbook
Version 5.13

9.9.1 ESXi VM MACKNINES ....coiiiiiiiiiiiiiii ettt 170
9.9.2  VMWare workstation Machines ...........coocueiiiiiiiiiiiiie e 172
9.10 CONNECTING EVE LAB TO A PHYSICAL DEVICE ...ccviiiiiiiiiririiiie e sirereeere e ssirnneeens 174
9.10.1  ESXIEVE ...ttt nee s 174
9.10.2 VMWare workstation EVE .........cccociiiiiiiiiei e 176
9.10.3 Bare metal SEIVEr EVE .......ccoociiiiiiiiiii ettt 178
10 ADVANCED EVE LAB FEATURES .....ooiii ittt 180
10.1 LAB DESIGN OBJIECTS ..eeutreeeesurreeessnneeeessneeesssnnesessnnesesasnneeesasnneeesesnnenesennenesannnens 180
0 0 R 1 o 1] = 1 = SRR 180
10.1.2 Resize square or CirCle ODJECES........ciiiiiiiii i 181
0 0 S 1= PP PPPPPPPPNt 181
10.1.4 Add picture to the tOPOIOGY ......cceiiriiiiiiiiiie it e e 182
10.1.5 Custom object linking with telnet or other protocol..............ccoceeeviiiieiiiiieeenns 183
10.1.6  LINE OBDJECT.... ettt 185
10.1.7 Nodes connection lINKS deSigN .........ccoouiiiiiiiiiiiiiiiee e 186
10.1.8 Cloning objects and overlay POSItIONS ...........occcuuiiiiiiiiiiiie e 186
10.1.9  ODJECLS EItING ... .ueeiiiieeiiiiiiiiiie et e e e e e 186
10.1.10  LOCK ODJECLS MOVEMENT .....oiiiiiiiiiiiiieii ettt e e e e 187
10.2 CUSTOM DESIGN LOGICAL TOPOLOGY ...vvveeiirereesiireeeessnneeeessnneeessnseeessnneeessnneeessnn 187
10.2.1 Custom design UPIOad ..........eueiiieeiiiiiiiiie e e e e 187
10.2.2  Custom topology MEaPPING ......ceeeiiriieeiiiiieeeiieie et e et e e s b e e s sbre e e s sbeeeeeaaes 188
10.2.3 Delete topology OF MAPPING ...eeeeiiriieeiiiiiee ettt eeenees 189
10.3 MULTI-CONFIGURATION SETS EXPORT FEATURE .......uuuuuuuiiiniiinineiininieneeees 189
10.3.1 Supported nodes for configuration EXPOITS..........cccueeerriiieeeriiiiiee e rieee e 190
10.3.2  Startup config ManagemMENT..........uuiiiiiiiiieiiiiie e
10.3.2.1 GIObAl COMMANGS ...c.viiiiiiiiieriie e s
10.3.2.2 Individual node commands.........c.ccocuiiiiiiiiiiiii e
10.3.2.3 Multiple selected nodes commands
10.3.2.4 Startup-configuration WINAOW........cccuieeuieeieeiie e s
10.3.2.5 Startup-config window information
10.3.3 Export Default configuration Set.............cooiiiiiiiiiiiiiiieie e
10.3.4 Boot nodes from exported Default config Set .........ccccoeviiiiiiiiiiiiniiiieeee 195
10.3.5 EXxport new custom CONTIG SEL.....coiiiiiiiiiiiie e 195
10.3.6 Edit exported CONfIQUratioNS ...........cccuvviiiieee e 196
10.3.7 Setlab to boot from config Set.......ccccviiiiiiee i 197
10.3.8 Setlab to bOOt frOmM NONE .......ooiiiiiiiie e 197
10.3.9 Delete @ CONFIG SOL ...iiiiiiiiie ittt e e aeee 198
10.3.10  ReName @ CONfIg SEL ....eeiiiiiiieiiiiiie ettt e e 198
10.3.11  Export a config set to your [0cal PC............ccooiiiiiiiiiiiiieie e 198
10.3.12  Import config set from [0cal PC. ...........cooiiiiiiiiiiiii e 198
10.3.13  Export a single nodes config to your local PC ..........cccccoiiiiiiiiieiiiieeees 199
10.3.14  Import a single nodes config from your local PC ...........cccccceieiiiiiiiiinnnennnn. 199
10.3.15  Set lab nodes to boot from different config Sets..........cccooeeeieiiiiiiiiiiiennn. 199
10.3.16  Lab config SCHPL IMEOUL .......cccoiiiiiiiiiiiie e 200
10.4 LAB TIMER ... uttttte ittt ettt sttt ettt et e e e e s e e s e e s e e e s e nne e e e enre s 200
10.4.1 Setthe Lab CountdOoWn TIMEN ......c.coiiiiiiiiieiiee et 200
10.4.2 Stop the Lab Countdown TIMEr ......ccuuviiiieee e e e 201
10.5 LAB TASKS ..tettreterererernrnrenine e 201
10.5.1 Creating a New SIMPIE tASK.......ccoiuiiiiiiiiiieiiie e 201
10.5.2  Edit @ SIMPIE taSK.....coiiiiiiie e 201
10.5.3 Create a multi tabs task (task on multiple tabs/pages).........cccccevviveeeiiiieeennans 202
10.5.4 Edit a multi tabs task (task on multiple tabs/pages) ........ccccocveeeiiieiiiieennns 202
10.5.5 Edit tabs (Multi tabbed task). ...........ccooviiiiiiiii e 203
10.5.6 Create a task with your PDF WOrkbDOOK ...........cc.ueeiiiiiiiiiii e 204
10.5.7 Create a task with Online document (PDF of HTML) ........c.cueeiiiiiiiiiiiiiiieeeeene 206
10.5.8 Delete @ tASK .....ccoiueiieiiiiiie et 207
11 WIRESHARK CAPTURE ..ottt be e enee s 208

© EVE-NG LTD

Page 6 of 293



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 513

Next Generation

11.1 NATIVE CONSOLE WIRESHARK CAPTURING ...uuiivtiiitiiiiiieiiieeeiesiiisesanessineesnessnessianns 208
11.2 HTML5 CONSOLE WIRESHARK CAPTURING ....civtiiiiniiiiieiiiiiiieeiiiiesisssieesnessnsssanns 209
11.3 HTML5 DESKTOP CONSOLE WIRESHARK CAPTURING ....cvvtiiitiiiiiieiieiiieesseraneeeraes 212
12 THINCLIENT FILE EXCHANGE ... .ottt ettt naaas 214
12.1 THINCLIENT FILES DOWNLOADING ...uuiitttiittiiitnietteiaiesitiestessneestnerssssssssnsersnessrnnens 214
12.2 THINCLIENT FILE UPLOAD ...iittittiiitee it ie et es e ettt e sae st se st s saaa s st esanssabasasaesanassbasans 215
12.3 OTHER THINCLIENT FILE OPERATIONS .. .evttniiiitieeeeettieeseaieesetieeesstnsessesnnsesssnneesenans 217
13 [ 1O 1O 1 = = 3 S 220
13.1 EVE INTEGRATED DOCKER STATIONS ...uuuiiittieeietieeeeteeesetnessessnsessssnessssnneesssnnsesees 220
G 20 0 R B Yo Tod (= 1Y, = 1 1T [T 220
13.1.2 Docker DHCP IP addreSS SEIUP ...vveieiiiiieeiiiiiee ettt e e 222
13.1.3 Docker Static IP and MAC address SEtUP .......eeoviiiieeiiiiiee e 223
13.1.4 Docker multi iINtErfaces SEIUP .......cvveiiiiiiiiei e 224
13.1.5 Docker server-gui CUStOmM WEB PAJE.......ccoiiuuiiiiiiiiieiiiiiee et e sieeee e 225
13.1.6 Docker server-gui SSL WEB PAJE ......ccvvveeiiiiieeiiiiiee ettt sneeee e 227
13.1.7 Docker server-gui SSH root access activation ..............occcuveeeieeeeniiiiiieeeneeennns 227
13.2 DOCKER CONSOLES ..tuitttiiititiiiiettis e et et st s e st s s e s st e saa s st sesaassabsest e ranaastaans 228
13.3 DOCKER CLI ROOT ACCESS ..uuuiittiiittiiitiettieisieetttiestesesssstessnesstse st sstesstiersaastnens 229
13.4 DOCKERS RE-INSTALL/UPDATE ..u.iiiiietettiieeeeesiestisseseesssessassssseessessssssnnsesssssessssnnnnns 229
13.5 EXTRA DOCKER PACKAGES ... ..ciiitttitieteieietieeeeeatsesetteeesetasesssssnsesssaneseretaeesssnnsesees 229
13.6 THIRD PARTIES DOCKERS ...etiituittienietteteeasiaesnsetssnstassnsesessnsraesnsenessnsrnsersenessnernns 230
13.6.1 Simple docker iNStallation .............ceeeiiiiiiiiiiiiie e 230
13.6.2 Docker Stack iNSTAIAtION ........vivireiieiee ettt e e e e eeaaas 231
13.7 CUSTOMIZE DOCKER IMAGE WITH YOUR OWN CHANGES. ....vuviiviiiiiieiiieiiee e eaenennns 233
13.8 DELETE DOCKER IMAGE FROM EVE ....oeiii e 234
14 EVE CLUSTER SYSTEM ..ottt ettt e et e e e aae e et e s e raa s 236
14.1 EVE CLUSTER LICENSING ...cuuiittiitttiiteetieetee et s e st ettt s et e saaessba s e st sssbsesnsesanessrnnaes 236
14.2 EVE CLUSTER DESIGN MODELS .. .cuuiiituiittiitieittieetneseieestesanesstnsessessneesnersnessrnnees 236
14.2.1 Bare metal SEIVEIS CIUSIEN ... .cocveeieiie et 236
14.2.2 ESXi Virtual MachingS CIUSTEI ...........covviie i 237
I B o 1Y/ o o I od U1 (= PSR 237
14.2.4 VM Ware workstation light CIUSLET ..........cceveiiiiiiiiiiieee e 237
14.2.5  GOOgle CloUd CIUSTET .......oiiiiiiiie ittt sbeee e 237
14.3 EVE CLUSTER PRE-REQUISITES ...ccttttttttiiieeeeeeeetteniieeeeessestnnnnseeesesssnsnnnseeesesssssnnnnns 238
14.3.1 Firewall rules between Master and Satellite NOdeS .........oovvvevevieeeeiiiiiiiieeeeeennn, 238
14.3.2 EVE Cluster internal management NEIWOIK.............cccovveeiiiiieeeniiieee e 238
14.3.3 EVE Cluster Member’'s hardware requirements ...............ccccoceevvieeciiineennns 238
14.3.4 NTP Synchronization reqUIreMENtS ..........cooiuiiiiiiiiiie e 239
14.4 EVE CLUSTER MASTER NODE INSTALLATION .1uuiiuniiiiiiiiieiieeiieeeiesiieesisesaneesraaes 239
14.5 ESXI EVE SATELLITE VM INSTALLATION uuituiittieiinieiieettieesiesstisesanessnneessessnesssnens 239
14.5.1 EVE-NG Satellite ESXi VM Setup and Settings ...........cceccvvveieeeeesiiciiiieeeeeeenn 239
14.5.2 EVE-NG Satellite ESXi VM Installation Steps......cccccceevviiiiiieiiee e eiiciiiieeeeeeen 242
14.6 BARE HARDWARE (BM) SERVER EVE SATELLITE INSTALLATION ...vvvvveeeriiiiiireeneaeennn 246
14.6.1 BM Satellite server installation EVE ISO ......cooviiviiiieieieeeeeeee e 246
14.6.2 BM Satellite installation Ubuntu legacy ISO .........cccccovviiiiiiiiiineiiiiiee e 250
14.7 GOOGLE CLOUD EVE SATELLITE INSTALLATION ..vutivuniieteittieeeneseteesnsesenesernsesnnesennns 251
14.7.1 Preparing Ubuntu boot disk template ............ccccoiiiiiiiiiiiiiieee e 251
14.7.2  Cre@tiNng VIM ...ttt et e e e e 252
14.7.3 EVE GCP Satellite inStallation ............uoiiiieeiiiie et 254
14.7.4 GCP Firewall rules for CIUSTET .......cocuueiiiiiee et 256
14.8 CLUSTER MANAGEMENT 1.ttt itttt it ie it st e et e st e st s s st et ssba e san e s sbsesa e sanassbnseranessbnns 257
14.8.1 Join Satellite N0des t0 the MASIET.........coivueeiiiie e 257
14.8.2 Remove Satellite nodes from the Master.............cceeeeiiiiiiiiiiiiiiiee e 258
14.8.3 Re-join Satellite nodes from the Master...........ccccveeeee i 258
14.8.4 Change Satellite IP @ddreSS ......cccoiiiiiiiiiiie e 258

© EVE-NG LTD Page 7 of 293



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 513

Next Generation

14.9 CLUSTER ASSIGNMENT HIERARCHY ....uiiiiiiiieiiii e e e ee et e e et e e e eat e e eena e e e eraaeeennans 259
14.9.1 Single Satellite Server asSigNMENT..........ccoooi i 259
14.9.1.1 User assignment to the dedicated Satellite (Option 1)......ccceeveeecriereeeneeiie e 259
14.9.1.2 Lab assignment to dedicated cluster Satellite (Option 2) ......ccccveevvverieeieeiie e 260
14.9.1.3 Creating EVE labs in Cluster (OPtion 3) ....ccceevieeiierieeiee e ees e see e e ae e sae e 261
14.9.2  Multi Satellite Servers’ aSSIGNMENTt .............occveiiiiiiii i 261
149.2.1 Multi Satellites USEr Profiles .........oouuii it ettt e e aae e eanes 261
149.2.2 User assignment to the dedicated Satellites........c.cvvuiiiiiiiiiiiiei e 262
14.9.3 Master images synchronization with Satellites .............coocoiiiiiiiiiiiiiie 264
14.10 CLUSTER SYSTEM MONITORING ....ccciuuiiitiieeetitieeeettneeeesneeesetnaeeeestneessnnnaesesnnaeesennns 264
14.10.1  Cluster MONItOINNG PAGE . .vvuveeeeeeiiiiiiieieee e e e sieteee e e e e e s sssrnre e e e e e e e s ssnrnrereeaaeaean 264
14.10.2  Satellite diSASIEr FECOVEIY ..uvvvieeiiiciiiieieee e e e e s e e e e s e e e e e 265
14.10.3  EVE ClUSTEr STAUS......cevviiirieiieeeieeeeeeereereereresesesesesrsssesessssssresesrsrsrsrreerre.... 266
14.10.4  Cluster monitoring Cli COMMANS ..........ccoviiiiiiiiiiieiie e 266
14.11  CLUSTER SYSTEM UPGRADE ......uuiiittiieieteeeeeteeeeeetseeesaeeesetaaeeeestaeeesesaaeseraeeererans 267
15 EVE TROUBLESHOOTING .....uuiiiiiiiiieetee ettt e et e e e s e revaba e s e e e s eebaannas 268
15.1 CLI DIAGNOSTIC INFORMATION DISPLAY COMMANDS .....ccuuniiiiiieeeiiinieeeeiieeeeerneeeeennns 268
15.1.1 Display full EVE Pro diagnOSLiC .........coocuiiiiiiiieiiiiiiie e 268
15.1.2 Display the currently installed EVE Pro VErsion: .........cccccuveeeieeeeniiiiiiieeneeeenne 268
15.1.3 Display if EVEs Intel VT-X/EPT option on/off:.........ccccoiiiiieee 268
15.1.4 Display EVES CPU INFO:......cooiiiiiiiiiiiie ettt 268
15.1.5 Display EVES CPU ManufacCturer: ........ccccceeeiiiiiiiieiiee e ceiiieeee e seinnne e e e e 268
15.1.6 Display EVES HDD ULIliZatioNn. ........cccuvviiieee st 269
15.1.7 Display EVESs Bridge interface Status ............ooccvviriieeeiiiiiiiiieice e ccivveeeee e 269
15.1.8 Display EVES SyStem ServiCes StatUS..........ccoueeeiiiiiieiiiiieeeiiiiee st sieeee e 269
15.2 CORRECT EVE SERVER NETWORK INTERFACES ORDER ......covvvneeeiiiiieeeerieesevieeeeennns 269
15.3 EXPAND EVES SYSTEM HDD.....ccoviiiiiiiiiceeee ettt 270
15.3.1  HDD SPACE @IEIT......eiiiiiiiiiie ettt e e 270
15.3.2 Expand HDD on VMware WOrkstation.............cccovuveeeiiiieee i 271
15.3.3  Expand your HDD 0N ESXi......cciiiiiiiiiiiiieiiiiiie ettt 271
15.3.4 Expand your HDD on a Bare Metal EVE Server .........ccoccvveeeieiieiiiiiiiieeeeeene 272
15.4 RESET MANAGEMENT IP <. 272
15.5 EVE PRO SQL DATABASE RECOVERY ...uuiiiiiiiiiiiiiiieseesseesisninseesseessssnnnseessasesssnnnns 272
15.6 EVE PRO MIGRATION FROM HOST TO HOST ...ccvttuuiieeeeeeeeeiniiseeeeeeesnnnnseeesesesssnnnnnns 273
15.7 Y o e T = [ =P 273
15.8 EVE CLI DIAGNOSTIC INFO..cettuueieeeieeetttiiieeeeeeesstinaeseeesssstnnnseeesesssstnneeesesessmnnnnns 273
16 Y o AN TP 274
16.1 EVE PRO RADIUS SERVER SETUP FOR USER AUTHENTICATION .....cccvvvveeieeeeereenrennnnn. 274
16.1.1 EVE User setup for Radius authentication ..............ccccocueeeriiieeeniiieee e 274
16.2 ACTIVE DIRECTORY USER AUTHENTICATION ...uuuiiiiiiieiitiieeeeeteeeeee e e e et e e et eeeenanas 275
16.2.1 EVE User setup for AD (LDAP) authentication.............cccceeeviieeeiiiiieeeniiiieeennane 276
16.3 I = O Ny PPN 277
16.4 CusTOM MAC ADDRESS FOR NODE MANAGEMENT .....ciiviiiieiiiiieeeeeieeeeeie e e e eeeeeans 277
16.5 WINDOWS NODE SETTINGS FOR WIFI DONGLE ....ccuuuiiiiiieieiiiieeeeii e eetie e et e eeenanas 278
16.6 MASTER SERVER NIC PORTS ORDER CHANGE ........ciiieiiiiitiiiiinseeeeeeetninnseeeeeeeesinnnnnns 280
16.7 SATELLITE SERVER NIC PORTS ORDER CHANGE........cctttiieiieeieeiiiiiiiieeeeeeeeeinninneeeeees 280
17 IMAGES FOR EVE ... 282
171 QEMU IMAGE NAMING TABLE ...ceieeieeee e e e e e e e e e e e e e e e e e e e 282
17.2 HOW TO PREPARE IMAGES FOR EVE ... 283
17.3 HOW TO ADD CUSTOM IMAGE TEMPLATE ..uuuieietiettiiieeeeeeeesinineseesseesassnnnseeesesssssnnnnnns 283
17.3.1 Templates folder ChOICE...........eiiiiiiiie e 283
17.3.2  Prepare template fille.........ooo i 283
17.3.3 Prepare interface format and name liNeS............oocviiiiiiiiiniiiee e 284
17.3.4 Edit your new template file: ..o 286
17.3.5 Prepare new icon for your template: ... 287
17.3.6  TEMPIALE USE ....eeeiiiiiiieee ittt e e e e e e e e e e e an 287

© EVE-NG LTD Page 8 of 293



GVG EVE-NG Professional Cookbook
Version 5.13

Emulated Virtual Environment
Next Generation

17.4 HOW TO HIDE UNUSED IMAGES IN THE NODE LIST ....uuuuuuuuiuiniunnininininnninnnnnnnnnnnnnnnnnnnns 287
18 EVE BACKUP SOLUTION....ci ittt ettt ettt be e e e e ssbane e e e e e e 288
18.1 BACKUP MANAGER ... utttttttititititttistaitisssisisssesasssssssss s 288
18.1.1 Backup Manager INStallation ............c.ueeiiiiiiiiiiiiie e 288
18.1.2 Setup external SFTP O FTP SEIVEI .......cooiiiiiiiiiiiiieeeeeiieeee e 288
18.1.3 Backup Manager SFTP/FTP SEtHNGS ....ccoueeiiiiiiiiiiiiaeeeeiiiiieeee e 288
18.2 CREATE AN EVE-NG BACKUP ... .cutttiiiiiiaiiiiiiie ettt e e 289
S 7 R = 7- Tod (W] o o] o] 1o T 0 A | SRR 289
18.2.2 Backup option custom Selected............uevveeeeiiiiiiiiiiiee e 290
18.2.3 Backup option with Mirroring Selected...........ccccvvviiiiiiiiiii e 290
18.3 RESTORE DATA FROM EVE-NG BACKUP ......uuuiiiiiiiiiiiiiiiiiiiiii s 291
18.3.1 Select restore backup fOIUEN ..........ueeviiiiiiii i 291
18.3.2  SelecCt the itEMS 10 FESLOIE ....evviiiiiiiiieeeeeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeseesreeeeeeanes 292

19 EVE RESOURGCES ... ..ottt sttt e e e st e e e e e e s st e beeeaaae e s 293

© EVE-NG LTD Page 9 of 293



eve EVE-NG Professional Cookbook

Emulated Virtual Environment Version 513

Next Generation

Preface

When | first heard about EVE-NG | was skeptical. Back then | used to Lab mainly with ESX by
deploying many virtual Devices and connecting them manually by separate vSwitches for Point-
to-Point connections. The Problem with that was, that it was extremely time-consuming and did
not scale - for every new Device | had to create multiple vSwitches to interconnect them with
the virtual Machines - a Nightmare. | was in the middle of my JNCIE-Exam-Prep when | first
saw EVE-NG on Twitter - | downloaded the Community Edition, which was the only Edition
back then and | was amazed how easy Labbing all of a sudden was. No more deploying of
vSwitches to interconnect nodes and boy did it Scale...

If you follow me on Twitter you know, that I'm one of the hardest Juniper Fanboys and of course
my Goal was to "Juniperize" EVE. | started to get in touch with UD and Alain and found myself
into the Position as one of the Juniper Test Guys. Meanwhile | added nearly all Juniper related
Devices (including vSRX and JATP) and | still test a Lot - but now on EVE-Pro.

The Pro-Edition was a big step forward for the Project. It added some nice Features like "hot-
add-interconnect" and the Ability to use EVE-NG with multiple Users. Especially Companies
will love EVE as it is THE Solution for Labs and PoC's. | have successfully run over 30 PoC's
in EVE and over 100 Labs (Job-Related and Personal Labs) - and | still enjoy it every day
thanks to EVE and the amazing Team behind it. When the Guys asked me to write the
Introduction, | was of course honored and now this Book is finally coming out to help you on
your Quest to Setup, Run and Manage EVE-NG in a lot of possible ways.

Well - enough from my Side. | hope you enjoy this Cookbook and use it wisely for your Everyday
EVE Work. If you have Problems there is always the EVE-Forum and Live-Helpdesk - you will
also find me there from time to time ;)

| wish you happy reading and if you think, that this Product is amazing feel free to support it by
buying the PRO-Edition or Donating a bit — it helps to expand this already cool Product even
more and it also honors all the work that the Guys spent in it.

Christian Scholz
@chsjuniper

© EVE-NG LTD Page 10 of 293



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 513

Next Generation

1 Introduction

1.1 What is EVE-NG?

To describe what Emulated Virtual Environment — Next Generation (EVE-NG) is without solely
stating dry facts about features, we need to elaborate more on what EVE-NG can be used for
and whom it would be useful for.

In some trivial dry words, EVE-NG gives you tools to use around virtual devices and
interconnect them with other virtual or physical devices. Many of its features greatly simplify the
usabilities, re-usability, manageability, interconnectivity, distribution and therefore the ability to
understand and share topologies, work, ideas, concepts or simply “labs”. This can simply mean
it will reduce the cost and time to set up what you need or it might enable you to do tasks you
would not have thought could be done this simple.

1.2 What is EVE-NG used for?

This is the real question but there is no finite answer, the possibilities are almost limitless and
depends on what you want to use it for.

It can be used for studying all kinds of technologies. You can learn about general technologies
or vendor specific topics. You can test new technologies like network automation, SDN, etc.

It can be used to recreate corporate networks and test changes before putting them into
production. You can create proof of concepts for clients. You can troubleshoot network issues
by recreating them and e.g. use Wireshark to inspect packets.

Itis most definitely not just for networking, it can be used to test software in simulated networks,
test out security vulnerabilities of any kind, system engineering like LDAP and AD servers and
many more areas.

You could set it up to automate sandboxing unknown files/software and use software to analyse
short and long term behaviour for malicious intent much simpler than without EVE-NG.

The list of what EVE-NG can be used for could go on indefinitely, possibilities are limited by
knowledge and imagination only. Both of which can be improved with EVE-NG.

To get a very small idea of what can be done with EVE-NG, check out the tested/supported
images (many have not been tested, almost everything virtual should run on EVE-NG) and refer
to section 16.

EVE-NG helps you achieve what you want to and more.

1.3 Who is EVE-NG for?

EVE-NG is for everyone working in the Information Technology Sector, period.

It is for very large enterprise companies, training facilities, service providers, consultants,
people who want to train themselves; it is for everyone, it is for YOU!

Use-cases that are more than worth it, almost priceless even, can be found everywhere.

The EVE-NG community version is free for everyone; while the paid professional version adds
a few things that make your life easier. Almost everything can still be done with the free version,
just less conveniently and therefore more time-consuming.

However, with the free version, the possibility to train yourself with technologies, hone your
skills and become an expert even with very no monetary possibilities. For some this is and has
been life changing.

© EVE-NG LTD Page 11 of 293


http://www.eve-ng.net/documentation/supported-images
http://www.eve-ng.net/documentation/supported-images

GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 513

Next Generation

2 System requirements

EVE-NG is available in the OVF or ISO file format. The Open Virtualization Format (OVF) is an
open standard for packaging and distributing virtual appliances. It can be used to deploy a VM
in hypervisors like VMware Workstation, Player and ESXi. Please note that installing EVE as a
Virtual Machine (VM) will mean any nodes deployed within EVE will be nested. Nested
virtualization causes degraded performance in deployed nodes. This should be fine for lab
purposes as long as the host meets or exceeds the resource requirements for the deployed
nodes.

EVE-NG can also be installed directly on physical hardware, without a hypervisor, using the

provided ISO image. This is referred to as a “bare metal” install and is the most recommended
method of installing EVE-NG.

2.1 Hardware requirements

2.1.1 Minimal Laptop/PC Desktop system requirements
Prerequisites:

CPU: Intel CPU supporting Intel® VT-x /EPT virtualization
Operating System: Windows 10, 11 or Linux Desktop
VMware Workstation 15.0 or later

VMware Player 15.0 or later

PC/Laptop HW requirements

CPU Intel i7 (4 Logical processors), Enabled Intel virtualization in
BIOS
RAM 8Gb
HDD Space 50Gb
Network LAN/WLAN
EVE Virtual machine requirements
CPU 4/1 (Amount of processors/Number of cores per processor)

Enabled Virtualize Intel VT-x/EPT or AMD-V/RVI and
virtualize IOMMU options

RAM 6Gb or more
HDD 50Gb or more
Network VMware NAT or Bridged network adapter

Note: Minimal PC Desktop/Laptop will be able to run small Labs. The performance and quantity
of nodes per lab depend on the types of nodes deployed in the lab.

Example:
IOL image-based nodes: up to 40-50 nodes per lab

Dynamips image-based nodes: up to 20-25 nodes per lab
vlOS image-based nodes: up to 8-10 nodes per lab
CSRv1000 or XRv image-based nodes: up to 2-3 per lab
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2.1.2 Recommended Laptop/PC Desktop system requirements
Prerequisites:

CPU: Intel CPU supporting Intel® VT-x /EPT virtualization

Operation System: Windows 10, 11 or Linux Desktop

VMware Workstation 16.0 or later
VW Ware Player 16.0 or later

PC/Laptop HW requirements

CPU Intel i7 (16 Logical processors), Enabled Intel virtualization in
BIOS
RAM 32Gb
HDD Space 200Gb
Network LAN/WLAN
EVE Virtual machine requirements
CPU 16/1 (Amount of processors/Number of cores per processor)

Enabled Virtualize Intel VT-x/EPT or AMD-V/RVI and virtualize
IOMMU options

RAM 24Gb or more
HDD 200Gb or more
Network VMware NAT or Bridged network adapter

Note: PC Desktops/Laptops will be able to run small to medium Labs. Performance and quantity
of nodes per lab depend on the type of nodes deployed in the lab.

Example:
IOL image-based nodes: up to 120 nodes per lab

vlOS image-based nodes: up to 20-40 nodes per lab
CSR image-based nodes: up to 10 per lab

2.1.3 Virtual Server system requirements
Prerequisites:

CPU: Intel Xeon CPU supporting Intel® VT-x with Extended Page Tables (EPT)
Operation System: VM Ware ESXi 6.7 or later

Server HW requirements
CPU Recommended CPU 2x Intel E5-2650v4 (48 Logical processors)
or better supporting Intel® VT-x with Extended Page Tables
(EPT)
Minimum CPU is any Intel Xeon CPU supporting Intel® VT-x
with Extended Page Tables (EPT)

RAM 128Gb
HDD Space 2Th
Network LAN Ethernet
EVE Virtual machine requirements
CPU 48/1 (Number of processors/Cores per socket) Set Expose

hardware assisted virtualization to the guest OS to ON
(checked) and set Expose IOMMU to the guest OS to ON
(checked)
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RAM 64Gb or more
HDD 800Gb or more
Network vSwitch/VMnet

Note: Performance and quantity of nodes per lab depends from the type of nodes used in the
lab.

Example:

120 IOL image-based lab
20 CSRv1000 image-based nodes per lab

2.1.4 Dedicated Server (bare metal BM) system requirements
Prerequisites:

CPU: Intel Xeon CPU supporting Intel® VT-x with Extended Page Tables (EPT)
Operation System: Ubuntu Server 20.04 LTS x64

Server HW requirements
CPU Recommended CPU Intel E5-2650v4 (48 Logical processors) or
better supporting Intel® VT-x with Extended Page Tables (EPT)
Minimum CPU is any Intel Xeon CPU supporting Intel® VT-x
with Extended Page Tables (EPT)

RAM 128Gb
HDD Space 2Th
Network LAN Ethernet

Note: Performance and quantity of nodes per lab depends from type of nodes used in the lab.

2.1.5 Nodes per lab calculator

It is recommended to use the “nodes per lab calculator” to achieve best performance and avoid
overloading your EVE system.

https://www.eve-ng.net/index.php/download/#CALC

2.1.6 EVE Management Networks
NOTE: Please make sure if these subnets are NOT used in your network outside of EVE.

172.29.129.0/24 (NAT Interface)
172.29.130.0/24 (Cluster VPN subnet, wg0 interface)
172.17.0.0/16 (Dockers consoles)

To change these networks please refer chapter 7.4.1

2.2 Supported virtualization platforms and software
e VMware Workstation 16.0 or later

e VMware Player 16.0 or later
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e VMware ESXi 6.7 or later
e Ubuntu Server 20.04 LTS as platform for bare metal
e Google Cloud Platform

e AMD CPU based PC or Server (the Newest AMD CPU versions are supported)

2.3 Unsupported hardware and systems
The following are currently not supported officially:

e VirtualBox virtualization

e Citrix XenServer

e Microsoft HyperV

e Proxmox

e MAC OSX M1, M2, M3 CPU
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3 Installation

3.1 VMware Workstation or VM Player

3.1.1 VMware workstation 1ISO image deployment (preferred)

A\ Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE ISO
installation requires internet access to get updates and install the latest EVE-PRO version from

the EVE-NG repository. DNS must work as well, to check it, do a named ping, for example ping
www.google.com

Download EVE-NG Professional ISO distribution image:
https://www.eve-ng.net/index.php/download/

3.1.1.1 EVE VM Setup and Settings

Step 1: Create a New Virtual machine and | Step 2: Select “| will install the operating
select Custom, Next. Select your Virtual | system later”
Machine hardware compatibility (Example

175) FO”OWing by Next. New Virtual Machine Wizard X
Guest O ing System
New Virtual Machine Wizard X A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?
vmware Install from:
WORKSTATION Welcome to the New Virtual Installer disc:
PRO™ Machine Wizard

1 7 No drives available

What type of configuration do you want?

) isc i le (iso0):
Typical (recommended) () Installer disc image file (iso):

Create a Workstation 17.5.x virtual D:\1 EVE\ISO EVE\eve-pro-v5.20230326.iso
machine in a few easy steps.

© Custom (advanced)
1 will install the operatin: em later.
Create a virtual machine with advanced ° s g 5yl

options, such as a SCSI controller type, The virtual machine will be created with a blank hard disk.
virtual disk type and compatibility with
older VMware products.

Help < Back Next > Cancel

Help Back Next > Cancel

Step 3: Select a Guest Operating system:

Step 4: Enter the name for your EVE-
Linux and select the version: Ubuntu 64-bit

NG-PRO VM and select Location where

your EVE VM will be stored on the host
PC.
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New Virtual Machine Wizard X New Virtual Machine Wizard X
Select a Guest Operating System Name the Virtual Machine
Which operating system will be installed on this virtual machine? What name would you like to use for this virtual machine?
IR EEED Virtual machine name:
() Microsoft Windows EVE-NG-PRO
© Linux
() VMware ESX
- Location:
(_) Other
D:\EVE-VM-PRO Browse...
e The default location can be changed at Edit > Preferences.
Ubuntu 64-bit ~
Help < Back Next > Cancel < Back Next > Cancel
Step 5: Select Number of processors, Step 6: Assign desirable memory
maximum what your PC supports and set
Number of cores per processor as =1. New Virtual Machine Wizard X
Memory for the Virtual Machine
New Virtual Machine Wizard ® How much memory would you like to use for this virtual machine?
P sscfr Configuration L i Specify the amount of memory allocated to this virtual machine. The memory size
Specify the number of processors for this virtual machine. must be a multiple of 4 MB.
——— 128 GB Memory for this virtual machine: 16384 = MmB
64 GB
Number of processors: 8 - 32 GB <
16 B @l
Number of cores per processar: v 8GB M Maximum recommended memory:
4GB < 27.8GB
Total processor cores: 8 2GB
168 W Recommended memory:
512 MB 4GB
256 MB
128 MB o
64 MB Guest OS recommended minimum:
32MB 2GB
16 MB
8MB
4 MB
Help < Back Next > Cancel
Help < Back Next > Cancel

Step 7a: Select your desirable Network Step 7b: Select your desirable Network

Adapter. For Laptop PC Adapter. For Desktop PC
NOTE: It is recommended to choose the NOTE: Desktop PC EVE management
NAT adapter option for Laptops to avoid interface can be either NAT or Bridged to

EVE management interface IP changes.
This can happen anytime the laptop is
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connected to a different SSID. home LAN subnet.
New Virtual Machine Wizard X New Virtual Machine Wizard X
Network Type Network Type
What type of network do you want to add? What type of network do you want to add?
Network connection Network connection
) Use bridged networking © Use bridged networking
Give the guest operating system direct access to an external Ethernet network. Give the guest operating system direct access to an external Ethernet network.
The guest must have its own IP address on the external network. The guest must have its own IP address on the external network.
© Use network address translation (NAT) () Use network address translation (NAT)
Give the guest operating system access to the host computer's dial-up or Give the guest operating system access to the host computer's dial-up or
external Ethernet network connection using the host's IP address. external Ethernet network connection using the host's IP address.
() Use host-only networking (") Use host-only networking
Connect the guest operating system to a private virtual network on the host Connect the guest operating system to a private virtual network on the host
computer. computer.
() Do not use a network connection () Do not use a network connection
Help < Back Next > Cancel Help < Back Next > Cancel
Step 8: Leave I/O controller Type as Step 9: Leave recommended Disk Type:
recommended (LSI Logic). SCsSi
New Virtual Machine Wizard x New Virtual Machine Wizard X
Select I/0 Controller Types Select a Disk Type
Which SCSI controller type would you like to use for SCSI virtual disks? What kind of disk do you want to create?
1/O controller types Virtual disk type
SCSI Controller: () 1DE
BusLogic (Not available for 64-bit guests) O scsl  (Recommended)
© LI Logic (Recommended) () SATA
~
(_)LSI Logic SAS () NVMe
() Paravirtualized SCSI
Help < Back Next > Cancel Help < Back Next > Cancel
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Step 10: Select “Create a new virtual disk”.

Select a Disk
Which disk do you want to use?

New Virtual Machine Wizard X

Step 11: Type your desirable HDD size and
select “Store virtual disk as single file”. It is
recommended to set not less than 200GB

HDD. Click Next, 2 times.

Disk
© Create a new virtual disk New Virtual Machine Wizard X
A virtual disk is composed of one or more files on the host file system, which Specify Disk Capacity
will appear as a single hard disk to the guest operating system. Virtual disks

" " 2 !
can easily be copied or moved on the same host or between hosts. How'large do’you want this disk to be?

) Use an existing virtual disk Maximum disk size (GB): 200 -2

Choose this option to reuse a previously configured disk. Recommended size for Ubuntu 64-bit: 20 GB

) Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard

__| Allocate all disk space now.
disk. Requires administrator privileges.

Allocating the full capacity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the space
now, the virtual disk starts small and grows as you add data to it.

© store virtual disk as a single file
) split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

Help < Back Next > Cancel

Help < Back Next > Cancel

Step 12: IMPORTANT Press Customize Step 13: Assign desirable memory

Hardware
New Virtual Machine Wizard X i &
Ready to Create Virtual Machine ;\"HWV_ M:Uf;rmm..muwm..um.wmmnw machine. The memary
Click Finish to create the virtual machine. Then you can install Ubuntu frocessars 8 IO L
. ) New COIDVD (SATA)  hud detect .
64-bit. < Netwwork Adapter Bridged (Automatic) Memary for this vrtual machine: 16384 2 g
[=)USE Controler Present
The virtual machine will be created with the following settings: 14 Sound Card Auto detact 1868
Clnisplay At dtect 8408
2@ 4
Name: EVE-NG-PRO 16G8 4 W Maximum recommended memery
Location: D:\EVE-PRO-VM-DATA ol ]
Version: Workstation 17.5.x 268 27868
. N 168
Operating System: Ubuntu 64-bit . R —
256 B 4GB
Hard Disk: 200 GB 12818
e mp Gust 05 recommended minimum
Memory: 16384 MB e s
Network Adapter:  Bridged (Automatic) 16 MB
Other Devices: 8 CPU cores, CD/DVD, USB Controller, Sound Card i
Customize Hardware...
he.

< Back Finish Cancel

Step 14: IMPORTANT Set Processors
“Number of processors” and “Number of
cores per processor”. Set Virtualize Intel VT-

Step 15: Select CD/DVD Option: “use 1ISO
image file.” Browse to your downloaded
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X/EPT or AMD-V/RVI to ON (checked) and EVE-PRO.iso (actual name can be

set Virtualize IOMMU (checked) different) file
NOTE: VMware Player will display only one | ™ 5
CPU option: Number of processors. e s —

S Processors 6
“IiNew CO/DVD (SATA)  Auto detect
= Natwork Adapter Eridged (Automatic)
s Controler presenn
Sound Gand Auto detect Use ghysical diive
ospiay Auto detect o

8 Conmext at pwer on

Cannection

10 Use 150 image flle:
umbes of 8
Number of processces: Di\L EVE\ISO EVElevepro-u5. 2023032650 Browse.

w e CPU performance counters.
B Vitusiae IOMMU (10 memory mansgement unit)

Ad. Remave

4,

Step 16: Confirm VM Settings.

3.1.1.2 EVE-NG VM Installation steps

N Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE I1ISO
installation requires internet access to get updates and install the latest EVE-PRO version from

the EVE-NG repository. DNS must work as well, to check it, do a named ping, for example ping
www.google.com

EVE VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)

Step 1: Power ON EVE VM. Chose “Install Step 2: Make sure that English is selected
EVE PRO” and confirm with Enter. and confirm with Enter.
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Hillkommen! Bienvenue! Welcome! fJofipo noxanoeate! Helkom!

Use UP, DOWN

Installer boot menu

Press ENTER to boot or TAB to edit a menu entry

Step 3: Make sure that English US Keyboard Step 4: If your network has DHCP
is selected and confirm with Enter. ENABLED, Continue to Step 10

Keyboard conf igurat ion [ Help ]

[ Done
Back

Step 5: If your network has not DHCP. Step 6: Confirm interface selection with
Static IP setup. If you have not enabled Enter, select “Edit IPv4” and confirm with
DHCP in the network, you must assign an Enter again.

IP address manually. Use arrow UP key to
select your interface for IP Netuork connections
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address.assignment.

Network connections.

t least

Step 7: Hit Enter on IPv4 Method and select
“Manual”, confirm with Enter.

Network connect lons.

Step 8: Enter your “Subnet”, “IP Address”,
“Gateway IP”, “Domain server IPs” and
“Search domain”. Select “Save” and confirm
with Enter. NOTE, it is very important that
your DNS (Name servers) will resolve

Internet names.

Netuork connect ions

Edl

[ Manual "]

u

2oog e, can

Step 9: Select “Done” and confirm with
Enter

Network connections

[ Done
Back

Step 10: Now, when your Static or DHCP IP
settings are correct, select Done and
confirm with Enter.

MWetwork connect lons
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Step 11: If you have proxy in use for your
internet, assign your network proxy settings.
If no proxy in use, with Tab key select
Continue and confirm with Enter.

Conf igure proxy

Step 12: Select “Continue” and confirm with
Enter.

Installing system

)

[ continue

EVE VM Installation Phase 2 (EVE installation)

Step 13: After the Ubuntu “Install Complete”
select “Reboot Now” and hit Enter to
continue.

Install complete! [ Help ]

Step 14: Without powering off the EVE VM,
open the EVE VM settings and remove
CD/DVD ISO Device. Save VM Settings.

Hardvare

Option:

5

Sumrm
1668

5

200 68

Using file D:\L EVEIEVES COM.,
NAT

Present

Auto dotect

Present

Mot detet

(®) Use 150 image fike:
Di\L EVE\EVE-5-COMigve-pre-1st-45.50

[ Help

Step 15: Return back to EVE console
screen and confirm Continue with Enter,
EVE VM will reboot and continue Phase 2

Step 16: Depending on your internet speed
EVE installation will take some time. After
installation EVE VM will auto reboot and EVE
login screen will appear, login in CLI with
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installatio _ root/eve and follow installation Phase 3

um, then press ENTER:

EVE VM Installation Phase 3 (Management IP setup and updates)

Step 17: Setup EVEs Management I[P | Step 18: After your EVE is rebooted,
address. A Static IP address setup is
preferred. Login to EVE CLI and type:

Follow steps in section: apt update

apt upgrade
3.5.1 for static IP, 3.5.2 for DHCP IP
If required, follow steps in section: 5.1, 5.2

NOTE: Verify your EVE-NG server installation, type “dpkg -I eve-ng-pro” command, it must
display latest EVE Pro version

root@eve-ng:~# dpkg -1 eve-ng-pro
Desired=Unknown/Install/Remove/Purge/Hold

\ Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-
aWait/Trig-pend

|/ Err?=(none) /Reinst-required (Status,Err: uppercase=bad)

| |/ Name Version Architecture Description

- - - -

ii eve-ng-pro 5.0.1-120 amd64 A new generation software
for networking labs.
root@eve-ng: ~#

NOTE: If your newly installed EVE-PRO shows nothing like above, you must check your
internet reachability and verify DNS configuration on your EVE-PRO server.

root@eve-ng:~# ping www.google.com

PING www.google.com (172.217.22.164) 56(84) bytes of data.

64 bytes from arn09sl1l-in-£f164.1el00.net (172.217.22.164): icmp seg=l
ttl1l=120 time=8.84 ms

64 bytes from arn09sl1l1-in-f164.1el00.net (172.217.22.164): icmp seg=2
ttl=120 time=8.84 ms

~C

-—-— www.google.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms

rtt min/avg/max/mdev = 8.848/8.848/8.849/0.094 ms

root@eve-ng

Launch EVE-PRO installation manually
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Step 19: IMPORTANT After update, and
Step 18 is completed, continue with type:

apt update

apt install eve-ng-dockers

This can take some time depending on your
Internet connection and disk speed.

Your output after install must look like:

Step 20: (Optional) If after dockers first install
(Step 19) in the output “dc images” you still
seeing some docker name in the list as
oneS

EP

please run the command:
apt install --reinstall eve-ng-dockers

You must get output like in the step 19.

Step 21: Proceed to section 4 “Obtain EVE-NG Professional license”

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start

building your labs. Refer to section 16

3.1.2 VMware workstation OVF deployment

Download EVE-NG Professional OVF image zip file, (the filename will be different regarding
the latest EVE Software version), place it in the dedicated HDD storage for EVE VM and unzip

it:
https://www.eve-ng.net/index.php/download/

3.1.2.1 Deployment and VM machine settings

Step 1: VMware workstation or VM Player,
Select Open Virtual Machine

New Virtual Machine Wizard X
vmware
WORKSTATION Welcome to the New Virtual

17

PRO™ Machine Wizard

What type of configuration do you want?

) Typical (recommended)

Create a Workstation 17.5.x virtual
machine in a few easy steps.

© Custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with
older VMware products.

Help Back Next > Cancel

Step 2: Browse your downloaded and
unzipped EVE-PRO-5, EVE-PRO-5.0Vf,
followed by Open

B open %

- vt Data (D)  1EVE » EVE-5  EVE-PRO-50.1-10 v B

Organize - New folder 1 e
3 30 Objects *  Nan
i Desktop 9 EVE-PRO-5.cof

Documents

# Downloads

& Music

File name: Al supperted files

Open Cancel
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Step 3: Give VM name (Example: EVE- Step 4: Edit your EVE VM Settings and set
PRO) and browse your desired EVE VM the desired RAM.
store destination followed by Import

EVE-PRO
Import Virtual Machine X i

Store the new Virtual Machine
Provide a name and local storage path for the new virtual machine.

x

Name for the new virtual machine:
EVE-PRO

Memory

Specky the amount of memoey llocaled to this virual machine. The memory
size m e of 4 MB.

[ Hard Disk (SCS1) 7568 i
5 Notwork Adapter Bridged (Autamatic) Memory for this virtual mochine: 16304 2 Ma
i usA Controlor Presont
Storage path for the new virtual machine: [loisplay Auta detect )
na o
DAEVE-VM-PRO Browse... toce

s B Maiuim recommended mesmory

=1 bt
2o 278GB )
™
suve
608
v
P
0w
o
™
™

B Recommended memary
468

Guest 05 recommended minimum
2c8

Help Import Cancel

Step 5: It is strongly recommended, to Step 6: Laptop PC Select your desirable
upgrade your VM to the VM Ware version Network Adapter.
you have.

NOTE: It is recommended to choose the
NAT adapter option for Laptops to avoid
EVE management interface IP changes.
This can happen anytime the laptop is
connected to a different SSID.

Hardware Laptop or Desktop PC X
Device Summary Device status
i Memory 1568 Connected
[ Processors 5 Connect at power on
“JNew CD/DUD (SATA)  Auto detect
UsE Controller Present (O Bridged: Connected directly to the physical netnork
Sound Card Auto detect Replicate physical network connection state

hprinter Present
pisplay Auto detect (@ NAT: Used to share the host's [P address

O Host-only: A private network shared with the host

© Custom: Spedific virtual network

Wneto
(O LAN segment:
LAN Segments...  Advanced...
Add... Remove
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Step 5: IMPORTANT Set Processors
“Number of processors” and “Number of
cores per processor”.

Step 6: Laptop PC Select your desirable
Network Adapter.

NOTE: It is recommended to choose the
NAT adapter option for Laptops to avoid
EVE management interface IP changes.
This can happen anytime the laptop is
connected to a different SSID.

Set Virtualize Intel VT-x/EPT or AMD-V/RVI
to ON (checked) and

Set Virtualize IOMMU (checked)

NOTE: VMware Player will display only one | "= Laptep or Deshtop PO *
i . Device status
I . u . Device Summary
. Memory 1668 Comnected
[ Processors 8 [/connect at power on
“)New CD/DVD (SATA)  Auto detect
o Network Adapter NAT Network connection
Hardware Options USB Cantroller Present (OBridged: Connected directly to the physical network
Procassors @) Sound Card Auto detect Replicate physical ne twork connection state
penien Summary (@hprinter Present
. ;ﬂ:ﬁv :GE Humber of proceasors: 8 I pisplay Auto detect (@) NAT: Used to share the host's IP address
escors S =

(= Hard Dick (SC5T) 4068 Nuribes of ares per processor: 1 (OHost-only: A private network shared with the host

< Network Adapter NAT Total processor cores: 8 (O Custom: Spedific virtual network

CNetwork adanter 2 Hostanly N

TNetwork Adapter 3 Hostanly Vituszation enging VMneto

U8 Controler fresant 8 it Intel VT-EPT or AMD-Y/RVL OLAN segment:
Sourd Card st daact BTt
s ntar Preeens iz C71 perrman
[Display Auto datect (8 virtusalize 0MMU (10 memor ry management urit)
LaN Segments... | | Advanced
Add... Remove
Ak
o Cancal e

Step 7: Desktop PC Select your desirable
Network Adapter.

NOTE: Desktop PC EVE management
interface can be either NAT or Bridged to
home LAN subnet.

Step 8: Power ON your EVE VM and follow
Management IP setup instructions described
in section 3.5.1 for Static IP or 3.5.2 for
DHCP IP.
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Desktop PC x

O Host-anly: A priv.
O custom: specfic virtual network.

VMneto
(O LAN segment:

LAN Segments... | | Advanced...

Step 9: Proceed to section 4 “Obtain EVE-NG Professional license”

A\ IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 17

3.1.2.2 OVF VM update to the latest EVE version

Step 9: Make sure if your EVE OVF VM is up to date to the newest EVE version.
Follow the steps described in section 5.

3.1.2.3 OVF VM HDD Size expansion

A\ IMPORTANT NOTE: DO NOT expand the current EVE OVF HDD. To expand your EVE
system size, please follow Troubleshooting section 15.3

3.2 VMware ESXi

3.2.1 VMware ESXi EVE installation using ISO image (preferred)

A\ Mandatory Prerequisites: Internet must be reachable from your Server and ESXi. EVE
ISO installation requires internet access to get updates and install the latest EVE-PRO
version from the EVE-NG repository. DNS must work as well, to check it, do a named
ping, for example ping www.google.com

L\ IMPORTANT NOTE: Make sure that you have set Security Policy (Promiscuous mode,
forged transmits and MAC changes) settings on the vSwitch and Port group to Accept.

A IMPORTANT NOTE: For EVE VMs running on ESXi, with NIC Teaming Network,
please follow the steps below to edit the reverse path settings

X3

%

From the Navigator window select Manage > System > Advanced settings.

» Scroll down or use the search bar to go to the
Net.ReversePathFwdCheckPromisc option.

» Select Net.ReversePathFwdCheckPromisc and click Edit option.

In the Edit option - Net . ReversePathFwdCheckPromisc window update

the New value field to 1 and click Save.

B3

DS

X3

%
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A IMPORTANT NOTE: For EVE VMs running on ESXi, with NIC Teaming Network,
managed by vCenter and VDS Network please follow the steps below to edit the
reverse path settings

7
0’0

From the Side Inventory select the ESXi host where the EVE VM is installed
Configure > System > Advanced System Settings.

% Edit Advanced System Setting

% Scroll down to find Net . ReversePathFwdCheckPromisc option.

Net ReversePathFwdCheckPromisc 1

% In the Edit option - Net . ReversePathFwdCheckPromisc window update
the New value field to 1 and click Save.

+» Reboot ESXi host

% Select the VDS Workgroup used for EVE VM networking
« Edit VDS Workgroup security setting to allow promiscuous traffic

Distributed Port Group - Edit Settings = DPortGroup-VLANIO

General

Advanced Promiscuous mode

MAC address changes A

Forged transmits

Download EVE-NG Professional ISO distribution image:
https.//www.eve-ng.net/index.php/download/

3.2.1.1 EVE-NG ESXi VM Setup and Settings

Step 1: Upload EVE ISO image to the ESXi | Step 2: Create NEW VM
store.

*8 New virtual machine

Select creation type

o wosst yout 146 10 Craats  Witusd Maching?

[ v e
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Step 3: Enter the name for your EVE-PRO
VM and select Guest Operating system
Linux and version: Ubuntu 64-bit

@ New virtual machine - EVE-NG-PRO-01 (ESXi 8.0 virtual machine)

Select a name and guest OS

Speciy a uniqua nsrme and O

| + seectcrestontrne

2 Salect & name and guest OS.

Step 4: Select Location where your EVE VM
will be stored in HDD.

B New virtual machine - EVE-NG-PRO-01 (ESX] 8.0 virtual machine)

Select storage

1 Salact erastion type
2 Setect 8 name am guest 06

3 Select sorage

Custar

Name u Capscity v Fres v Type  w Thinprovisic Acoms
stare0t 3FTE 33T VMESS  Suposrisd | Simie
tore02 33T SIEEGE  VMFES  Supporied  Single
tare0 348TE  503.08GE  VMFSS  Supoorisd  Sigh

Step 5: A\ IMPORTANT OPTION for ESXi
6.7.x or later.

Set Processors “Number of processors” and
Set “Cores per Socket”. If your server has
dual CPU, then Cores per socket will be
divided by 2. Example below, shows dual
CPU Server VM setup with 48 CPU with 24
cores per socket (2).

Set Expose hardware assisted virtualization
to the guest OS to ON (checked) and set
Expose IOMMU to the guest OS to ON
(checked)

#& New virtual machine - EVE-NG (ESXi 8.0 virtual machine)

Customize settings

Canfigure the virlual machine harcwara and viriual machine addiional options

1 Select creation type
2 Select 4 nams ana guest 05

3 Select storage
Bl v options

4 Customize settings

Y e et Dl Adanaadisk T Addnetwork adapter ([ Add other device
O ceu w -0
EEL 4 Seckets 2
P Hat Phag

e Mz
Lt - h

B Ner

Hardwar i oz @
1oMMU

Pertorn

cances [ anex | [wer |

Step 6: Assig desirable RAM for your EVE

*8 News virtual machine - EVE-NG-PRO-01 (ESXI 8.0 virtual machine)

1 ing:
Contaure the vrtusl

2 Select a name and guest 05
3 Select storage

4 Custonize wettings

5 e [=Yrrr B, Add netwark adap! [ a
oou - °
a a

S Netwark Adsster — [T

cancel [ maex | [wexr |

Step 7: Set the size of HDD for your new
EVE VM. It is recommended to set “Thick
Provisioned eagerly provisioned”. Server

Step 8: Set your Management network.
Adapter type VMXNET3
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EVE HDD iS recommended tO Set at |eaSt i@ Nawvirlua\mxmre-lVI-NT;ZR:JJ—N[lﬁx\ﬂnv.m.almamine) .
500Gb

*@ New virtual machine - EVE-NG-PRO-O1 (ESXi 8.0 virtual machine)

» & SCS1 Contrelier 0
=
-

Customize settings

ure the il machine hardware and urtual machine aodiicral optons.

cancer IT W
NOTE: Additional Network Adapters can be
added for further use.

Step 9: Set DVD drive to “Datastore ISO File” | Step 10: Set DVD drive to “Datastore 1SO
and browse your uploaded EVE-PRO.iso | File” and browse your uploaded EVE-
(ISO name can vary). Make sure that Status | PRO.iso (EVE ISO name can vary). Make
is checked ON, “Connect at power on” sure that Status is checked ON, “Connect at
power on” Hit the “Finish”

#® New virtual machine - EVE-NG-PRO-01 (ESXi 8.0 virtual machine)

@ N b jine - EVE-NG-PRO-01(ESXI 8.0 virtual machine)
qqqq o8 & Metwerk Adse
sl 9 Cormect at po '
i o
s
& @ zonnect -
5 connect at power on B connect
[ —
(=1 o

Step 11: IMPORTANT Select the Edit your VM | Step 12: Start VM
and switch to “VM Options”. Firmware EFI
Boot.

Follow to “Boot Options” and de-select
(uncheck) “Whether or not to enable UEFI
secure boot for this VM”
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& Edit settings - EVE-NG-PRO-01 (ESXi 8.0 virtual machine)

3.2.1.2 EVE-NG ESXi VM Installation steps
L\ Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE
ISO installation requires internet access to get updates and install the latest EVE-PRO
version from the EVE-NG repository. DNS must work as well, to check it, do a named
ping, for example ping www.google.com
EVE ESXi VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)

Step 1: Power ON EVE VM. Chose Install | Step 2: Select English language. Confirm
EVE-NG Pro Server and confirm with with Enter.
Enter.

Hillkommen! Bienvenue! Welcome! 4ofpo nosanceats! Welkom!

)se UP, DOWN and El

Step 3: Make sure if English US keyboard is Step 4: If your network has DHCP
selected and confirm with Enter. ENABLED, Continue to Step 10

© EVE-NG LTD Page 32 of 293



EVE-NG Professional Cookbook
Version 5.13

eve

Emulated Virtual Environment
Next Generation

Keuboard conf iguration

[ Help ]

Step 5: If your network has not DHCP.
Static IP setup. If you have not enabled
DHCP in the network, you must assign an
IP address manually. Use arrow UP key to
select your interface for IP
address.assignment.

Metwork connections

Step 6: Confirm interface selection with
Enter, select “Edit IPv4” and confirm with
Enter again.

Network connect ions

[ ens160 eth -
DHCPwd -

[ Create bond »

Step 7: Hit Enter on IPv4 Method and select
“Manual”, confirm with Enter.

Network connect lons.

[ Help 1

Step 8: Enter your “Subnet”’, “IP Address”,
“Gateway IP”, “Domain server IPs” and
“Search domain”. Select “Save” and confirm
with Enter. NOTE, it is very important that
your DNS (Name servers) will resolve
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Internet names.

Netuork connect ions

B.6.6.6.1.1.1.1
E
analns,

Step 10: If your DHCP IP settings are
Step 9: Select “Done” and confirm with correct, select Done and confirm with Enter.
Enter

Metwork connections Network connections [ Help ]

k 1o other machines,

ar

[ pone
Back

Step 11: If you have proxy in use for your | Step 12: Select “Continue” and confirm with
internet, assign your network proxy settings. | Enter.

If no proxy in use, with Tab key select
Continue and confirm with Enter. Tstatling susten

Configure proxy [ Help )

ct to the internet, enter its details

[ Ho ]
[ continue
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EVE VM Installation Phase 2 (EVE installation)

Step 13: After the Ubuntu “Install Complete” | Step 14: Without powering off the EVE VM,
select “Reboot Now” and hit Enter to | open the EVE VM settings and remove
continue. CD/DVD ISO Device. Save VM Settings.

Install complete! [ Help 1

Step 15: Return back to EVE console screen | Step 16: Depending on your internet speed
and confirm Continue with Enter, EVE VM | EVE installation will take some time. After
will reboot and continue Phase 2 installation | installation EVE VM will auto reboot and EVE
: . At e n, then press ENTER: login screen will appear, login in CLI with
. root/eve and follow installation Phase 3

EVE VM Installation Phase 3 (Management IP setup and updates)

Step 17: Setup EVE Management IP | Step 18: After your EVE is rebooted,
address. A Static IP address setup is
preferred Login to EVE CLI and type:

Follow steps in section : apt update
apt upgrade

3.5.1 for static IP, 3.5.2 for DHCP IP
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Step 19: On the EVE CLI prompt, reboot
EVE by typing

reboot

NOTE: Verify your EVE-NG server installation, type “dpkg -I eve-ng-pro” command, it must
display latest EVE Pro version (please note that version of EVE-PRO will be newest)

root@eve-ng:~# dpkg -1 eve-ng-pro
Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-
aWait/Trig-pend

|/ Err?=(none) /Reinst-required

(Status,Err: uppercase=bad)

| |/ Name Version Architecture
Description

+++-— - = =

ii eve-ng-pro 4.0.1-120 amd64 A

new generation software for networking labs.
root@eve-ng:~froot@eve-sat0l:~#

NOTE: If your newly installed EVE-PRO shows nothing like above, you must check your
internet reachability and verify DNS configuration on your EVE-PRO server.

root@eve-ng:~# ping www.google.com
PING www.google.com (172.217.22.164)
64 bytes from arn09sl1l1-in-f164.1e100.net
ttl=120 time=8.84 ms

64 bytes from arn09sll-in-f164.1e100.net
ttl1l=120 time=8.84 ms

~C

--— www.google.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss,
rtt min/avg/max/mdev = 8.848/8.848/8.849/0.094 ms
root@eve-ng

56 (84) bytes of data.

(172.217.22.164): icmp seg=1

(172.217.22.164) : icmp seqg=2

time 1001ms

Launch EVE-PRO installation manually

root@eve-ng:~# cd /etc
root@eve-ng:~# ./eve-setup.sh

Step 22: (Optional) If after dockers first install
(Step 21) in the output “dc images” you still
seeing some docker name in the list as
<none>, _

Step 21. IMPORTANT & MANDATORY:
After update, Step 20 is completed, continue
with type:

apt install eve-ng-dockers
This can take some time depending on your
Internet connection and disk speed.

please run the command:
apt install --reinstall eve-ng-dockers

Your output after install must look like:

dc images You must get output like in the step 21.
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Step 23: After Steps 20-22 are completed
and you are back on the EVE CLI prompt,
reboot EVE by typing

NOTE: If you are installing EVE in the locked
environment and cannot install dockers
online, please contact with us: info@eve-

reboot

ng.net for offline dockers installation option.

Or download FULL INSTALL ISO including
the Dockers.

https://www.eve-ng.net/index.php/download/

Step 24: Go to section 4 to obtain a license for EVE-NG Professional

L\ IMPORTANT NOTE: If your Network interfaces order has been changed, please follow
instruction to section 16.6

L\ IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 16

VMware ESXi OVF deployment

A\ IMPORTANT NOTE: Make sure that you have set Security Policy (Promiscuous mode,
forged transmits and MAC changes) settings on the vSwitch and Port group to Accept.

A\ IMPORTANT NOTE: For EVE VMs running on ESXi, with NIC Teaming Network,
please follow the steps below to edit the reverse path settings

5

A

5

A

B

5

A

From the Navigator window select Manage > System > Advanced settings.
Scroll down or use the search bar to go to the
Net.ReversePathFwdCheckPromisc option.

Select Net. ReversePathFwdCheckPromisc and click Edit option.

In the Edit option - Net. ReversePathFwdCheckPromisc window update
the New value field to 1 and click Save.

A\ IMPORTANT NOTE: For EVE VMs running on ESXi, with NIC Teaming Network,
managed by vCenter and VDS Network please follow the steps below to edit the
reverse path settings

7
0‘0

5

A

7
L X4

®
0.0

®,
0.0

®,
0.0
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From the Side Inventory select the ESXi host where the EVE VM is installed
Configure > System > Advanced System Settings.

Edit Advanced System Setting

Scroll down to find Net . ReversePathFwdCheckPromisc option.

1

In the Edit option - Net. ReversePathFwdCheckPromisc window update
the New value field to 1 and click Save.

Reboot ESXi host

Select the VDS Workgroup used for EVE VM networking

Edit VDS Workgroup security setting to allow promiscuous traffic
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Distributed Port Group - Edit Settings

DPortGroup-VLAN1O

General

Advanced Promiscuous mode

MAC address changes

Forged transmits
Traffic shaping

Download EVE-NG Professional OVF image zip file, and unzip it:

https://www.eve-ng.net/index.php/download/

3.2.2.1 ESXi OVF VM Setup and Settings

Step 1: ESXi Host, Create/Register VM

wm  ESXi Host Client

1 suoverse:

Beowtveamer server 4 Couate/hopister vM | ) snutdown  fF mevoor | C Retrein | @ Actioms
9 csxi.ove.lab
ersion s00
Stato Sermal ot comected 10 any vCenter Sorver)
Uptime: sace
Pomescae R0

Step 2: Set option Deploy a virtual machine
from an OVF or OVA file

*8@ New virtual machine

Select creation type
Fow would you e o croata a Virtsl Maching?

|+ e eremian e

2 Seleet OVF and VMOK fies

“This optian guides you throush ihe process of reting
VirtuBl N 17 8 OVF a1l VIMOK s,

caNcEL

Step 3: Type the name for your new EVE
VM and browse to select all your
downloaded and unzipped EVE files.
(Usually unzipped are 3 files, but after
selection all, visible will be 2 as below)

*8 New virtual machine - EVE-NG-PRO-Q1

Select OVF and VMDK files

Seiect the OVF anc VMK e or OV for e WM you would ke to epioy

| o st coatonon
2 Select OVF ana VMOK fubs
3 sewctstorgs Entar s nama for the vitual machie.

3 Uicansa agreements EVE-NG-PRO-0

s and they must
& admtonal settrgs

7 sty to compete

EVE-PE.ov
* L EVE-PE-D.vmdk

Step 4: Select the storage where your EVE
VM will be deployed.

@ New virtual machine - EVE-NG-PRO-01

Select storage

SHI6CT N6 01308 DS 30 ABDTS

1 Selact crestion tyne
2 Select OVF and VMK files

3 Select torage

4 Licerse agreements

5 Depioyment aptions =
& Aadiionai sei o
) meiy s ot Hame Capacity © Fiea v Typs -~ Thinpravise Access

stored e
storsz 14318

WMFSE  Swporlsd | Single
Supparied i

Susparied
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Step 5: Select your Management network Step 6: Select Edit VM Settings
and Thick Disk provisioning. EVE OVF
HDD is only 40Gb large. Itis recommended | """ ... " £ 0 s e

after installation to add extra HDD. Section
15.3 Uncheck Power on automatically.

F New virtual machine - EVE-NG-PRO-01

Deployment options
Select

epicymen opions

Step 7: )\ IMPORTANT OPTION for ESXi Step 8: Set desirable RAM for your EVE.
6.7.x or later. B
Set Processors “Number of processors” and
Set “Cores per Socket”. If your server has
dual CPU, then Cores per socket will be
divided by 2. Example below, shows dual
CPU Server VM setup with 48 CPU with 24
cores per socket (2).

Set Expose hardware assisted virtualization
to the guest OS to ON (checked) and set 150 oo
Expose IOMMU to the guest OS to ON z
(Checked) > 5, Network Adapter 1 Inside-70 5 connect x

*E New virtual machine - EVE-NG (ESXI 8.0 virtual machine)

Select crestion type Customize settings

romoanaguestos ONE ral machine harchwara and viriual machine addiional options

Step 9: Power ON your EVE VM and follow | Step 10: Proceed to section 4 “Obtain EVE-
Management IP setup instructions described | NG Professional license”
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in section 3.5.1 for Static IP or 3.5.2 for
DHCP IP.

L\ IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 16

3.2.2.2 ESXi OVF VM update to the latest EVE version

Make sure that your EVE OVF VM is up to date with the newest EVE version.
Follow the steps described in section 5 for upgrade instructions

3.2.2.3 ESXi OVF VM HDD Size expansion

A NOTE: IMPORTANT! DO NOT expand the current EVE OVF HDD. To expand your
EVEs system disk size, please follow the troubleshooting section 15.3

A\ IMPORTANT NOTE: If your Network interfaces order has been changed, please follow
instruction to section 16

3.3 Bare hardware (BM) server installation

3.3.1 BM Server installation EVE ISO

L\ Mandatory Prerequisites: Internet must be reachable from your Server. This 1SO
installation requires internet access to get updates and install the latest EVE-PRO
version from the EVE-NG repository. DNS must resolve names!

Download EVE Professional ISO
https://www.eve-ng.net/index.php/download/

Phase 1 (Ubuntu installation)

Step 1: Create a bootable DVD disk or USB
flash drive with an EVE I1SO image. Boot | Step 2: Select English language. Confirm
your server from I1SO. Chose Install EVE | with Enter.

PRO and confirm with Enter.

Installer boot menu

Press ENTER to boot or TAB to edit a menu entry
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Step 3: Make sure if English US keyboard is Step 4: If your network has DHCP
selected and confirm with Enter. ENABLED, Continue to Step 10

Keuboard conf iguration [ Helo |

Step 5: If your network has not DHCP. Step 6: Confirm interface selection with
Static IP setup. If you have not enabled Enter, select “Edit IPv4” and confirm with
DHCP in the network, you must assign an Enter again.

IP address manually. Use arrow UP key to
select your interface for IP
address.assignment.

Network connections.
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Step 7: Hit Enter on IPv4 Method and select
“Manual”, confirm with Enter.

Network connect lons.

[ Help 1

Step 8: Enter your “Subnet”’, “IP Address”,
“Gateway IP”, “Domain server IPs” and
“Search domain”. Select “Save” and confirm
with Enter. NOTE, it is very important that
your DNS (Name servers) will resolve

Internet names.

Netuork connect ions

19216396, 1

bessiiy ]
ed

T
.

gogle con
Doma L

Step 9: Select “Done” and confirm with
Enter

Network connections

Step 10: If your DHCP IP settings are
correct, select Done and confirm with Enter.

MWetwork connect lons

[ Help 1

o other machines,

Step 11: If you have proxy in use for your
internet, assign your network proxy settings.
If no proxy in use, with Tab key select
Continue and confirm with Enter.

Step 12: Select “Continue” and confirm with
Enter.
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Configure proxy Installing system

Continue

EVE VM Installation Phase 2 (EVE installation)

Step 13: After the Ubuntu “Install Complete”
select “Reboot Now” and hit Enter to
continue.

Install complete!

Step 14: Remove CD/DVD ISO Media.

[ Help 1

Step 15: Return back to EVE console screen
and confirm Continue with Enter, EVE VM
will reboot and continue Phase 2 installation

, then press ENTER:

Step 16: Depending on your internet speed
EVE installation will take some time. After
installation EVE VM will auto reboot and EVE
login screen will appear, login in CLI with
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root/eve and follow installation Phase 3

EVE Installation Phase 3 (Management IP setup and updates)

Step 17: After the installation is completed,

reboot EVE and login as root first time: Step 18: After your EVE is rebooted,
root/eve. Follow the Management IP setup

instructions in section 3.5.1. It is strongly Login to EVE CLI and type:
recommended for bare-metal installations to

use a static IP address. apt update

apt upgrade

Verification: Verify your EVE-NG server installation, type “dpkg -l eve-ng-pro” command, it
must display latest EVE Pro version

root@eve-ng:~# dpkg -1 eve-ng-pro

Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-aWait/Trig-pend
|/ Err?=(none)/Reinst-required (Status,Err: uppercase=bad)

||/ Name Version Architecture
Description

+++- - - -
ii eve-ng-pro 5.0.1-120 amd64 A

new generation software for networking labs.
root@eve-ng: ~#

Step 20: (Optional) If after dockers first install
Step 19: IMPORTANT After update, Step 18 | (Step 19) in the output “dc images” you still
is completed, continue with type: seeing some docker name in the list as
e>,

apt install eve-ng-dockers
This can take some time depending on your
Internet connection and disk speed.

please run the command:
Your output after install must look like: apt install --reinstall eve-ng-dockers

NOTE: If you are installing EVE in the locked
environment and cannot install dockers
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online, please contact with us: info@eve-
ng.net for offline dockers installation option.

dc images

Step 21: Continue to section 4 to obtain
your EVE-NG Professional license

L\ IMPORTANT NOTE: If your Network interfaces order has been changed, please follow
instruction to section 16

L\ IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 16

3.3.2 BM Server Installation Ubuntu legacy I1SO

A\ Mandatory Prerequisites: Internet must be reachable from your Server. This 1SO
installation requires internet access to get updates and install the latest EVE-PRO
version from the EVE-NG repository. DNS must resolve names!

Download Ubuntu Legacy Server installation image/ISO
https://releases.ubuntu.com/focal/

Phase 1 (Ubuntu installation)

Step 1: Create a bootable DVD disk or USB
flash drive with an Ubuntu server image. Boot | Step 2: Select Option Update to the new
your server from ISO. Select English | installer, following by Enter.

language. Confirm with Enter.

Hillkommen ! Blenvenue! Welcome! 4ofpo noxanoeaTs! Helkom!

Installer update available

Jse UP, DOWN ENTEI lect your langu

[ Update to the new
{ Continue without

Step 3: Make sure if English US keyboard is Step 4: Select Option Ubuntu Server [X],
selected and confirm with Done/Enter. following by Done/Enter.

© EVE-NG LTD Page 45 of 293


mailto:info@eve-ng.net
mailto:info@eve-ng.net
https://releases.ubuntu.com/focal/

eve EVE-NG Professional Cookbook

Emulated Virtual Environment Version 513

Next Generation

keyboard configuration [ Help ] Choose type of install [ Help 1

board" to

Step 5: If your network has DHCP Step 6: If your network has not DHCP.
ENABLED, Continue to Step 11 Static IP setup. If you have not enabled
DHCP in the network, you must assign an
IP address manually. Use arrow UP key to
select your interface for IP
address.assignment.

work connect ions

Step 7: Confirm interface selection with Step 8: Hit Enter on IPv4 Method and
Enter, select “Edit IPv4” and confirm with select “Manual”’, confirm with Enter.
Enter agaln. Network connections [ Help ]

Netuork connect ions

[ ensis0 eth -
DHCPva -
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Step 9: Enter your “Subnet”, “IP Address”,
“Gateway IP”, “Domain server IPs” and
“Search domain”. Select “Save” and confirm
with Enter. NOTE, it is very important that
your DNS (Name servers) will resolve

Internet names.

Netwark. connect lons

Step 10: Select “Done” and confirm with
Enter

Metwork connections

Step 11: If your DHCP IP settings are
correct, select Done and confirm with Enter.

MWetwork connect lons

[ Help 1

o other machines,

Step 12: If you have proxy in use for your
internet, assign your network proxy settings.
If no proxy in use, with Tab key select
Continue and confirm with Enter.

Configure proxy

Step 13: Select [X] “Use an entire disk” and
[X] Set up this disk as and LVM group
confirm with Enter. For advnaced (multi
hdd as single LVM) setup it can be Custom
storage option selected. For Custom
storage selection, please refer to the

Step 14: Select “Continue” and confirm with
Enter.
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Ubuntu official documentation Installing susten

Guided storage configuration [ Help ]

guided

[ Continue ]

Step 15: Confirm your HDD configuration Step 16: Select “Continue” and confirm with
Done/Enter Enter.

Storage configuration Installing system

[ continue ]

Step 17: Fill the non-root user profile Step 18: Skip Ubuntu Pro installation
following by Done/Enter Continue confirm with Enter.

Profile setup [ Help ]

[ pone. 1
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Upgrade to Ubuntu Pro

out Ubuntu

[ Lontinue )
[ Back ]

Step 19: Select [X] “Install OpenSSH | Step 20: Select “Continue” and confirm with
Server” and confirm Done/Enter. Enter.

SSH Setup [ Help 1 Installing system

Continue

Step 21: DO NOT Select any other services | Step 22: Select “Continue” and confirm with
confirm Done/Enter. Enter.

Featured Server Snaps [ Help 1 Installing system
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Step 23: After the Ubuntu “Install Complete” | Step 24: Remove CD/DVD ISO Media
select “Reboot Now” and hit Enter to | following by Enter.
continue.

Install complete! [ Help 1

Step 25: Login into your Ubuntu server with Step 26: IMPORTANT: Set root user
previously created non-root user: password, Example:
eveuser/test123
sudo su
Install complete! testl23
passwd root
eve
eve

Step 26: Allow permissions for root Step 27: IMPORTANT: Set root user
administrator user SSH to your server. password, Example:

nano /etc/ssh/sshd config sudo su

Edit to: PermitRootLogin yes testl23

ctrl+o Enter for save passwd root

crlr +x for exit eve

restart ssh service =

service sshd restart
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EVE Installation Phase 2 (EVE installation)

Step 28: SSH to your EVE IP using Putty or other SSH
client. Log in as root user execute:

apt update
apt upgrade

Step 29: Run EVE Pro online installation script. (it is single line command below)

wget -O - https://www.eve-ng.net/focal/install-eve-pro.sh | bash -i

At the end of eve server installation, reboot eve

EVE Installation Phase 3 (Management IP setup and updates)

Step 30: After reboot SSH to your EVE IP Step 31: After your EVE is rebooted,
as root and Setup EVE Management IP
address. A Static IP address for BM setup is | Login to EVE CLI and type:
preferred.

apt update
Follow steps in section : 3.5.1 for static IP, | apt upgrade
3.5.2 for DHCP IP

Verification: Verify your EVE-NG server installation, type “dpkg -l eve-ng-pro” command, it
must display latest EVE Pro version

root@eve-ng:~# dpkg -1 eve-ng-pro

Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-aWait/Trig-pend
|/ Err?=(none)/Reinst-required (Status,Err: uppercase=bad)

||/ Name Version Architecture
Description
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ii eve-ng-pro 5.0.1-XX amd64 A

new generation software for networking labs.
root@eve-ng:~#

Step 33: (Optional) If after dockers first install
Step 32: IMPORTANT After update, Step 32 | (Step 32) in the output “dc images” you still
is completed, continue with type: seeing some docker name in the list as
<none>,

please run the command:
Your output after install must look like: apt install --reinstall eve-ng-dockers

apt install eve-ng-dockers
This can take some time depending on your
Internet connection and disk speed.

NOTE: If you are installing EVE in the locked
environment and cannot install dockers
online, please contact with us: info@eve-
ng.net for offline dockers installation option.

dc images

Step 34: Continue to section 4 to obtain
your EVE-NG Professional license

A IMPORTANT NOTE: If your Network interfaces order has been changed, please follow
instruction to section 16.6

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 16

3.4 Google Cloud Platform

3.4.1 Google account

Step 1: Connect to Google Cloud Platform (GCP)
https://console.cloud.google.com/getting-started

(o} d gle x
“ ¢ @ ® @ hitps//console.cloud google.com/getting-started (R OM «4 n o =
8 Vourfree wiakis waiting: activate now to get $300 credit to explore Google Cloud products. Learn more DISMISS ACTIVATE

O © SoNIN

Get Started with
Google Cloud Platform

12 month, $300 free trial to get you startec.
Always Free products to keep you going

Step 2: Sign into GCP. Create a new GCP account if you do not already have one.
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3.4.2 Goggle Cloud project

Create new project. By default, GCP will offer you a project named “My First Project”. It can be
used as well.

Step 1. GCP top bar, click on “My First Project”

= Google Cloud Platform  Select a project Q@ Search resources and products

Step 2. Next pop up window, click “NEW PROJECT”

Select a project [3  NEW PROJECT
/
) and folders
[_q \ ]
RECENT ALL
Name [
+ §* My First Project @ t-dragon-238421

Step 3. Enter your project name, and confirm “CREATE”
= Google Cloud Platform Q,  Search resources and products

New Project

You have 22 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

Project name *
EVE Test (2]

Project ID: eve-test-276509. It cannot be changed later. EDIT

Location *
M) No organisation BROWSE

Parent organisation or folder

This will take some time.

3.4.3 Preparing Ubuntu boot disk template

Step 1: Open the google cloud shell and press: “START CLOUD SHELL”

= Google Cloud Platform  8* EVE Test w Q  Search resources and products

Activate Cloud Shell

{e} Compute Engine VM instances

A  VMinstances
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[ Q Search Products, resources, docs (/) |

ﬁ} Compute Engine VM instances EICREATEINSTANCE & IMPORTVM  (CREFRESH B START/RESUME @ OPERATIONS » [E) HELP ASSISTANT ~ SHOW INFO PANEL
Virtual machines -~
= Filter Enter property name or value (7] m
VM instances
A [ swus Name T  Zone Recommendations  Inuseby  Imemal P ExtemallP  Comnect
B Instance templates
B Soletenant nodes
.
B Machine images
R®TPUS
o
E1  Committed-use discounts
W Marketplace
=
<
VM instances v
L
# Open editor [ R ¢t B ox

Step 2: create a nested Ubuntu 20.04 image model. Copy and paste the below command into
the shell. Use copy/paste. crtl +c/ctrl +v. It is single line command. Confirm with “enter”:

gcloud compute images create nested-ubuntu-focal --source-image-
family=ubuntu-2004-1ts --source-image-project=ubuntu-os-cloud --licenses
https://www.googleapis.com/compute/vl/projects/vm-
options/global/licenses/enable-vmx

3.4.4 Creating VM

Step 1: Navigate: Navigation Menu/Compute Engine/VM Instances and press “Create”

Google Cloud Platform  $¢ EVETest Q_ Search resources and products
A Home M instances
&} Compute Engine ¥ et
instances
-
@  Kubernetes Engine > Instance groups
() ClodFunct Instance templates Compute Engine
) Cloud Functions .
VM instances
Sole-tenant nodes
J»  Cloud Run
Machine images Comp! you use virtual run on Google's
Disks infrastructure. Create micro-VMs of larger instances running Debian,
STORAGE Windows or other standard images. Create your first VM instance,
Snapshots import it using a migration service or try the quickstart to build a
sample app.
Bigtable
Images
G Import | of  Take the quickstart
Datastore > TRUs
- Committed use discounts
-~ Firestore

Step 2: Assign the name for your VM

Step 3: Set your own region and zone
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Step 4: Edit your Machine Configuration. General-Purpose. Choose the series of CPU platform,

Preferred are Intel CPUs Ice Lake or Cascade Lake.

Step 5: Choose your desirable CPU and RAM settings.

IMPORTANT: “Deploy a container image” must be UNCHECKED.

- Name * \
{ eve-prol (7] J

Labels @

+ ADD LABELS

~ Region * .~ Zone* N
europe-west2 (London) * @ ‘ { europe-west2-c *x @
Region is permanent Zone is permanent

Machine configuration
Machine family

GENERAL-PURPOSE =~ COMPUTE-OPTIMISED  MEMORY-OPTIMISED  GPU

Machine types for common workloads, optimised for cost and flexibility

~ Series
N2 - ‘

Powered by Intel Cascade Lake and Ice Lake CPU platforms

~ Machine type
n2-standard-4 (4 vCPU, 16 GB memory) - ‘
<> vCPU Memory
v 4 16 GB

Vv CPU PLATFORM AND GPU

Display device

Enable to use screen capturing and recording tools.

[ Enable display device gm—

Step 6: Select Boot disk. Press Change

Boot disk @

Name eve-com-5

Type New balanced persistent disk

Size 10GB

Image @ Debian GNU/Linux 11 (bullseye)

CHANGE e

Step 7. Select Custom images, Select Project (EVE-test) and the custom boot images you
created previously. Choose HDD disk type and size. HDD size can vary depends of your

needs.
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Boot disk

Select an image or snapshot to create a boot disk, or attach an existing disk. Can't find
what you're looking for? Explore hundreds of VM solutions inMarketplace

PUBLIC IMAGES CUSTOM IMAGES SNAPSHOTS EXISTING DISKS

SELECT A PROJECT
Show images from: EVE Test i
E] Show deprecated images

Image *
‘nested-ubuntu-focal ~— v

Created on 21 May 2022, 10:10:47

Bootdisk type* —— Size (GB) *
‘ SSD persistent disk g v 50 e

vV SHOW ADVANCED CONFIGURATION

SELECT CANCEL

Step 8: Allow https traffic and create VM

Identity and APl access @

Service accounts @
[ Service account

Compute Engine default service account v

Requires the Service Account User role (roles/iam.serviceAccountUser) to be set for users
who want to access VMs with this service account. Learn more

Access scopes @

(® Allow default access

(O Allow full access to all Cloud APIs

() Set access for each API

Firewall @

Add tags and firewall rules to allow specific network traffic from the Internet
[C]) Allow HTTP traffic

Allow HTTPS traffic

345 EVE-NG Pro installation

Step 1: Click VM Instances to get access SSH to your VM, Connect to the VM with the first
option “Open in browser window”
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Columns =
Name ~ Zone Recommendation Inuse by Internal IP External IP Connect
@ evel europe-west2-c 10.154.0.3 (nic0) 35.189.102.127 [ SSH | ~ ]
Open in browser window

Open in browser window on custom port
Open in browser window using provided private SSH key
View geloud command

Related Actions Use another SSH client

I
I
-]
i
&

$ SSH-in-browser

Step 2: Launch installation with:

Type the below command to become root:
sudo -1

Start EVE-PRO installation
wget -O - https://www.eve-ng.net/focal/install-eve-pro.sh | bash -i

Step 3: Update and upgrade your new EVE-Pro
apt update

apt upgrade
Confirm with Y

Step 4. Reboot EVE. Allow some time for reboot and then press “Reconnect”

pw version ot' ccnf:l.g f:Lle /Dtcv‘con —sﬂtup/compcse I°0 8859 iy 1nc fan

ew version <

bw version

Ew version

bw version The SSH connection to VM instance ‘eve-pro’ was lost. Learn more about improving
W version SSH session persistence.

fw version

2 DR Dismiss
e-getup (1.1
: deferring

ro-info-data (0.23ubuntu0.11l) ...

buntu-minimal (1.361.3) ...

Step 5: IMPORTANT: Setup IP
Once the IP wizard screen appears, press ctrl +c and type the below command to become root:
sudo -1
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Root P
Type the Root Pa
logoooac

Now follow the IP setup wizard.
IMPORTANT: set IP as DHCP!

Step 6: Reboot
Step 7: Dockers installation. After EVE is rebooted, reconnect the SSH session:

Type command to become root:
sudo -1

Type command to update EVE
apt update

Type command to Install Dockers
apt install eve-ng-dockers

3.4.6 Access to Google Cloud EVE-PRO

Use your public IP for accessing EVE via https.

= Filter VM instances Columns ~
Name ~ Zone Recommendation In use by Internal IP External IP Connect
@ evepro europe-wesi2-c 70.154.0.2 (nic0) 35.246.119.90 [ SSH ~ :
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Sign in to start your session

Native Console

Default web login: admin/eve

3.4.7 Optional: GCP Firewall rules for native console use

Step 1: Navigate: Navigation menu/VPC Network/Firewall rules

Google Cloud Platform & EVE-PRO-PROJECT ¥

#  Home M instances K CREATE IN
Pins appear here @ X |
STORAGE ) 4,\E Filter VM instances
@ Bigtable | Name ~ Zone Recomm
@ evepro  europe-west2c
58 Datastore > 3
3 Firestore >
= Storage >
£ saL
.,Y « Spanner

& Memorystore

ma  Filestore

NETWORKING
T VPC network >
VPC networks
s Network services > External IP addresses
X L Firewall rules
] Hybrid Connectivity >

Routes

e Network Service Tiers VPC network peering

Step 2: Create new firewall rule

Firewall rules CREATE FIREWALL RULE C' REFRESH

Firewall rules control incoming or outgoing traffic to an instance. By default,
incoming traffic from outside your network is blocked. Learn more

Note: App Engine firewalls are managed here.
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Step 3: Create an ingress FW rule; allow TCP ports 0-65535
& Create a firewall rule

Firewall rules control incoming or outgeing traffic 1o an instance. By default,
incoming traffic from outside your network is blocked. Learn more

Name

ingress-eve

Direction of traffic
@ Ingress <=

Egress

Action on match
o Allow
Deny

Targets /

Allinstances in the networlk A

Source filter

IP ranges

Source IP ranges

0.0.0.0/0 € /

Second source filter

None A

Protocols and ports
Allow all

® Specified protocols and por‘ls/
 ep: 0-65535
udp :

Other protocols

Disable rule

Step 4: Create an egress FW rule; allow TCP ports 0-65535

Firewall rules control incoming or outgoing traffic to an instance. By default,
incoming traffic from outside your network is blocked. Learn more

Name

egress-eve
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Direction of traffic
Ingress
® Egress —d——

Action on match
® Allow

Deny

Targets /

Allinstances in the network

Destination filter

IF ranges

Destination IP ranges

Vd

0.0.0.0/0 £

Protocols and ports
Allow all

® Specified protocols and ports

v 1cp: 0-65535
udp:

Other protocols

Disable rule

Summary FW rules.

Name Type

egress-eve Egress

Targeis

Apply to all

Filters

IP ranges: 0.0.0.0/0

Protocols / ports Action Priority

1cp:0-656635 Allow 1000 default

default-allow-htips Ingress

ingress-eve Ingress

htips-server

Apply to all

IP ranges: 0.0.0.0/0

IP ranges: 0.0.0.0/0

1op:A443 Allow 1000 default

1cp:0-65535 Allow 1000 default

3.5 EVE Management IP Address setup

3.5.1 Management static IP address setup (preferred)

A IMPORTANT NOTE: EVE Docker stations for html console access are using network
172.17.0.0/16. Please avoid use this network on the EVE management or other clouds or

interfaces.

The steps below will walk you through the network setup and assign a static management IP

for EVE.

enter

field are not visible.

Step 1: Log into the EVE CLI using the default
login root/eve After login, type your preferred
root password for EVE, default is eve.
Remember it for further use. Confirm with

NOTE: Typed characters in the password

Step 2: Retype your root password again
and confirm with enter.
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Type the Root Passuord:

< 0K

Root Password
Repeat. the oot Password:

Step 3: Choose your EVE VMs hosthame. By
default, it is eve-ng. You can leave it as it is.
Confirm with enter

Hostnawe
Type the short hostname For the
systen:

T

< 0K ]

Step 4: Type your domain name for your
EVE VM. By default, it is example.com. The
default value can be used as well.

Confirm with enter

DS domain nane
Type the DNS domain nane for the
system:

eve-ny net

< 0K )]

Step 5: Using the arrow keys, select the
option “static”, confirm your selection with
the space key, followed by enter

Step 6: Type your desirable EVE
management IP. Confirm with enter.

Type the IF address for
Hanagenent. Netuork:

172.25.1.20

Fanagement. Network IP Address
the l
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Step 7: Type the subnet mask of your EVE
management network. Confirm with enter.

Hanagenew
Tupe the Subnet Hask for the
Management Metwork:

it Network Subnet Rask l

Step 8: Type your networks gateway IP.
Confirm with enter.

nagenent. Network Def teway
Type the Default Gateway for the
Managenent Network:

172.25.1.1_

Step 9: Type your networks primary DNS
IP. Confirm with enter.

IMPORTANT: DNS must be reachable and
resolve public addresses.

Primary DNS server
Type the IP IP address of prinary
server:

192 .168.90.201_

Step 10: Type your network Secondary
DNS IP. Confirm with Enter.

IMPORTANT: DNS must be reachable and
resolve public addresses.

Secondary server.
Tupe the IP address of sccondary DHS
server:
0.0.0.8

Step 11: Type your preferred NTP server IP.
It can be left empty as well; in this case, your
EVE VM will automatically assign the time
from its host.

HIF server
hostnane/IF address of NTF

Type the
for initial clock sunc (leave cnpty
if not used):

—

Step 12: Skip this step. By default, it is set
to direct connection (no proxy).

Confirm selection with enter. EVE will
reboot automatically.

A NOTE: If required, the Proxy settings
can be configured later using EVE
WEB GUI System/System Settings
described in section 3.5.3
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A IMPORTANT NOTE: If you are setting up your management IP for the first time (fresh
EVE installation), please return to the install section and complete installation Phase

3.

3.5.2 EVE Management IP address setup via DHCP

A\ IMPORTANT NOTE: EVE Docker stations for html console access are using network
172.17.0.0/16. Please avoid use this network on the EVE management or other clouds or

interfaces.

The steps below will walk you through the network setup and assign a management IP for EVE

via DHCP.

Step 1: Log into the EVE CLI using the default
login root/eve After login, type your preferred
root password for EVE, default is eve.
Remember it for further use. Confirm with
enter

NOTE: Typed characters in the password
field are not visible.

oot Password
Type the oot Passuord :

e

Step 2: Retype your root password again
and confirm with enter.

Root Passuord
Repeat. the Root Password:

Step 3: Choose your EVE VMs hostname. By
default, it is eve-ng. You can leave it as it is.
Confirm with enter

Step 4: Type your domain name for your
EVE VM. By default, it is example.com. The
default value can be used as well.

Confirm with enter
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Hostname
Tupe the short hostnane for the
systen:

o

i< 0K ]

DS domain nane
Type the DNS domain nane for the
system:

< 0K |

Step 5: Using the arrow keys, select the
option “dhcp”, confirm your selection with the
space key, followed by enter

Use DHCP/Static IP Address
Use DHCF or Static IP Address for
the wetwork adapter on Management
Hetuark?

]
) static

Step 6: Type your preferred NTP server IP.
It can be left empty as well; in this case, your
EVE VM will automatically assign the time
from its host.

NP server

‘the hostname/IP address of NTP
for initial clock sync (leave enpty
if not used):

e

0K )

Step 7: Skip this step. By default, it is set to
direct connection (no proxy).

Confirm selection with enter. EVE will
reboot automatically.

A NOTE: If required, the Proxy settings
can be configured later using EVE
WEB GUI System/System Settings
described in section 3.5.3

x conf iguration
can

t comect ion

(3 anommous
€3 outhenticated prosy
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L\ IMPORTANT NOTE: If you are setting up your management IP for the first time (fresh
EVE installation), please return to the install section and complete installation Phase
3.

3.5.3 Internet proxy setup

Step 1: If you have a proxy in use for your Internet, login into your EVE WEB GUI using your
EVE IP https://aaa.aaa.aaa.aaa

Default username: admin
Password: eve

Step 2: Select Tab: System/System Settings

& Main - ®2019 Eve-NG

-]

(¢ 2
£ System logs
Stop All Nodes

thilemanager Current position | root

Step 3: Enter your Proxy IP and Port following by “Submit”. For authenticated Proxy, use your
username and password.

System settings

Radius Server #1 4 Port Secret
0.0.0.0__ 1812 = essese
Radius Server #2 4 Port Secret
0.0.0.0 1812 = ssssse
Proxy Server P Port User Password
0.0.0.0__ 8080 o
Template visibility unprovisioned images
Disk critical size Minimal free space (GB)
5 =
Html 5 terminal setting Color scheme |gray-black
Y

Font size |12 -

Management Interface setting Enable IPV6 l:‘
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3.5.4 EVE Management IP address reset

If for any reason you need to change these settings after the installation, you can rerun the IP
setup wizard. Type the following command in the CLI and hit enter:

rm -f /opt/ovf/.configured
Then type:
su -

Once you log into the CLI again, EVE will go through the network setup again. Please follow
the steps in section 3.5.1 for Static IP or 3.5.2 for DHCP IP.

3.6 Native telnet console management setup

If you prefer to use a natively installed telnet client to manage nodes inside EVE, follow the
steps below:

3.6.1 Windows Native Console

Step 1: Download the EVE Windows Client | Step 2: Install it as administrator
integration pack:

Open
http://www.eve-ng.net/downloads/windows- %W
client-side-pack Pinto Start
7-7in b
Step 3: Leave the option for UltraVNC Step 4: Continue with Next. When it asks to
checked. UltraVNC is very tiny and the choose Ultra VNC Options, only leave the
preferred VNC client for Windows by EVE. UltraVNC Viewer checked, the rest is not
# Setup - EVE-NG-Win-Client-Pac - . needed.
Select Components
Which components should be installed?
Setup - UltraVNC
Select the components you want to install; dear the components you do nat want to Select Components @
install, Click Mext when you are ready to continue, Which components should be installed? 1
plink 0.68
putty 0.68 (]

Select the components you want to install; dear the components you do ot want to

ultravnc_wrapper.bat 1KB I install. Click Mext when you are ready to continue.
wireshark_wrapper bat 1KB
Modify Windows registry for putty, ultravnc and wireshark 13 ‘CUS‘Dm installation ‘ A ‘
Save on Disk crt, putty, ultravnc and wireshark .reg files ] UlraVNC Server Sient 2.3MB
[ vireshark 2.2.5 x64 ] UltraVNC Server 48MB
UltraVNC 1.2.12 %64 UltraWNG Viewer 2.7ME
[ Ultra¥NC Repeater 0.2MB
] Upgrade 1.0.8/1.0.9 .. Upgrade can be done while vnc is running 7.5MB

Current selection requires at least 0.7 M8 of disk space.

Current selection requires at least 4,0 MB of disk space.

NOTE: The Wireshark option for EVE spose | _estz ] [ coned
Professional is left unchecked, because
Wireshark is already integrated into EVE
PRO.
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Step 5: Continue with Next and finish the
installation.

By default, EVE Windows Client Integration will install Putty as your Telnet Client. The default
location for the EVE Windows Client Integration software and .reg files is: “C:\Program

Files\EVE-NG”
Set the default telnet program manually in Windows 10. Example: Secure CRT

Step 1: Go to: Windows Settings/Apps/Default Apps/Choose Default Apps by Protocol

Step 2: Set your default Telnet program:

TELNET SecureCRT Application
URL:Telnet Protocol ﬁ

A NOTE: The first time click on the type of link that is used to access a running node
inside EVE via telnet, the browser will ask to choose the telnet program. If you have
prepared your default telnet program with the instructions above, you have to choose
your default Telnet program.

Example: Firefox browser:

Launch Application X

This link needs to be opened with an application.

Send to:

SecureCRT Application

Choose other Application Lhoose...

[JRemember my choice for telnet links.

Cancel Qpen link

Set your default application, check the box “Remember my choice telnet links” and click Open
link

3.6.2 Linux Native Console

The steps below will show how to setup the native consoles pack for Linux Mint 18 (Ubuntu):

Step 1: Go to the EVE Linux Side Step 2: Open the link to GitHub

integration pack download page:
https://github.com/SmartFinn/eve-ng-

http://www.eve-ng.net/downloads/linux- integration
client-side

Step 3: Scroll down to the installation part
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Installation

Ubuntu and derivatives

You can install eve-ng-integration from the official PPA:

Step 4: Login as root to your Linux system and enter the commands below:

NOTE: An internet connection is required. Enter each command line below one after the
other

sudo add-apt-repository ppa:smartfinn/eve-ng-integration

sudo apt-get update

sudo apt-get install eve-ng-integration

A For other Linux native console setup options please refer to:
https://github.com/SmartFinn/eve-ng-integration

3.6.3 MAC OSX Native Console
Download the EVE MAC OSX Client integration pack and install it:

https://www.eve-ng.net/index.php/download/#DL-OSX

3.7 Login to the EVE WEB GUI
EVE PRO is using https 443. Login to the EVE management Ul:
https://<your_eve_ip>/
Default user access:
User: admin
Password: eve
A NOTE: You can change your EVE Admin password, please refer to section 7.3.1.2

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 16
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4 EVE-NG Professional Licensing

EVE-NG Professional and Learning Centre editions require purchasing and uploading a
license to activate its features. Licenses are based on an annual subscription.

EVE-NG permits up to 32000 accounts to be created but restricts the number of
simultaneous sessions per role to the licensed amount. To increase the number of active
sessions, please purchase additional licenses on top of the base license as shown below.

A\ Definition: Simultaneous session (1 license) means one active connection to the
EVE-NG Web GUI.

Li inf ti Examplel EVE-Professional: The license information page
ICENSe Iniormation shows 2 Admin accounts. This means 2 Admin role-based

accounts can be logged into the Web GUI simultaneously. If a

Bxprity Dater 20130507 third Admin account logs into the Web GUI, the first active
Admins: 2 Admin session will be disconnected. Please note that the first
Editors:  © Admin’s labs will keep running. EVE-NG PRO can have up to
Users: o 128 accounts, but active sessions to the Web GUI are
restricted to the number of purchased licenses.
Example2 EVE Learning Centre: The license information
page shows 2 Admin and 3 Lab-user role accounts. This
means 2 Admin and 3 User accounts can be logged into the
Expirity Date: 20190507 Web GUI simultaneously. If a fourth User account or third
Admins 2 Admin account logs into the Web GUI, the first User or

Admin session will be disconnected. Started labs will keep
running. EVE-NG Learning Center can have up to 32K
accounts, but active sessions to the Web GUI are restricted
by the number of licenses purchased.

Editors: 0

Users: 3

4.1 EVE-NG Professional Base license

EVE-NG Professional Edition - 1 Year License

https://www.eve-ng.net/index.php/buy/

EVE-NG PRO features multi user support and assigns all accounts as Administrators.
The license allows for 2 simultaneous users.

Products in your shopping cart

EVE-NG Professional Edition - 1 Year License 1 $109.66
EVE-NG Professional Edition - 1 Year License

This license unlocks all Pro features and two active

Administrator accounts sessions

The Administrator role can manage everything in EVE-NG

without restriction

This includes creating, deleting, and modifying all folders,

labs, nodes and accounts.

| have a discount coupon Total price: $131.59
Total TAX/VAT (20%) : $21.93

For EVE-PRO Administrator role permissions, please see section 4.4.
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4.2 EVE-NG Learning Centre licenses

EVE-NG Learning Centre Edition - 1 Year License
https://www.eve-ng.net/index.php/buy-corporate/

EVE-NG LC features multi user support and assigns accounts as Administrators, Lab-Editors
or Lab-Users.

The first minimal Base A license allows for 2 simultaneous Admin users. It is necessary to
use an Administrator account to create or manage EVE LC and other user’s role-based
accounts.

EVE-NG Professional Base - 1 Year License 1 99,00 €

This license unlocks all Pro features and two active S :
Minimum Mandatory Base license

eve

Administrator accounts sessions.

EVE-PRO allows up to 128 accounts to be created but

restricts the number of active sessions, per role, to the

licensed amount. To increase the number of

simultaneous account sessions, please purchase Remove from order

additional licenses below. if no need this option

Optional Licenses Change quantity

EVE-NG PRO Administrator - 1 Year License _ 1 * 99,00€ [
This license unlocks one additional active session for the
GVG Administrator role.
The Administrator role can manage everything in EVE-
NG without restriction.
This includes creating, deleting, and modifying all folders,
labs, nodes and accounts.
The Administrator is the only role that can create or

modify accounts.

EVE-NG PRO Lab Editor - 1 Year License 1 + 350,00 €
This license unlocks one additional active session for the

eve

Editor role

The Editor role is restricted to a personal folder and is
authorized to create, delete, or modify additional folders,
labs, and nodes within it.

EVE-NG PRO Lab User - 1 Year License 1 + 300,00 €
This license unlocks one additional active session for the

eve

User role

The User role is restricted to a personal folder and is only
authorized to start, stop, and wipe nodes. An
Administrator account is required to manage folders and
labs within a Users folder.

EVE-NG PRO - A Base License (Mandatory)

This license unlocks all Pro features and two active Administrator accounts sessions. This
license is mandatory for EVE LC edition.

The following licenses below can vary per your needs.

EVE-NG PRO - Administrator License

This license unlocks one additional active session for the Administrator role.
The Administrator role can manage everything in EVE-NG without restrictions.

This includes creating, deleting, and modifying all folders, labs, nodes and accounts.
The Administrator is the only role that can create or modify accounts.

EVE-NG PRO - Lab-Editor License
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This license unlocks one additional active session for the Lab-Editor role.
The Lab-Editor role is restricted to a personal and the Shared folder and is authorized to create,
delete, or modify additional folders, labs, and nodes within them.

EVE-NG PRO - Lab-User License

This license unlocks one additional active session for the Lab-User role.

The Lab-User role is restricted to a personal and the Shared folder and is only authorized to
start, stop, and wipe nodes. An Administrator account is required to manage folders and labs
within a User’s personal folder.

Example: EVE Learning Centre Licensing for 1 Teacher and a 5 Students class.
Licence model below includes:
e Two administrator accounts, necessary for EVE LC labs and other user account
management
e One Lab-Editor-role based account, assigned to the teacher to create/manage labs
and assign them to the Shared folder for Students use. The Lab-Editor role is
restricted to a personal folder and is authorized to create, delete, or modify additional
folders, labs, and nodes within it.
Optional: If wanted / needed, the Lab-Editor account for the teacher can also be
replaced by an Administrator account instead.
e Five Lab-User role-based Student accounts allowing running a class with 5
simultaneous students connected to the EVE HTML GUI.

EVE-NG Professional Base - 1 Year License 1 99,00 €
This license unlocks all Pro features and two active
eve
s to be created but
ns, per role, to the
2 the number of
ns, please purchase
EVE-NG PRO Lab Editor - 1 Year License 1 + 350,00 €
This license unlocks one additional active session for the
eve
EVE-NG PRO Lab User - 1 Year License 5 + 1.500,00 €
This license unlocks one additional aclive session for the
eve

User role

cted to a personal folder and is only

odes. An

4.3 EVE-NG Corporate licenses

Essentially, this is EVE Learning Centre edition with Lab-Editor role-based accounts only.
This is recommended for corporate use to allow full permissions for EVE labs but to restrict
being able to manage other user accounts or labs. The Lab-Editor role is restricted to a
shared and a personal folder and has permissions to create, delete, or modify additional
folders, labs, and nodes within them.

EVE-NG Learning Centre Edition - 1 Year License
https://www.eve-ng.net/index.php/buy-corporate/

EVE-NG Corporate features multi user support and assigns accounts as Administrators or
Lab-Editors.

The first (mandatory) Base A license allows for 2 simultaneous Admin users. It is necessary
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to have an Administrator account to create or manage EVE LC and other user’s role-based

accounts.

Example: EVE Corporate Licensing for 5 Lab-Editor users.

License model below includes:
e Two administrator accounts necessary for EVE Corporate labs and other user accounts
management (Mandatory Base license)

e Five Lab-Editor role-based accounts. The Lab-Editor role is restricted to a shared and
a personal folder and has permissions to create, delete, or modify additional folders,
labs, and nodes within them.

eve

EVE-NG Professional Base - 1 Year License

This license unlocks all Pro features and two active
Administrator accounts sessions

EVE-PRO allows up to 128 accounts to be created but
restricts the number of active sessions, per role, to the
licensed amount. To increase the number of

simultaneous account sessions, please purchase

additional licenses below.

EVE-NG PRO Lab Editor - 1 Year License
This license unlocks one additional active session for the

eve

Editor role.

The Editor role is restricted to a personal folder and is

authorized to create, delete, or modify additional folders

labs, and nodes within it

EVE Corporate role rights, please follow section 4.4.

4.4 User roles comparison chart

99,00 €

1.750,00 €

Feature Administrator Role Lab-Editor/Teacher role Lab-User/Student role
User accounts management yes no no

User Accounts visibility yes no no

User edit modal visibility yes no no

User Folder's management yes no no

Full EVE root folder tree

access yes no no

Licencing module access yes no no

Nodes management module yes (only own running yes (only own running
access yes nodes) nodes)

Lab management module yes (only own running yes (only own running
access yes nodes) nodes)

Shared lab folder

management yes yes no

Shared folder access yes yes yes

Rename Folders yes yes no

Create labs yes yes no

Delete labs yes yes no

Edit Custom topology

mapping yes yes no

Use only Custom topology

mapping yes yes yes
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Lab objects management add
text, drawing on labs yes yes no
Export/import labs yes yes no
Nodes list management yes yes yes, read-only
Networks management yes yes yes, read-only
Start labs yes yes yes
Stop labs yes yes yes
Search labs yes yes yes
Wipe nodes yes yes yes
Console to all nodes yes yes yes
Export all configs yes yes no
Edit lab yes yes no
Set nodes startup-cfg to
default configset yes yes no
Set nodes startup-cfg to none | yes yes no
Topology refresh yes yes yes
Topology zoom yes yes yes
EVE status yes yes yes
Lab details UUID yes yes yes
See startup configs yes yes no
Delete default startup configs | yes yes no
Create and manage
multiconfig sets yes yes no
Close labs yes yes yes
Lock labs yes yes no
System/Stop all nodes yes no no
Information tab access yes yes yes
Work with more than one lab | yes yes yes
Lab timer function yes yes no
Lab background dark mode yes yes yes
Hide node labels yes yes yes
EVE Cluster administration yes no no
EVE Cluster servers’
assignment per user yes no no

4.5 License purchasing and activation

A\ Before purchasing a license, the customer must have EVE-NG Professional
installed and readily accessible.

A Recommended browser for license operations are: Chrome or Mozilla Firefox

A\ You must be logged in to the EVE WEB GUI as Administrator.

Step 1: Obtain your license request from the Licensing tab of the top menu of the EVE PRO
WEB GUI. License requests will work only if the host machine (and hypervisor if running a
VM) has Intel VT-x/EPT enabled!

(See section 3 for details)
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Step 2: Copy the content of the license request and keep it ready for the order process at
later Step 6. Orders without a license request cannot be processed.

# Main & Management B System ~ @ information ~ [: ]N

s Filemanager  currentposition | root

License Request

- LICENSE FILE REQUEST —--—
OW962U4XxXPKSKV/sS8VjmiqfNi9/uJs
bvTgL1AG6KAbF+sCThm2BpLtzJOOL6t
VUSrirTeuk5AoH3a50tNom3m5T7otWyGr
WEa43b8pee5nSas6ukdgjoK+ihbafkp3
4gxNTvYhwalvTxqnbtShiGnn78WzrZmi
bCBU3fgukeljY6BeyuHuZI5grGwzBDlg
tSlogHWIWGEqdqIhFTSHBGAO6B1JwoF
J20cqsCosudCff47GV3XDBOGELs+ndzB

NYWOxka6lJvC+NP79qvwVEd30SsyhSEx

9ATTESZg1vaRDizmhyNDLr6an8+HUJ30

UpOLI3M3dTWORSNOJrT0PIzobs+dnfFx
2JPYScqfTThSCIpK2PqOMKyi72k0L6vVa
P1NAev54ZhZylqgOFliHzKz7ZQ/DjleK

LqWgyBwkI1758dGgqFAgLBDsxWvxx+sk

9Rdv5fBykOB3Rfg6tHN]INDVU19U

B

Step 3: Go to the EVE PRO or Learning Centre Purchase Portal and choose your Licenses
and quantity.

Licenses that are unnecessary for your EVE Learning Centre or Corporate Edition licensing
needs, can simply be deleted from your order by clicking on the cross next to them to remove
them. Refer to sections: 4.2 and 4.3

Y

EVE-PRO Purchase Portal

EVE-Learning Centre or Corporate Purchase Portal

Step 4: Choose your preferred payment method. We currently support VISA, Mastercard,

Bank/Wire transfer and PayPal.
\

< Back to shopping
v

Step 5: Complete the order form. If your license is for commercial/company use, you must
select Company option.

Billing Information
Licensed to: () Person Company
First name*:
Last name=*:

Address*:

Step 6: At the end please paste your license request content (including header and footer
lines) from Step 2 and Please read and confirm the EULA agreement, which contains vital
information about licenses. For companies, if necessary, in the Order Notes you can add
additional information/reference, e.g. for your accounting department.
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Additional Information

Order Notes
Order Notes

EVE-NG PRO A Base license

License Request®

— LICENSE FILE DATA — \

Accept EULA*

Step 7: After a while (usually 10-30 mins), your license is sent to the E-Mail used in the order
form.

L IMPORTANT: Before loading the purchased license, make sure your EVE has
Internet access. Your EVE DNS settings must be configured properly to resolve the
FQDN. Internet connection is required to validate your EVE license with our EVE-NG
license server.

A IMPORTANT: If your EVE internet is using Proxy, make sure you have set the proxy
settings described in section 3.5.3

A Offline EVE Pro license is supported for Bare EVE installs only. (Dedicated EVE
server). VM Ware and Cloud environment EVE installs require Internet connection.

Step 8: Copy ALL Content of your received License. Important: License key mut include header
and bottom lines as well.

EVE-NG Professional Edition - 1 Year License

=== LICENSE FILE DATA -—
X26XBY 2Bjraqm8gEgwQ7 SFSBKDeyKnWX

PO
SFWpZmbGodickB+YOztEVEOBCSUIPepY2
z70: i pSMYOITb
7 KrKdz
1TQDBS+APIAMBTACAeZ0uaEiceLkuAgS
1x/d13uaONKkeALTSdniKNjsdhXIAkfcq
hGaxs! JtIXpD8

nBWEBAICWPItY bslgtwguMJiAK11QQg0
8prut’YELcBuP TVOmBQDHIIZGJOIXRpo
evacuHdg/kEv89zL02ZTywrMJOIZRnRK
1As7BC5ERVIXQUBSITZISAQSF|IVVACY
agvuHTgW]fm/SmTIisf7GO TIPaxfKqJT7
¥ BuldjTD! L
34nzQFDUSLOPYL4uLCx8V1rrYYaRxUct
of

ming+JMr0le7djyxkh/RBcnxCimKnSVX
0ICaE ToaoJ3XxQAU2iQxyXrTqxtdo0Jt

Step 9: On your EVE WEB GUI, click on License Upload,

@ Information ~ @ Licensing ~

# Main & System ~

# Management -

&t File manager  cCurrent position | root

Paste your licence and click on Upload
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4.6 License deactivation

If you decide to deactivate EVE-PRO license on the host, please follow the steps below:

n

Go to EVE CLI and type:

cd /opt/unetlab/html/

rm eve-ng.lic

cp eve-ng.nolic eve-ng.lic

4.7 License Rehosting.

If you decide to re-install EVE-PRO or move it to another host, please follow the steps below:

A

Step 1.

Step 2.

Pre-requisites:

EVE must have internet access!
Only ONE EVE host must be turned ON and connected to the internet, do NOT have
more than one EVE with the same license turned on at the same time!

Make sure that you have only ONE EVE-PRO instance with this license running.

Make sure you have unrestricted Internet access with a properly configured DNS

server from your EVE server.

Step 3.
Step 4.
Step 5.

(N

© EVE-NG LTD

Load your purchased license onto EVE server you want to rehost to.
Reboot your new EVE
Wait approximately one hour for the licence validation process to finish on the host.

NOTE: The re-hosted EVE server must have internet access to periodically validate
the license. EVE receives a token with a licence validity time of 24 hours. During
those 24 hours, the re-hosted EVE can be used offline. After 24 hours the token time
expires and you have to get EVE online again (for approximately 30 minutes) to
receive a new token.
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5 EVE-NG Professional Update & Upgrade

A Prerequisites: Internet access and working DNS on your EVE-NG is required.

Verify your internet reachability with named ping. Example: ping www.google.com

ping www.google.com

If your ping is success, follow next step for update. If named ping has no success, please verify
your DNS IP assigned for EVE or firewall. Some cases ping can be blocked by FW, but Internet
and DNS are capable to make update/upgrade.

OPTION for bare EVE installations which has bnx2x Broadcom Ethernet drivers, please
rewrite your driver to the newest linux-firmware:

sudo apt-get -o Dpkg::Options::="--force-overwrite" install linux-firmware

5.1 EVE-NG Professional Update

It is strongly recommended to keep your EVE-NG up to date. To update and upgrade, SSH to
your EVE CLI.

To verify your current EVE-NG version, please follow “CLI diagnostic information display
commands” in section 15.1.1. You can verify your current EVE version from the System/System
Status tab on the top menu of the WEB GUI as well.

The newest version of EVE-NG can be verified by checking the official website: http://www.eve-
ng.net. For update to the newest EVE-NG Professional version please follow the steps
https://www.eve-ng.net/index.php/1845-2/
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The year 2019 Major release, EVE Professional Edition: 2.0.6 — 17 (28 November, 2019)
To Update and Upgrade your EVE-NG Professional to the newest version, please follow the steps in the Upgrade

section (reboot required)

Release 2.0.6-17 notes:
IMPORTANT NOTE: !!l Before this upgrade please stop all running labs and nodes !1l

— Important security update
= New HTML5 Console engine Guacamole 1.0
— HTMLS console background color change option

Bugfixe(s):
— Native console login fix

Type the below commands followed by Enter
apt update

In case the prompt asks to confirm with Y/N, answer Yes.

5.2 EVE-NG Professional Upgrade

IMPORTANT NOTE: Make sure you have stopped all your running labs. All nodes in the EVE
must be stopped before upgrade!

For upgrade to the newest EVE-NG Professional version please follow the steps
https://www.eve-ng.net/index.php/1845-2/

Type commands followed by Enter
apt upgrade
In case the prompt asks to confirm with Y/N, answer Yes.

A IMPORTANT NOTE: If you are upgrading EVE PRO from older version, the installation may
ask you to confirm additional! Information:

onf iguration file 'setc/issue’
==> Modified (by you or by a script) since installation.
==> Package distributor has shipped an updated version.
What would you like to do about it 7?7 Your options are:
Yor I : install the package maintainer’s version

Nor 0O : keep your currently-installed version
D : show the differences between the versions
Z : start a shell to examine the situation
The default action is to keep your current version.
issue (Y/I/NO/D/2) [default=N1 7 _

Answer for prompt above is “N”
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| Configuring grub-pc |
A new version (/tmp/grub.tj?zRCNt3z) of configuration file setcsdefault/grub is available,
but the version installed currently has been locally modified.

What do you want to do about modified configuration file grub?

install the package maintainer's version
/I eep the local version currently installed
show the differences between the versions
show a side-by-side difference betuween the versions
show a 3-way difference between available versions
do a 3-way merge between available versions (experimental)
start a neuw shell to examine the situation

<0k>
,)V

Answer for grub-pc version is: “Keep the local version currently installed”

After the completion of the update and upgrade, reboot your EVE Server. Type the following
command and hit enter.

reboot

A IMPORTANT NOTE: Do NOT make EVE updates or upgrades from within the HTML5
Desktop console!
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6 Types of EVE management consoles

A\ IMPORTANT NOTE: EVE Console TCP ports. EVE Pro uses a dynamic port range
between 1-65000. Dynamic means that every time you start a node on the lab, EVE assigns
any free port from this range for Telnet, VNC or RDP access. Static TCP port assignment for
Telnet sessions is not available in EVE PRO.

EVE Pro supports three different console types.

6.1 Native console

EVE Native console option requires locally installed software
to access your lab nodes. To use the Native console option,
you must have Administrator rights on your PC and ensure
the TCP port range 1-65000 is not blocked by a firewall or
antivirus software.

6.1.1 Native Console: telnet

Windows OS: You can use your preferred telnet program like Putty, SecureCRT or others.
Example: Putty as native telnet client on Windows.
To setup Windows native telnet client please follow section 3.6.1

N
|

.
8-
2 + :

&P sui - o x

Linux OS: You can use your preferred telnet program like the Native Terminal, SecureCRT,
or others.

Example: Telnet client from the native terminal on Linux Mint. To setup Linux native telnet
client please follow section 3.6.2

EVE | Topology x

€
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MAC OSX: You can use your preferred telnet program like the native Terminal, SecureCRT,
or others.

Example: Telnet client from the native terminal on MAC OSX. To setup MAC OSX native
telnet client please follow section 3.6.3

6.1.2 Native Console: Wireshark

EVE Professional has an integrated Wireshark Docker station. This allows live captures
without having Wireshark installed on the client machine. The EVE Capture console uses an
integrated HTML session.

Right click on the node you wish to capture, choose capture and the interface. Capture Session
will open in a new browser window.

EVE-PRO supports packet captures on ethernet and serial interfaces.
Select the interface frame type which will be captured:
e Ethernet for Ethernet, Fast Ethernet, Gigabit Ethernet.

e Serial interface frames: HDLC, PPP or Frame Relay.
=z R4_e0/3

Integrated HTML RDP for Wireshark capture
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Console externalize Node hostname and
to Browser tab captured interface

Branch Office

Go Capture Analyze Statistics Telephony Wireless Tools Help

Ginr ==
3” T mioe XNC QesEFITEQQQE
BR-WIN GIO. —
> —_ [ 3 ) Expression...  +
- | No. Time Source Destination pmmm Lengtt Info B
Qo 498 209.656438724 40.1.1.2 mvm,z 78 Echo (ping) reply  idebx
. 499 209-s64109721 192, 168,320,253 {15 10 78 Echo (ping) requ uast ides
ciel 500 209664457574 40.1.1.2 T TCHP 78 Echo (ping) reply  id-0x
501 209.976050074 192 168 20.253 40.1,1.2 ple 3 78 Echo (ping) request id=8x
502 209976410059 192.168.20.253 cHP 78 Echo (ping) reply  ideox
305 212.429399501 30102.06:05:00:01 soiezgiesioniol  Looe eply
504 212655675691 192.168.30.253 1cHp 78 Echo (ping) request id=ox
: 505 212.636098018 40.1.1.2 195i6.30.253 10w 78 Echo (ping) reply  id-x~
G s

 Erame 1: 78 bytes on wire (626 bits), 78 bytes captured (624 bits) on interface o

» Ethernet II, Dst: )
» Thternet Protocol Vereion 4. Src. 192.166.20.253, Dot: 40112

» Internet Control Message Protocol

506210005 00 6130 02 00 06 00 02 88 60 45 00
3 00 00 fe 01 a5 91 c0 a8 14 fd 28 61
o620 a1 03 06 0a fo ao IEHE 8o of b a6 00 60 o¢ o8 ]
80 ac ab cd ab cd ab cd ab cd ab cd ab cd ab cd
b cd ab cd ab cd ab cd ab cd ab cd ab cd

7

7 Ready to load or capture Packets: 505 - Displayed: 505 (100.0%) _Profile: Default

€

1

1

1
() 1
=5 )
j=ai]

F 1 Area 0 |_0.| :
Captured node tab. |
-| Single click opens it. [------- poEss s sssaens 4
Double click close

» tox-oc2

Example: RA-CE live interface GO/1 capture.

To save the captured file on your local PC, please refer to section 11.1

6.1.3 Native Console: VNC

Windows OS: Recommended and tested is UltraVNC but any other compatible one can be
used.

Example: UltraVNC as Native VNC client on Windows. To setup Windows native VNC client
please follow section 3.6.1

Linux OS: Remote Desktop Viewer for VNC Sessions.
Example: Remote Desktop Viewer for VNC sessions on Linux Mint. To setup Linux native
Remote Desktop Viewer please follow section 3.6.2
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QEMU (Linux) - Remate Desktop Viewer
Remote View Bookmarks Help

=G| Connect & | & [ | o

& 7 SendCkakDel

MAC OSX: Preferred VNC program: Chicken VNC
Example: Chicken VNC as Native VNC client on MAC OSX. To setup MAC OSX native RDP
Viewer client please follow section 3.6.3

6.1.4 Native Console: RDP

Windows OS: Windows Native RDP.
Example: Windows RDP session to Win10 host in the lab.

09 - Remote Desktop Connection

Linux OS: Remote Desktop Viewer as RDP session to lab Win10 host.
Example: RDP session to Win10 host in the lab. To setup Linux native Remote Desktop
Viewer please follow section 3.6.2

EVE | Topology *

Homote View Bookmarks Holp

% Connect < &

MAC OSX: Remote Desktop Viewer as RDP session to lab Win10 host.
Example: RDP session to Win10 host in the lab.
To setup MAC OSX native RDP Viewer client please follow section 3.6.3
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The EVE PRO HTML5 console provides a clientless solution
for managing labs and node sessions. Management is
achieved directly through the browser by using the Apache
Guacamole HTML5 Engine. It is very convenient for
Corporate users with restricted Workstation permissions
(Locked Telnet, vnc, rdp).

6.2.1 HTML5 Console window functions

Console transparency

Console externalize
to Browser tab

Console activation line
and area. Makes
console window active

and brings on top

button. Makes all
opened consoles
transparent on the lab.
Click again turns back to
normal view

Full screen console.
Click again turns console
back to normal view

Console close
button

Lab Node name

& SW-DC1

Console minimize button.
Dropping console as tab to the
lab window left bottom corner

Minimize all opened
consoles.

Single click open
console, double
click, minimize it

6.2.2 HTML5 Console: Telnet

HTML5 Telnet console is integrated and opens telnet sessions in the browser.
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%

—
= R S

WFMC-622

192.168.90.70/2

=

Telnet conscle node name
— AT
col) ©
/
]
=]
DHePPOOLVLAN 10 "X ENRTEIPRIIRIRED ~
DHCP POOL VLANZD  (®0)
)

-

LCHeL VH

VLAN 10

Telnet console node tab,
Single click - opens console.
Double click on tab
minimize console

Option: The new Chrome v70.0.3538.110 and higher allows the use of the copy/paste
function inside the HTML session. Type in your Chrome browser
“‘chrome://settings/content/clipboard” and press Add to allow the use of the clipboard
extension for your EVE Server: https://lyour_ip:443

€ C @ Chome settings —

sk whan & ta wants to sea text and images copiad to the </ipboard (recommanded) e

/

o Rtps172.22.7,18:443

Option: The new Firefox v 63.0.3 and higher allows the use of the copy/paste function inside
the HTML session. Type in your Firefox browser “about:config” and enable clipboard values

<« c @ © about:config \
Search clipbeard

clipboard.autocopy modified boolean true
dipboard.plainTextOnly modified boolean true
devtools.soeenshot dipboard.enabled default bodiean false
bled default boolean trus

default badean true.

dom events.asyncClipboard.dataTransfer modified boolean true
dom.events.testing.asyncClipboard modified boolean true

6.2.3 HTML5 Console: Wireshark

Right click on the node you wish to capture, choose capture and the interface. Capture Session
will open in a new browser window.
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EVE-PRO supports packet captures on ethernet and serial interfaces.
Select the interface frame type which will be captured:

e Ethernet for Ethernet, Fast Ethernet, Gigabit Ethernet.

e Serial interface frames: HDLC, PPP or Frame Relay.

#  R4_e03

0

Capture Data Link Type

Ethemet
cisco Hdle
Cisco PPP
Frame Relay

Console externalize Node hostname and
to Browser tab captured interface

Branch Office

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

o % QQqTF
L] vy EaaalE
i <) Expression...  +
No Source Destination Protocol Lengtt nfo
458 269 SSEATIE 0112 20.1.1.2 10 78 Echo (ping) reply
do0 209 ooseoTz1 192166, 0.259 40112 10w 78 Ecto (pimg) Foquast 1deay
500 209664457574 40.1.1.3 197.066.30.253 0w 78 Ect ) reply”  sdox
501 209.976050074 mz G2 il 10p 78 Echo (ping) request id-ox
502 2091976410059 192.166.20.253 10w © m (pind) reply
593 212 aasz53s01 so »z es osio0io1  spcoiogiosionel  Loop
5891 19; 112 1o 58 Echo’ (ping) request ~ id=ox
305 312 ae00001 0. 113 193.166.30.253 1cHP 78 Echo (ping) reply  id-ox

» Frane 1: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 6
» Ethernet I, Src ), Dst: )
» Internet Protocol Version 4, Src; 192.168.20.253, st 40.1.1.2

» Internet Control Message Proto

HQDC 1
Primary

oo ool e w0 PP €
830060 feol 2501 coag14fd2801 @ (
20 01 02 05 00 10 ed WHEE 0 01 o0 00 00 00 o¢ 28 ]
80 ac ab cd ab cd ab cd ab cd ab cd ab cd ab cd
ab cd ab cd ab cd ab cd ab cd ab cd ab cd

7 Ready to load or capture Packets: 505 - Displayed: 505 (100.0%) _ Profile: Default

F 1 Area 0
Captured node tab. e

f| Singleclickopens it. [ =ma e R
Double click close

To save captured file to your local PC, please refer section 11.2

6.2.4 HTML5 Console: VNC

HTML5 VNC console is integrated and opens VNC sessions in the browser.
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S
=

(=] o momnd—fro2.169 90 0r24}

| FMC.

-622
192.168.90.70/24

VNC console node name

o f S
(cor)
o
\
&3

DHCP POOL VLAN 10 > a
DHCP POOL VLAN 20 (cor) €0/1.20 192.168.20.1/24]
D)

VLAN 10
VI.ANZI)m
VNC console node tab,
vl Single click - opens console.
E Double clickon tab
© minimize console
» Win7-1

[DHCP VLAN 10)

6.2.5 HTML5 Console: RDP

HTML5 RDP console is integrated and opens RDP sessions in the browser. For Windows 7, 8,
10, Windows Server 2012, 2016 please mind the note below.

—
=

A] = {0 rmgmn)—rsz.168 50,02

@ FMC62:

2
192.168.90.70/24]

RDP console node name

DHCP POOL VLAN 10 L e0/1.10 192.168.10.1/24 -
DHCP POOL VLAN 20 €0/1.20 192.168.20.1/24]

VLAN10 (c00)

VLAN 20

o
RDP console node tab,
Single click - opens console.
Double click on tab

Eymry minimize console

#. Windows 7 Uttimate

A IMPORTANT NOTE: For all Windows nodes, the console type must be set to RDP-
TLS in the node template. RDP-TLS node console option is actually only used with
HTML5 RDP sessions.

The username and the password can be configured in the node edit settings. This will
allow you resize HTML RDP console without re-login in the windows host.
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Example below, Edit node, Win10, Console type rdp-tls, username: user and
password: Test123

EDIT NODE

Template

Windows -
ID

7
Image

win-10-x86-20H2v3 v

Name/prefix

HQ-PC

lcon

M Desktop2.png -

uuIiD

2c938db1-a889-4d70-ac4b-17ab622e74c6

CPU Limit I ]

CPU RAM (MB) Ethernets
2 4096 1

First Eth MAC Address

50:0a:00:07:00:00

QEMU Version QEMU Arch QEMU Nic

4.1.0 7 x86_64 < tpl(e1000) =

QEMU custom options

-machine type=pc,accel=kvm -cpu host,+pcid,+kvm_pv_unhalt,+kvm_pv_eoi,hv_sf

Startup configuration Satellite

None = sak1 =

Delay (s)

0

Console
rdp-tls -
N
RDP Username
user
r

RDP Password

Test123
N
Left Top
60 573

m (ancel
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6.3 HTMLS5 Desktop console

EVE PRO HTML5 Desktop provides a full-featured clientless
solution for managing labs and node sessions. Management is
achieved directly through the browser by using an integrated
docker desktop that is accessed through the Apache Guacamole
HTML5 Engine. The docker contains a full featured Linux
desktop and is very convenient for corporate users with
restricted workstation rights (locked telnet, vnc, rdp).

6.3.1 Login to HTML5 Desktop console

Step 1: On your first login to the EVE HTML5-Desktop console, EVE will open a new HTML
window session to an integrated Docker management station. On the Desktop you will see
another EVE login icon.

Step 2: Double-click the “Link to EVE | Login” icon and log into EVE using NATIVE console.

Inside of the integrated docker station, it will open another session to EVE. All features inside
of the Docker Desktop will work as you are used to with the Native console.
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6.3.2 HTMLS5 Desktop Console: telnet

The integrated management docker station telnet client allows you to telnet to nodes. Telnet
sessions are in a tabbed style as shown below.

6.3.3 HTMLS5 Desktop Console: Wireshark

Right click on the node you wish to capture, choose capture and select the relevant interface.
The capture will open in an RDP session window.

EVE-PRO supports packet captures on ethernet and serial interfaces.
Select the interface frame type which will be captured:
e Ethernet for Ethernet, Fast Ethernet, Gigabit Ethernet.

e Serial interface frames: HDLC, PPP or Frame Relay.
Z  R4_e0/3

The integrated management docker station Wireshark client allows you to capture and save
captured files onto the docker station. For instructions on how to save files to your local PC,
please refer to section 11.3
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DHCP MAT Cloust
160254250024

=

7 Moady ta luad e capiurs Packsts: 5 - Displayed: § (100.0%) Praflla: Default

6.3.4 HTML5 Desktop Console: RDP

The integrated management docker station RDP client allows you to open Remote Desktop
sessions to Windows nodes. For directions on how to transfer files to the local PC, please refer
to section 12

FreeROP: 172.17.0.1:50209

DHCP NAT Cloud
169.254.254.024

10.1.1.024
- G

192.168.20.1 (=)
VLAN20 ()

V120 192.168.20

R -
[

AT jsceret

6.3.5 HTMLS5 Desktop Console: ThinClient Files exchange

The HTML5-Desktop console offers an amazing feature that allows you to exchange files
between your host PC and the EVE management Linux host. Please refer to section 12 for
detailed instructions.
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7 EVE WEB GUI Management

7.1 EVE Management Page

The Main EVE management window

== C SD-WAN Lab

8, %8 &4 2 @ o= Management buttons o[ = oeve

T

(m]

The lab preview actual picture appears after 3-5 seconds.

7.1.1 Management buttons

O kB ¢ & ©® & & @ < Q

Button Description

0 Select All or Deselect All folders or labs in the EVE tree

b Create/Add new Lab

P Change selected item name. To use this option, please select the folder or lab
that you want to rename. You must not rename the Shared folder, the Users
folder or any folder inside the Users folder.

gz Move selected item(s) to a different location. To use this option, please select
the folder(s) or lab(s) that you want to move.

& Delete selected folders or labs. You must not delete the Shared folder, the
Users folder or any folder inside the Users folder.

& Import an EVE lab or lab folder from a previous export. Import file must be in
.zip format

© EVE-NG LTD Page 93 of 293



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 513

Next Generation

Y Export EVE lab or folder. Select folder(s) and/or labs you wish to export and
select this option. The export is saved to your local PC in .zip format and is
ready to import to another EVE.

@ Toggle the sorting folders and labs between alphabetical and last edit date
(ascending/descending cannot be changed currently).

z Refresh current folder content

Q Lab Search function, case insensitive and match directory as well
Find Lab
Find lab name containing: | nat

B -

7.1.2 Management tabs

# Main # Management ~ & System ~ @ Information ~ O Licensing ~ ©2018 Eve-NG

Description

Returns back to the EVE Home Management screen.

Tab
Management dropdown, opening the management submenu.

Management submenu, refer to sections: 7.3, 7.3.2, 7.3.3

System dropdown.

System submenu, refer to section 7.4
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m Settings

Cluster Management

Information dropdown

Information submenu, for details see section 7.5

Licensing dropdown

Licensing management, please see section 4

7.2 Folders and Lab files management

This section will explain how to manage folders and labs on the EVE management page.

7.2.1 Folders Management

EVE Professional has three default folders used for various operations. These must not be
deleted or renamed (see below).

0O E & ¥ 8 & & B ©C

O Running
O Shared 23 Mar 2018 02:41
O Users 18 May 2018 12:48

e Admins can create additional folders for any user.
e Editors can create or manage folders in their own profile/folder or within the Shared
folder

7.2.1.1 Default folder Running

EVE professional allows a single user to run multiple labs and switch between them with the
Running folder.

Running

MyLabFolder 18 May 2018 14:07
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Example:
e Start alab and close it

e Open and start another lab and close it
When you open your Running folder, you will see both running labs in it. It is easy to switch

between labs.

The example below is showing two running labs in the Running folder.

.r!i.Filemanager Current position | root | Running

[ ccooee |

0 [ ] 4 |2} £ & = <
O [test_lab1 18 May 2018 12:58
O [Rtest_lab2 18 May 2018 13:36

7.2.1.2 Default folder Shared
To manage the Shared folder an Admin or Editor user account is required.

The EVE Professional Shared folder is visible to all EVE users. Admin and Editor Accounts can
create folders or labs and place them into the Shared folder.

Shared 18 May 2018 15:16

Users 18 May 2018 14:31

Example: An Admin creates a lab and places it into the Shared folder.
The Shared Lab is recommended to set “any” Cluster Satellite
Step 1: Create a lab, refer to section 8.1

Step 2: Select the lab you wish to move to the Shared folder and press Move to (or create it in
the Shared folder from the start).

i File manager  current position | root Move files to ...
—
-~ Files selected to move:

O B s 38 & 2 B8 ¢

m} Running [ test_lab2.unl

m} Shared 23 Mar 2018 02:41 Current files position

O MeUsers 18 May 2018 12:48 New path

v
Vi [test_labl.unl 18 May 2018 12:58 ‘
5 Running tFolder
O [test_lab2.unl 18 May 2018 13:36 pr—

Users
Cancel

Step 3: Another user account can use the lab placed by the Admin in the Shared folder
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ik File manager  cument,

AddSoder

o msxe &2 8o

O& t 18 May 2018 12:58

A NOTE: Every user has its own profile; this means that every user has an independent
Running folder where this lab runs independently from other users.

A NOTE: Labs can be created and modified (e.g. settings and preconfigs) by an Admin
or an Editor user. The User role can use the lab only exactly the way it was configured
by an Admin or Editor and is unable to change any settings.

A NOTE: Admins and Editors can create folders and labs inside the Shared directory

7.2.1.3 Default folder Users
To manage the Users folder, an Admin user account is required.

The Users directory is a default EVE folder where Editors and Users have their personal folders
stored.

[SURUNN oy e
Shared 18 May 2018 15:16

Users 18 May 2018 14:31

Once an Admin has created a new Editor or User account, EVE will automatically create a
folder with the user login name under the default directory Users.

Example: Below you can see the folders for the users with the following login names: test2,
test3 and test4

o File manager  curentposition | root © Users

O R » = 0| & & B &
O test2 18 May 2018 14:30
m] test3 18 May 2018 14:29
O testd 18 May 2018 14:31

A NOTE: An Admin can manage any user’s folder or place labs in it.

7.2.1.4 Create folder

&hi File manager  current position ' ros ot

ool

An Admin or Editor user account is required.

Type the new folder name and click “Add Folder” sz === =)=
a Running
A\ NOTE: Editors can only create folders O e shared 18 May 2018 13:48

within their own profile folder or in the Shared folder
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7.2.1.5 Delete folder

An Admin or Editor user account is required. L Fllemanager  cureposion
e ==
Select the folder you wish to delete and press A0BEH BR0E
Delete. 5
va MyLabFolde 18 May 2018 14:07
A NOTE: All folder content will be deleted as @ === TCEFIRE
We“ C Jsers 18 May 2018 12:48
O Wtest_labl.un 18 May 2018 12:58
. . O Wtest_labz.t 18 May 2018 13:36
A NOTE: Editors can only manage their own '
or the Shared folder
7.2.1.6 Move Folder ol —
[ ] n =
An Admin or Editor user account is required. N NS
& muytablolder T

Shared 18 May 2018 13:49

Select the folder you wish to move and press the
Move to button.

&
o Users 18 May 2018 12:48
o 18 May 2018 12:58
-

& May 2018 13:36

A NOTE: Editors can only manage their own or
the Shared folder

Files selected to move:

Select the target destination for your folder and MyLebolder
confirm by clicking on Move. :

New path

7.2.1.7 Export Folder

Select the folder(s) you wish to export from your EVE and press Export.

i File manager  current position | ro

=
0O & # i a8 2
Running \
J v MyLabFolder 18 May 2018 14:07
Shared 18 May 2018 15:16

Save the exported file as .zip to your local PC. The exported zip file is ready to import to another
EVE instance.
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Opening_Exports_eve-ng_export-2018031-172551 zip X
You have chosen to open:
B _Exports_eve-ng_export-20180518-172551.zip

which is: WinRAR ZIP archive (749 bytes)
from: http://192.163.90.23

What should Firefox do with this file?
(O Openwith | WinRAR archiver (default) -
(@ Save File

(Do this automatically for files like this from now on.

Cancel

If your browser is set to save downloaded files to a default directory, your exported file will be
saved in the browsers default downloads directory.

7.2.1.8 Import Folder
A IMPORTANT: Importable file MUST be in .zip format, do NOT unzip the file.

Step 1: Press the Import button.

i File manager  current position | root

Add folder

OB ¢# % 8 &2 B C
] Running \
m} MyLabFolder 18 May 2018 17:24
m} Shared 18 May 2018 15:16
m} Users 18 May 2018 14:31

Step 2: Choose the zipped file that contains EVE folders with labs.

@ File Upload x
+ » ThisPC s Desktop » Exports » v | @ | Search Exports »
Organize ¥ New folder Bz ™ @
B This PC A Name Date modified Type Size
B 3D Objects EIGRP cfg set 2 File folder
[ Deskiop. B FIGRP cfg set 2zip WinRAR ZIP archive 2KB
%] Documents B EIGRP cfg setaip WinRAR ZIP archive 4KB
n B Firepower_poc_623zip WinRAR ZIP archive 51 KB
4 Downloads
BB UD_Iab_folderip WinRAR ZIP archive 258 KB

J Music
B videos
i System (C)

s Donna ()
s Dats (G) v

File name: |UD_lab_folderzip ~ [\ Al Files () v

Step 3: Press the Upload Button

& File manager  current postion

Hame. size Progress Status Actions

U, tab tolder.ip a2sus /mm M

1w s x|n)s|ze|e

Step 4: After you made sure your folder is imported and has all its content (labs), you can close
the upload session.
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Choose a lab for more info
MyLabFolde 18 May 2018 17:24
18 May 2018 15:16
19 May 2018 01:32

18 May 2018 14:31

o o|lo oo o

W FirePower £10 622 Poc Multihomed A 12Apr 2018 11:16

7.2.2 Lab files Management

You can manage created labs from the main EVE file manager window

adaFile manager  cumeer posan

7.2.2.1 Create Lab
The Admin or Editor user account is required.

A NOTE: An Editor can create labs only within his personal folder or in the Shared folder

Click on the New Lab button and refer to section 8.1

siaFile manager  current position | ro

o\m|s = &z 2 @z
Running
MyLabFolder 18 May 2018 14:07
Shared 18 May 2018 15:16

7.2.2.2 Delete Lab
The Admin or Editor user account is required to delete labs.

A NOTE: An Editor can delete labs only within his personal folder or in the Shared folder

Step 1: Select the lab or labs you wish to delete and then press the Delete button
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#Management ~

Bsystem~  @Information~ @ Licensing ~ ©2018 Eve-NG

i Filemanager  current position oot

Add folder
Delete selecled ilems
o|mle x[alla|lzele
Running \

MyLabFolder 18 May 2018 14:07

Shared 18 May 2018 15:16
Users 18 May 2018 14:31
@ Mitest lablunl v 18 May 2018 12:58

[ test_lab2.unl 18 May 2018 13:36

7.2.2.3 Clone Lab
The Admin or Editor user account is required to clone labs.
A NOTE: An Editor can create labs only within his personal folder or in the Shared folder

The cloning feature provides a very convenient way to duplicate original labs to share with
others or base another lab on it.

Cloned labs will copy exported configs (on supported nodes) but will not copy saved
states/configurations in Qemu nodes like Windows hosts, Cisco ISE, or other Qemu nodes that
are not supported by the export config feature. Please refer to section 10.3 for more information
on configuration export for labs.

Step 1: Select the lab you wish to clone and move the mouse pointer (blue) to that lab, an extra
option will appear. Click on Clone.

aFile manager  current position | root

OB ¢ » 8 & &2 C
Running
MyLabFolder 18 May 2018 14:07

Shared 18 May 2018 15:16

Users 18 May 2018 14:31
v Bitest_lab1.unl =

$iMoveto (£ Rename t[\{u

Eitest_lab2.unl 18 May 2018 13:36

Step 2: Your lab will be cloned with all your exported configurations or configuration sets with
a new name.

B test_labi.unl 18 May 2018 12:58

B test_lab1_1526649330089.unl \/ 18 May 2018 16:15

Step 3: The lab has been cloned lab and can be renamed to your liking. Move the mouse pointer
to the cloned lab and choose Rename.

B test_labi.unl 18 May 2018 12:58

$<Moveto | (2 Rename | [)Clone u

Step 4: Rename it, and click OK to confirm

Btest_lab1.unl 18 May 2018 12:58

“ =

test_labl_mynew_clone|
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7.2.2.4 Move Lab
The Admin or Editor user account is required to move labs.
A NOTE: An Editor can create labs only within his personal folder or in the Shared folder

Step 1: Select the lab you wish to Move and move the mouse pointer (blue) to that lab, an extra
option will appear. Choose Move to.

W test_labLunl 18 May 2018 12:58

¢ Witest labl_mynew clone.unl ~w #noveto (#rename  Diclone [0

i test_lab2.unl 18 May 2018 13:36
Step 2: Choose the path to the new destination and [EEE»

confirm by clicking Move

Files selected to move:

I test_lab1_mynew_clone.un

New path

7.2.2.5 Export Lab

Select the Lab(s) you wish to export from your EVE Server and press Export.

fa File manager  curent positon

Jizzees]
| " 4 2 B °

] Runnir
[m] MyLabFolde 18 May 2018 17:24
O W Share 18 May 2018 15:16
o 2 18 May 2018 14:31
w2 Bitest_lablun 18 May 2018 12:58
~'E [Witest_lab2.un 18 May 2018 13:36

Save exported file as .zip to your local PC. The exported zip file is ready to import into another
EVE.

Opening _Exports_eve-ng_export-20120516-172551 zip x

You have chosen to open:
B _Exports_eve-ng_export-20180518-172551.zip

WinRAR ZIP archive (749 bytes)
from: http://192.168.90.23

whis

What should Firefox do with this file?

O Qpenwith | WinRAR archiver (default) >
@Save File

(Do this automatically for files like this from now on.

Cancel

If your browser is set to save downloaded files to default directory, your exported file will be
saved in the browsers default downloads directory.

7.2.2.6 Import Labs

A IMPORTANT: Importable file MUST be in .zip format, do NOT unzip the file.
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Step 1: Press the Import button.

i File manager  current position oot

0O B # & B | & & B C

™~

] Running

m] MyLabFolder 18 May 2018 17:24
] Shared 18 May 2018 15:16
m} Users. 18 May 2018 14:31

Step 2: Choose the zipped file which contains the EVE labs.

@ File Upload X
« © A [ ThPC > Desktop 5 Bxports » v O | search Bxports »
Mew folder =~ M @
Name Date modified Type size
EIGRP cfg set2 1 File folder

. OneDrive B FIGRP cfg set 2zip iNRAR ZIP archive 2KB
5 B ThispC B EIGRP cfg setaip WinRAR ZIP archive 4K8

- B Firepower poc R23zip WinRAR ZIP archive 51K8

= Doms €) \

& Network

File name: |Firepower_poc_623.zip [\ AllFiles () -

Step 3: Press the Upload Button

o2a File manager  cunent position  root

Name. size Progress status Actians

O M 72 ¥ ®» &4 2 8 ©
O MRunning Choosealab for moreinfo

O W myLabFolder 18 May 2018 17:24

Step 4: After you made sure your lab is imported, you can close the upload session.

daFilemanager  cures postion 100

o Choose.alabor moreinfo
MyLabrold 18May 20181724
0 WS 18May 2018158
18 May 2018 1421
I FirsPower FTD 623 PoC Multibomed Hi.un 12Apr 2018 11:26
Wtest_labi 18 May 2018 12:58
Y

test laba.u 18 May 20181336
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7.3 EVE Management Dropdown Menu

7.3.1 EVE User management

The User Management page, under the
Management dropdown, will allow Admin
accounts to manage other user accounts.

& System ~ O information ~ O Lice

A Only the Admin role is allowed to create or edit user accounts.
7.3.1.1 Creating a new EVE User

Step 1: Open the User management submenu. Management>User management and click Add
user

mmmmmmm Email Name fole Valid From Expiration oD Autions

Step 2: The Add New User management window will pop up. Fill in the main information about
your EVE user
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Add New User

User Name

testuser

Authentication internal ~

Password

sssssse

Password Confirmation

ITTTTTY

Email

test@eve-ng.net

Name

Test User{

Role [ Administrator v l

Console

Satellites

any

Account Validity

From to

-1 0 -1 0
POD
4
Quotas
CPU 4 RAM 4
(GB)

Add Cancel

© EVE-NG LTD Page 105 of 293



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 513

Next Generation

Step 3: If your user will be Radius authenticated, please Select Radius from Authentication
menu. Passwords will be stripped off, because authenticator will look Radius server for user
password. How to setup radius server IP and Shared secret please follow Section:16.1

Add New User

User Name

testuser

Authentication | radius h

Password

sessssssssssssssse

Password Confirmation

ssssssssssssssssse

Step 4: If your user will be Active Directory (LDAP) authenticated, please enable Active
Directory from Authentication Menu. Passwords will be stripped off, because authenticator will
look Active Directory server for user password. How to Active Directory server IP please follow

NOTE: Username for Active Director must contain domain at the end of username. Example:
labuser@eve.lab

Add New User

User Name

labuser@eve.lab

Authentication active directory

Password

0000000000000 0000

Password Confirmation

Step 5: If you have bought other EVE licenses, you can choose the preferred user role. For
licensing and user roles please refer to section 4

Name

John Tester

Role | Administrator

Administrator

From | jcer 0 o 1 0

POD

1

Step 6: Set the Console type for the user. If Console type is set exact: Native, HTML or HTM5
Desktop, user after login in the EVE will be forced to use selected Console Type. If Console
Type is set to “any”, user is able to choose Console type on Login page which Console will be
used.
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Role‘ Lab User v ‘
Console

any

html5
Desktop

Satellite

Step 7: Sticky Lab. Applies for User role only. Set the specific Lab for the user “sticky lab”.
After login in the EVE User will directed only to this lab. He cannot close the lab to get in main
Lab management page. User can Start/Stop/Wipe lab, as well save his lab work on the lab
devices. Follow Section: 7.3.1.5

Lab| None ~

Sat

/Shared/A1.unl
/Shared/F SD-WAN Kids Lab.unl
/Shared/RS CCNP TS Lab_test.unl

Acc

Fro

-1 0] -1 0
Step 8: Satellites assignment per user (Editor or User) require Administrator account
Satellites

any |

any
master

SAT01B
The User Cluster Server value “any” is set by default.
Set the Cluster Satellites for the Lab Editor. This applies for Lab Editor roles. Lab Editor will
stick to selected Satellites. Lab Editor will be forced and allowed to use only selected Satellite
server or choose between the Satellite servers if it is assigned more than one server. If the Lab
has set to use any satellite server, then Lab Editor will be assigned to use lowest satellite ID.
Example: Lab Editor has assigned to use SAT1 (ID1) and SAT2 (ID2). The Lab has set to use
“any” satellite. This Editor lab will be automatically assigned to use first available Satellite with
lowest ID1, SAT1.
Editor has rights to change Satellite per node for own created Labs.

Editor cannot change satellite assignments for Shared Lab. The Shared Lab is recommended
to set “any” Cluster Satellite,

If the Lab is created on the Satellite servers which are NOT in the Lab Editor allowed Satellites
list, this lab will not start.
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Example: Lab is created to use Master server only, but Lab Editor is allowed to use only SAT1
Server. Lab Editor will not be allowed to start this Lab.

If the Lab contains nodes which are assigned to run on the Satellite server which is NOT in Lab
Editor allowed Satellites list, this node will not start.

Example: Lab several nodes are assigned to use Master server only, but Lab Editor is allowed
to use only SAT1 Server. Lab Editor will not be allowed to start these nodes.

Set the Cluster Satellites for the Lab User. This applies for Lab User roles. Lab User will
stick to selected Satellites. Lab User will be forced and allowed to use only selected Satellite
server or servers.

Example: Lab User has assigned to use SAT1 (ID1) and SAT2 (ID2). The Lab has set to use
“any” satellite. This Lab User lab will be automatically assigned to use first available Satellite
with lowest ID1, SAT1.

If the Lab is created on the Satellite servers which are NOT in the Lab User allowed Satellites
list, this lab will not start.

Example: Lab is created to use Master server only, but Lab User is allowed to use only SAT1
Server. Lab User will not be allowed to start this Lab.

If the Lab contains nodes which are assigned to run on the Satellite server which is NOT in Lab
User allowed Satellites list, this node will not start.

Example: Lab several nodes are assigned to use Master server only, but Lab User is allowed
to use only SAT1 Server. Lab User will not be allowed to start these nodes.

User Profile and Lab nodes Satellite use hierarchy

~ sat value = X

" Node 7 User Profile

/\Sat =Any N > contains X ?
Y;[s Yes No

sat value = X - TN —L - -
_~Lab Sat N " User Profile ™~ /Node start on\ { Node Cannot |
=Any - > contains X ? - _. Sat X ,‘ | Start /
7 ~—_ T \\7 i AN - ,/

[ l - |

Yes

User “\\

Sat y ——No ]

Node Start on the \\

/N Node start 0"\| ( | lowest Sat 1D present in |

‘\\7 Master )/e \ the User's Profile /’

rd

Step 9: Set the access date and time From - to. If the fields are left empty (untouched), your
user will have no time restrictions for accessing the EVE Server. Account validity with time
settings is available for Editor and User roles only.

A Admin accounts have no time limit for account validity and resource, and Account
Validity time or resource cannot be set.
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Account Validity

From 1 0 to 1 9
FOD
1
Quotas
CPU B - RAM B a
(GB)

Step 10: The POD number is a value assigned to user accounts automatically. POD numbers
are like user profiles inside of EVE and are a unique value for every user Think of PODs like a
virtual rack of equipment for each user. Admins can assign a preferred number between 1-128.
Please keep POD numbers unigue between users!

Step 11: Set user limitation to use eve resources. “-1” value is unlimited EVE resource. Only
Editor and User roles can be set for EVE resource limitation, Quota.

Example: editor user is allowed to run/create labs for x4 CPU and 8Gb RAM.

Quotas
CPU - RAM -
(GB)
Success @ Error @ V¥ In case of violation these settings, user will

receive alert message in the notification area:

w05 User's CRLU quota wiolation

Step 12: Press ADD m Cancel

7.3.1.2 Edit EVE User

Step 1: Open the User management submenu. Management -> User management and choose
which user you want to edit.

User management #  FManagement

»
Database of users ore i
a
a
a

mmmmmm Email Hame Role Valid From Expiration Pon Actions

Step 2: The Edit user management window will pop up. Now you can edit necessary user
information, roles, or access time. Confirm settings by pressing Edit at the bottom of the
window.
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Edit User

User Name

editor

External Auth ( Radius )]

Password

Password Confirmation

Email

admin@eve-ng.net

Name

Editor uldis

Role| Lab Editor v

satellite[satl v |
Account Validity
From 1 0 to 1 0
POD

2
Quotas
CPU 16 RAM 32

(GB)

7.3.1.3 User session termination

Administrator has rights to terminate active user session to the EVE server. Press Kick to
disconnect user from EVE HTML session.

User management
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7.3.1.4 User monitoring

There is a dropdown menu next to “Add User” called “More Info” that can provide additional
information about your users. Click the checkbox next to the relevant information that you would
like displayed. Additional columns will be added for each checkbox that is chosen.

User management

Database of users / 7 S s

susrl Facu swari@evelsh e 06a We11220530 81128070 Wi N A

ki intermal w163 16Ny 28035 12100 ! Nk
adhmirz acis admn 063 ' N A A

7.3.1.5 User role sticky lab

Sticky Lab. Applies for User role only. Set the specific Lab for the user, “sticky lab”. After login
in the wEB, EVE User will directed only to this lab. He cannot close the lab to get in main Lab
management page. User can Start/Stop/Wipe lab, as well save his lab work on the lab devices.

Pre-requisites for this feature: For Lab selection from the list, the Lab must be upload in the
Shared folder by admin first. If Lab Menu is selected to “None”, User can close the Lab and
open another shared Lab for him.

The value “None” is set as default.

Lab| None ‘ v ‘

/Shared/A1.unl
/Shared/F SD-WAN Kids Lab.unl

Acc
/Shared/RS CCNP TS Lab_test.unl
Fro 0
T U 1 0
Edit User
User Name'’
studo1

External Auth ( Radius )

Password

ave CCNP Troubleshooting Lab
s coanan GrG2led by Ulds & Anthony, EVE-NG Pro, 2019

o~ Aratz
7 was0m0

Password Confirmation 2020:12:122

B6P e/

= 25 .

ssssscssssssssssss pesslii. {5 s s B .
{0 e T

el OSPFv2#

OSPFY3 #6

Email

stud0l@eve.net

@
wn

VLAN 0 1021104 HSRP Act 251 ongd T4

VLAN20! 1022224 HSRP St 284 OHGP sarver

LAN T 1021228 HSRF 5 239

VLANZE. 10221024 HSRP hcl 254

Name VLAN 200; 192168.112%27 gy EIGRP 10 (IPva) - VLAN 200: 192.968.1.130027
RIP Zone (IPV6)
Student 01
Role Lab User hd
Console html5

Lab /Shared/RS CCNP TS Lab_test.unl

mani
VLaNz30; 92168113277

Satellite satl ~

Account Validity

From

-1 0 1 o
POD
5
Quotas
cPU 4 & RAM 1 B
(GB)

m Cancel
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7.3.2 EVE Node management

The Management dropdown has a submenu called
“Node Management.” The Node management
menu displays all currently running nodes within
EVE. Within this menu, an Admin account can
manage or even console to any user’s nodes.

# Main Syste @ Iinformation ~ O Lig

A\ NOTE: Editor and User accounts are able to see and open console sessions to their
own running nodes only

A\ NOTE: Admin accounts are able to see and open console session to all users running
nodes

Labname Labio username Node Name Template Action

7.3.2.1 Node management actions

Button Action
-~ Open a console session to the running node
n Stop the running node

7.3.2.2 Node management filtering function

Each column in the Node Management Menu has a field or sort sign that will allow you to filter
the list to only display information related to the entered value.

Example: Click on “CPU Usage” The CPU column will sort running nodes with most CPU
consummation on the top.

Node management PR ——
Running nodels)

Lbsame ke Useens me o ET—— M usage 5] Disk usage (68} Tempiste action

asaa 13 06 oe0 P

000c¢

am 008 oz

‘‘‘‘‘‘ st 158 am oas oz

Each column can be sorted alphanumerically by clicking on the column name.

Example: click on the column Username and EVE will sort all running nodes in alphabetic order
by username.
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Node management
Running nade(s)

Labasma Labin Usamams ~ sat Noda wama P usage (%) RAM wsaga (%) repe—— Templats action

7.3.3 EVE Lab management

The Lab Management page, under the Management
Dropdown, displays running or stopped labs for all
users. In this menu an Admin account can manage or

rosition

even open up any user’s running labs. In the columns
CPU and Memory usage will be displayed actual
t a|e running lab CPU and RAM utilization.

A\ NOTE: Only labs which are using space on EVE HDD will be displayed.

A NOTE: Editor and User accounts are able to see and open their own running labs only

A NOTE: Admin accounts are able to see, open, and join any users running or stopped
lab.

Labame Sute «  LabUuD Satelite Username <P usage () Mamery usage (5% Disk usage [G8] Astion

atdackct.

ased1doch.

asdidoch

» =
L f =
o 0 =
o 0 =
° o Py =0
o o et =08
- o o s *8
wdise o o aess B8

Several columns in the Lab Management Menu have a field that will allow you to filter the list
to only display information related to the entered value.

Example: Enter username in the field to filter labs created by “admin”

Lab(s) management

Running Labis

Librane state Labuwn Satatite

[E—— [rrm—— Dk wsage (08) + action

Example: Click State to sort running labs on the top.

Lab(s) management

Running Labs|

~,

tabasme state « # Labuuro Satelite Username. CPU usage (%) Memory usage (%) Disk usage (G0} Action

Example: Click on “Disk Usage” sorting labs with most HDD usage on the top
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Lab(s) management
Running Labis)

Labasme state Usarmame U urage (%) Mamocy usage (%] Disk veage (00)

poees |

......

7.3.3.1 Lab management actions

Button Action
= Open the running or stopped lab.
S Stop the running lab. The running labs will be displayed on top of list.
E Wipe lab. Clean up HDD space. NOTE: this action will delete saved lab

configurations.

Once an admin has opened another user’s running lab, that user’s username will be displayed
at the top of the left menu to help the admin keep track of which user’s lab was opened.

7.4 EVE System Dropdown menu

PRV SR emenney The EVE System dropdown contains the system
settings, Cluster Management, system utilization status,
log files, and an option to stop all running nodes on the
server.

CITCETR W The System Settings page, under the System Dropdown, will
show EVE System settings for:
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System settings

Cluster Network

Docker Network

NAT Network

Radius Server #1

Radius Server #2

Active Directory Server

Base DN

dc=eve,dc=lab
EVE-NG Active Directory Group

EVE Users

Proxy Server

Template visibility

Licence check

Disk critical size

Html 5 terminal setting

Management Interface setting

Web service setting

CPU/Memory settings

© EVE-NG LTD

172.29.130.0__

172.17.0.0

172.29.129.0__

134

192.168.70.201

14

0.0.0.0__

134

192.168.70.200

0.0.0.0__ 0
unprovisioned images | Disable v |
User's login control | Strict v

Minimal free space (GB)

3 $ ‘

Color scheme | gray-black v |

Font name ‘ monospace v ‘

Font size ‘11 < |

Enable IPV6 [

Enable Caching

Port

1812

Port

1812

Port

389

Dedicated CPU for Services (Reboot required) |2 < |

Numa Balancing [}

User

Secret

Secret

Enable TLS

Password

Cancel
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e Cluster Network. EVE-NG cluster members VPN network, used for
intercommunication between EVE-NG cluster members. Customizable, please,
change the first three octets to your preferred network. Format of network A.B.C.0/24.
The mask /24 is hardcoded. (Value example: 192.168.90.0). The master EVE
server IP of wgO interface will be assigned: A.B.C.254. Rest Cluster members IPs of
wgO interface will be assigned accordingly EVE satellite ID, First EVE satellite ID1 IP
will be A.B.C.1. NOTE, after changes of this network, the whole EVE cluster
members reboot is required!

o Docker Network. EVE-NG Dockers network. Used for dockers and docker consoles.
Customizable, please, change the first two octets to your preferred network. Format
of network A.B.0.0/24. The mask /16 is hardcoded. (Value example: 172.18.0.0).
The master EVE server IP of dockerO interface will be assigned: A.B.C.1 NOTE, after
changes of this network, the whole EVE cluster members reboot is required!

e NAT Network. EVE-NG NAT Network, “Natting” internal EVE NAT network to the
management pnet0/cloud0 EVE management interface IP. Used to have Internet in
the labs with different network. DHCP service is enabled on this interface
automatically. Customizable, please, change the first three octets to your preferred
network. Format of network A.B.C.0/24. The mask /24 is hardcoded. (Value
example: 192.168.100.0). The gateway and DNS IP of the NAT network interface will
be assigned: A.B.C.254. NOTE, after changes of this network, the master EVE server
reboot is required!

e External Radius Server, IP port and shared secret key
e Active Directory Authentication support
v'IP address of AD and port 389 or 3268 (TLS)
v' For TLS Active directory communication option, select TLS
v" DN: Example if domain is eve.lab, then DN syntax is: dc=eve,dc=lab

v' EVE-NG Active Directory Group: Example: EVE Users. EVE will search Your
Group name in whole domain folder tree.

EVE-NG Active Directory Group

-

Note: The username in of the Active directory user account must match with AD username.
Username must have domain at the end of username. Example: evelabuser@eve.lab
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Add New User

User Name

labuser@eve.lab

Authentication | active directory -

Password

Password Confirmation

sssssssssssssssnsse

Proxy server IP and port, for authenticated proxy use username and password

Template visibility is default settings for
templates list on topology. Disable state
(default) will not show on topology Nodes list
with unloaded images. In the Nodes list will
appear only uploaded images. The checkbox
“Show unprovisioned templates” will show all
available image templates.

ADD ANEW NODE

[] Show unprovision:

Mothing selected

ArstaVEDS e

ArUba ClearPass e

Aruba 0%-C

License check is value where you can set EVE user session login behave.

v' The Value Strict does not allow user login if all available licenses have active
sessions (screenshot below, Insufficient Licenses). If user has finished work
with EVE server and closed browser, EVE server will clear this user connection
session automatically after 1 minute.

v" The Auto logout will terminate oldest connected user session to the EVE
server.

Note: Administrator has rights terminate any user session, please refer Section: 7.3.1.3

Licence check User's login control | Strict ~
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Disk critical size is value when EVE will start Success ® Errord v
alert you about HDD space limit is reached. If

you will set 5Gb value, your EVE will start Alert Only 260GB free on EYE HDD

show warning messages in notification area, | ~'7#° actnewHbDIG confinue (HED )
Example is showing limit set to 500GB.
Recommended is set 3-5 GB value.

Html 5 terminal setting Colorscheme |gray-black

HTML5 Terminal settings Option to
change console colour scheme, fonts, =

font size and backgrounds.

Fontsize |12 -

Management interface settings

Option to enable IPv6 on the EVE ~ Managementinterfacesetting 0 o yio 1o [
Management interface
WEB Service caching. Option to enable Web service setting Enable Caching

WEB caching EVE for Management
interface

CPU/Memory Settings dedicated cores for EVE services. Suitable for EVE machine
with more than 8 vCPU cores. Select the dedicated amount of CPU cores for system
use.

CPU/Memory settings Dedicated CPU for Services (Reboot required)

CPU NUMA Balancing enables or disables CPU NUMA balancing settings. Suitable

for EVE machines with up to x6 vCPU cores. If your EVE has 8 or more vCPU cores
disabling this option will force to use of CPUs if full scale and you will achieve better
and more nodes to start in your labs.

Numa Balancing [}

Cluster Management

YT Pl The Cluster Management page, under the System Dropdown, will
show Cluster Management options, and cluster members
resources utilization. Please refer to Chapter EVE Cluster System
14

System status

ParsmeaEpemell  The System Status page, under the System Dropdown, will show
EVE server resource utilization, the number of running nodes per
template, current running versions of EVE and Qemu, and the
current status of the UKSM and CPU Limit options.
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System status

Ll System status

running IOL nodes

8

running Docker nodes

running Dynamips nodes running QEMU nodes

0

running VPCS nodes

0

UKSM - “Ultra KSM (kernel same-page merging) is a Linux kernel feature that allows the KVM
hypervisor to share identical memory pages among different process or virtual machines on the
same server.” It can be disabled globally for EVE on this page. It is recommended to keep

UKSM enabled.

Template

Cisco vIOS

Number of nodes to add Image

1 vios-adventerprisek9-m-15.6.2T

Name/prefix

vios

Icon

@ Routerpng

UuIiD

cPutimit [ v

CPU RAM (MB) Ethemnets
1 1024 4
limit.
Reference:

CPU Limit — CPU limit is used to limit CPU
overloads during the nodes run time. It acts
like a smart CPU usage option. If a running
node reaches 80% CPU utilization, the CPU
Limit feature throttles CPU use for this node
to 50% until process usage drops under 30%
for a period of 1 minute.

It is recommended to keep the Global CPU
Limit option enabled.

CPU Limit can be turned for individual nodes
in a lab. EVE node templates are set, by
default, with the recommended CPU limit
settings. An Unchecked CPU Limit option
means that this node will boot without CPU

https://searchservervirtualization.techtarget.com/definition/KSM-kernel-samepage-merging

7.4.4 System logs

FIO S el The System logs page, under the System Dropdown, will

Add folder

display EVE server log information

In the menu you can select a specific log file for inspection.
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System logs o gus ©

System log viewer

Select log file Number of Lines Searchtext

:» | | n—

File output st

The Stop All Nodes option, under the System Dropdown, is an
option that stops all running nodes on the EVE server. This
option is accessible only by Admin users.

Same can be achieved issuing cli command:

/opt/unetlab/wrappers/unl wrapper -a stopall

7.5 EVE Information Dropdown menu

L e el 1 he Eve Information Dropdown contains links to the EVE
Website, EVE forum, EVE YouTube channel, and the
web-based EVE Live Help chat.

To join the EVE Forum, in order to make posts or
download materials, a forum user account must be
created.

To join the EVE Live Chat for support, please use your Google account for access, or create a
new user account for this chat. Please note the forum and live chat use separate user accounts.

7.6 EVE Licensing Dropdown menu

The EVE Licensing dropdown contains options for
managing your EVE license.

@ Licensing ~ 018 Eve-NG

The License Information Window will display the
expiration date along with the number of licenses that
have been activated

Add folder

License information display:

License information

Expirity Date: 20190518
Admins: 2
Editors: 1

Users: 1

For License Request and License Upload, please refer to section 4.5 for more information.
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7.7 Other Tab line info

22:24 & admin (= Signout

Other items on the top menu are: Real-time clock, a shortcut to edit the currently logged in user,
and a sign-out button.

7.8 Lab preview and global settings

Once you click on a lab in the folder tree, a main window on the right side will display schematic
content of the lab as well as lab management options like open, edit, and delete.

The actual lab topology appears after 3-5 seconds.

uFile mansger

202010:12

O 11 Jun 2020 180

7.8.1 Lab preview window

The lab preview window displays the schematic position of nodes and their connectivity. The
actual lab topology appears after 3-5 seconds. The Scale option allows you change the lab
preview size.

C SD-WAN Lab
Scale
300%
1509
125%
/ 100%
auto-scale

Lab Path: /SD-WAN/C SD-WAN Lab.unl

Version: 1
UUID: T9509bce-37€3-410b-bT51-beb9229568a4
Author:

Deseription:
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7.8.2 Lab preview buttons

In the lab preview, these buttons allow you to manage the selected lab.

Button Description
m Opens the Lab to the Topology Canvas
Opens the Labs Global Settings. Refer to section 7.8.4 for more info.
Deletes the lab

7.8.3 Lab preview information

Description, version, UUID etc.

Lab Path: /test_lab1.unl Description:
Version: 12 Here is short description of Lab
UUID: 95692558-5ach-4308-ab66-64fabaobdalf

Author: John Tester

7.8.4 Lab Global Settings

Lab Global Settings Page is opened when you click on B& the Edit button below the Lab
preview window.

satellite any

Shared 5.
with

Lab Countdown Timer 0 7. Secands

This page allows you to fill out important information about the lab. The red numbers in the
picture correlate with the numbers listed below

1. Lab name.
2. Version: Version numbers allow a lab author to assign a value to a unique state of a
lab. Increase the number to correspond to new developments in the lab. If left unfilled,

EVE will assign a value of 1 automatically.

3. Author: You can add a lab author name in this field
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4. EVE Cluster Satellite choice. By default, EVE will assign a value of “any” automatically.
For cluster hierarchy please follow: Chapter Error! Reference source not found.

5. Lab sharing Feature, please follow Chapter 8.11
6. Config Script Timeout: It is the value in seconds used for the “Configuration Export”
and “Boot from exported configs” operations. Refer to section 10.3 for more

information.

7. Lab Countdown Timer: It is the value in seconds to provide a time limit (countdown
timer) for completing a lab. Refer to section 10.4 for more information.

8. Description: In the Description field you can write a short description of the lab.

9. Tasks: In the Tasks field you can write the task for your lab.

The Lab details window can be opened from the Topology Canvas page
sidebar during labbing, to read the Tasks for the lab.

LAB DETAILS

TEST_LAB1

1D: 95692558-5ach-4308-ab66-64£9b40bd31E
Here is short description of Lab

Here are tasks for your lab. Task 1, Please configure Routers with IP addressing Task 2, Configure IGP, EIGRP routing on all nedes Task 2. Configure windows Host ta receive DHCP IP address

EVE WEB Topology page

Once you open a lab, the topology page for that lab will open.

+
a
Al

7.9 Side bar functions

Move your mouse pointer over to the left on top of the minimized sidebar to expand the
interactive sidebar as shown in below screenshot
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=+ Addan object

:ﬂ Refresh topology
@ — oonllle—. +
0

> Logout

7.9.1 Add an object

The “Add an object” menu can be accessed in two different ways, from the sidebar and by right-
clicking on the Topology Page

Add a new object

B 1ode

& Network

[l Picture

D Custorn Shape
Aot

=» Line

£ At Align

79.1.1 Node object

The Node object opens the “Add a new node” window. Only nodes that appear blue in the
dropdown menu can be added. A grey image name signifies that you have not yet properly
uploaded an image to the proper folder. A blue image name means that at least one image
exists in the proper folder for this template. If the “Show unprovisioned templates” is checked,
EVE will display unloaded image templates. To hide it, uncheck “Show unprovisioned
templates” checkbox or follow section 7.4.1
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ADD A NEW NODE

Template / Show unprovisioned templates

Nathing selected =

A10vThunder <ee—
Apple 05X

Arista vECS

Aruba ClearPass

Aruba Os-CX Virtual Switch

ArubawiFi Controller

Barraccuda NGIPS

Brocade wADX

CheckPoint Security Gateway VE
Clsco Ars ==

Cisco AP Cloud

Cisco Application Policy Infrastructure

Cisco ASA

7.9.1.2 Network object

The Network object opens the “Add a new network” window. This function is used to add any
kind of network (Cloud, Bridge or NAT). For details on these, please refer to section 9

ADD A NEW NETWORK

Number of 1
networks to add

Name/Prefix Net
Type bridge hd
Left 0
Top 0

Save Cancel

7.9.1.3 Picture object

The picture object opens the “Add Picture” window and allows you to upload custom topologies
in jpg or png format. After uploading, you can edit these pictures and map selected areas to
nodes from the topology to use your own designs as a lab topology from which you can directly
connect to the nodes. For details, refer to section 10.2

ADD PICTURE

Name MyTopology

Picture anycon_lab.PNG

Add Cancel
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LOGICAL MAPS
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<
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7.9.1.4 Custom shape object

The Custom shape object allows you to add shape elements onto the topology; these currently
include squares, round squares and circles. For details, refer to section 10.1

ADD CUSTOM SHAPE

Type square i

Name ‘ Name ‘

Border-type solid o

Border-width

i | E—

color

Cancel

7.9.1.5 Text object

The Text object allows you to add MS Office elements onto the topology. For details, refer to
section 10.1.3

B ode

¥ Network
e DB B EGE = |-

B I USX x &L|!

Lal Picture

< B e [l

1]
o
(5]
3]

I &

"
]
il
1]
A
-

O Custorn Shape

>
.
2

AText Styles - | Format ~ | Font - | Sie

= Line New Text

£ Auto Align

7.9.1.6 Line object

The Line object allows you to add line elements onto the topology; these currently include single
arrow, double arrows and simple lines. For details, refer to section 10.1
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ADD LINE

Width -
Arrow Style = single arrow
Paint Style ol
Line style Straight
Line Color _
Line Label

7.9.2 Nodes

The Nodes object in the sidebar opens the “Configured Nodes” window.

CONFIGURED NODES *
[ priseh-H2,157.3 hay. 2018 -

CPUUSAGE  CPULMIT IDLERC  MVIAMKB) RAM(ME) RAMUSAGE ETH

In this window, you can make changes for nodes that are on the lab topology. More options
can be found in the detailed node specific menu, for details refer to section 8.1.2.

n

NOTE: Running nodes are highlighted in Blue, their settings cannot be changed. You
can only change settings of nodes that are not currently running.

You can change the following values:

© EVE-NG LTD

Node Name

Boot image

Number of CPUs for the node

Live CPU usage

Enable or disable CPU Limit (Refer to section 7.4.3)

IDLE PC for Dynamips node

NVRAM in Kbyte

RAM in Mbyte

Live RAM usage

Ethernet quantity. NOTE: The Node must be disconnected from any other nodes to
make this change. You cannot change the interface quantity if the node is connected
to any other node.

Serial interface quantity, IOL nodes only. You cannot change Serial interface quantity
if the node is connected to any other node.

Type of Console

Node Icon that appears on the Topology

Startup configuration to boot from
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Actions Buttons (Stopped node):

ACTIONS

PEOE DT W

Start node

Stop node

Wipe node

Export the nodes config
Networks

Edit node

Delete Node

Actions Buttons (Running node):

ACTIONS

DORaiE @

Console to the node
Stop node

Wipe node

Export the nodes config
Edit node

Delete Node

7.9.3 Networks

The Networks object in the sidebar will open the “Configured
Networks” window.

The “Configured Networks” window will only show networks that were specifically added to the
topology; it will not show node interconnections. The example below is showing information for
networks on the Topology. For Cloud networks and how to connect EVE labs to a network
external to EVE, please refer to section 9

=5
& & - =
@ o— -

W CSRY SR

I
e

WCSR3 WCSR4A

NAT Mgt
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CONFIGURED NETWORKS b

w0 o vee acrions
1 NAT nate 1 G T
ACTIONS
. =
G m

e Edit Network
e Delete Network

7.9.4 Startup-configs

The Startup-configs object in the sidebar opens the “Startup-configs”
window.

This window will show you startup-config for each node (for PRO it shows the startup configs
of the current config set) and if the node is set to boot from it (ON) or not (OFF).

The “Startup-configs” window in the EVE Professional version contains additional features,
please refer to section 10.3.

STARTUP-CONFIGS »

Config Set Default nn £ a nn

& & Ace editor (BT

Serial Number: 123456785AB

Hardware: ASA5520, 3584 MB RAM, CPU Pentium Il 1000 MHz
Wiritten by enable_15 at 17:47:17.629 UTC wed Jul 26 2017

|

L T I - ]
T

ASA Version 9.1(5)16

hastname ASA

enable password BRy2Yjlyt7RRXUZ4 encrypted
deny tcp anyd any4

deny tep anyd any6

xlate per-session deny tcp any any4

xlate per-session deny tep anyb any6

late per-session deny udp anyé4 anyd eq doma
xlate per-session deny udp any4 any6 eq doma
late per-session deny udp any6 anyd eq doma
xlate per-session deny udp any6 anys eq doma

names

interface Ethernet0

security-level 0
p address dhcp setroute

!

interface Ethernet1
channel-group 1 made active

7.9.5 Logical Maps

NOTE: The Logical Maps object will only appear in the sidebar after
you have uploaded a custom topology picture to the lab EVE lab
(Please refer to section 7.9.1.3). The Pictures object in the sidebar opens the “Picture

Management” window.

For details on the Picture / custom topology feature, refer to section 10.2
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7.9.6 Configured Objects

The “Configured Objects” window will display a list of all objects that
are added onto the topology. For details on different objects, refer to

section 10.1

NOTE: You will not see any objects in this window if none have been added to the lab yet.

CONFIGURED OBJECTS
© v v e AcTions

7.9.7 More actions

The More actions menu in the sidebar has a submenu with the following functions.

22 More actions
P Start all nodes

B Stop all nodes

<& Wipe all nodes

>_ Console To All Nodes

X Export all CFGs

# Edit lab

B Topology Screenshot

4 Set nodes startup-cfg to default configset
:: Ful ® Set nodes startup-cfg to none
P Hic < Delete default startup-cfgs

( Dark Mode

7.9.7.1 Start all nodes

P Start all nodes The “Start all nodes” action will start all nodes on your topology, taking
the (configurable) startup delay of each node into consideration.

A IMPORTANT. Starting many nodes at once can seriously spike your CPU utilization.
Please make sure that you are not using the “Start all nodes” option for heavy labs or
that you have configured a proper delay between the nodes. For heavy nodes and
large quantities, it is recommended to start them in smaller groups, wait for them to
finish booting and then start another small group of nodes.

7.9.7.2 Stop all nodes

B Siop allnedes Stopping all nodes will power off all nodes on your topology.

A NOTE: It is recommended to save your (running) configurations on the nodes in your
lab before you stop the lab if you want to continue where you left off the next time.
Stopping the nodes will leave the images in a temporary folder and will take up space
on your drive until they have been wiped.

7.9.7.3 Wipe all nodes

The “Wipe all nodes” action will wipe the NVRAM or currently saved
image of all your nodes in the current lab.
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Example: You have saved the nodes configuration by saving the running configuration to the
startup configuration. The Wipe command will delete the saved NVRAM startup configuration
and on the next boot it will boot from factory defaults.

The same applies to images without configurations, e.g. a linux node. If you make modifications
to the system and afterwards wipe this node, the next time it will boot from the original base
image again as the modified image was deleted.

The “Wipe node” action is commonly used with initial startup configuration modifications. The
Wipe node action does not delete configured startup configurations or sets. Please refer to
section 10.3

7.9.7.4 Console to All Nodes

“Console to all nodes” will open a console to all of your running
nodes in the current lab. This includes all different kinds of
configured console types for lab nodes like VNC, Telnet and RDP.

2 Console To All Nodes

7.9.7.5 Export all CFGs

The “Export all configurations” action will export current configs to
the EVE startup-configs.

X Export all CFGs

Export configurations are supported for:

Cisco Nexus 9K

Cisco Nexus Titanium

Cisco vIOS L3

Cisco vlOS L2

Cisco Viptela vEdge, vSmart, vBond, till
version 18.4 only, version 19.x and later is
not supported due implemented password
setup feature on the first boot.

Cisco XRv

Cisco XRv9OK

Cisco Dynamips all nodes Juniper VRR
Cisco IOL (10S on Linux) Juniper VMX
Cisco ASA Juniper vMX-NG
Cisco ASAv Juniper vQFX
Cisco CSR1000v Juniper vSRX

Juniper vSRX-NG
Mikrotik

PFsense FW
Timos Alcatel
VEOS Arista
Aruba CX Switch

For a full explanation of exporting configurations, please refer to section 10.3

7.9.7.6 Edit lab

# Editlab

© EVE-NG LTD

Opens the Edit lab window. Refer to section: 7.8.4

EDIT LAB
- Description "
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7.9.7.7 Topology screenshot

Feature to export actual topology in
B Topology Screenshot png format

Fhatas (default)

1 this automatically for files lika this from now on.

7.9.7.8 Set node’s startup-cfg to default configset

Sets nodes to the default startup-config. NOTE: If you have
nothing saved in the default config set for any node, that node
will boot from factory default instead. This is commonly used with the wipe nodes function so
the node will boot from the configured startup-config on next boot and not from the startup-
config in its NVRAM in case the node was started before already.

4 Setnodes startup-cfg to default configset

Please refer to section 10.3

7.9.7.9 Set node’s startup-cfg to none

&5 startup-cfg to none Setting all lab nodes to boot from factory default. Used
commonly with the wipe nodes function. The example below
shows the steps to set a lab to boot from factory default.

Step 1: Wipe all nodes
Step 2: Set all nodes to startup-cfg none

Please refer to section 10.3

7.9.7.10 Delete default startup-cfgs

<& Delete default startu p-cfgs

A WARNING: this action will delete all configurations saved to your saved default config
set. Please make sure that is what you want to do before you execute this.

7.9.8 Refresh Topology

Sometimes it is necessary to refresh the topology if many objects are
added on the topology.

£ Refresh topr

7.9.9 Lab page zoom/unzoom

This action is used to zoom or unzoom a large topology in EVE.
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(@) & &

7.9.10 Status

Opens the EVE Status window.

Especially useful while working with labs to monitor your EVE’s resource utilization. It shows
EVEs CPU, RAM and disk utilization in real time. You can also see the number of running
nodes per node type. For details on UKSM and CPU Limit, please refer to section 7.4.3

STATUS *

EVE-NG version: 2.0.4-37-PRO - ~ -~
QEMU version: 2.4.0 12% 14% 0% 16%
UKSM Status: | [
CPU Limit Status: m CPU usage Memory usage Swap usage Disk usage on/
Role: admin
POD: 0 0 0 3

running IOL nodes running Dynamips nodes running QEMU nodes

0 0
running Docker nodes running VPCS nodes

7.9.11 Lab details

Lab details Lab details display information about a lab, its UUID, description and
S lab tasks. To edit the lab description and lab tasks, please refer to

section 7.8.4 and 7.9.7.6

LAB DETAILS

ARISTA MLAG INTEGRATION

7.9.12 Lab Tasks

& Lab T Opens a Lab Task feature. The EVE LabTasks is a feature that allows
_ users (including admins and editors) to to create task or workbook for
the Labs. Detailed how to create lab workbooks please refer Secton 10.5
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7.9.13 Lab Chat

Opens a Lab chat session between users on the same EVE server.

W Lab Chat To activate the chat, click "Lab Chat" on the sidebar. To close and exit

from the chat, click "Lab Chat" on the sidebar again. The EVE Lab

chat is a feature that allows users (including admins/teachers) to communicate with each other
during lab sessions. LAB CHATROOM

10:42:52] widis joined

[ ]

[10:43:10] admin joined
[10:43:24] admin: hello uldis
[ ]

10:43:34] uldis: hello admin

7.9.14 Lock Lab with password

“Lock Lab” disables some of the functions on the lab topology. If the lab is locked, you cannot
move any node or object nor edit any node settings. Basically, the whole lab will be in read-
only mode except for the lab settings itself, which you can still edit as Administrator or Editor
from the main menu. The Lock Lab function is also used in conjunction with the countdown
timer function, for details on this please refer to section 10.4

‘. Lock Lab _

Lab is unlocked and all operations are
working

Enter and confirm your lab lock password

To unlock a Lab, simply press on the red “Unlock Lab” button with an Administrator or Editor
account.

Enter password bo unlock Lab

Lab is locked and all operations are password

restricted —

Enter lab unlock password to unlock lab.

Warning: Please remember your Lab lock password. In case of a lost password, you will not be
able to recover it. Unlocking a lab / removal of password can be done by EVE-NG support only.
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7.9.15 Locked Labs Access rules

001 FTD Policy Lab v1 for students

10 May 2023 16:46

] [ 001 FTD Policy Lab v1 for students.unl ~_
ta02.ur

16 May 2022 20:27
AN ZTP Lab_Student.unl 19 Dec 2022 15:31

10 Feb 2022 10:19
red.unl R 09 May 2023 07:40

for all users.un! 03 Mar 2023 16:16

01 Jul 2022 22:16

+« Administrator CAN delete locked lab including shared folder. No unlock password is
required.

« Lab Editor CAN NOT delete locked labs, including shared folder. Editor CAN unlock
Shared folder Lab and delete it, if the unlock password is known.

TS0 & edioz @ Sip

i faree
ala File manager  current Pasition W ot enough access prvileges for this
opation (30032)

Choase a lab for mare info.

Eo 7 ab 1 for studs " » 10 May 2023 16:46

« Lab User CAN NOT delete locked labs at any location.

7.9.16 Fullscreen

“Fullscreen” Fullscreen function is stretching your lab to the full monitor
screen. To get back to normal web screen hit “ESC” or press

“Fullscreen” again.

7.9.17 Hide interface labels

Show labels

’ Hide labels

Hide interface labels for lab nodes Show interface labels for lab nodes

7.9.18 Dark mode or Light mode

( Dark Mode 203 Light Mode

Sets your lab background to the dark mode | Sets your lab background to light mode
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7.9.19 Close lab

Closes the lab topology. The lab can be closed while the nodes in
i the lab are still running as well. It will appear as running lab under
the Running folder. Please refer to section 7.2.1.1

7.9.20 Logout

G Logout Log out from the EVE WEB GUI session.

7.10 EVE Lab topology menus

Right-clicking within the EVE topology can open new menus with various functions and options
for managing nodes.

7.10.1 Lab topology menu

Right-clicking on the (free/unused) canvas of the EVE topology opens
8 1oce a new menu. (Add-) Node, Network, Picture, Custom Shape and Text
# etork are the same functions referred to in section 7.9.1.

L&l Picture
0O Custom Shape

At Auto Align. This function will help align objects on the topology. The
i lab creator does not need to worry about small displacements of
objects. AutoAlign will align all objects to a virtual grid with a single click
and can make neatly arranged labs look even neater.

£ Auto Align

7.10.2 Connection menu

Right-clicking on the connection between nodes allows you
to delete this connection.

>

(1) arp

mCsR1

7.10.3 Network Adding

& Node s !
& Network NamefPrefix  MyNetwork
lcon cloud.png
When you have chosen Add a Network, the ADD e | ordge
A NETWORK window will open where you can o
change the placement, network type or
- Toj
name/prefix. P nternal
‘ internal2
internal3
NOTE: You can add multiple networks (clouds) private

private2

on your EVE topology, which will act as same
cloud but in different locations on your EVE.
Literally, like, the ethernet socket in the wall.

private3
NAT
Management(Cloudt)
Cloud1

Cloud2

Cloud3
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7.10.4 Bridge or Internal network menu

— Right-clicking on a Bridge or Internal network allows you to Edit,
B Bridge Manage or Delete it.
@ Edit
/ Manage
1 Delete

If you have chosen Edit, the Network edit window
will open a window where you can change the

placement, name/prefix or icon. LI
Mame/Prefix Bridge
For details on how to operate EVE Cloud - R
networks and external connections, please refer
to section 9
Left 1119
w s
Cancel

If you have chosen Manage, the Network Manage

window will open a window where you can change
Port assignments or protocol used for the bridge
network.

ID 1

Smart Bridge (Experimental) [

Enable 802.1ad (Experimental) ]

For details on how to operate EVE Cloud networks
NODE ID NODE NAME INTERFACE ID INTERFACE NAME VLAN ID and eXternaI COnneCtiOnS, please refer to Section 9

Save QeENTEN

7.10.5 Cloud and Private network menu

When you have chosen Add a Network, the ADD A NETWORK window will open where you
can change the placement, network type or name/prefix.

NOTE: You can add multiple networks (clouds) on your EVE topology, which will act as same
cloud but in different locations on your EVE. Literally, like, the ethernet socket in the wall.

For details on how to operate EVE Cloud networks and external
T AT connections, please refer to section 9
G Edit
fipaeee Right-clicking on a Cloud or Private network allows you to edit or delete
it.
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7.10.6

Right-clicking on a stopped node also opens a menu:

Start node: This will start the selected node in this lab

Wipe node: Wiping a node will erase the NVRAM
(running config) or the temporary image snapshot

Stopped node menu

—

Gt

" P Start

S Wipe

G Edit

T Delete

EDIT NODE

Template

Cisco CSR 1000V

1D

3

Image

es5r1 000w-universalkd.03.17.04.5.156-1.54

Name/prefix
C5R3

Icon

& CSRv1000png

uuiD
67FeaB87-b30d-4ad0-b314-826806038533

CPU Limit D

cPU RAM (MB) Ethernets

1 3072 4

depending on the type of node. This option is used to

clean up a node in order to boot it from factory
defaults or a custom set of configurations.

QEMU Version QEMU Arch QEMU Nic

tpl(2.12.0) tpl(xE6_64) tpl(e1000)

QEMU custom options

-marhine type=pe-1.0,accel=kum -serlal man:stdio -nographic -nadefconfig -nodef

Edit node: Opens the Edit node window (picture on

the right). For details, please refer to section 8.1.2

Delete node. Deletes the node from the lab. It is

Startup configuration

None

Delay (s)

recommended to disconnect (delete connections to it) v

the node before you delete it.

7.10.7

Console

telnet

Left

472

Cancel

Running node menu

%_ Right-clicking on a running node also opens a menu:
P vio!

> Stop

@ Details

S Wipe

X Export CFG

> Capture
? Graph

© EVE-NG LTD

B Shutdown
® Power off

Il Hibernate

X Export CFG

» Captura
» Graph

Stop. Blue arrow: clicking on Stop will stop the node depending
on the method the node supports (power off / shutdown are auto-
selected based on the template)

Stop menu. Red arrows: There are more options to stop a node,
clicking on the chevron on the left side of “Stop” opens a
submenu.

Shutdown: Perform an orderly shutdown of the node if that node supports it
(shutdown signal is sent down to the node)
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o Power off: Kills the running nodes process within EVE (hard poweroff).

e Hibernate. Save Node state (Disk and Memory are saved in an internal snapshot).
Used for fast boot of a node. The hibernation process can take some time. Once the
hibernation process is completed, the node will turn grey (shutdown state).

Details: Details of running node template and
graphical resource usage.

DETAILS NODE ID 4

CPU{100% = 1CPU}

pTy——
. Tt )
5 perconione
E o - T
7 e %
LI

1raree 17 74630 Tap00  A7me

wan, 10 24 202
Vo ki
’ naik

= cache 00
[re 320

]

0 ]
[T PP S 13 TaROD TG

Template

Cisco vIOS Router =

Node instance path

fopt/unetlab/tmp/10/6aa67149-6cd2-43ab-92b6-Obeb1672f10¢/4

Image

Namefprefix

vIos

uuID

cddced08-T0c1-4743-ac00-55Ba9c5acefe

Wipe node: Wiping a node will erase the NVRAM (running config) or the temporary image
shapshot depending on the type of node. This option is used to clean up a node in order to
boot it from factory defaults or a custom set of configurations.

Export CFG: This function is used to export the saved running configuration to the EVE
startup configuration sets. Reference section 10.3

Capture. Integrated live Wireshark capture. Select the interface
F N siop which you wish to capture. Reference section 11
S Wipe
X Export CFG
¥ Caplure
<€ Graph
Q =010
Q0
Q 802
Q e0/3
== S =
) . . .. . . . .
2 e Graph. Integrated live interface activity monitoring. Displaying
@ wie live interface utilization activity.
c * Export CFG
£0/1,
> Capture
€ Graph g—
Q e0/0
Q e
Q e0r2
Q e0r3
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7.10.8 Selected nodes menu and features

Itis possible to select many objects or nodes at once in EVE. Using your mouse, you can select
an area which will cover your nodes and/or you can click on nodes while holding the CTRL key
on your keyboard.

Group of C5R1, CSR2

P Start Selected
B Shutdown Selected
<& Wipe Selected

»_Console To Selectsd Nodes

X Exportal CFGs
[ Set nodes startup-cfg to default configset

B Set nodes startup-cfg to none

B Horizontal Align

& Vertical Align

@ Circular Align

T Delete nodes startup-cfg

i Delete Selected

Start Selected: This will start the selected nodes in this lab.
Stop Selected: This will stop the selected nodes in this lab

Wipe Selected: The Wipe Selected nodes action will wipe the NVRAM or currently saved
image of the selected nodes in the current lab.

Example: You have saved the nodes configuration by saving the running configuration to the
startup configuration. The Wipe command will delete the saved NVRAM startup configuration
and on the next boot it will boot from factory defaults.

The same applies to images without configurations, e.g. a linux node. If you make modifications
to the system and afterwards wipe this node, the next time it will boot from the original base
image again as the modified image was deleted.

The Wipe node action is commonly used with initial startup configuration modifications. The

Wipe node action does not delete configured startup configurations or sets. Please refer to
section 10.3
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Console To Selected Nodes: Console To Selected Nodes will open a console to all selected
running nodes in the current lab. This includes all different kinds of configured console types
for lab nodes like VNC, Telnet and RDP

Export all CFGs: The Export all configurations action will export current configs of selected
nodes to the EVE startup-configs.

For a full explanation of exporting configurations, please refer to section 10.3

Set nodes startup-cfg to default configset: Sets nodes to Default startup config, used
commonly with the wipe nodes function. NOTE: If you have nothing saved in the default config
set for any node, that node will boot from factory default instead. This is commonly used with
the wipe nodes function so the node will boot from the configured startup-config on next boot
and not from the startup-config in its NVRAM in case the node was started before already.
Please refer to section 10.3

Set nodes startup-cfg to none. Setting selected lab nodes to boot from factory default. Used
commonly with the wipe nodes function. The example below shows the steps to set selected
nodes to boot from factory default.

Step 1: Wipe selected nodes
Step 2: Set nodes startup-cfg to none

Please refer to section 10.3
Horizontal Align. Aligns the selected nodes in one horizontal line.
Step 1: Select the nodes you wish to align.

Step 2: Right click on one of the selected nodes and choose Horizontal align, this will align all
nodes to the selected node.

Picture before:

- viost W w052 Bwvasa

ioss 9
Wviose Ll W vioss @
mviosto

1056

Picture after:

Vertical Align: Aligns the nodes in one vertical line.
Step 1: Select the nodes you wish to align.

Step 2: Right click on one of the selected nodes and choose Vertical align, this will align all
nodes to the selected node.

Picture before Picture after
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Circular Align: Aligns the nodes in a circle.
Step 1: Select the nodes you wish to align.

Step 2: Right click on one of the selected nodes and choose Circular Align, this will align all
nodes in a circle, the midpoint of the circle will be at the coordinates the selected node was at

before.
Picture Before Picture After
s =
ﬁ iR = ==
=2 |
= 'EJ = = ==
e b e
= B B >

Delete nodes startup-config.

A WARNING, this action will delete the configurations of the selected nodes that are
saved to your Default config set. Please make sure that is what you want to do before
you execute this.

Delete selected: This will delete the selected nodes from your current lab.

Selected nodes can be moved as a group across the topology.

Example: You can select nodes and objects to better position them on the Topology.
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7.11 EVE Lab node states and symbols
7.11.1 Stopped (non-running) nodes
% Grey colour and a square symbol below a node means that the node is stopped
and not running. Once you will start it, the node will change to one of the running

B R

states below.

A grey node with an exclamation mark inside a triangle below the node means
that there was a problem during the boot process, this could be a corrupted boot
image, insufficient resources or problems with the initial configuration. A node in
this state cannot be started again.

AR

Workaround: Right-click on the node and wipe it, the symbol will then change to a grey colour
with a square symbol below it. Then edit the node and make sure you have configured sufficient
resources and the correct settings for this node, if it has startup-configs you can check them as
well. Afterwards start the node again.

7.11.2 Running nodes

% The blue color and black Play triangle symbol means that the node is started and
~ running, the node is in a working/functional state.

A running node with a clock symbol below the node means that the node is waiting

% to finish loading from the set exported/startup configuration. Once the configuration

O has been successfully applied, the node symbol will change to a Play triangle

symbol. If the node has finished booting but the clock symbol does not change to

the Play triangle symbol, the problem could be in the uploaded startup configuration. For how
to use exported configurations and boot nodes from them, please refer to section 10.1

% A running node with a turning red gear symbol means that the node is either in the
- process of hibernating the node or it has sent the shutdown signal to the node and

is waiting for it to turn off. Once this process has successfully finished, the symbol
will turn into a grey node with a black square symbol below it (stopped state).

%\ NOTE: If the node does not support a system shutdown or does not recognize the
shutdown signal (example: Cisco router), after clicking on Shutdown, the node can
stay with a turning red gear symbol below it indefinitely.

Workaround: Use Stop or Stop/PowerOff to stop the node.
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Example nodes where Stop/Shutdown is supported: Microsoft Windows and most Linux nodes
as well as a lot of appliances based on linux.

7.11.3 Node connector symbol
Connector symbol: If you move your mouse pointer on top of a running
or stopped node, an orange connector symbol appears. It is used to
> R1 mR1 connect nodes on the topology in a drag and drop style. Drag the
symbol from one node and release the mouse pointer on the second

node. A new window will appear where you can select the
= —z interfaces the link should connect to.

mR1

7.12 Other

7.12.1 Notifications area

The Notification area in the top right is displaying
informational or error messages.

Success 1 Error 1

Unwrapped notifications:

Success @ Error (@

Docker: Eve Unlicensed (98).

Lab has been saved (60023).

The Notification messages bar appears automatically for any EVE-PRO activity made on
Topology.

Success message counter. For review, click on green ball to unwrap
notifications. To wrap notifications, click to the ball again or click at any
point of topology

Error message counter. For review, click on red ball to unwrap
notifications. To wrap notifications, click to the ball again or click at any
point of topology

Unwrap or wrap notifications bar.

Close notifications bar. Note: Notifications bar appears automatically on
any EVE topology activity.
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8 Working with EVE labs

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 16

8.1 Creating a lab

Step 1: Click Add new lab. For more information on creating new labs, please refer to section
7.2.2.1

o File manager  current position | root

Add folder

Step 2:

Fill out the lab information. Name and Version are required fields. Next hit Save. Refer to
section 7.8.4 for more information about the different fields in the Edit lab window.

Config Script Timeaut 300 Seconds

1. canfigure static delault rout e -
FR——

8.1.1 Adding nodes to the lab

The new Topology page will open. There are two different ways to add nodes to the topology
canvas:

Step 1: Object/Add Node

Left Side Bar > Add object > node. Refer to = Right click on a free area of the topology
section 7.9.1.1 for more information. page and click on “Node” to add a new node.
Refer to section 7.10.1 for more information.

Add a new object

B ode

“ Network

Ll Picture

O Customn Shape

A Text

53 Auto Alian
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Step 2: The Add new node window will appear. You can scroll down to choose which node you
wish to add to the lab topology, or you can type the node name to filter through the node list.

A NOTE: It will only be possible to select and add nodes that have images preloaded in
EVE. These nodes will be displayed in a blue font. To prepare images for EVE, refer

to section O

ADD A NEW NODE

Template

MNothing selected

ADD A NEW NODE

Template

Nothing selected

ciscal i

Nothing selected
A10vThunder
Apple 05X
Aruba ClearPass
Aruba WiFi Contraller

Ariska vEOS

Barraccuda NGIPS

Brocade vADX

CheckPaint Security Gateway VE
Cybernarm Fw

Dackeria

Cizco ACS

Cisca AMP Cloud

Cizco ASA

Cisco ASAY

Cisco Application Policy Infrastructure
Cisco Context Directary Agent

Cisco CER 1000V

Cisco CSR1000Y (Denali and Everest)
Cisco IPS

Cizco CUCHM

CiscoISE

Cisco 105 1710 (Dynarnips)

Cisco 108 3725 (Dynamips)

Cisco 108 P206WXR. (Dynamips)

Cisco 0L

Cisco N¥-05v (Titanium)

Cisco MOy 9K

Cisco FirePower

Cizco AMP Cloud

Cisco ASA

Cisco ASAw

Cisco Application Policy Infrastructure
Cisco Cantext Directary Agent

Cizco CSR 1000V

Cisco C5R 1000V (Denali and Everest)
Cisco [PS

Cisco CUCK

Cisco ISE

Cizca 1051710 (Dynarmips)

Cisco 108 3725 [Dynamips)

Cisco 105 7206V3R (Dynamips)

Cisco 101

Cisco Ni-OSw [Titanium)

Cizrn hi-05u 9K

Cisco FirePower

Cizco FirePawer &

Ciscovl0S

CiscoviOs L2

Cisco yMAR

CiscoviALC

Cisco VIAAAS

Cisco Prime Infra

Cisco Email Security Appliance (ESA)
Cisco Weh Security Appliance (WSA)
Cisco XRw

Cisco XRw 3000

Step 3: Edit “Add a new node” settings. Please refer to the picture and table below.
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Template 17,

Cisco C5R1000Y =
Number of nodes to add 2. Image 3.

1 csr000v-universalks.03.17.04.5.156-1.54 =

MName/prefix 4.
SR

lcon §,

& CSRw1000.png -

wip 6.

CPU Limit D 7.

cpu 8. RAM (MB) 9. Ethernets 10.
1 3072 4

QEMU Version 11. QEMU Arch 12, QEMUNic 13
tpliz.12.0) - tplixgs_64) - tpl(e1000) -

QEMU custom options 14.

-machine type=pc-1.0,accel=kvrn -serial mon:stdic -nographic -nodefconfig -re

Startup configuration 15.

Mone <

Delay (s) 16.

il

Console 17.

telnet -

Left Top

639 210

Cancel

8.1.1.1 Node values Table

Description

Template menu. Choose which node template to add
to the topology
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Number of nodes to add
5 , Chose the number of nodes of this type you want to add
' to the topology
Image
crirenersls e Choose your preferred version from preloaded images
3. cor1000v-uniersalks.09:17.01,5.156:1.54 list (if you have more than one image loaded for a
single template).
Name/prefix
o Type your preferred
node name. If you are
adding more than one, EVE will automatically append numbers to the nodes
name.
4.
Example. We are adding 5 CSR nodes with the name R. On the topology they
will appear as R1, R2, R3, R4, R5. Later using the the Nodes window, you can
edit the node names per your needs. Refer to section 7.9.2 or edit the node
individually, refer to section 8.1.2.
@ CoRrviotopng - Node icons can be changed from the
B #picong * default per your preference, simply choose
5. '2;“[59 the preferred icon from the dropdown list.
O o . Node icons can be changed later per your
needs. Refer to section 7.9.2
e The UUID number is
assigned automatically after
6. a node is created. You may
also set it manually in case you are using a license that is tied to a particular
UuUID.
CPU limit per node. This option is already set
7. CPU Limit |:| (checked/unchecked) per EVE recommendations. Refer to
section 7.4.3
cPU Each node template has a pre-set CPU value that aligns
8. 4 with vendor requirements. This value can be changed per
your needs.
RAM (MB) Each node template has a pre-set RAM value that aligns
9. S with vendor requirements. This value is displayed in MB
and may be changed per your needs.
Ethernets
10. 4 The number of ethernets interfaces.
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A NOTE for IOL nodes:

Ethernet interfaces for IOL nodes are placed into groups of 4. A value of 1 for
Ethernet means your node will have 4 interfaces.

The serial interface option is available for IOL nodes only and follows the same
grouping structure as ethernet interfaces. A value of 1 for Serial means your

node will have 4 serial
Ethernet portgroups (4 int each) Serial portgroups (4 int each) interfaces

1 1

Custom MAC address for Qemu nodes only. You can define your own MAC
address for first interface:

11. First Eth MAC Address
aabbicc:00:dead
QEMU Version EVE will pre-set the best recommended QEMU version
12. pl(2.42.0) for each node template. This value can be changed per
your needs.
EMU Arch . . .
° " Qemu architecture is pre-set per image vendor
13. tplixas_o4) ~  recommendations. This value can be changed per your
needs
QEMU Nic
wmess 7 Type of Qemu NIC is pre-set per image vendor
irtio-net-pel recommendations. This value can be changed per your
14. o St needs.
21000-82545em
wirixnet3
tpl{vrmxnet3)
QEMU custom options i
-rnachine type=pc-1.0,accel=kvm -cpu Mehalern -serial mon:stdio -nographic -r Qemu CUStom optlons are pre'set
15. per image vendor
recommendations. This value can be changed per your needs
Startup configuration . X
- . Startup configuration: Value can
16. be changed to set your node to
boot from saved configurations. Refer to section 10.3 for more details.
e The Delay value is set in seconds and can
be used to delay a node from booting after
17 it is started. Example: if the value is set to 30, the node will wait 30 seconds

before processing its boot sequense. This feature is useful in conjunction with
the “Start all nodes” function if your lab requires certain nodes to start up before
others or to avoid a mass-start of very heavy nodes.
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Console Console types for each
relnet - template are pre-set with

recommended settings.
The setting can be changes per your needs.
18.
A NOTE: The Docker template contains a wide variety of images,
therefore, please refer to section 14.1.3 for recommended console
types for each docker image. Windows nodes can use either RDP or
VNC but RDP needs to be enabled in Windows itself.

First Eth MAC Address OPTIONAL: Templates for
Cisco FirePower, F5, Linux,
and Citrix have the option to

19. | manually set the MAC address for the first ethernet interface. This will enable

the use of licenses that are tied to a particular MAC address.

MAC Address format must be like: 00:50:0a:00:0b:00

8.1.2 Edit node
EVE provides two ways to edit nodes after being added to the topology canvas.

A NOTE: A node must be wiped each time an image or startup configuration has been
changed.

8.1.2.1 Edit nodes globally

From the Topology page. Click “Nodes” from the left sidebar to bring up the nodes list. Refer to
section 7.9.2 for more details.

= Startup-configs

8.1.2.2 Edit node individually.

ﬁ Right click on the node and click Edit

B Star

@ Wips

G Ecit

i Delets

The “Edit node” window will appear. It is very similar to the window that is displayed when you
add a new node. To change values for the node, refer to the nodes value table in section
8.1.1.1.

© EVE-NG LTD Page 150 of 293



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 513

Next Generation

EDIT NODE

Template

Ciscovl05 =

D

1

Image

vins-adventerprisek3-m-15.6.2T -

Name/prefix

Wios

Icon

& Routerpng -

uuIiD

bSFa3320-98ed-4234-3d21-627d427bBaka

CPU Limit D

CPU RAM (MB) Ethernets
1 1024 4
QEMU Version QEMU Arch QEMU Nic
tplidefault 2.4.00 ~ tpl(izgea) - tpl{e1000) -

QEMU custom options

-machine type=pc-1.0,accel=kurn -serial monistdio -nographic -nodefconfig -nodef

Startup configuration

MNone =

Delay (s)

0

Console

telnet -

Left Top

G349 28

Cancel

8.1.3 Wipe Node

The “Wipe node” function will clear the NVRAM of the node. Each time
iy a node setting is changed (CPU, RAM, boot image or startup

;:;a” configuration) a wipe must be issued on that node. For more information
& VYIpe .
— refer to section 10.3

& Edit

il Delete

8.1.4 Interconnecting nodes

To connect nodes on the lab, use the drag and drop style method
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Connector symbol: Moving the mouse over a node will make an orange male plug
appear. The male plug is used to connect nodes on the topology, drag and drop
mR1 style. Release the mouse pointer on the second node.

- — - —db
ER1 i

P viOs

The connection window will appear. Choose the interface you want to use to interconnect the
nodes. Click Save when finished.

ADD CONNECTION BETWEEN R1

AND R2

o Source D: 1 % @

H R HR2
Source Name: R1

type - Node

Choose Interface for R1

‘ Gio/o i
Giof1

Go/2
GI0/3

cio/o ¥

Destination ID: 2

Destination Name: R2

type - Node

Cancel

8.1.5 Edit connection link style

Right click on the connection link and choose Edit Style

RIP Z
\ 7 - Connectlon
, X & Edit Style

p.4.12/30g
B DSW- | & Edit Quality
m 10 Suspend Link
M Delete
c Po13 o

81010
IP 10332

Management insicte Zone

053101

Straight link style

Style: network_id:25 m Cancel
Style Linkcolor  Posethd  Pose0t  Link Style Link Label  Pos Label  Stub

Solid « 1 ] L Straight T‘ VPN1O L 0 %

Bezier link style
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Style:ifacenode23:1 ano
e e rgn v i ki i G B -
Solid [ ] v L} Bezier ~ L] 150 &
Flowchart link style
Style: network_id:25 m Cancel

Styls Linkcolor  Posethd  Pos it Link Style Link Labsl  Pos Label  Round Midpoint

Solid | I L] L Flowchart v VPN [} 0 2 (]

A ———e

Style: Allows you to choose solid or dashed style for link. This can be edited later in the “Shape
Edit” menu.

Link colour: Allows you to choose a colour for the link. This can be edited later in the “Shape
Edit” menu.

Pos “interface” label: Allows move and position interface label

Link Style: Allows you to choose a style Straight, Bezier, Flowchart or StateMachine for the
link. This can be edited later in the “Shape Edit” menu.

Link label: Allows you to add a label on the link. This can be edited later in the “Shape Edit”
menu.

Pos Label: Allows move and position Link label, position it on the link
Curviness: Link curviness feature for Bezier style link

Midpoint: Link mid point change, Flowchart style only

Round: Link round angles, Flowchart style only

Stub: Stub link connection beside node, Straight style only

For edit Link style use mouse right click on link to call out link style editor.

8.1.6 Edit connection link quality

Right click on the connection link and choose Edit Quality. This function will allow apply on live
connection Delay in ms, Jitter in ms, Packet loss in % and rate in kbs.

RIP £
- Cunne(tlon
& Edit Style p.4.12/30y
i 1\ & Edit Quality
10 Suspend Link
E

T Delete
J:l) Po13 \H\\

It is recommended to apply value divided by 2 on both link interfaces to achieve precise
connection quality. In the example below is applied 25% and 25% packet loss, which gives
result of 50% packet loss in connection between nodes.

Link Quality: vEdge21 - SW2 m Close

Interface  Dalay (ms)  Jittsr (ms} Leum/ Rate{kbps) Interface  Delay (ms)  Jittar (ms)  Loss (%),# Rata(kbps)

geliz 0 =N ] = s 3 o E ] 0 s 0 s | %
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8.1.7 Suspend or resume link connection

The EVE-Pro has integrated feature to detect connection state on the interface.

Right click on the connection link and choose Suspend Link. This function will suspend
connection between the two nodes. Literally, it will act like disconnected cable from the node,

and interface will detect it as no connection. Suspended link will be marked with red dots.

To resume link connection, right click on the link connection and choose Resume Link

2 % suspended link connection = \ 2
s — S Connection

Connectkion DNS4.4.4.4 .

: & Edit Style OHeR server # Edit stule 2.4.12|
EIGRP 10 (IPv4
P DSW- 1\ » nsw4\ £ Edit Quality
\ P Edit Quelly RIP Zone {IPv6 \ >
Resume Link

@) I‘:Suspend Link o e —

M Delete TFTRFEE— 2225 M Delete
> Pets vy o T~

trunk a-full
trunk
trunk

1
trunk E
trunk a-full
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Supported nodes with suspend/resume feature:

Supported nodes for Link Suspend/resume Not supported

I0L Arista

viOS NXOS 9k

XRv9K ASA ported

CSR XRv

CSR SD-WAN Old Juniper vMX
ASAv Juniper vQFX
Firepower FTD Dynamips

Juniper vSRX 12.1X47 Titanium Nexus 7.x
Juniper vSRX NG
Juniper vMX VCP/VFP
Juniper VRR

Nokia Timos SR 19.5.1
Windows All

Linux All

Apple OSX

Mikrotik

Palo Alto

F5

Fortigate

Checkpoint

Cumulus

Cyberoam FW
Sophos FW

SonicWall FW

Viptela

Velocloud

Versa Networks sd-wan
pfSense

Brocade VADX
Barracuda NGFW

HP VSR1000

A NOTE: Avoid use Link suspend feature if you have configured:

IOL L3 router image with:

If the IOL L3 node interface is configured as DHCP client (ip dhcp), IOL node is attempting
to bring up interface in up/up state. If you have enabled Link suspend feature on such
configured interface, the node will flap link connection up/down/up.

Same behave is observed if your Serial interface is configured with PPP encapsulation.

Other observations:

vlIOS L2 image has minor internal issue. LACP protocol does not detect interface state as
down/down

8.1.8 Delete connection between nodes

3 To delete a connection, right click on it and hit “Delete.”
5

W Cshi
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8.1.9 Delete Node

St — To delete a node, right click it and hit “Delete.” This is a non-reversable

Ry function
<aipe
o NOTE: It is strongly recommended to delete connections from a node
Mo before deleting the node itself.

8.2 Running labs

8.2.1 Starting lab
Nodes inside a lab may be started individually, in groups, or all at once.

P Start all nodes The Start all nodes option will start all nodes on your topology.

A IMPORTANT. Starting all the nodes at once can result in major spikes in CPU
utilization. Please make sure you are not using the “Start all nodes” option for heavy
labs. Instead, it is recommended to start nodes in small groups.

Starting a node or group of nodes:

Right click on single node or node group and hit “Start.”

P Start <
<@ Wipe

i Group of R1, R2

GiEdit P Start Selecteq =

i Delete W Shutdown Selected

Running nodes will turn blue. Refer to section 7.11 for node states

& -

> R1 > R2
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8.2.2 Interconnecting running nodes (hotlinks)

Evc_a Professional off(_ars the hotlinks f(_aature ADD CONNECTION BETWEEN R1
which allows you to interconnect node in the AND R2
running state.

R1 Source ID: 1

Connector symbol. Moving the @ ource Name: R1
mouse over a node will make an @ brpe -Node
Choose Interface For R1
e orange male plug appear. The male - t
plug is used to connect nodes on the
topology, drag and drop style. Release the
mouse pointer on the second node
Choose Interface For R2 *

Giojo v

Destination ID: 2

e — Destination Name: R2
type - Node

> R1

8.2.3 Link quality delay, packet loss, jitter and rate feature

Please refer to Section 8.1.6

8.3 Saving labs

To save a running lab, refer to the vendor recommended save commands for each node.
Example:

Cisco: “copy run start”

Juniper “commit”

Your current work will be saved in the nodes’ NVRAM and the lab can be stopped safely.
Starting the lab again will allow you to pick up from where you left off.

A WARNING: Using the wipe action on a node will clear its NVRAM. This is similar to
doing a factory reset on a device.

The configurations of nodes can be exported and used as initial or startup configurations for
your labs. To export configurations and configuration sets for labs refer to section 10.1

8.4 Stopping labs

B Stop all nodes

The Stop all nodes option will stop all nodes on your topology.
NOTE: It is recommended to save your running configurations before you stop your nodes.
Stopping a node or group of nodes:

Right click on single node or node group and hit “Stop.”

For individual node Stop options refer to section 7.10.7
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8.5 Start saved lab

Select the lab you want to start and click “Open”. To start Lab refer section 8.2.1

m test_labl
O R # x » & 28 2
= »
[0 memMyLabFolde 18 May 2018 17:24 P
™
O Sharec 18 May 2018 15:16 L
™
0O 22 May 2018 11:00 -]
O Users 18 May 2018 14:31
[0 WFirerower FTD 623 FoC Multihomed HA.un 19 May 2018 01:49
O Emylaba.. 23 May 2018 02:06
[ Btest_lablunl 22 May 2018 01:19
O Wtest_labz.un 22 May 2018 11:15
Versio
[ Btest_lab3. 22 May 2018 12:59 uuio: ach-4308-3b66-6415b40bd31F

Autho

T e

8.6 Working with multiple running labs

Refer to section 7.2.1.1

8.7 Importing labs

Refer to section 7.2.2.6

8.8 Exporting labs

Refer to section 7.2.2.5

8.9 Deleting labs

Refer to section 7.2.2.2

8.10Moving labs

Refer to section 7.2.2.4

8.11 Shared Project/Lab

EVE-NG provide an option to share single running lab between users. It is designed to run
single lab for many users who can participate in lab session and configure it.

Note: Lab sharing option can be used between any of EVE NG User roles.
v' Administrator can share lab for other Administrators, Lab Editors or Lab Users.

v' Lab Editor can share lab for Administrators, other Lab Editors or Lab Users
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v' Lab User can share lab for Administrators, Lab Editors or other Lab Users.

8.11.1 Create Lab share

Step 1. Navigate to EVE main Lab tree and select which lab you want to share with others. Do
not create shared Project lab from Shared folder to avoid lab names duplication.

sdaFile manager  currentPasition oot

FTD Policy Lab vl

OB ~s x 8 & 2 8B 2

O e Wireless 25Apr202101:41 *

a XLabs 28 Feb 2021 22:03

O W1vRRPUNI 26 Apr 2021 02:43 .

O E7200unl 26 Apr 2021 16:37

O EALunl 28 Apr2021 09:21

O WA_Trunka.ur 02 Apr 2021 13:57

O WDC-UD-ASA-Cluster.unl 10 Dec 2020 00:16

O WDUAL ISP.unl 23 Apr202112:57

[ WFTD Policy Lab vi.unl 11 Feb 2021 22:36 s
Lab Path: [FTD Palicy Lab vl.unl

O WFTD Policy Lab vi_dark.un! 28Feb 2021 16:19 Version: 1

UUID: 04b55285-2811-4bdc-8d40-bfetaBesc193
Author: Uldis

ab.un 26 Apr2021 04:51

tion_lab_master_sat.un 17 Mar 2021 18:29
[0 WMPLS-LOP Lab.uni 14 Feb 2021 12:02

Deseription:
[ W Multicast Cisco with VLC 01.un 18 Apr 2021 17:40 o

. Cisco Firepower Threat Defense (FTD) Basic Lab

Step 2: From menu “Shared with” select Users to whom you want to share lab

Fath 7T Policy LabwL.un Description Cisco Firepower Threat Defense (FTD] Basic Lab
Hama FTD Policy Lab vl
Varsion
Tasks
Author  Uldis
Satallite o

shared |

with eveuserl@ave.lab
 eveusera@evedab

Config Script Ti save [
sveusers@eve.ab

eveusera@eve.lab

Lab Countdowr
hbugs

olga

8.11.2 Remove Lab share
Note: Only owner of lab share can remove sharing.
Step 1. Navigate to EVE main Lab tree and select shared and click “Edit”

Step 2: Remove users from Shared with

Path JFTD Palicy Labvi.unl Description Cisco Firepower Threat Defense [FTD) Basic Lab
Name FTD Policy Lab v
Version
Tasks
Author uldis
Satellite any
shared

with
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8.11.3 Working with shared lab
Step 1: Owner of shared lab starts the lab.

Step 2: Other user to whom this lab is shared, log into EVE with his account

Step 3: Open Shared Lab folder, the lab shared to him will appear as shared lab with owner
user in brackets.

ok File manager  current Position

22 Apr202110:17

01 Feb 2021 05:51

Accordingly, permissions of user roles:
v' Administrator can start, stop or edit lab.
v Lab Editor can start, stop or edit lab.
v' Lab user can start and stop lab

When you join in the shared lab, on the top of left side bar menu, you will notice the name of
lab owner.

W Mgmt

NAT

ISR
10.1.1.254/24
Gateway DNS
Internet NTP

Net9o Net10

» Winserver

Note: If the Lab is been edited by Administrator, changed links connections or nodes, other
shared lab users must refresh this lab topology to obtain changes.

Note: Parallel Consoles
Telnet Consoles: can be opened parallelly for any user
VNC Console: can be opened parallelly for any user

RDP Console: Only one user at same time can use RDP console to the node
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8.12 Sticky lab

Pre-requisites for this feature: For Lab selection from the list, the Lab must be upload in the
Shared folder by admin first. If Lab Menu is selected to “None”, User can close the Lab and
open another shared Lab for him.

Applies for User role only. Set the specific Lab for the user “sticky lab”. After login in the EVE
User will directed only to this lab. He cannot close the lab to get in main management page.
User can Start/Stop/Wipe lab, as well save his lab work on the lab devices. Follow Section:
7.3.15

Lab| None v

Sate Shared/At.unl
/Shared/F SD-WAN Kids Lab.unl

. /Shared/RS CCNP TS Lab_test.unl ik
Tl I U © 1 4

Edit User

User Name

stud01

External Auth ( Radius ) ]

Password

ssssssssssssssssnse

Password Confirmation

ssssssssssssssssns

Email

studol@eve.net

Name

Student 01

Role Lab User v

Console htmls

Lab /Shared/RS CCMP TS Lab_test.unl

Satellite satt ‘\

Account Validity

From 1 0

POD

5

Quotas
CPU RAM

(GB)

K
>

@

Cancel
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9 EVE Clouds and Networks

9.1 Bridge Network

The EVE Bridge interface acts like an unmanaged Switch. It supports passing along tagged
dotlq packets.

Example: We have to connect many nodes in a flat (dot1q) network

Step 1: Add a Bridge Network onto the topology. There are two ways to do this: Right-clicking
on the topology area and selecting “Add Network” or in the sidebar click “Add an Object” and
then select “Network.” Please refer to sections 7.10.5 and 7.9.1.2

Add a new object

B 1ode

* Metwork

Edl Picture

0 Customn Shape
ATerdt

£58 Auto Align

Step 2: Name/prefix can be changed in order to rename your Bridge network. Make sure your
network type is set to bridge.

ADD A NEW NETWORK

Number of 1
networks to add

Narne /Prefix et T
Type bridge —
Left 1089
Top 476

Cancel

Step 3: Connect your nodes using the drag and drop connector. Refer to sections 8.1.4 and
7.10.5
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9.2 The experimental Smart Bridge feature.

Smart bridge feature is available for EVE

Bridge and Internal Networks. Using smart
bridge feature, you are able to assign
Ne connected bridge ports with VLAN ID.

G Edit
/ Manage S —
1 Delete
VLAN ID 0 — untagged port with
5-SW3 native VLAN 1, used for trunk
assignment.
ID 6
Smart Bridge, enables 802.1q
Smart Bridge (Experimental) Option.
Enable 802.1ad (Experimental) O i
Enable 802.1ad option allows to use
NODEID NODE NAME INTERFACEID INTERFACE NAME  VLAN ID brldge for anQ mode.
° Sw-10L1 0 e0/0 ° |

10 sw-ioL2 0 0/0 [o |

1 R-IOL1 0 e0/0 ‘101 I

Cancel

9.3 Internal Network

Internal cloud network is used as an extended connector between nodes inside of one lab. It is
isolated cloud which not visible for other labs or users.

EVE Pro is offering 3 independent Internal clouds/domains. It is isolated from each other. Inside
of single lab you can have up to 3 isolated cloud/domain networks. Example of Internal cloud
usage below:

Step 1: Add two internal cloud networks onto the topology.

ADD A NEW NETWORK

Number of 2 —
networks to add
Name/Prefix internal f—
Type internal v alfff—
Left 1345
Top 306
el

Step 2: Connect your lab nodes to internal cloud.
Your configured nodes will work like being
connected to the same switch (or the same bridge
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in EVE). CDP works. It is convenient if it is necessary to have connections across the lab and
you don’t want to have connections going from one end of the lab to the other.

94 Private Network

Private cloud network is used as an extended
connector between labs in the one user POD. ADD A NEW NETWORK

Private cloud is isolated and not visible for other

users. sttt -+

Name/Prefix Private ~g——
EVE Pro is offering 3 independent Private
clouds/domains. It is isolated from each other. Tee  Ngs ~ p
Inside of single user POD you can have up to 3 Lk 13
isolated Private cloud/domain networks.
Example of Private cloud usage below: o ;

Save Cancel

Example: Single user is running multi labs (Lab1 and Lab2), and want interconnect it.
Step 1: Add private cloud network onto the topology Labl.
Step 2: Add private cloud network onto the topology Lab2.
Step 3: Connect your lab node to Private cloud. Your connected nodes in Labl and Lab2 will
work like being connected to the same network. CDP works. It is convenient if it is necessary
to have connections across the multi labs.

% NOTE: Using Private cloud, avoid to connect nodes with same ID to it. It will raise MAC

address collision in your connection. Pic below shows correctly interconnected Node
ID1 in Labl and Node ID5 in Lab2.

LAB1 LAB2
Private Private
&2,
» start w4 P Start
@ wipe @ wipe
@ Edit G Edit
Tl Delete T Delete
9.5 NAT Network

EVE-NG PRO has an embedded NAT interface with the subnet 172.29.129.0/24. This feature
is similar to the VMWare NAT interface, but EVE is translating the 172.29.129.0/24 (this subnet
is hardcoded in EVE and is not configurable) subnet to EVE’s management interface pnetO.
NAT network can be changed per your needs, please refer 7.4.1

To add a NAT Cloud onto the EVE topology:
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Step 1: Add A New Network onto the topology. There
are two ways to do this: Right-clicking on topology area

| Nomberaf 1 and selecting “Network” or in the sidebar, “Add an
Object” and then select “Network.”

Name Prefix i --—
e - Step 2: Name/prefix can be changed in order to rename
Loft | 5 your NAT network. Make sure your network type is set
Top a0 to NAT.
Step 3: Connect your nodes using the drag and drop connector. Refer to sections 8.1.4 and
7.10.5
& vios - 0 *

M dnene . i If your EVE management is

File Edit View s Transfer Saipt Tools Window Help 3
EFC OOASFaT ? ® ; connected to the Internet, adding
a NAT cloud onto the EVE lab
enables you to have internet
access from within your EVE lab
using NAT.

EVE NAT Gateway IP is:
172.29.129.254/24

DHCP is enabled on the EVE
NAT Cloud.

9.6 Management CloudO interface

EVE management interface is also known as the Cloud0 3 e interface
network for labs. The Cloud0 interface is bridged with your i
EVEs first NIC. “Cloud” is used as an alias to pnet. Pnet is
the bridge interface name inside of EVE.

Cloud0 is commonly used inside EVE labs to get management access to nodes running inside
EVE from a host machine external to EVE.

L\ IMPORTANT NOTE: For EVE VMs running on ESXi, with NIC Teaming Network,
please follow the steps below to edit the reverse path settings

X3

*

From the Navigator window select Manage > System > Advanced settings.
Scroll down or use the search bar to go to the
Net.ReversePathFwdCheckPromisc option.

Select Net. ReversePathFwdCheckPromisc and click Edit option.

In the Edit option - Net . ReversePathFwdCheckPromisc window update
the New value field to 1 and click Save.

X3

*

X3

A

X3

*

A\ IMPORTANT NOTE: For EVE VMs running on ESXi, make sure your management
interface bridged with the vSwitch (Port group) has the security settings set to Accept.
Any port group or vSwitch used to connect an external network to an EVE Cloud
network needs to have the:
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7
0‘0
7
0‘0
7
0‘0

Promiscuous mode: “Accept”
MAC Address changes: “Accept”
Forged transmits: “Accept”

vSwitch Settings

/' Edit standard virtual switch - vSwitchD

5 Add uplink

MTU

Uplink 1

* Link discovery

1500 O
vmnic2 - Up, 100 mbps ~

Click to expand

I Security

Promiscuous mode

MAC address changes

Forged transmits

@ Accept O Reject
® Accept (O Reject

@ Accept (@] Reject

» NIC teaming

¥ Traffic shaping

Click to expand

Click to expand

Portgroup Settings

(4 Management 90 UD

/ Edit setlings

@

= vSwitch topology

Accessible Yes
Virtusl machines: 7
Virtul svitch [}
VLAN D
Active ports

Management 80 UD

4095

@ Refresh | 43 Actions

~ Security policy

Allow mode

2, Management 30 UD
WLAN ID: 4095
~ Virtual Machines (7)
) vCenlre 90,35
& 52016 EVE 30.201
B EVE-PRO.98.100
WAC Adoress 000 24 dl-aa e
P EVE-PROV24
{51 EVE COMM 89
& Cisco Identity Services Engine
@ ASAv 30.35 PROD

Yes

Allow forged transmits

Allow MAC changes

s Physical adapters
G— . vrnic1, 100 Mbps, Full

= NIC teaming policy
Notify swilches
Palicy
Reverse policy

Rolling order

([LooOoo oo

~ Shaping policy

Enabled

|
|

EVE CloudO bridging table.

Lab name

CloudO

EVE
interface
name (inside)

Yes

Yos.

Yes
Route based on ori
Yes

Mo

pnet0

Bridged

Cloud0O/pnet0 is bridged with your primary
EVE ethernet port. It is assigned a
management IP address used for WEB
GUI access. The EVE management
subnet can be used as a management
network in labs.
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A\ Question: How can | obtain my CloudO subnet and gateway IP. Many EVE VMs only
have a DHCP address assigned on the pnet0 interface.

Answer: SSH to EVE and type the following from the CLI:

Example: We want to use Cloud0 as a management network for an ASAv node in an EVE lab.
From the above-obtained information, we know that our Cloud management subnet is
192.168.90.0 with a mask of 255.255.255.0 and the Gateway IP is 192.168.90.1.

ADD A NEW NETWORK g Step 1. Add A New Network onto the topology.
There are two ways to do this: Right-clicking on

Nomber of 1 topology area and selecting “Network” or in the
networks to 2dd sidebar, “Add an Object” and then select “Network.”

Name /Prefix Mgrt

Step 2: Name/prefix can be changed in order to
rename your CloudO network. Make sure your
network type is set to Management(CloudO).

Type Management{Clouda)
Left 737

Top 163

Step 3: Connect your ASAv using the drag and drop
connector to the CloudO network. Refer to sections
8.1.4and 7.10.5

Step 4: Start the node and configure the interface connected to Cloud0 with an IP address from
the management subnet (192.168.90.0/24 in this example). Make sure you do not assign

duplicate IPs.
..
iy Mot
@ Asav N O «

File Edit View Options Transfer Seript Tools  Window Help

+f 0 MR A8 Ra¥ ? W

1abeuely uojsses

[cap[wum] ]

The native management host (home PC) can be used to manage nodes in the EVE lab over
https. Example below showing http connection to Fortigate FW node in the EVE lab from native
PC using Chrome browser.
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FortiGate VMé4-KWM & FortiCare Support

Top Usage LAN/DMZ
S FGVMEVTXINNSOGCT © Firmware & General Updates

v6.22build1010/1GA)

System Events. @ Ips
S Security Fabric > NAT ——
8w FortiView > 2019/11/29 14:13:21
© WebFiltering
4 Network > 00:00:03:10
0

© System > Unknown
B Policy & Objects >
@ Security Profiles >

Virtual Machine i- W 1
2PN >
& User & Device PR A FGUMEV License © NotSupported
|l Log & Report > 1/1 )

,

£ Monitor > L =

NOTE: Cloud interfaces can be used to connect multiple nodes to a single cloud instance on
the topology.

.
w——

——— Mgmt R
» ASAY

9.7 Remove cloud interfaces

For security reasons you can make cloud (Cloud0-9) interfaces invisible for the Lab Editors and
Lab Users.

echo -n 1 > /opt/unetlab/natonly

ADD A NEW NETWORK

Number of 1
networks to add

Name/Prefix Net
Icon cloud.png -
Type bridge -
Left

internal

Top

internal2
internal3
private
private2
private3

NAT

To set back Clouds0-9 visible:

echo -n 0 > /opt/unetlab/natonly
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All Clouds 0-9 will remain visible for Admin users.

9.8 Other cloud interfaces

Other cloud interfaces can be used to extend a lab connection inside of EVE or bridged with
other EVE interfaces to connect external networks or devices.

EVE Cloud bridging table.

EVE VMware
Lab cloud interface

ESXi VM
corresponding
interface

Workstation Bare HW

name name corresponding Server

(inside) interface
CloudO/pnet0 is bridged with
) your primary EVE ethernet port.
First It is assigned a management IP
. Network Network ethermet | address used for WEB GUI
Cloudo Pneto bridged adapter 1 Adapter access. The EVE management
EthO subnet can be used as
management network in the
labs.
Cloud1 can be bridged with your
EVE second ethernet port to
Second achieve connection to another
. Network Network ethernet network or device. The IP
Cloud1 Pnetl bridged adapter 2 Adapter 2 address is not required to be
Ethl configured on it. It will act like a
pure bridge your external
connection with EVE lab node.
Third
. Network Network ethernet
Cloud2 Pnet2 bridged adapter 3 Adapter 3 Same as Cloud1
Eth2
Fourth
. Network Network ethernet
Cloud3 Pnet3 bridged adapter 4 Adapter 4 Same as Cloud1
Eth3
) Network Network
Cloud4-9 Pnet4-9 bridged adapter 5-10 Adapter 5-10 Same as Cloud1

If some of the clouds (e.g. Cloudl) are bridged to another ethernet (VMnet) you can connect
your EVE lab to an external VM or physical device (like e.g. a switch, IP phone or access point).

A For ESXi make sure that you have set Promiscuous mode security settings on the
vSwitch and Port group to Accept. Please refer to section 9.6
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The next sections will explain how you can use Cloud networks in EVE to connect to other
external (e.g. VMWare) VMs or physical devices.

9.9 Connecting external VM machines to the EVE Lab

9.9.1 ESXi VM machines
External ESXi VM machines can be connected to EVE labs using cloud interfaces.

A NOTE: A single Cloud interface can be used to connect more than one external VM to
the EVE lab.

Example: Connecting a Web Security Appliance (WSA) to the lab using the Cloudl interface.
Step 1: Create a hew or use an existing portgroup on your ESXi and assign it to EVE and WSA
VMs as shown below. Make sure you have set Promiscuous mode on the vSwitch (portgroup
WSA-MGMT) to Accept.

A NOTE: VM machines must be in a powered off state to assign network interfaces.

Portgroup WSA-MGMT (with vSwitch5 as parent) settings:

) WSA-MGMT

/ Edit settings (3 Refresh | £} Actions

WSA-MGMT

Accessible Ves

J achines 2
ch (]

LAN D Q

+ vSwitch topology

| & wsa-mamT
VLAN ID: 0
~ Virtual Machines (2)
EVE-PROV24
coeus-10-1-3-033-S000V

© EVE-NG LTD

‘ No physical adapters

—g
—a

~ Security policy
Allow promiscuous mode
Allow forged transmits

Allow MAC changes

~ NIC teaming policy
Notify switches
Policy
Reverse policy

Rolling order

~ Shaping policy
Enabled

Route based on originating port ID
Yes

No

No
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Parent vSwitch5 settings:

(3 vSwitchs

= Adduplink # Edit settings | (& Refresh | £} Actions

vSwitch5
T st Vwten
[ group 1
pinks
~ vSwitch Details
MTU 1500
Ports 4352 (4319 available)
Link discovery Unknovm
Aftached Vis 2 (0 active)
~ NIC teaming policy
Natify switches Yes
Paiicy Route based on originating port ID
Reverse policy Yos
Ralling order No
~ Security policy
Allows promiscuous mode Yes
Allow farged transmits Yes
Allow MAC changes Yes

EVE and WSA VMs settings

EVE VM, second port is assigned to

portgroup WSA-MGMT. It is Cloud1 on the

EVE topology.

~ vSwitch topology

£3 WSA-MGMT
VLAN ID: 0
 Virtual Machines (2)

No physical adaplers

EVE-PROV24
coews-10-1-3-033-5000V

Cisco Web security appliance (WSA),
Management port is assigned in portgroup
WSA-MGMT.

~ Hardware Configuration

~ Hardware Configuration
+ ’Hcru
8 Memory
v _2 Hard disk 1
» 2 Hard disk 2
USE controller
8 Network adapter 1
+ M Network adapter 2
. ! Video card
» | others

16 vCPUs

2GB

40 GB

150 GB

use2.0

Management 90 UD (Connected)
WSA-MGMT (Connected)

4 MB

Additional Hardware

EVE Lab connected to the WSA (Cloudl)

» ©crPu

M Memory
» 2 Hard disk 1
» BE Network adapter 1
» BE Network adapter 2
» BE Network adapter 3

» HE Network adapter 4

b HE Network adapter 5

1vCPUs

4GB

250 GB

WSA-MGMT (Connected)
UNUSED {Connected)
UNUSED {Connected)
UNUSED {Connected)

UNUSED (Connected)

A NOTE: ESXi WSA VM obtained the IP 192.168.10.3 from the DHCP pool on the lab

switch. The gateway is 192.168.10.1

A NOTE: The Firefox Docker node user for management obtained the IP 192.168.10.2
from the DHCP pool configured on the lab switch.
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g’

» Docker_management > switch

DHCP POOL
192.168.10.0/24

SVI10 as Gateway 192.168.10.1

VLAN 10

& 192 - 192.168.90.22:58855 - Remote Desktop Connection

WSA External ESXi VM

cloud1

Port M1

&% Cisco Web Security Virtu. X |+

(e D& h

192.168.10.3

Security Services Network

My Dashboard

o
]
o
]

System Status Details

System Administration

Attention — Jy, You can customize this *My Dashboard" page by adding report modules from different reports
Some modules re added fo
> Overvien

 you by default. The Overview page can be accessed from Reporting

53| Overview > System Resource Uthization

cpu A% |

)

Ram 53.0%

Reporting / logaing disk: 5:2% |

9.9.2

@ firefox automatically sends some data to Mozilla so that we can improve your experience.

VMWare workstation machines

Choose What | share | X

External (meaning not running inside EVE) VMWare workstation machines can be connected

to EVE labs using cloud interfaces.

A NOTE: A single Cloud interface can be used to connect more than one external VM to

the EVE lab.

Example: Connecting Web security Appliance (WSA) to the lab using Cloud?2 interface.

A NOTE: VMs must be in a powered off state to assign network interfaces.

Step 1: Open your VMWare Workstation Virtual Network Editor and configure the VMnet
interface for the Cloud and WSA VMs. If necessary add a new VMnet. The example below is
showing VMnet2 Settings in VMWare workstation. DHCP must be disabled for VMnet2.

Virtual Network Editor settings:

@ irtual Metwork Editor %

Extemal Cornection Fost Connectian
Intel(R) FROJLO00 BT Dual Fort Server Adapter -
Tntel(R) PROJL000 FT Dusl Port Server Adsp... -

Mame Tvpe

Connected

>

Add Network... Remove Network | Rename Network...

YMines Information
(O Bridged (cannect U drectly to the extemnal netwark)

Brldoedto: IntelR) PROJL00O BT Dual Fort Server Adspter Autamatic Settings.
(OMAT (shared hast's IP address with ¥14s) NAT Settings
(®)Host-orly teonnect Vi incermally in 2 private network)

[ Connect & host virtusl sdspter ta ths netweork
Tiost virtual adapter name: Yiare Metwork Adapter Yiinet2
(s local DHCE service to ditributs IF address ta s

Sorot (152 168 .58 . 0 | Subretmacks | 255 255 5% 0 |
o] [ | o

DHCP Sattings

Restare Defauks
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EVE and WSA VMs settings

EVE VM, the third port (Network adapter 3) is Cisco Web Security Appliance (WSA),
assigned to VMnet2. This is Cloud?2 inside your Management port is assigned to VMnet2

EVE labs.

Virtual Machine Settings

Virtual Maching Settings x Hardware  Options

Hardnare  Options

Device Sunmary

e Hemory

Memory

Specify the amount of memory alocatedto this virtual
frachine, The mamary 2@ MUt be 3 MUEIple of 4 ME,

[ Processars 1
Specky the smoemt: of memory slcated bothis viraml <iHard Disk (5051) 2506 Pemoey For ths vetusl mschine: | 4096 (2 g
- machiie. The emcey sza must be 2 rutple of 4 VB e o () <
Processcrs & prer o (Ve
Sord Disk (5C51) 10066 Memory for this vitual machine: | 24576 2| 8 Svetwork Adapter 2 Bridged (Automati) s4oe
) COIOND (SATA) Ao detect itk Adaptor 3 Bridged (Automatic) nae P
Mictwork Adapter CLstom (VMDY e itietnork Adapter 4 Bricged (Automatic) e
Sinetwork Adepter 2 Custom (et s Shctnork Adapter s Bridged (Automat) 5 Masanum recommended mermon
Blctverk Adptors  Curtom (ek2) e -l - b S
B uss Controler presert se 3 M recomended memory o occur beyord the size.)
Sound Card Auta detect e (e w0
bt Present ccc beyandane e e
Soiplay At datect 2e8 oy sizme 8 Recormended memar
e mww @ Y
208 g econmended merery zme
o 168 s4ne ) Guest 0 recommended mmum
2me g
e
w4 ) Guset O recomrmarded winssu e
2me sizme sne
wve
4me
e
ame

84 The virtualmachin must be powered cff to reduce the
armaunt of memory.

aghic anry. Vo t changath aneurt e Ouglay
Zetings page.

Add., Remave
Add... Remave

Canvcel Hel

EVE Lab connected to the WSA (Cloud?2)

[

A NOTE: ESXi WSA VM obtained the IP 192.168.10.3 from the DHCP pool on the lab

switch. The gateway is 192.168.10.1

A NOTE: The Firefox Docker node user for management obtained the IP 192.168.10.2

from the DHCP pool configured on the lab switch.

'———

. Cloiud2
P Mgmt_Docker P switch
SYI10 192.168.10.1 as GV
Managerment Docker station GYW 192.168.10.1
DHCP IP 182.168.10.2 DHCP POCL VLAN 10

Cloud2 as connection to External WM

.'; 172 - 172.25.1.21:33285 - Remote Desktop COHW

| /5 cisco web Secuity  x \| /

<« c \A Not secure | hitps://192.168.10.3:8443/monitor/wsa_user_report

[P p——
il Cisco S000V e
CISCO Web rity Virtual Appliance

" Reporting Web Security Manager Security Services Network System Administration

Support and

My Dashboard

‘B Printable POF &
Attention — i, You can customize this "My Dashboard” page by adding report modules from different reports.

Some modules are added for you by default. The Overview page can be accessed from Reporting
> Overview.

System Overview

Overview > Web Proxy Traffic Characteristics

Overview > System Resource Utllization
Average transactions per second In past minute: 0
cou: 75% |
Average bandwidth (bps) in past minute: 0
RAM: 50.4% [N
Average response time (ms) in past minute: 0
Reporting / logging disk: 5.2% |
Total current connections: 0

System Status Details

Time Range: [N TG_——
22 May 2018 20:00 to 23 May 2018 20:10 (GMT)
Overview > Total Web Praxy Activity Overview > Web Proxy Summary

o data was found in the selected time range No data was found in the selected time range

Overview > L4 Traffic Monitor Summary.

No data was found in the selected time range

No Changes

Pending |
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9.10 Connecting EVE Lab to a physical device

9.10.1 ESXi EVE

To connect a physical device (e.g. router, switch) to an EVE lab over a cloud interface, we have
to bridge the ESXi NICs ethernet port to a VMnet interface.

A IMPORTANT NOTE: Make sure that you have set Security Policy (Promiscuous mode,
forged transmits and MAC changes) settings on the vSwitch and Port group to Accept.

A IMPORTANT NOTE: If you are building trunk between EVE lab node to real Switch,
please make sure you have set your ESXi vSwitch interface to accept all vlans.
Reference: https://kb.vmware.com/s/article/1004074

L\ IMPORTANT NOTE: For EVE VMs running on ESXi, with NIC Teaming Network,
please follow the steps below to edit the reverse path settings

5

%

From the Navigator window select Manage > System > Advanced settings.
Scroll down or use the search bar to go to the
Net.ReversePathFwdCheckPromisc option.

» Select Net.ReversePathFwdCheckPromisc and click Edit option.

In the Edit option - Net. ReversePathFwdCheckPromisc window update
the New value field to 1 and click Save.

X3

S

B3

X3

S

The Example below is showing ESXi Server settings of the virtual network bridged to the
physical interface.

Logical chain of the networking bridge:

EVE Lab Cloud0 > Portgroup “Management 90 UD”->vSwitch 1->Physical Adapter ethl

vSwitchl settings bridged with Server Ethernet port vmnicl (physical adapter)

3 vSwitehl

B Add uplink  / Edit settings | Refresh | £} Actions

* vSwitch Details * véwitch topology

M1y 1500 -
3 Management 30 UD s Physical adapters
T ]— mm vmnic. 100 Mops, Fu
Link discavery Listen / Cisca discovery protocel {CDP) = Vifual Machines (7) |

Pors 4362 (4317 available)

Attached Vis 7 (4 active) 4 =

Beacon inferval 1

|
W]

= NIC teaming policy

MNolify switches Yos

Policy Route based on ariginating port ID

Reverse palicy Yes

Rolling order No

O 0Or

= Security policy

Allow promiscuous made Yes

Allow forged iransmils Yes
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Portgroup “Management 90 UD” Settings associated with vSwitch1

() Management 90 UD

/ Editseitings | (¥ Refresh | £} Actions

’i Management 90 UD
= 3

~ vSwitch topology

£3 Management 0 UD
VLAN ID: 4095
< Viual Machines (1
§1 vCentre 90.95
5 $2016 EVE 90.201
MAC Adress D0:0c: 20.£0:c4:5b
-PRO.98.100

ress D0.0c: 296032 9e

00:0c:29.3d ae: b8
89
&1 Cisco Identity Services Engine

EVE VM Settings

Ceesaible.

#m Physical adapters
'a mm vmnict, 100 Mbps, Ful

~ Security policy

Allow promiscuous mode

Allow forged transmits

Allow MAC changes

~ NIC teaming policy
Notify switches
Policy
Reverse policy

Rolling order

~ Shaping policy

EVE VM Cloud0 is connected to Portgroup “Management 90 UD”

~ Hardware Configuration
» [l cPu
% 1emory
» 2 Hard disk 1
» 2 Hard disk 2
USE controller
» HH Network adapter 1
» EH Network adapter 2
4 @ Video card
» [l Others

16 vCPUs
32GB

40 GB
150 GB
UsBe 2.0

Management 90 UD (Connected)

WSA-MGMT (Connected)
4 MB

Additional Hardware

EVE Lab Connected to a physical device

Physical Topology

Route based on originating port ID

Yes
No

Cisco 887M device port Fastethernet 3 is physically connected to Server port ethl.
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Dell R610 Server
VM Ware ESXi 6.0

-

Physical
server
NIC port

Cisco 887TM eth 1

EVE Lab Topology

VSwitch1associated
with Portgroup

and bridged with NIC
Port eth1

“Management 50 UD"

“Management 90 UD"

EVE VM

VMnet 1 associated
with Portgroup

Cloud0

;qw

EVE lab switch port GO/0 is configured as trunk and connected to Cloud0O over bridged chain
to the physical Cisco 887M Router switchport Fastethernet 3

Soipt  Tools  Window

View tions nsfe
> EEREEE O A S
wich

o

Help
av 7R

9.10.2

VMWare workstation EVE

Similar to the ESXi connection, it is recommended to have a second ethernet interface on your
PC. It can be a USB ethernet extender as well. Not all ethernet adapters fully support a layer2
connectivity over it. MS Windows OS itself strips off any tags added to the packet. Even if your
NIC supports 802.1q VLAN tagging, Windows 10 strips these tags off. The example below will
show a Windows 10 host connected to a physical 3750G-24 switch. The Windows 10 Host has
an Intel (R) PRO/1000 PT Dual port server adapter and is bridged with VMWare workstation

(version 14) VMnets.

Virtual Network Editor Settings, Bridged VMnet interfaces with Real NIC Ports

© EVE-NG LTD

Page 176 of 293



A\Y £ C EVE-NG Professional Cookbook
Emulated Virtual Environment Version 513

Next Generation

@ Virtual Network Edito *
Name Type External Connection Host Connection DHCP Subr|
|uMnem Bridged  Intel(R) PRO/1000 PT Dual Port Server Adapter - - -
VMnet1  Bridged  Intel() PROJI0C0 PT Dual Port Server Adapter 2 - - -
VMnet2 Hostonly = Connected - 192,
VMnets  NAT NAT Connected Enabled 192,
< >

Add Network... Remove Network Rename Network...

VMnet Information

Bridged (connect VMs directly to the external network)
Ericgsd to: | Intel(R) PROJ1000 PT Dual Port Server Adapter Automatic Settings. .
NAT (shared host's IP address with VMs) NAT Settings...

Host-only (connect YMs internally in a private network)

Connect a host virtual adapter to this network
Haost virtual adapter name:

Use local DHCP service to distribute IP address to VMs DHCP Settings...
Restore Defaults oK. Cancel Apply Help

EVE VM Settings. Network adapter is bridged to VMnetO (ethernet Intel Pro 1), and Network
adapter 2 is bridged to VMnetl (ethernet Intel Pro 2).

Responding cloud interfaces on EVE VM:
Cloud0->Network Adapter->VMnet0—>IntelPro

Cloud1->Network Adapter 2->VMnetl->IntelPro#2

Virtual Machine Settings X

Hardware  Options

Memary
Deviee Summary
- — Specify the amount of memory allocated to this virtusl
omory 3 machine. The memory size must be a multiple of 4 MB.
[ Processors 8
A Hard Disk (5CSI) 100 GB Memory for this virtual machine: | 24576 -3 MB
“)CD/DVD (SATA) Auto detect
T Network Adapter Custom (VMnetd) e
Tlnetwork Adapter 2 Custom (VVinet1) 2o g4
FNetwork Adapter 3 Custom (YMnet2) es
a2
USB Controller Present scB 3 Maximum recommended memory
&) sound card Auto detect
468 (Memory swapping may
(=iPrinter Present e occur beyond this size.)
Episplay Auto detect . Py 5068
szuB
4 @ Recommended memory
256 MB
168
128 MB
sHHE [ Guest OS recommended minimum
2Me 512MB
16 B
EME
4 ME
i) The virtual machine wil use up to 768 MB of this memory for
graphics memory. You can change this amount in the Display
settings page.
Add Remove

Cancal e

Physical connection scheme and VMware bridging.
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Internet f

Home LAN

Bndgedm real NIC Verg{gﬂ? EVE Management
Cloud0
Intel Pro1 eth [§ VMnetO _J
VMnetO
g? Fo/24 Intel Pro2 eth VMnetl
Cloudl
Real Cisco SW EVE M OUJ
WS-C3750V2-24PS Bridged to real NIC Wmdows 10
G0/0
|
LAB SW vIOS L2
EVE Lab scheme.
Connection lo Real SW 37506
o
L fandt
& Console - SecureCRT - o x
Fle Edt View Opbons Tamsfes Scopt Taols Window Help
ERAR A AR e b

o Console X 4 b (W05 SW X 4

Ready Seriak COM3,9600 13, 1113 Rows, B2 Cols _ ¥T100

The following solution allows Windows hosts to transmit tagged packets over ethernet. This
has been used in the example above.

A\ Warning. You are making changes to your Windows registry files! This is at your own
risk.

https://www.intel.co.uk/content/www/uk/en/support/articles/000005498/network-and-i-
o/ethernet-products.html

9.10.3 Bare metal server EVE

A physical server usually has more than one ethernet port, free ports
can be bridged with EVE clouds and used for external connections.
EVEs internal interface settings are already bridged in order, pnet0-9
are mapped to eth0-9. Refer to the bridging table in section 9.7

cat /etc/network/interfaces

Basically, your servers physical port ethO is bridged to pnetO which is Cloud0 in your labs, ethl
is bridged to pnetl which is Cloudl in your labs (and so on). Refer to the bridging table in
section 9.7

The example below shows how to connect a bare-metal EVE server with a physical Cisco
3750E switch.
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Physical connection topology:

EVE Server

Cloud1

5 GigabitEthemet1/0/25

Cisco WS-C3750E-48PD

GigabitEthermnet0/0

4

EVE Lab virtual SW

The EVE lab switch’s CDP neighbor is the 3750E switch’s port Gig 1/0/25: A trunk has been
configured between the EVE lab switch and the physical 3750E switch.

Switch X
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10 Advanced EVE Lab features

10.1Lab design objects

EVE Pro has drawing elements integrates to add drawings and text information to the lab
topology. Objects can be placed on the topology in two ways.

Example below, EVE lab with design elements:

GVG FirePower 6.2.2 FMC and NGIPS Lab Devices Used in Lab:
j > Created by UD, EVE 2018
Emulated Virtual Environment Firepower FMC 6.2.2

Next Generation

Firepower NGIPS 6.2.2
SWIOL L2 IRON 15.2
L3 router IOL 15.4.2.T

A——
EI — Windows 7x86 host
- eo622 Mgmt Windows Server 2008R2
o NAT
Internal -~ TExternal "
A

m@@“

192.168.101. 1!24 u RZ

VLAN 101 .I

192.168.101.2i24] > 5w

- [172.16.1.124
/
-
-
o
_ -
L oF = R 2.16.1.100224
- _a—
DHCP POOL VLAN10  *M1 11 10 192.168.10.1/24 DNSIFTP
DHCP POOL VLAN 20 .
OSPF 1 Area0 B www
Authentication MD{
VLAN 10 (e0)
VLAN 20 e
‘
:*: @2
P sw2 Node Interface  |IP
R1 e0/0 10.1.1.1/24
\ILANZ
R1 le0/1 192.168.1.1/24
E R2 =0/0 192.168.10.1/24
@
—
P win7-1 P win7-2
IDHCP VLAN 10| DHCP VLAN 20
Option 1: Side bar -> Add an object Option 2: Right-click on a free area on the

topology canvas to add an object.

Add a new object

B rode

€ Network

&l Picture

O Customn Shape
Aext

= Line

g Auto Align

10.1.1 Custom shape

There are three custom shapes that can be added to the topology: square, round square and
circle (sphere).

© EVE-NG LTD Page 180 of 293



Ve

Emulated Virtual Environment
Next Generation

EVE-NG Professional Cookbook
Version 5.13

Type: Square, round square or circle

Name: This field can be filled with your preferred shape’s name. If the field is left empty, EVE

will generate a name for the shape.

Border type: Two options: line or dashed

ADD CUSTOM SHAPE

Example: Added a circle and square on the topology. Shapes can be moved
around the topology drag and drop style (click and move with mouse).

Border width: Increase or decrease the width of the
border. This can be edited later in the “Shape Edit” menu.

Border colour: Allows you to choose a colour for the
shape’s border. This can be edited later in the “Shape
Edit” menu.

Background colour: Allows you to choose a colour to fill
your shape with. This can be edited later in the “Shape
Edit” menu.

10.1.2 Resize square or circle objects

-
Move your mouse over the right bottom corner of the object until a =
corner symbol appears. Left click and drag your mouse to change “
object size or style (rectangle, sphere) /

10.1.3 Text

Itis also possible to add text or other MS Office objects to your EVE topology.

Add a new object

& Node

Rich HTML Office option allows you to copy texts from MS Word, Excel or = etwork

Visio.
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DR X¥XHERBIMBG = g
B I USXx x| L|[;=:= Ely Bl = = | W EE @
Styles - Normal ~ | Font e Size v A' .' =,U
Your text. Can be copied from MS
Office. Similar like in MS office
you can edit this text here
Example: Excel table on topology: e
R1 je0/0 10.11.1/24
Rl leo/1 192 168 1.1/24
R2 [£0/0 192,168 10.1/24
o
» wWin7-2
My information text
Cloud? Configure nodes .
Example: text objects added to the topology.

lo0 192 168.100.100/3]

Example: Visio object added to the topology

Visio icon Tunnel |

[= |
=

mFMC-622
192.168.90.70/24

NAT
i - 192.168.97.7124
Y

o)
192.168.101.1/24] -“ﬁl
172.16.1.1/24)

-7 172.16.1.100/24)

L ETRVINE Il oo11.10 152.165.10. 1724
pHep PooLLANZo D
OSPF 1 Area 0

[Trunk]
Authentieation MDE

10.1.4 Add picture to the topology

Custom images may be added by using HTML editor:

B0 60 @

Step 1: Add a text object to the topology and press Image button for import
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DB [} (@ |-
B I US®x x|« L|:= = |y W/ E = == EEe FEE%Q;‘E
Styles - | Format - | Font - | Size - A- B2

[Mew Text

Step 2: User browse to import your image.

Image

General Advanced

D URL:

[[] Uploat
No file selected

saneu

Step 3: Double click on object you wish to resize, then change width and height.

image

General Advanced

Alternative Text

Width Height
240 96 Lock Ratio
\

VSpace

Align
<nut551> 0

10.1.5 Custom object linking with telnet or other protocol

This feature allows you to link your eve topology object with external source. It can be web site
or other protocol like Telnet to call out console for external object.

Step 1. Add the text or picture using HTML editor. Sections 10.1.3 or 10.1.4.
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Example: Custom icon added from

MS Visio.
o Internet
192.168.90.71/24 | NAT Step 2. Positi biect in pl
| o e = ep 2. Position your object in place
\ = where you want it to be.
TLAN 101 _!:g ) —(Gorm)—[vian 101 —(eon) g
192.168.101.1124] lR}’
)
Step 3. Highlight text or activate object.
DIRIX® @& @ LI /
B I USx x*|& L=z ) W= = T EE | ®@ mNEm=06
Styles - | Mormal - | Font - | sie -l A- B2

Step 4. Use link button to assign custom protocol for your object. Example: Protocol Other, type
in URL: telnet://10.1.1.10

Link
Link Info Target Advanced

Display Text

Link Type
URL
Protocol URL

<DthEr> telnet/10.1.1.10

Cor I

Step 4. Tab Target, Example: Target/New Window

Link /
Link Info Target Advanced

Target

Newr Window (_dlank)
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Step 5. OK for Save.
N

A\ NOTE to edit picture object assigned with link, use mouse mark area
of object and it and double click on area beside object.

10.1.6 Line object
Line object allows you to draw and design lines on the topology.

Step 1. Add a Line object to the topology

B \Width: Increase or decrease the width of the
ADD LINE line. This can be edited later in the “Shape

. Edit” menu.
Width > -
Arrow Style = single arrow - Arrow Style: Allows you to make arrows to
N your Line object. Single arrow, Double arrows
aimnt e Solid - - . . -

or no Plain. This can be edited later in the
Line Style Straight - “Shape Edit” menu.
tine color I

Paint Style: Allows you to solid or dashed
style for line. This can be edited later in the
“Shape Edit” menu.

Line Label

Cancel

Line Style: Allows you to choose a style Straight, Bezier, Flowchart or StateMachine for the
line. This can be edited later in the “Shape Edit” menu.

Line colour: Allows you to choose a colour for the line. This can be edited later in the “Shape
Edit” menu.

Line label: Allows you to add a label on the line. This can be edited later in the “Shape Edit”
menu.

Example, Dashed, Bezier, double arrow line with label:

Positioning and moving line object. Line object has
invisible connection points at the ends. Use mouse to find Oe---.. |
that point, drag and drop move line connection point to f

your preferred lab location. Use mouse to move other line 1
endpoint on lab location. e

To move all line, use CTRL to mark line endpoint and move line over topology to position it.

Edit Line object. Right click on line to call out edit window:

L EJ O

& Edit Style

T Delete
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—
romre—— B2 -

Stylo Linkcolor  Pasge0i0  Pos nia Link Stylo Link Label  Pos Labal  Curviness

sio v EEEE v ' Bezier v ’ 0

10.1.7 Nodes connection links design

Refer Section 8.1.5

10.1.8 Cloning objects and overlay positions

Right click on the object you want to clone and choose “Duplicate”. You can also change the
object’s overlay position using the “Send to Back” or “Send to front” options.

My information text
Configure nodes

W Duplcate

& Send To Back

10.1.9 Objects Editing

& Edit

W Delete

Right click the object and choose “Edit” for additional options.

00/32
#

Wi Duplicate

& Send To Back
2 Send To Front
G Edit

i Delete

At the bottom of the “Topology Canvas” page, additional object options will appear

Border-type  Border—color Background-color Transparent Rotate

-1 = 1 = dashed |v| DN [ | off 0 & | sauare2

Z-index: Used to change the object’s overlay position on the “Topology Canvas.” An object
with a higher numerically valued z-index will cover an object with a lower
numerically valued z-indexed.

Example: The blue object has a z-index of -1 and the orange object’s z-index is 0.
Orange object is top over blue object.

Border width: Used to change the object’s border width.

Border type: Used to change the border style of the object between solid and dashed.
Border colour: Used to change the colour of the object’s border

Background colour: Used to change the background colour of the object

Transparent: Turns off background colour (filling) and makes the i 7%_ i
object transparent. A e
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Rotate: Used to rotate the object on the topology.
Name: Used to change the object’s name.

To save the object, press Save (green button). ﬂ gz

10.1.10 Lock objects movement

The “Lock Lab” feature prevents objects from being moved around on the canvas (among other
things). For more information about this feature, refer to section 7.9.14.

10.2 Custom design logical topology

EVE Pro includes a feature to upload your own custom topology picture and map nodes to it
for easy access.

PG Output Optiens x

10.2.1 Custom design upload

Before you upload a custom picture in the lab, make sure it is
in .png or jpg format with resolution 130-150x130-150 pixels.
TIP: It is best is to create a topology in the MS Visio and after @i e e
convert it to the .png picture format with resolution 140x140.

Step 1: Open “Add an Object” and then “Pictures” from the left sidebar or
right click on a free area on topology canvas and hit “Add Picture.” B iode

#* Network

Eal Picture
0 Custom Shape\
AText

5 Auto Align

Step 2: Browse your PC for a .png or .jpg file and hit “Add”.

ADD PICTURE

Name Topology

Picture Arista-MLAG_lab EVE2 P

Once the picture is added to the topology canvas, the sidebar will display a new option: “Logical
maps”
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Step 3: Open the “Logical maps” menu item.

Pictures window management
Delete uploaded picture from the lab

=

G Image Map: Map nodes to places in the
picture

Topology Display uploaded picture. Work with lab and
custom topology

Zoom/unzoom uploaded custom topology

Makes the window transparent to see the
n “Topology Canvas” behind it. Clicking again
returns to the normal view.

. Close “Pictures” window.

10.2.2 Custom topology mapping
This feature allows you to map the lab nodes to your custom topology picture.
Step 1: Open the Image Map window:

i %;:::‘L:u: y

Step 2: Select a node, from the dropdown menu, that you want to map to the topology.

Step 3: Move your mouse over a node icon on the “Image Map” and click to map it. The grey
circle means that the node is mapped.

DH(P €0 10110/24

1 es
@ £=—{pat
NZ e

ASA

Nw“ﬁ 230 A(bwedvh 2030

Step 4: Continue mapping the rest of the nodes.
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Nz
152368200/26

Ainternet e, _DHCP 60 1eS 7 saieps
S J — agm el - 10 o )
// @ E

7
- .
ek g

:::::

20/0 > 20/1 o 00

e wss ,,,
12168 00/2¢ 20/2°

VIOS-SW1 vi0S-sw2 Win7
DMZ 52008

Step 5: OPTIONAL. You can also add a mapping for a device external to your EVE server in
order to telnet, VNC, or RDP to it. This way you can open sessions to all your devices (whether
external or internal) in one place.

Select from menu: Nodes ‘ CUSTOM , NODE outside lab

And map with node on topology. homesg

uter

172.25.1.25

Change image map adding protocol, IP and port.

Image MAP <area shape='circle' alt="img" coords="102,286,30" href="proto://CUSTOM_IP:CUSTOM_PORT">

Image MAP <area shape='"circle’ alt="img’ coords="102,286,30" href="telnet:;//172.22.7.18:23">

Step 6: Save your mapping and refresh the browser with F5.

EEW  Cancel

10.2.3 Delete topology or mapping

To delete a single node mapping, right click on nhode mapping circle and click “Delete.”

Map

Y fiDetete

To delete the entire custom topology, click delete.

10.3Multi-configuration sets export feature

Eve Professional/Learning Center includes a "Multi-configuration Set" feature that allows you
to save and manage multiple sets of configurations in a single lab. The "Configuration Export"
and “Startup-configs” features will allow you to set these saved configurations as startup configs
for your nodes when they boot.

A IMPORTANT NOTE: Before you start using the “Multi-configuration Set” feature, you
must complete at least one configuration export.
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Nodes will be greyed out without the option to enable “Startup-

‘‘‘‘‘‘‘ i configs” until you complete at least one configuration export for

.. each node.
: ‘
a
Node boot order:
Start node

Boot from NVRAM persist Check NVRAM
NVRAM

NVRAM Wiped

P~ G Check if node is
Cfgisset ———  set boot from
conﬁguratlon set

Cfg is not set

Boot from factory
default

NVRAM: NVRAM is used as writable permanent storage for the startup configuration. During
the boot process, the node will always check NVRAM for a saved configuration. Saving the
configuration to NVRAM requires a vendor specific command. Cisco: copy run startup (wr),
Juniper: commit, etc. It is MANDATORY to save a node’s configuration before you can export
it.

Exported configuration: A node configuration that has been exported from the node. It can
be used to backup configurations or to set them as startup-configs.

Wipe node: Wiping a node will erase the NVRAM (running config) or the temporary image
shapshot, depending on the type of node. Upon a successful wipe, the node will boot with the
factory default configuration or the configuration included in the base image you are using. If
you have the “Startup-config” feature enabled for the node, then it will boot with the chosen
config set. You must wipe a node after changing certain node template settings like the image
or startup-config. You also must wipe the node the first time you want to enable the “Startup-
config” feature.

Factory default configuration: The base configuration that is applied from the manufacturer.

10.3.1 Supported nodes for configuration exports

Cisco Dynamips all nodes
Cisco IOL (10S on Linux)
Cisco ASA

Cisco ASAv

Cisco CSR1000v

Cisco Nexus 9K

Cisco Nexus Titanium
Cisco viIOS L3

Cisco vIOS L2
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Cisco Viptela vEdge, vSmart, vBond, till version 18.4 only, version 19.x and later is not
supported due implemented password setup feature on the first boot.
Cisco XRv

Cisco XRv9K

Juniper VRR

Juniper VMX

Juniper vMX-NG

JunipervQFX

JunipervSRX

Juniper vSRX-NG

Mikrotik

PFsense FW

Timos Alcatel

VEOS Arista

Aruba CX Switch

10.3.2 Startup config management

10.3.2.1 Global commands

Configurations can be managed via the “Startup-configs window which can
be accessed from the sidebar menu while on the Topology page.

Topology page, More Options:
Export all CFGs — Exports all supported node configurations.

Set nodes startup-cfg to default configset- Sets all
supported nodes to boot from the default configuration set.

Set nodes startup-cfg to none - Sets all supported nodes to
boot from NVRAM configuration.

Delete default configuration set. Warning, this will delete
your exported default configuration set for all nodes.

10.3.2.2 Individual node commands

Select node, right click

SRr—

( :Tmp Wipe: Wipes the NVRAM for a single node
& Wipe
L BwportcFS Export CFG: Exports the configuration for a single node
¥ Capture
el —
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10.3.2.3 Multiple selected nodes commands

Wipe Selected: Wipes the NVRAM for selected nodes
Export all CFGs: Exports the configuration for selected nodes
Set nodes startup-cfg to default configs set: Set selected nodes to the default config set

Set nodes startup-cfg to none: Set nodes to boot from NVRAM or from factory default if
wiped.

Delete nodes startup cfg: Delete selected node’s startup cfg. (clean default set)

10.3.2.4 Startup-configuration window

No configuration exports or manual configs loaded for nodes

STARTUP-CONFIGS .

Config Set Default ~| oaen - - a.

ooee

Startup-configs are exported and the “Configuration Export” feature can be used.

STARTUP-CONFIGS *

Conigse betas © ogn - - oD

coee
aaaa

10.3.2.5 Startup-config window information

Config Set Config set menu
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No configuration is available for node. Grey
node

Configuration is available and can be used.
Blue node. Exported configuration persist

Configuration persist but it is disabled. Node
will boot from NVRAM or factory default if it
is wiped

Configuration persists and node will boot
from the configuration after being wiped

CONFIG SET

uuuuu

Add new config set.

CONFIG SET
Name o

Rename config set. The Default Config Set
cannot be renamed.

1P Addressing ~

Config Set

Select a Config Set and delete it. You
cannot delete the Default Config Set. The
Default configuration set can be cleaned
using the sidebar / More options / Delete
default configuration set

Upload configuration set from your local PC

Download configuration set to your Local
PC

Apply Config Set button: Sets all nodes to
boot from the chosen config set.

Config Reset button: Sets all nodes to boot
from none. Node will check boot order. If the
Wipe function is used, nodes will boot from
factory default.

Individual node export or import
configuration. Configuration export/import
file format is .txt.
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vawes e o 7 oo~ @ | Ace Editor. Different vendor configuration
edit option. Just Text visual format.

10.3.3 Export Default configuration set

; !,\ NOTE: The default configuration set is hardcoded. It is mandatory to export a nodes config
before you can start building custom configuration sets.

Example:
&= 5

m (w00)

Step 1: MANDATORY: Configure your nodes and make sure you applied the vendor specific
command to save the running configuration to NVRAM. If you do not save the configuration, it
will not be exported and in the notification area, you will receive an error message stating the
node cannot be exported.

In this example the nodes have been configured with hosthames only and the configurations
have been saved to NVRAM.

Step 2: Chose any method to export configurations to the Default Config Set. You can use
export a single node, a group of nodes, or all nodes. Only supported nodes configurations will
be exported.

Step 3: In the example below a group of nodes were selected to export configurations.

= Export All: done
Group of R1, R2, SW1, SW2...
P Start Selected
R1: config exported
W stop Selected
<& Wipe Selected
R1: Starting export, please wait
> Console To Selected Nodes
& Export all CFGs R2: config exported
P Set nodes startup-cg to default configset
[ Set nodes startup-cig to none R2: Starting export, please wait
e Horizontal Align
SW1: config exported
& Vertical Align
@ Circular Align
SW1: Starting expor, please wait
T Delete nodes startup-cfg
1 Delete Selected SW2: corfig exported

SW2: Starting export, please wait

Export Selected: Starting

Default configuration set is completed. The notification area will display
“Export All: done” when complete.

NOTE: you can configure your nodes with your preferred configuration and make it the default
configuration set.
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10.3.4 Boot nodes from exported Default config set
Step 1: Stop all nodes

Step 2: Open sidebar and click Startup-configs. Make sure your config is set to default and the
nodes config switch is green (switch on/off beside node). Press the green “Apply Config Set”
button (Set all nodes to selected config set) and all your nodes will boot with the default config
set after wiping them.

STARTUP-CONFIGS
Config Set oen - - f

B Ri
& R
£ swi
3 swe

R S

Step 3: Wipe nodes. For more information refer to section 8.1.3

Step 4: Start nodes

10.3.5 Export new custom config set

This section will describe how to create a new custom configuration set for the same example
above.

A Make sure your nodes are running and booted from the default set.

Step 1: Create new custom named (e.g. “IP Addressing”) configuration set, Press Add new
config set.

Config et /ﬂﬂﬂ BE

Name it and press Add.

CONFIG SET

Name IP Addressing
\
.-
The new configuration set is created.

A NOTE: It will duplicate the default configuration set under your IP Addressing config
set.

Step 2: Select newly created Config set IP Addressing and hit the green confirm button (Set all
nodes to selected config set) on the right.
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Contig et oEn - - /l'

Default
1P Addressing

Step 3: Make sure your nodes have the Startup-config slider switched to “ON” and verify the
config set menu has the “IP Addressing” set selected.

Confiases Al 7] ogn - - oo

HHUI
L

Step 4: Return back to your lab and continue configuring nodes until your preferred
configuration is complete. In this Example, the IP addresses are configured on the nodes.

Step 5: IMPORTANT: YOU MUST save the configuration on all nodes, even if the configuration
was nhot changed.

Step 6: Use any method (individual, group or all) to export the new configurations to the IP
Addressing set.

Step 7: You can verify that the configs were exported by re-opening the “Startup-config”
window.

Make sure the correct config set is selected, and check if the configuration is exported for the
node or nodes.

STARTUP-CONFIGS

Config Set 1P Addressing “nn + &

AN

STTY

* v

Repeat steps 1-7 of this section for the next configuration set.

10.3.6 Edit exported configurations
It is possible to edit your configurations for the nodes manually.

Step 1: Select a config set and apply it with the green confirm button (Set all nodes to selected
config set) on the right.

Conlg et aoan - - )

Default
IP Addressing

Step 2: Select the node you want to edit the configuration of and make your changes. Click
“Save” when you are finished.
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STARTUP-CONFIGS *

ottt [ oon - - oo

2 Ace Editor (G

+ o+ o+ =

Step 3: Apply the config set to all nodes with the green “Apply Config Set” button Fn
on the right (Set all nodes to selected config set).

A NOTE: you can manually copy/paste any configuration into the config set editor and

apply it to your node. Make sure your configuration interfaces match the lab node’s
interface names.

10.3.7 Set lab to boot from config set
To set your lab nodes to boot from the exported configuration, follow the steps below:

Step 1: Wipe nodes. Refer to section 10.3 for information about wiping nodes and the order of
operations during boot.

Step 2: Open the “Startup-configs” window from the left sidebar.

Step 3: Select your preferred config set and apply it by pressing the green
“Apply Config Set” button on the right (Set all nodes to selected config set). P

Step 4: Start nodes.

10.3.8 Set lab to boot from none
To reset your lab nodes’ configuration to factory default follow the steps below:

Step 1: Wipe nodes. Refer to section 10.3 for information about wiping nodes and the order of
operations during boot.

Step 2: Open the “Startup-config” window from the left sidebar

Step 3: Press the red “Config Reset” button on the right (Set all nodes to no ﬂ\
startup-config).

Step 4: Start nodes

© EVE-NG LTD Page 197 of 293



GVG EVE-NG Professional Cookbook
Version 5.13

Emulated Virtual Environment
Next Generation

10.3.9 Delete a config set

Select the config set you want to delete and click the “Delete” button. You cannot delete the
default config set.

Config Set IP Addressing ¥ ” F3 X

10.3.10 Rename a config set

Step 1: Select the config set you want to rename. Change the name and hit “Save.” You cannot
rename the default config set.

Config Set IP Addressing ~ n F 3 &

Mame | IPAddressing newl

N

/m Concel

10.3.11 Export a config set to your local PC
It is possible to export configuration sets to your local PC.

Step 1: Select the config set you wish to export.

Config Set IP Addressing v ﬂn 3 & \

Opening IP Addressing zip X

You have chosen to open:

B IP Addressing.zip
which is: WinRAR ZIP archive (5.7 kB)
from: blob:

‘What should Firefox do with this file?
O Qpenwith | WinRAR archiver (default) i
@ ave File

[ Do this sutomatically for files like this from now on.

Cancel

Step 2: Save it on your local PC.

NOTE: You can open this archive and edit your node configs manually. Archived configs are
saved in txt format. After editing you can archive it back to .zip format and import it in EVE.

10.3.12 Import config set from local PC.

It is possible to import config sets to your lab. u; R
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UPLOAD CONFIG FILE

Mame

Browse to the file on your PC, select the archive or config
set and upload it.

File

@ Fie Upload x

Uploaded config sets without a Name will appear in the
config set menu with the name “Import”. To rename config
sets, refer to section 10.3.10

4 [« Deskion » Exports o0 e import B
Orqurice v Mew okl - m e
A Hame
B 0Rp cigsetom
gm.,m..-_m_a:m/
M NEW P Addressing o0
Rio

B ThisPC
B 30 Otjects
I Desktop
Documents
& Downloads
File name: NEW [P Addressing zip | A

10.3.13 Export a single nodes config to your local PC

Open the “Startup-configs” window from the Side bar. Select the node that you want to export
the configuration of and click the “Export” button.

Opening Rt %

Vou have chosen to oper:

\ 24 Document (1.3 kB) [ Rt |
e T - B
® w LB e e
@ swi #( ) | serialrestartdelay0 Do e ity o e m
[ swe #( B | ipforwardprotocol nd 5] (e
10.3.14 Import a single nodes config from your local PC

Open the “Startup-configs” window from the sidebar. Select the node that you want to import
the configuration to and click the “Import” button. Browse to the file on your local PC and click

“Upload.”
UPLOAD CONFIG FILE
File no file selected
W Uoiosd  Cancel
@ File Upload x
\ 4 || « Desktop > Exports > vlo
— T - | PR Orize > Newfoldr
[ This PC “
& R2 idl :m . 30 Objects EIGRP cfgset 2
hostname R1
[ Desktop. =} RW\
. ! =
g swi (e -
boot-start-marker 4 Downloads >
[ JETE #( B bootendmarker ot

1

NOTE: The configuration must be in txt file format.

10.3.15 Set lab nodes to boot from different config sets

The “Multi Configuration set” feature allows you to set nodes to boot from different config sets
in the same lab.

Option 1: Open the “Nodes” list from the left sidebar. Choose your node and select a config set

from the dropdown. Stop the node, wipe it and start it again. Your node will boot from the
selected config set.
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CONFIGURED NODES

Option 2: Stop the node, right-click on the node and click “Edit.” Select your preferred config
set for the node and click “Save.”

Startup configuration \
Default -
None

P Addressing

NEW IP addressing

10.3.16 Lab config script timeout

Lab config script timeout is used when nodes are waiting to boot from a config set. The node
will literally wait during boot until the configuration is applied from the config set.

Hit “More actions” and then “Edit lab” from the sidebar. Set the config script timeout in seconds.
By default, this timer is set to 300 seconds for new labs.

A NOTE: For heavy labs and nodes with

long configurations, you can raise this  config Script Timeour 800 Seconds
timer to 600 seconds or higher.

10.4 Lab Timer

For self-controlled lab timing, EVE Pro has integrated a “Lab Timer” feature.

10.4.1 Set the Lab Countdown Timer
Step 1: Click “More Options” and then “Edit Lab” from the sidebar.

Step 2: Set the “Lab Countdown Timer” in seconds for the time you wish to display on the
topology and confirm by clicking “Save”. 7200 seconds = 120 minutes.

Config Script Timeout 800 Seconds

Lab Countdown Timer 7200 \ Seconds

Step 3: To start your lab, be sure all nodes are running.

Step 4: Hit “Lock Lab” from the sidebar. A red sign means that the lab is locked. Unlock Lab

Step 5: When ready to start, click “Refresh Topology” from the
sidebar. The countdown timer will be displayed on the “Topology
Page” in the top left corner.
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10.4.2 Stop the Lab Countdown Timer
Step 1: Click “Unlock Lab” Grey means that the lab is unlocked.
Step 2: Hit “Refresh Topology” from the sidebar

A NOTE: The lab timer does not stop nodes or disconnect sessions from the lab.

10.5 Lab Tasks

Lab task or workbook creation feature.

10.5.1 Creating a new simple task

Step 1: On the side bar click on “Lab Task(s)” to open the Lab Task(s) management window.

Step 2: Click on the “+” sign to create a new task. Enter the name of the task name and click
on “Add” to create the task.

LAB TASK(S)
Q\/Taak

LAB TASK

Name ‘ 1. Switching ‘

Cancel

10.5.2 Edit a simple task

Step 1: Press the edit button next to the name of the newly created task.

LAB TASK(S)

W G 1 Switching

== New Task

Step 2: Use the rich text editor Window to create your Task / Workbook. It is a recommended
option to copy/paste task content from MS Word. Save your Task content by clicking on the
“Save” button.
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LAB TASK(S)

RREl o] 8 Source 1B @B
BIUSXOX &L == x99 B
+ NewTes)
Task 1.1 Basic configuration

Objectives

+ Configure switches’ hosinames accordingly diagram

»»»»»»

+ Configure VTP mode accordingly tabie belom:

B EE .
I I

E
A B R

"TEHEBE=QO®ED

Device VTP mode

Versicn I VP doman

W-OMEZ transparent

10.5.3

Create a multi tabs task (task on multiple tabs/pages)

Step 1: Click on the “+” sign to create a new task. Enter the name of the task name and click
on “Add” to create the task.

LAB TASK(S)

-‘twask

Name ‘ 1. Switching ‘

Cancel

LAB TASK

10.5.4 Edit a multi tabs task (task on multiple tabs/pages)

Step 1: Press the edit button next to the name of the newly created task.

LAB TASK(S)

W & 1 Switching

=+ New Task

Step 2: Click on the “Insert tabs” button.
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LAB TASK(S)

uRe] o] Bswee |B O B

a
®
7
@
i
.
@

B I USx x = E(v B 2 E S E9NE = "Rl =00 @0
+ New Task

Styfes - | Fomat - | Font - | sz -lA-BH D

Insert Tabs

New Teut

Step 3: Enter the name of your new task group and choose the number of tabs (must be
between 2 and 9). Tab names can be changed later.

Bootstrap Tabs x
Add Tabs when activity content can easily be segmented into
separate tabs to allow for more efficient use of space

Tah Set Ttie

ytab

Number of Tabs

2

a Tah

ea Tabto Remove v

w oo oa oo oo B

Step 4: To save your your tabbed task, press “Save”.

LAB TASK(S)

il )

[ source DR a|ld B R E « | -

B I USX x|« T

Ix

EJR I

i
([}
2
=
mu
]

3

wEmE=060LD
= New Task

Styles < | normal - | Font - | sie SlA- B A

Tab 1 Name Tab 2 Name Tab 3 Name Tab 4 Name

Tab 4 Content
Mew Text

body div p

Cancel

10.5.5 Edit tabs (Multi tabbed task).

Step 1: Activate the tab for which you want to edit its content and press the edit button.
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LAB TASK(S)

Tah 1 MName Tah 2 Mame Tab 3 Name Tab 4 Name

= New Task Tab 1 Content
Mew Text

Step 2: Rename your tab,

i o Bsw: DB @D XB EGE "

B I US x|« E| == %% »§|=
+ Mew Task

Task 1.1 Basic configuration
Objectives

« Configurs switches’ hostnames accordingly diagram

Step 3: Press the “Show Blocks” button, this will help find the right place to create the task tab
content. Make sure that you are copying or creating the tabbed task content into the correct
place (Tab 1 Content)

NOTE: Itis strongly recommended to use “full screen” for the rich html text editor when you are
working with tabbed tasks. Press the “full screen” button to work with tasks. Press it again to
exit full screen mode.

|
[0l source Daa b XhHhEEEB « o

B I USHX x|« L[ = £ Bz =71 &% | ™ Em=08&
Styles - Mormal(.. < | Font - | sz - A B Ml e—
f Show Blocks
B o ! |
D /

Task 1.1 Basic configuration Tab 2 Mame Tab 3 Mame Tab 4 Mame

3
e Text

Step 4: Save your modified task by clicking on “Save”. To edit another tab, repeat steps 1-3.

10.5.6 Create a task with your PDF workbook

Step 1: create new Task and name it and press Add:
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LAB TASK(S)

=+ New Task

LAB TASK

Name EVE cockBook

F Cancel

Step 2: Press edit Task and locate PDF button, Press it

LAB TASK(S)

*EF [ Source DR & B @ GE @& B %
BI US X ¥ I =3z E 1y B |E2 =221 NE = mEm@E=09QFO
+ New Task
Styles - | Fomat <+ Font v Sae v A- B BHE

Mew Text

Step 3: Navigate to your pdf document, Press OK.

EVE-NG PDF plugin X

Choose PDF File to import.

This will replace the content of the current Task

A Cisco SD-WAN Lab EVE-PRO.pdf

& o

Step 4: To view your uploaded book, use, Side Bar/Tab Tasks/your taskname

Workbook

Emulated Victual Enviconment

Cisco SD-WAN Lab A
EVE-NG Pro Lab guide

Author Uldis Dzerkals
EVE-NG Pro, 2020
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10.5.7 Create a task with Online document (PDF or HTML)

Online document or web site task (https ONLY, iFrame allowing use Secure http only)

Step 1: Have ready your link to online web site or document. Example:

https://www.eve-ng.net/images/EVE-COOK-BOOK-latest.pdf

Step 2: create new Task and name it and press Add:

LAB TASK(S)
\ LAB TASK

Name Online PDF|

~”

F Cancel

Step 3: Press edit Task and locate iFrame button, Press it

LAB TASK(S)

& [B) source DRalB B & @

E‘-‘ c00kBOO
B I USX x| «L[iZ:
F

+ New Task

g e o M@

Q8 w0

IFrame

i
i
-
>

Styles - | Format

Step 4: Type the path to your online document, set Width to 100%, and Height resolution to
10000.

The path location is https://www.eve-ng.net/images/EVE-COOK-BOOK-latest.pdf, which
prepared in Step 1. Press OK for iFrame properties and Save Task, Press Save

IFrame Properties »

General Advanced

URL
https:/iwww eve-ng.netimages/EVE-COOK-BOOK-latest pdf

Width Height Align

=notset> | »

I:‘ Enable scrallbars

¥

Long Description URL

D Show frame border
Name /
100% |

Advis ory Title
| 10000

h Cancel

Cancel

Page 206 of 293


https://www.eve-ng.net/images/EVE-COOK-BOOK-latest.pdf
https://www.eve-ng.net/images/EVE-COOK-BOOK-latest.pdf

GVG EVE-NG Professional Cookbook
Version 5.13

Emulated Virtual Environment
Next Generation

Step 5: To view your uploaded book, use, Side Bar/Tab Tasks/your taskname

— + Automatic Zoom

Emulated Virtual Environment
Next Generation

EVE-NG Professional
Cookbook

Version 1.16

Author-

10.5.8 Delete a task

Step 1: From the Side bar click on “Task Management”:

™ Logout

:: Esat Ful

Step 2. Click on the delete symbol next to the task name which you want to delete.

LAB TASK(S)

/]T]I' @4 1. Switching

=+ Mew Task
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11 Wireshark capture

All EVE-NG Professional and Learning Centre console types have the integrated Wireshark
capture feature. This means that it is not necessary to have Wireshark installed on the client
machine you are using to access EVE with.

EVE-NG Professional currently supports ethernet interface capturing only.

11.1 Native Console Wireshark capturing

Step 1: Right click on the node you wish to capture, Ei i
choose “Capture” and then the relevant interface.
The capture will open in an HTML session. EVE-
PRO supports capture for ethernet and serial
interfaces.
Select the interface frame type which will be
captured:
e Ethernet for Ethernet, Fast Ethernet,
Gigabit Ethernet.
e Serial interface frames: HDLC, PPP or
Frame Relay.

Console externalize Node hostname and
to Browser tab captured interface

Branch Office

RA-CE (5)

» A
"
HEEN
4 z @D
ﬁl ] File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4y ) s L NG QewsEFsEaaql
BRWIN .
(2 g M -] Expression...  +
Time Sour Destination Protocol Lengtt info
: 498 209.656438724 40.1.1.2 20.1.1.2 Taw 78 Echo ( ideox
> 499 209664189721 192.168.30.253 112 0P 78 Echo ( ide0x
500 200.664457574 40.1.1.2 192.168.30.253 10w 78 Echo ( 1d=0x
501 209.976050074 192.168.20.253 40.1.1.2 100 78 Echo (i idetx
562 209976410059 40.1.1 192.168.20.253 0P 78 Echo idetx
503 212.429293501 50:02:00:05:00:01 50:02:00:65:00:01 LOOP 60 Reply
504 212655675891 192.168.30.253 40.1.1.2 100 78 Echo (ping) request id=0x
: 505 212656098018 40.1.1.2 192.165.30.253 100 78 Echo (ping) reply  1d=0
7 e 1: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 0
HQ DC1 » Ethernet II, Src ), Dst: )
= » Internet Protocol Version 4, Src: 192.168.20.253, Dst: 40.1.1.2
Primary <, » Internet Control Message Protocol
© »roc
1
1
| 50 02 00 65 00 01 56 62 00 06 00 02 08 60 45 00 P P E
! 00 40 18 83 00 00 fe 01 a5 91 c0 a8 14 fd 28 01 @ (
| 0020 01 62 06 00 f0 0 [EJEE 00 01 00 00 00 00 Ac 28
: 80 ac ab cd ab cd ab cd ab cd ab cd ab cd ab cd
! — ab cd ab cd ab cd ab cd ab cd ab cd ab cd
;
|
1 ol
! [
& [ ]
1 . 7 Ready toload o capture Packets: 505 - Displayed: 505 (100.0%) Profile: Default
! ne
1 |
: -
i |
! 1
1 () = |
1 1 Area 0 =1 |
! F 1 Area 0 1ol
1
i Captured node tab. el
\ ’

&l Singleclickopensit. |59 s
Double click close

Step 2: To save the captured file to your client PC, stop the capture and choose File/Save As
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Q as =Eaqaqq
X QewEF S Q aQ

(

No. Time Source Destination Protocol_Lengthnfo
2 4665564570 COP/VTP/DTP/PAgP/UD... COP 369 Device ID: R2 Port ID: Ethernct/0
3 COP/VTP/DTP/PAGP/UD_. COP 383 Device ID: RL Port ID: Ethernetd/0
4 5.010384670 a8 aa:bb: Loop 68 Reply
5 10.606369088 aa:bb:cc:08:01:80  aa:bbicc:00:01:08  LOOP 68 Reply

» Frame 1: 66 bytes on wire (489 bits), 60 bytes captured (480 bits) on interface &

b Ethernet II, Src: aa:bbicc:00:01:00 (aa:bb:cc:00:01:60), Dst: aa:bbicc:00:61:00 (aa:bbicc:@0:01:00)
» Configuration Test Protocol (loapback)
» Data (40 bytes)

W Go Capture Analyze Statistics Telephony Wireless Tools Help
oper ctrivo = — =@ aaF
’ =% == AR R

»

[ Merge.
I Import from Hex Dump. stination Protacol Lengthinfo
1

Close culew bb:cc:00:01:00  LOOP 60 Reply
save i ctiss
File set »
Export Specified Packets.
Export Facket Dissections »
vk
Export 5L Session Keys...
Export Objects »
print crier
Quit ctirQ

» Frama 1: 66 bytes on wire (480 bits), 60 bytes capturad (480 bits) on interface 8
» Ethernet II, Src: aa:bb:cc:60:02:00 (aa:bb:cc:00:02:68), Dst: aa:bb:cci00:82:00 (aa:bb:cc:80:02:60)
» Configuration Test Protocol {Loopback)

» Data (40 bytes)

Step 3: Choose the location where you want to save the captured file
IMPORTANT:
/nobody/thinclient_drives/GUACFS/Download

Enter a name for your captured file and press Save. Your browser will offer to download your
capture fil and save on your local PC. Refer Section 11.2

11.2HTMLS5 Console Wireshark capturing

Step 1: Right click on the node you wish to capture,
choose “Capture” and then the relevant interface.
The capture will open in an HTML session. EVE-
PRO supports capture for ethernet and serial
interfaces.
Select the interface frame type which will be
captured:
o Ethernet for Ethernet, Fast Ethernet,
Gigabit Ethernet.
e Serial interface frames: HDLC, PPP or
Frame Relay.
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Branch Office

Console externalize
to Browser tab

Node hostname and
captured

interface

File Edit View Go Capture Analyze Statistics Tele»hony Wireless Tools Help
AR Z©® ™ X € Q &= A=
(W IFoply 2 dspiy fiter <co 5
No. Time urce Destination Protocol_Lengtt Info B
498 209.656438724 40.1.1.2 20.1.1.2 1P Echo (ping) reply a0
m 299 ssuwu m :sa 30.253 40.1.1.2 ICHP 78 Echo (ping) request idex
1.2 192.168.30.253 1P 78 Echo (ping ly a0
Sﬂl 29‘9 976850074 Hl 163 20.253 46 1.1.2 ple 3 78 Echo (ping) request id=0x
L 2 192. 15 .20.253 ICHP 78 Echo (ping) repl d=0x
E H LoOP 60 Reply
40.1.1. 2 [CHP 78 Echo’ (ping) request id=6x
505 212.656098018 40.1.1.2 192.168.30.253 ICHP 78 Echo (ping) reply  id=8x+
< »
* Eee 1= T bytes o wiva 1624 BLaT, 78 Byian capiined (604 BEAT we dntertece @
» Ethernet 11, s )
» Internet Prnto:ol Version 4, Src: 192.168.20.253, Dst: AB.\. .
» Internet Control Message Protocol
2 00 05 60 61 50 62 00 06 00 02 08 60 45 00 P E
1 llls 3 00 00 fe 01 a5 91 c0 a8 14 fd 28 01 (
0020 01 02 08 00 0 e0 FEREE 00 O1 00 00 00 60 Oc a8 =
e ac ab cd ab cd ab cd ab cd ab ¢d ab cd ab cd
0 ab cd ab cd ab cd ab cd ab cd ab cd ab cd
7 Ready to load or capture Packets: 505 - Displayed: 505 (100.0%) Profile: Default
(cor) '
1
(D i
@no) '
(&) [l
F 1 Area 0 EII !
1
Captured node tab. |
'

Single click opens it.

Double click close

Step 2: To save the captured file to your PC, stop the capture and choose File/Save As

File Edit View Go Capture Analyze Stafistics Telephony Wireless

Tools Help

QA QE

Protocol Length Info

A ® = X € Q @ =
(R[Apply = dis® i
No. Time Destination
10.000000000
2 4.665564570 02:00
3 5550412451 o1:08
s.o19304670 o

5 lo-eamoo8s aaibhce 0s.o1.00

o 0:01.08 __L0OP
COP/VTP/DTP/PAgP/UD... CDP
COR/VTR/DTF/PAgR/UD... COP

aa:bb:cc:00:01:08

60 Re
369 Device ID: Rz Port Il
383 Device ID: RL Port T
66 Reply
68 Reply

Ethernetd/0
Ethernete/e

Loop

Qi 5 ) A T (), 0 i () i) i e

b Ethernet II, Src: aa: 00:01:00
» [T e iae e e T ot ki
» Data (40 bytes)

dit View Go Capture Analyze Statistics Telephony
ope [T R p—
" PE S
Open Recent ,

Merge...

I Import from Hex Dump.

Close

File Set 3
Export Specified Packets..

Export Packet Dissections ’
Export Packet Bytes... culer
Export PDUS to File

Export SSL Session Keys.

Export Objects 3
ctriep

cuiv

print
Quit

»
» Ethernet II, Src: aazbb:cc:00:02:00 (aa:bb:cc:0:02:00), Dt
» Configuration rm “Protocot. (Loopback)

} Data (40 bytes|

Wireless Tools

{a2:bb:cc:00:01:00), Dst: aa:bbicc:00:81:00 (aa:bb:cc:@0:01:60)

Help

Q Q|

Protocol Lengthinfo
007 60 Rep!
L00P 60 Reply

Erame 1: 60 bytes an nire (430 bits), 60 bytes captured (490 bits) on interface o

a:bb:cc:00:62:00 (aa:bb:cc:80:02:00)

Step 3: Choose the location where you want to save the captured file

IMPORTANT:
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/nobody/thinclient_drives/GUACFS/Download

Enter a name for you captured file and press Save.

File Edit view Go Capture Analyze sStatistics Telephony Wireless Tools Help
AdAmiomRRE Qe EF =aaalf

(N[ Apply = dispiay fiter — <ct

No. Time
1 0.000060000
2 4.665564570 A
35.550412451  aa:bb:cc:0:01:08
45.910304670  aa:bb:cc:08:02:08
5 10.000389088 aa:bb:cc:0a:01:08
615922996208 aa:bb:

7 20.004233085 aa:

8 25.927447959

Protocal_Length Info

60 Repl
369 Device ID: RZ Port ID: Ethernetd/B
coP. 383 Device ID: RL Port ID: Ethernete/e

Loop 66 Reply
Loop 68 Reply
Loop 60 Reply
Loop 60 Reply

5 30.004695844 2a:bb:cC:00:01:00  LOOP 60 Reply
10 35.835243118 aaibbicc:0:02:00  LOOP 60 Reply
ri ve Captre Fil 5
Loak in: / [ /nobodythinelient_drives/GUAC/Download -0 900 @EE
[ Computer||_Name. v Size  Type  Date Modified

9 nobody

Frame 1: 6|
Ethernet I
Configurat
vata (48 by

File name: [mycapturedfild  # = Save
cancel
Saveas: | Wiresharki... - pcapng “l hep

Compress with azip.

0200 aa bb cc 9@ 01 @9 aa bb <c 08 01 08 90 60 90 00
0510 @1 00 00 0@ 00 €0 00 69 00 00 0 0O 00 60 90 00
0020 60 60 00 00 00 0O 00 60 00 00 00 60 G0 60 00 00
3 80 60 0O 00 00 6O 6O 69 00 00 0 0O

Step 4: A window will open that will allow you to save your captured file on your client PC. If
the client PC’s browser is set to download automatically, your captured file will be saved in the

default browser download folder.

Opening mycapturedfile.pcapng
You have chosen to open:

- mycapturedfile.pcapng
which is: Wireshark capture file
from: http://172.22.7.18

What should Firefox do with this file?

Wireshark (default) ~

() Save File

Do this autematically for files like this frem now on,

Cancel
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11.3HTML5 Desktop Console Wireshark capturing

Z  DSW-_edl

Step 1: Right click on the node you wish to
capture, choose “Capture” and then the relevant
interface. The capture will open in an RDP session.
EVE-PRO supports capture for ethernet and serial
interfaces.
Select the interface frame type which will be
captured:
o Ethernet for Ethernet, Fast Ethernet,
Gigabit Ethernet.
e Serial interface frames: HDLC, PPP or
Frame Relay.

EVE | Topology - Mozilia Firefox

®

DHCP NAT Cloud
169.254.254.024
10.1.1.02¢

o
192168201 (@)

\\

wanz
P s
|| RPN
=

P

Step 2: Stop capturing with the STOP button.

FreeRDP: 172.17.0.1:52025

i) Edit view Go Capture Analyze Statistics Telephony Wireless Tools Help

Open cul+o = — = @ oa a T
PE4 L =AQAQAQ
Open Recent »
" merge. -] Expression... +
I Import from Hex Dump... stination Protocol Length info —-
Close Clrlrwt bbicc:00:01:00  LOOP 60 Reply
Save Ctri+s b/VTP/DTP/PAgP /UD.. CDP 369 Device ID: R2 Port I0: Ethernetd/n
Mm caicties Lok s neply
SEFEIASE St b cciea:01:88  LOOP 68 Reply
File Set »|bbicciee:6ziee  LOOF 68 Reply
bbiccioeiolioe  LooP 66 Reply
Export Specified Packets. bbiccioe:02:00  LOOP 66 Reply
. bb:cci00:01:08  LOOP 60 Reply
Expart Packat Dissactions ¥ 2/\TP/DTP/PAG/UD.. COP 383 Device 10: RL Port I0: Etherncto/o
Export Packet Bytes.. Ctri+H bb:cc:00:02:00  LOOP 60 Reply
Export PDUS to File bb:cc:00:01:08 LOOP 60 Reply
Export S5L Session Keys... es captured (480 bits) on interface 8

Export Objects »[c:08:02:68), Dst: aa:bbicc:60:62:00 (aa:bb:cc:80:62:80)

Print. crri+p
Quit Ctri+Q

aa bb cc 63 02 08 a2 bb cc 00 02 @9 00 80 80 08  ........ .......
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Step 4: Chose the path to save the captured file,

IMPORTANT:

/nobody/thinclient_drives/media/nobody/thinclient_drives/GUACFS/Download/

Enter a name for captured file. Press Save.

E FreeRDP: 172.17.0.1:34985 |

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dmieomBERG Qe EFEJEFAQQE

(R [Aprly = dapiay fiter —<cutrs T3 expression...  +
No Time Source Destination Protacol_Length info

16.000000000 aa:bbicci00:01:0  aa:bbicci08:01:00  LOOP 60 Reply

26257457261  aa:bbicci68:61:86  CDR/VTR/DTR/PAGR/UD. CDP 383 Device Ib: R1 Port I0: Ethernets/s

lookin: |9 Y g [Download ~ooco@mEME

B computer|| Name - Sze  Type DateModified

9 nobody

File name: [mycapturedfile |2 save
Cancel
Saveas: | Wireshark/... - pcapng I e
Compress with gzip
@ 7 wireshark eth0_20180517183544 uyvLsB Packets: 2 - Displayed: 2 (100.0%) Profile: Default

Step 4: A window will open that will allow you to save your captured file on your client PC. If
the client PC’s browser is set to download automatically, your captured file will be saved in the

default browser download folder.

Opening mycapturedfile.pcapng *
You have chosen to open:

4 mycapturedfile.pcapng
which is: Wireshark capture file
from: hitp://172.22.7.18

What should Firefox do with this file?

: pen withi | Wireshark (default) ~
() Save File

Do this automatically for files like this from now on.

Cancel
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12 Thinclient File Exchange

)\ NOTE: Thinclient file exchange feature is available for HTML5 or desktop HTML5 consoles
only. Make sure you are logged in EVE with one of it.

The Thinclient file exchange feature allows you to transfer files between your native client
workstation and the integrated Docker Desktop. It is used when managing EVE via HTML5
consoles. This feature eliminates the need for file transfer software on your client workstation
and makes it very easy to import/export labs or download Wireshark captures.

12.1 Thinclient files downloading

The Thinclient file exchange feature allows you to download files from your EVE Server over
an HTTP/HTTPS session to your client PC. Examples below will show you how to download
exported lab files. This feature is not restricted to just lab files or Wireshark captures. It can be
used to download or upload any miscellaneous files you may need.

Example: HTML5 console to server-gui Docker node: We want to export our test.txt file and
download it to our client PC over HTMLS5.

Step 1: Create and save test.txt file on your HTML5 server-gui station.

* @
TueDec18,17:59 7 |

[ Create Folder test.txt
Create Launcher...

W Create Document No templates installed
Organize Desktop by Name || Empty File
~ Keep Aligned

I paste
Change Desktop Background

www

Step 2: Navigate to the desktop of the HTML5 server-gui station and double click
thinclient_drives and navigate to: thinclient_drives/GUACFS/Download/

Step 3: Drag and drop the test.txt file from right to left.
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root's Home
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#* @
TueDec18,18:03 [ |

& Back v «Prorward v @ @ & B | - 100% (2 Icon View

Places

v % [A| | Eroot| I thindlient_drives | GuACFs |[Download

=]
TFTP

Computer

root

Desktop

[ File system

@ Trash

[ thinclie... =
Network

Browse Net... .

=

thinclient_drives|

(=
wWw

Oitems

‘ ‘ Download |

test.txt

Step 4: A window will open that will allow you to save your captured file on your client PC. If
the Native PC’s browser is set to download automatically, your selected file will be saved in the

browsers default download folder.

15) Applications Places System @

File Edit View Go Bookmarks Help

$°Back v 3 Forward v

> @G

=8 | - 100% () lcon View -Q

Places

“x 2

Giroot| L thinclient_drives | GUACFS |[Dawnload

Computer
root
Desktop
[ File system
@ Trash
[ thinclie... =
Network

test.txt

& Browse Net... | Opening test.txt

thinclient_drives
You have chosen to open

= 7] test.txt

which is: Text Document

from: https:/feve-pro.alora.lv

What should Firefox do with this file?

@Qpen W\th Notepad (default)

i)gave File

Do this automatically for files like this from now on
| |D Download

Cancel

NOTE: Please refer to section 11 for downloading Wireshark capture files from EVE HTML5

consoles.

12.2 Thinclient File upload

Sometimes it is necessary to upload files to your EVE labs. The Thinclient file exchange feature
allows you to upload files from your client PC to the EVE HTML5 server-gui station. The
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example below will show you how to upload a text file to the EVE HTML5 server-gui station.
Any other files can be uploaded the same way.

Step 1: Adjust your browser so that you can see it and the file that you want to transfer.

pro.alora.lv/le:

Step 2: On the EVE HTML5 Desktop navigate to: thinclient_drives/GUACFS/ and drag and
drop the file from your client PC to opened location on HTML5 Desktop.

pro.alora.hv/|

E= 100% - konview  v|Q

-8
] ] Boron]_ hnctent s [cmers

Step 3: Next you will see a natification in the bottom right corner.
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* @
Tue Dec 18, 17:47 1 |

cations Places Systeme

s GUACFs

File Edit View Go Bookmarks Help

4o Back » P Forward * @ @ & = | =) 100% 2/ Icon View ~|Q
Places v o @ 4 ‘ ruut‘ ] thinclient_drives | GUACFS
Computer —
Desktop Download
() File system
(@ Trash
(J thinclie... =
Network

Browse Net... .

thinclient_drives|

eve to do.kxt

FILE TRANSFERS
GUACFS

eve to do.txt

Step 4: To finish the operation and see the uploaded file in the HTML desktop station, press
the refresh button. Our Text file SW.txt has been uploaded.

gui

ications Places System Q

TueDec18,17:47 [ |

GUACFS
File Edit View Go Bookmarks p

GeBack v sHForward v @ @ B | o) 100% (o) lcon View | Q
Places > % @ ] | root‘ (] thinclient_drives | GUACFS

Computer [ -— vl

2

3 Desktop Download eve to do.txt

(] File System

@ Trash

[ thinclie... =

! Network

'S Browse Net... |

thinclienk_drives|

eve to do.txt

FILE TRANSFERS

GUACFS. cve ko do. bxt 32k8

12.3 Other Thinclient file operations

Files that have been uploaded via the thinclient feature can also be transferred to nodes inside

your EVE labs via TFTP. In the example below we have uploaded a config file (sw.txt) and
would like to transfer it to node R1.

Step 1: Add the eve-gui-server docker node to your lab and edit its settings. Set the console
type to RDP and configure the IP address settings (DHCP or static) accordingly so that the
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docker node can reach the destination node (R1 in this example). For Docker IP addressing
please refer to section 13

RAM (MB)

Enable DHCP on Etho

Ethernets
Startup configuration

Delay (s)

FrouRDP: 172,17.0.1:36557 = %
Thu May 17, 2127 0

+

) Applications Places system @

DHCP AT Cloud
168.254.254.0124
1011020

BEEgmym

=B =

=&
192188201 (@7 (@) 182.168.20.2
VLN Z0 &
0182168201
il - =l
» KD

(D]
=£3

=

v
H

Step 3: Open the thinclient_drives location where you uploaded your file to:
/thinclient_drives/media/nobody/thinclient_drives/GUACFS/

Next, drag and drop your file to the desktop folder named TFTP.
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) GUACFS

File Edit view Go Bookmarks Help

Back ~ ) Forward v o @ (o

1] File system
@ Trash
O thinclie... = 3

g Network

1 Browse Net.
thinclient_drives

2items

[ [tftp]

File Edit Vview Go Bookmarks Help

) tftp
File Edit View Go Bookmarks Help

iBack v «pForward v @ @ (& B | o) 100% (2 Icon View ~|Q
~ % _B] Olnlfme

Desktop

[ File system

@ Trash

(I thinclie... =
Network

%) Browse Net.

1 item, Free space: 245.0 GB

| [trtp] [E5 trep O] B

3] | £3 Guacrs

DHCP NAT Cloud FroeRDP: 172.17.0.1:36557

Weaasan \f spiem @

1041024

(@7 1s2.168.202

T it

Flle Edit View Go Bookmarks Help

Q

2 U

File Edit View Go Bookmarks Help
P rorward - ® EE ook kenview  v|Q

R

G

= @Y

(]

9

=

A item, Free space: 26TB

9 [[00W@HTMLDesklop:...
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13 Dockers

13.1 EVE integrated docker stations

EVE-NG Professional and Learning Centre edition have integrated Docker stations that allows
your server to use its resources more efficiently. Dockers offer the advantage of not having to
duplicate processes already running on the host system. With a Docker, you run only the
processes you need for the hosted application. In comparison, virtual machines have to
run a complete guest operating system, including many of the same processes that are
already running on the server host.

A IMPORTANT NOTE: EVE Docker stations for html console access are using network

172.17.0.0/16. Please avoid use this network on the EVE management or other clouds or
interfaces.

13.1.1 Docker Machines
eve-gui-server (default)

e Fully featured Linux workstation with integrated Thinclient. For more information on the
Thinclient operation please refer to section 12.

e napalm
e ansible
e python
o iperf3

e RDP console
e DHCP or Static IP address
o  WWW Server (web page home directory www is located on desktop)

e TFTP Server (for access to TFTP server, root/eve or nobody/eve, home directory TFTP
is located on desktop)

e FTP server (for access to FTP server, root/eve, home directory for ftp is root)

e Java Integration for ASDM access to Cisco ASA/IPS. For access to ASDM where Java
is required, please follow this reference link:

https://192.168.100.5/admin/public/asdm.jnlp

Where 192.168.100.5 is the ASA IP for ASDM connection

NOTE: Older ASA require to configure extra SSL encryption to communicate with Java
on the docker station. ASA 9.1.5 CLI:

ssl encryption aes256-shal

Example: Access to ASAv ASDM from Docker server-gui station
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FriNov 29, 2263 |0

] 10.1.1.5 @ rmme =

Cisco ASDM 7.13(1) for ASA- 10.1.1.5

aliali
cisco

7| | @ wasning: Potentisise... [T Gisco ASOMT. 1301 For...

eve-firefox (default)

e A Docker for hosting a Mozilla Firefox browser. Useful for accessing another nodes
management interface using http or https. The browser already has Java integrated
so that you can utilize GUIs that require it, like ASDM for Cisco’s ASA.

e RDP console

e DHCP or Static IP address

eve-wireshark (default)

o Fully featured Wireshark workstation with integrated Thinclient. For more information
on the thinclient operation please refer to section 12.

e RDP console
eve-chrome (extra install, section 13.5)

e A Docker for hosting a Google Chrome browser. Useful for accessing another nodes
management interface using http or https. The browser already has Java integrated so
that you can utilize GUIs that require it, like ASDM for Cisco’s ASA.

e DHCP or Static IP address

eve-kali-large (extra install, section 13.5)

e A Docker for hosting a Kali Linux. Fully featured Security vulnerability and penetration
test machine

e DHCP or Static IP address

e Java Integration for ASDM access to Cisco ASA/IPS. For access to ASDM where Java
is required, please follow this reference link:

e https://192.168.100.5/admin/public/asdm.jnlp

e Where 192.168.100.5 is the ASA IP for ASDM connection
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= Docker_Kali

@ Applications Places System Fri Nov 29, 22:53

v v
g ¢ I,\

% Usual applications

®. 01 - Information Gathering

. 02 - Vulnerability Analysis

" 03 - Web Application Analysis

> Do;dm:( xali », 04 - Database Assessment

B . 05- Passw > « Offline Attacks
2’ 06 - Wireless Attacks « Online Attacks

& 07 - Reverse Engineering « Passing the Hash tools
A 08 - Exploitation Tools » « Password Profiling & Wordlists
<% 09 - Sniffing & Spoofing » cewl

1‘. 10 - Post Exploitation » B crunch

*r 11 - Forensics » n hashcat

= | 12 - Reporting Tools 4 john

1‘. 13 - Social Engineering Tools » ﬂ ncrack

ophcrack

* wordlists

eve-ostinato (extra install, section 13.5)

e A Docker for hosting a Ostinato 0.9 GUI. Fully featured Ostinato 0.9 packet generator
and network traffic generator machine

e DHCP or Static IP address

e Fully featured Ostinato GUI

= Docker_Ostinato

\61 File View Help
s i Ports and Streams

£ o Port Group 0 [127.0.0..  welcome to Ostinato
b @ Port 0: etho ()

The port list on the left contains all the ports on which you can transmit packets.

Ports belong to a port group. Make sure the Port Group has a “ next to it. then double click the port group to show or
hide the ports in the port group.

To generate packets, you need to create and configure packet streams. A stream is a sequence of one or more packets.

To create a stream, select the port on which you want to send packets.

» Docker_Ostinato
Don't see the port that you want (or any ports at all) inside the port group? Get Help!

Port Statistics

Transmit _:l ;” Stats _J _I Ql [ Capture _1_' il _I [ ARPIND _;I _”

Port 0-0
Link State up
Transmit State off
Capture State off

———— e

13.1.2 Docker DHCP IP address setup

EVE integrated Docker stations have two options for setting an IP address.
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DHCP IP address option. ADD A NEW NODE

Step 1: Add the node to the topology and make sure ..
the DHCP option is enabled under the edit node Dockerlo

window. Refer to section 13.2 for the correct console  umber o nodes toses Image
type 1 eve-gui-serveriatest
Name/prefix
Step 2: Ensure the docker's DHCP request can reach pocker
a DHCP server either in your lab or externally through ~ r=»
a Cloud Network like Cloudo. 8 severing
RAM (MB)
256
Enable DHCP on Etho _._—-—-—F-J
Ethernets
1
startup configuration
None
Delay (s)
0
Console
tdp /
Left Top
1283 247

13.1.3 Docker Static IP and MAC address setup

Step 1: Add the node to the topology and make sure the DHCP option is disabled under the
edit node window Reference section 13.2 for the correct console type.

Step 2: On the left sidebar menu open Startup-config and use the example syntax below to set
the ip for your Docker node. Make sure you are using the exact syntax for your static IP setup:

# Set ip address and Default route
ip addr add 10.100.100.103/24 dev ethO || true
ip route add default via 10.100.100.1 || true

# Set DNS server

cat > /etc/resolv.conf << EOF
nameserver 8.8.8.8

EOF

Step 2.1 (Optional): On the left sidebar menu open Startup-config and use the example syntax
below to set the custom MAC for your Docker node. Make sure you are using the exact syntax
for your static MAC setup:

# Set ip address and Default route

ip link set dev eth0 address XX:XX:XX:XX:XX:XX || true
ip addr add 10.100.100.103/24 dev ethO || true
ip route add default via 10.100.100.1 || true

# Set DNS server

cat > /etc/resolv.conf << EOF
nameserver 8.8.8.8

EOF
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Step 3: Press the Save button below and switch the node to boot from the startup-config.

13.1.4 Docker multi interfaces setup

Step 1: Add the node to the topology and make sure the DHCP option is disabled under the
edit node window Reference section 13.2 for the correct console type.

Step 2: On the left sidebar menu open Startup-config and use the example syntax below to set
the ip for your Docker node. Make sure you are using the exact syntax for your static IP setup.
It is recommended to add static routes under interfaces to reach specific networks if required.

# Set ip address ethO

ip addr add 192.168.1.200/24 dev eth0 || true
ip route add default via 192.168.1.1 || true

# Set ip address ethl

ip addr add 172.16.1.201/24 dev ethl || true
# Set static route for ethl
ip route add 10.100.100.0/24 via 172.16.1.1 dev ethl || true

# Set ip address eth2

ip addr add 10.1.1.10/24 dev eth2 || true
# Set static route for eth?2
ip route add 10.10.10.0/24 via 10.1.1.1 dev eth2 || true

# Set DNS server

cat > /etc/resolv.conf << EOF
nameserver 8.8.8.8

EOF
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13.1.5 Docker server-gui custom WEB page

Step 1: Add the node to the topology and make sure the DHCP option is disabled under the
edit node window Reference section 13.2 for the correct console type.

Step 2: On the left sidebar menu open Startup-config and use the example syntax below to set
the ip and html page for your Docker node. Make sure you are using the exact syntax for your
static IP setup and custom HTML values:

# Set ip address and Default route
ip addr add 10.100.12.100/24 dev eth0
ip route add default via 10.100.12.10

r

| | true
| | true
# Set DNS server

cat > /etc/resolv.conf << EOF

nameserver 8.8.8.8

EOF

# Create a Default web page
# Use 'EOF' do avoid variable from expanding

# Delete default index page
rm /var/www/html/index.html || true

# Create a Default web page

# Use 'EOF' do avoid variable from expanding
cat > /var/www/html/index.php << 'EOF'
<center>

<?php

echo gethostname () ;

?>

<hr>

<img width="596" height="239" src="data:image/png;base6d, -——-
imagecode ommittedg==">

<hr>

<?php
//whether ip is from share internet
if (!'empty($ SERVER['HTTP CLIENT IP']))
{
$ip address = $ SERVER['HTTP CLIENT IP'];
}
//whether ip is from proxy
elseif (!empty($ SERVER['HTTP X FORWARDED FOR']))
{
$ip_address = $_SERVER['HTTP_X_FORWARDED_FOR'];
}
//whether ip is from remote address
else
{
$ip_address = $ SERVER['REMOTE ADDR'];
}
echo 'Client Address:'.Sip address;
?>
</center>
EOF
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STARTUP-CONFIGS

Swil

Swiz

[ %]

[ +]

8 Mgrmt-Host
@ 5P

[ +]

SW_M

@ Dmzsz \

8 ne

*‘:m ah E3

R E e
s D

4 - |
A - |
4 - )
4N - |
A - |

Step 3: Press the Save button below and switch the node to boot from the startup-config.

dmz1.eve.lab

» DMZ-$1

12 Applications Ph

3 Mozilla Firefox

dmz2.eve.lab

DMZ Servers Zone
Lt

» DM2-52

PoC FirePower ASAv FTD Active/Standby lab with ISE and SGT SXP
MAB and Dot1x users SGT tagging
Created by UD, EVE-NG, 2018

X3
Tue Dec 18, 18:53 1
(=1cix]

10.100.12.100/
€« C @ ¥ 10.100.12.100 o o n o =
DMZ-S1
1
I
! .
[
[ u e .
| e »
1 o I
I
1|
: Emulated Virtual Enviconment
! Next Generation
1]
|
| Client Address:10.100.12.100
[
\
@ Firefox automatically sends some data to Mozilla so that we can improve your experience. Choose WhatIShare X
[ [@ mozilla Firefox N 3
o o o
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13.1.6 Docker server-gui SSL WEB page
Following previous chapter, you can enable on the server-gui node SSL/HTTPS certificate.

Step 1: Open Applications/System Tools/MATE Terminal

2D Applications Places System @

i Accessories
25 Graphics
(aJ Internet
&4 office
B other
T Programming
h sound & Video
Caja
P LogFile viewer
(6. MATE Disk Usage Analyzer
B} MATE System Monitor
B MATE Terminal
Oracle Java 8 Console
Oracle Java 8 VisualvM
ki Power Statistics
I roxrerm

2
€, deonf Editor

Step 2: Create SSL certificate, single line command, and fill up requested details.
openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout

/etc/ssl/private/apache-selfsigned.key -out /etc/ssl/certs/apache-
selfsigned.crt

Step 3: Enable SSL certificate for web page.
/usr/sbin/a2enmod ssl

/usr/sbin/a2ensite default-ssl

Step 4: Restart apache2 service
sv stop apache?2

sv start apache2

13.1.7 Docker server-gui SSH root access activation

Step 1. Use Mgmt_Server MATE Terminal, type:

vi /etc/ssh/sshd config

Step 2. Navigate and find PermitRootLogin and uncomment. (delete #). Locate cursor under #
sign and press “x”. Then press ESC and type: “:wq”, Enter

#LoginGraceTime 2m
PermitRootLogin yes
#StrictModes yes
#MaxAuthTries 6
#MaxSessions 10
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Step 3. Restart SSH service

/etc/init.d/ssh restart

13.2Docker Consoles
EDIT NODE

To set consoles for EVE Docker stations, right clickon ...
node and click Edit. Set the required console type Dackerio
7
Imag
eve-gui-serverlatest
Ei Name/prefix
Docker
BDoc
B Start lcon
@ s png
W Stop
RAM (MB)
& Wipe 256
i EXDCI‘l LFG Enable DHCP on Etho O
» Capture Ethemnets
1
/ G Edit Startup configuration
T Delete izl
Delay (s)
e
Left Top
1283 247
p—
Docker Station Console type
eve-gui-server (napalm, ansible) RDP/Telnet
eve-chrome (optional) RDP
eve-wireshark RDP
eve-firefox RDP
eve-kali (optional) RDP
eve-kali-large (optional) RDP
eve-ostinato (optional) RDP
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13.3Docker cli root access

All EVE docker stations have the following configured CLI root account.
Username: root

Password: eve

L\ NOTE: The root login for SSH can be commented in sshd file. Use vi to edit and remove
comment “#” for PermitRootLogin

vi /etc/ssh/sshd _config
PermitRootLogin yes

Regular user (root user) SSH access to EVE Docker:
Username: nobody

Password: eve

13.4Dockers re-install/update

To install or fix docker stations in the EVE Pro issue the following commands from the CLI of
EVE.
When dockers are properly installed, your EVE CLI command dc images output must show:

do ima

please use reinstall dockers command:

apt install --reinstall eve-ng-dockers

Reference for Dockers reinstall and upgrade: http://www.eve-ng.net/documentation/eve-ng-
upgrade

13.5Extra docker packages

NOTE: Not included in the default EVE Pro installation. This can take some time depending
on your Internet connection and disk speed.

Kali Linux Full, to install issue command:
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apt update
apt install eve-ng-kali-large

Chromium Linux http, to install issue CLI command:

apt update
apt install eve-ng-chrome

Ostinato docker, to install issue CLI command:

apt update
apt install eve-ng-ostinato

Docker-in-docker (DinD) docker. This docker is dedicated for complex docker stacks. Refer
section: 13.6.2. To install issue CLI command:

apt update
apt install eve-ng-dind

To verify Installed dockers, issue CLI command

dc images
root@eve-ng:~# dc images

REPOSITORY TAG IMAGE ID CREATED SIZE

eve-dind latest 6e067b53b145 3 days ago 747MB
eve-gui-server latest 0c764bb836£9 2 months ago 3.69GB
eve-kali-large latest 6982b7fa25el 2 months ago 11.8GB
eve-wireshark latest 413aae02d43d 4 months ago 1.62GB
eve-firefox latest 8882ac260clf 4 months ago 2.15GB
eve-ostinato latest 63497fd2dadd 4 months ago 1.79GB
eve-desktop latest b041a187ded9 4 months ago 3GB

dockergui-rdp latest be03£3b46439 4 months ago 1.29GB

root@eve-ng:~#

13.6 Third parties dockers

Starting EVE-NG Pro version 2.0.6-52, the third party dockers can be installed on the EVE.
However, some limitation still exists. You are free to evaluate by yourself if a specific one is
working.
Two main categories of dockers require each a specific method for EVE integration:

« Simple Docker

« Docker's Stack

13.6.1 Simple docker installation

Simple docker is the classic docker running in a standalone mode. You could find large choice
of docker images on https://hub.docker.com or create the Docker by yourself.

Complete guide about dockers can be found on https://docs.docker.com/
Note: Internet access is a must. For simple docker, you only have to use:
dc pull <dockername>

Note: “dc”is EVE-NG alias for docker -H tcp://127.0.0.1:4243 which simplify docker operations
in the EVE.
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Once your new docker is pulled, you are able to use it in EVE-NG topologies. EVE-NG will start
it using correct parameters automatically.

Example: SSH to your EVE. Install adosztal AAA docker:

root@eve-ng:~# dec pull adosztal/aaa
root@eve-ng:~# dc images

REPOSITORY TAG IMAGE ID CREATED SIZE
eve-dind latest 6e067b53b145 3 days ago 747MB
adosztal/aaa latest 862d42alc8f5 8 weeks ago 311MB
eve-gui-server latest 0c764bb836£9 2 months ago 3.69GB
eve-kali-large latest 6982b7fa25el 2 months ago 11.8GB
eve-wireshark latest 413aae02d43d 4 months ago 1.62GB
eve-firefox latest 8882ac260clf 4 months ago 2.15GB
eve-ostinato latest 63497fd2dadd 4 months ago 1.79GB
eve-desktop latest b041al87ded9 4 months ago 3GB
dockergui-rdp latest be03£3b46439 4 months ago 1.29GB

root@eve-ng: ~#

New docker use: Open a new lab, add docker and select adosztal/aaa with console in tenet

mode.
_ e !I‘@— ‘@7|@L -
=i as) g
Template / [[] Show unprovisioned templates
Docker.io -
Number of nodes to add Image
1 B adosztal/aaa:latest -
Name/prefix
Docker
Icon
@ Serverpng -
cPU RAM (MB)
1 1024
Enable DHCP on Eth0 l:‘

Ethemets

1

Startup configuration

None -

Delay (s)

0

Console /

telnet -

13.6.2 Docker stack installation

Docker’s Stack is a complex structure of multi intercommunicating dockers. For example, a
Web service docker is using another Database Docker service.

To avoid involve EVE host internal process and network, the new add-on docker is provided:
“eve-dind”. This add-on is a dedicated docker container allowing to build complex stack. The
classic method is based on docker-compose.

The example below illustrates how to build complex docker LibreNMS, Network Management
System.

Note: Internet access is a must. SSH to your EVE as root.

Sample:
Step 1: On eve cli, type:

© EVE-NG LTD Page 231 of 293



eve EVE-NG Professional Cookbook

Emulated Virtual Environment Version 513

Next Generation

apt update
apt install eve-ng-dind

Note: install eve-ng-dind add-on docker and is required only once.
Step 2: Create a new lab
Step 3: Add on the lab:
a. NAT network
b. Docker eve-dind (set console to 'telnet' and enable dhcp)
Step 4: Connect docker to NAT network
Step 5: Start Docker
Step 6: Open Docker Console
Step 7: Type in console:

git clone https://github.com/librenms/docker.git librenms-src
cp -r librenms-src/examples/compose librenms

rm —-fr librenms-src

cd librenms

docker-compose up -d

Commit your created docker with new name.

Step 8: Open a cli access to your EVE server

Step 9: Type within the EVE cli:
Find your current running container ID using eve-dind image

a minute ago Up About a minute

Up 10 hours

Exited (0) 16 hours ago

Step 10: IMPORTANT: On the Lab Ul stop docker. Do not wipe, but stop.
Step 11: Commit your created docker with custom name.

dc commit <containerid> eve-librenms

Step 12: On LAB UI: Stop all nodes, Close Lab, Delete Lab

Note, when you add newly created docker in lab, use vendor advised settings, x4 CPU and
8GB Ram for librenms docker. Console: Telnet. Graphic Interface https.
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Applications _Places System (@

Librenms - Mozl Firefox
& Problem loading page X | ) Librehis x [+

€ ca © & 101145900/ —
L breNMS
NN I
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Remember Me

0| [ LibreNMs-MozillaFir . 3 [reot@mgmi: -]
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13.7Customize docker image with your own changes.

Step 1. Connect your existing docker node to the internet

Sometimes you may have your own packages to be installed on the docker and kept for future
labs. For this connect your docker to the Internet. It can be achieved connecting docker to
Management CloudO or NAT cloud. Example below, Sever-gui docker is connected to Cloud

NAT.

EDIT NETWORK

ID
Name/Prefix
Type

Left
= Docker

15) Applications Places system @
- root@Docker: ~

Top

File Edit View Search Terminal Help
E: Unable to locate package geniso
rootgDocker:~# apt install genisoimage
Reading package lists... Done
Building dependency tree
Reading state information... Done
Suggested packages:
wodin cdrkit-doc
The following NEW packages will be installed:
genisoimage
6 upgraded, 1 newly installed, 6 to remove and 81 not upgraded.
Need to get 316 kB of archives.
After this operation, 1,598 kB of additional disk space will be used.
Get:1 mirror://mirrors.ubuntu.com/mirrors.txt xenial/main amd64 genisoimage ands
4 9:1.1.11-3ubuntul [316 kB]
Fetched 316 kB in 0s (1,663 kB/s)
Selecting previously unselected package genisoimage.
... 118576 files and directories currently installed.)
../genisoimage_9%3al.1.11-3ubuntul_amd64.deb ..
1

(2.7 ).
setting up genisoimage (9:1.1.11- 3uhuntul)
root@Docker : ~#

root@Docker: ~

Step 2. Make your installs, packages. Example:

In the screen above | did install genisoimage package
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apt install genisoimage
Step 3. Obtain your RUNNING docker container ID:

From EVE CLI issue command:

MAND CREATED STATUS

sbin my_init" 33 ago Up 2 minutes

Step 4. Commit your prepared docker image with new name. example below | called it eve-
geniso

dc container commit <containerid> <newimagename>
dc container commit 0d4b3f8c3l4c eve-geniso
Step 5 check if new Docker image is created

dc images

D@ @ @ @

Step 6. Optional, If you want to keep this image and later load in other EVE installs, then you
must create exportable .tar image.

dc image save -o /root/mysuperimage.tar <image name>

Step 7 Optional, upload your .tar file in new EVE root, and install it in Dockers location.

dc image load -i /root/mysuperimage.tar

13.8Delete docker image from EVE

Step 1. From EVE CLI issue command to check docker ID to be removed.

dc images
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Step 2. Use command: dc rmi -f <id of docker image>.

dc rmi -f e6dd56c¢c3b26c

Step 3. Check with dc images if docker is removed.

Step 4. Finish removal with apt remove --purge eve-ng-kali, where eve-ng-kali is your
docker repository name.

© EVE-NG LTD Page 235 of 293



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment

Version 5.13

Next Generation

14 EVE Cluster System

The EVE-NG cluster refers to a group of EVE-NG nodes working together as a single entity to
provide users with better scalability and availability.

The EVE-NG cluster model is designed to work as a one + many systems, the EVE-NG
management server is acting as "Master" node, EVE-NG installations as "Satellite" can be
members of this cluster.

One "Master" EVE-NG can have several satellites joined into its cluster but each satellite can
only be joined to one Cluster/Master.

Any existing EVE-NG Pro installation is already a EVE-NG "Master", cluster members will need
to be installed as "satellite” and can then easily be joined.

14.1EVE Cluster Licensing

EVE-NG Cluster system only the Master node is required to have a license. It is classic EVE
Professional or LC/Corporate license.

Satellite nodes has special light EVE-NG Agent installation described below in Chapters:
14.5, 14.6 and (1. The Satellite nodes need not special EVE-NG License

One "Master" EVE-NG can have several satellites joined into its cluster but each satellite can
only be joined to one Cluster/Master.

14.2EVE Cluster design models

14.2.1 Bare metal servers cluster

Design 1 EVE-NG Cluster Bare HW servers, recommended

EVE Cluster 208 vCPU, 896GB RAM, 16TB SSD. Cluster members can be different HW configuration.
The 1GB LAN connection or better is required

EVE MASTER Node EVE SAT1 Node EVE SAT2 Node EVE SAT3 Node
2x E5-2680v4 28 Cores/ 2x E5-2680v4 28 Cores/ 2x E5-2680v4 28 Cores/ 2x E5-2650v3 20 Cores/
56 Threads) 256G RAM, 56 Threads) 256G RAM, 56 Threads) 256G RAM, 40 Threads) 128G RAM,
4TB SSD ATB 55D ATB 55D 2TB 55D

LAN Switch 1Gb
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14.2.2 ESXi Virtual Machines cluster

Design 2 EVE-NG Cluster VM Ware ESXi Virtual Machines

EVE Virtual ESXi Cluster 112 vCPU, 384GB RAM, 8TB SSD. Cluster members can be different VM
configuration and located on same or different ESXi servers

EVE MASTER VM Node  EVE SAT1 VM Node EVE SAT2 VM Node EVE SAT3 VM Node

ESXi-01 Server, Master ESXi-01 Server, SAT1 VM, ESXi-02 Server, SAT2 VM, ESXi-02 Server, SAT3 VM,
VM, 32x vCPU, 128GB 32x vCPU, 128GB RAM, 24x vCPU, 64GB RAM, 24x vCPU, 64GB RAM,
RAM, 2TB S5D 2TB SSD 2TB SSD 2TB SSD

VM

LAN Switch 1Gb

VM

VM

14.2.3 Hybrid cluster

Design 3 Hybrid EVE-NG Cluster Bare metal and VM Ware ESXi Virtual Machines

EVE Hybrid Bare HW and ESXi Cluster 120 vCPU, 384GB RAM, 6TB SSD. Cluster members can be
different VM configuration and located on same or different ESXi servers

EVE MASTER Bare Node EVE SAT1 VM Node EVE SAT2 Node
2x E5-2650v3 20 Cores/ ESXi-01 Server, SAT1 VM, ESXi-02 Server, SAT2 VM,
40 Threads) 128G RAM, 32x vCPU, 128GB RAM, 48x vCPU, 128GB RAM,
2TB SSD 2TB SSD 2TB SSD

VM

LAN Switch 1Gb

14.2.4 VM Ware workstation light cluster

Design 4 Light EVE-NG Cluster Desktop PCs and Wifi Laptop with VM Ware
workstation and Virtual Machines
Light EVE Cluster with Desktop PCs and Laptop Wifi.

EVE MASTER VM Node EVE SAT1 VM Node
16 vCPU 32G RAM, 8 vCPU 16G RAM, 500GB
500GB SSD SsD
Laptop

Home Desktop
LAN 1Gb

Home Wifi router

14.2.5 Google Cloud cluster

NOTE: Your EVE VM must have Public IP address to join GCP satellite
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Design 5 EVE-NG Cluster Desktop PCs VM Ware workstation VM and Google
Cloud VMs
High speed internet is required

EVE MASTER VM Node
16 vCPU 32G RAM, EVE SAT1 VM Node on GCP
500GB 55D 16 vCPU 32G RAM,

]

500GB SsD

Home Desktop

Home Wifi router

14.3EVE Cluster pre-requisites

14.3.1 Firewall rules between Master and Satellite nodes

Protocol | Port | Direction Source Destination
MASTER TCP 22 ingress and egress r':A(;Ac\jse-IIIER ﬁ?;-eESLIII;I;—E
MASTER UDP all ingress and egress 'r\l/lcﬁjse-IIER ﬁ?{;l’eESLIII_DI'SI'E
SATELLITE TCP 22 ingress and egress ﬁ?JeEIIE,LITE I\NAC'?‘;TIER
SATELLITE UDP all ingress and egress EQJGEIIE,LITE méiTIE,R

14.3.2 EVE Cluster internal management network

An EVE Cluster for internal management is using network 172.29.130.0/24. Please avoid use
it in your network

14.3.3 EVE Cluster Member’s hardware requirements

Any suitable Hardware or virtual device. Please refer Chapter 2
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14.3.4 NTP Synchronization requirements

It is mandatory that during install your cluster Satellite member have same time NTP
synchronization as the Master server.

14.4EVE Cluster MASTER Node Installation

A Mandatory Prerequisites: Internet must be reachable and DNS must resolve from your
EVE Server. EVE ISO installation requires internet access and DNS to get updates and
install the latest EVE-PRO version from the EVE-NG repository, to check it, do a named
ping, for example ping www.google.com

A\ It is mandatory that during install your cluster Satellite member have same time NTP
synchronization as the Master server.

Any existing EVE-NG Pro installation is already a EVE-NG "Master", cluster members will need
to be installed as "Satellite" and then can be easily joined. Please refer Chapter 3

14 5ESXiI EVE Satellite VM installation

Download EVE-NG Professional ISO distribution image:
https://www.eve-ng.net/index.php/download/

14.5.1 EVE-NG Satellite ESXi VM Setup and Settings

Step 1: Upload EVE I1SO image to the ESXi | Step 2: Create NEW VM
store.

*8® New virtual machine

| 1 Sebect creation type: Select creation type

2 Select s name and ouest 05
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Step 3: Enter the name for your EVE-PRO-
SAT VM and select Guest Operating system
Linux and version: Ubuntu 64-bit

@ New virtual machine - EVE-NG-PRO-01 (ESXi 8.0 virtual machine)

Select a name and guest OS

Specty a uniqus narme.

| + seectcrestontrne

2 Salect & name and guest OS. o

Step 4: Select Location where your EVE VM
will be stored in HDD.

B New virtual machine - EVE-NG-PRO-01 (ESX] 8.0 virtual machine)

Select storage

1 Salact erastion type
2 Setect 8 name am guest 06

3 Select sorage

Custar

© Capacity . Free Type o Thinprovisic Acoes
stare0t 3FTE 33T VMESS  Suposrisd | Simie
tore02 33T SIEEGE  VMFES  Supporied  Single
tare0 343TE  0308GE  WMFSS  Suparied  Single

Step 5: A\ IMPORTANT OPTION for ESXi
6.7.x or later.

Set Processors “Number of processors” and
Set “Cores per Socket”. If your server has
dual CPU, then Cores per socket will be
divided by 2. Example below, shows dual
CPU Server VM setup with 48 CPU with 24
cores per socket (2).

Set Expose hardware assisted virtualization
to the guest OS to ON (checked) and set
Expose IOMMU to the guest OS to ON
(checked)

#& New virtual machine - EVE-NG (ESXi 8.0 virtual machine)

Customize settings

Canfigure the virlual machine harcwara and viriual machine addiional options

1 Select creation type
2 Select 4 nams ana guest 05

3 Select storage
Bl v options

4 Customize settings

Y e et Dl Adanaadisk T Addnetwork adapter ([ Add other device
O ceu w -0
EEL 4 Seckets 2
P Hat Phag

e Mz
Lt - h

B Ner

Hardwar i oz @
1oMMU

Pertorn

cances [ anex | [wer |

Step 6: Assig desirable RAM for your EVE

*8 News virtual machine - EVE-NG-PRO-01 (ESXI 8.0 virtual machine)

1 ing:
Contaure the vrtusl

2 Select a name and guest 05
3 Select storage

4 Custonize wettings

5 e [=Yrrr B Add netwark adapter (] A a
oou - °
a a
8 x
- 1 x
x
S, Netwark Adsaler 1 — [ -

cancel [ maex | [wexr |

Step 7: Set the size of HDD for your new
EVE VM. It is recommended to set “Thick
Provisioned eagerly provisioned”. Server

Step 8: Set your Management network.
Adapter type VMXNET3
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EVE H DD iS recommended '[O Set at |eaSt +i New virtual maching - EVE-NG-PRO-01 (ESX| 8.0 virtual maching)
. 1L P
500Gb : -
@ Mew virtual machine - EVE-NG-PRO-01 (ESXi B.0 virtual machine) =
Customize settings e "
Configure the vifusl machine hardware and vitual machine soditiral eptions =
-
stats
Acaster Type
e
\\\\\\ [(macx ] [nexr |
:::::: [(macs | [wer |

Step 9: Set DVD drive to “Datastore ISO File” | Step 10: Set DVD drive to “Datastore 1SO
and browse your uploaded EVE-PRO.iso | File” and browse your uploaded EVE-
(ISO name can vary). Make sure that Status | PRO.iso (EVE ISO name can vary). Make
is checked ON, “Connect at power on” sure that Status is checked ON, “Connect at
power on” Hit the “Finish”

*8 New virtual machine - EVE-NG-PRO-01 (ESXI 8.0 virtual machine)

*® New virtual machine - EVE-NG-PRO-01(ESXI 8.0 virtual machine)

Step 11: IMPORTANT Select the Edit your VM | Step 12: Start VM
and switch to “VM Options”. Firmware EFI
Boot.

Follow to “Boot Options” and de-select
(uncheck) “Whether or not to enable UEFI
secure boot for this VM”
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& Edit settings - EVE-NG-PRO-01 (ESXi 8.0 virtual machine)

14.5.2 EVE-NG Satellite ESXi VM Installation steps
A\ Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE
ISO installation requires internet access to get updates and install the latest EVE-PRO
version from the EVE-NG repository. DNS must work as well, to check it, do a named
ping, for example ping www.google.com
Satellite EVE ESXi VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)

Step 1: Power ON EVE VM. Chose Install | Step 2: Select English language. Confirm with
EVE Satellite and confirm with Enter. Enter.

Install EVE-NG Pro Hillkomnen! Bienvenue! Welcome! [obpo noxanoeaTe! Welkom!

Satellite

ume

Step 3: Make sure if English US keyboard is Step 4: If your network has DHCP
selected and confirm with Enter. ENABLED, Continue to Step 10
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Keuboard conf iguration

[ Help ]

Step 5: If your network has not DHCP.
Static IP setup. If you have not enabled
DHCP in the network, you must assign an
IP address manually. Use arrow UP key to
select your interface for IP
address.assignment.

Metwork connections

Step 6: Confirm interface selection with
Enter, select “Edit IPv4” and confirm with
Enter again.

Network connect ions

[ ens160 eth -
DHCPwd -

[ Create bond »

Step 7: Hit Enter on IPv4 Method and select
“Manual”, confirm with Enter.

Network connect lons.

[ Help 1

Step 8: Enter your “Subnet”’, “IP Address”,
“Gateway IP”, “Domain server IPs” and
“Search domain”. Select “Save” and confirm
with Enter. NOTE, it is very important that
your DNS (Name servers) will resolve
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Internet names.

Netuork connect ions

B.6.6.6.1.1.1.1
E
analns,

Step 10: If your DHCP IP settings are
Step 9: Select “Done” and confirm with correct, select Done and confirm with Enter.
Enter

Metwork connections Network connections [ Help ]

k 1o other machines,

ar

[ pone
Back

Step 11: If you have proxy in use for your | Step 12: Select “Continue” and confirm with
internet, assign your network proxy settings. | Enter.

If no proxy in use, with Tab key select
Continue and confirm with Enter. Tstatling susten

Configure proxy [ Help )

ct to the internet, enter its details

[ Ho ]
[ continue
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EVE Satellite Installation Phase 2 (EVE Satellite installation)

Step 13: After the Ubuntu “Install Complete” | Step 14: Without powering off the EVE VM,
select “Reboot Now” and hit Enter to | open the EVE VM settings and remove

continue. CD/DVD ISO Device. Save VM Settings.
Install complete! [ Help 1
'@ Edit settings - EVE-SAT-04 (ESXi 8.0 virtual machine)
I |
£ Add hard disk B Add netwark adapter [B) Add cther device
{3 ceu o

Step 15: Return back to EVE console screen | Step 16: Depending on your internet speed
and confirm Continue with Enter, EVE VM | EVE installation will take some time. After
will reboot and continue Phase 2 installation | installation EVE VM will auto reboot and EVE
F100se. remove the 1 alum, then press ENTER: login screen will appear, login in CLI with

Fied root/eve and follow installation Phase 3

EVE Satellite Installation Phase 3 (Management IP setup and updates)

Step 17: Setup EVE Management IP | Step 18: After your EVE is rebooted,
address. A Static IP address setup is

preferred Login to EVE CLI and type:

Follow steps in section : apt update

apt upgrade
3.5.1 for static IP, 3.5.2 for DHCP IP
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Step 19: On the EVE CLI prompt, reboot
EVE by typing

reboot

NOTE: To verify your EVE Satellite server installation type “dpkg -l eve-agent” it should display
latest EVE Agent/Satellite version:

root@eve-satOl:~# dpkg -1 eve-agent
Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-
aWait/Trig-pend

|/ Err?=(none) /Reinst-required (Status,Err: uppercase=bad)

| | / Name Version Architecture Description
+H+- - - -

ii eve-agent 5.0.1-120 amdé64 Agent
for EVE-NG Sat Cluster member
rootQReve-sat0l:~#

NOTE: If your newly installed satellite shows nothing like above, you must check your internet
reachability and verify DNS configuration on your Satellite server.

root@eve-sat0l:~# ping www.google.com

PING www.google.com (172.217.22.164) 56(84) bytes of data.

64 bytes from arn09sl1l1-in-£f164.1el00.net (172.217.22.164): icmp seg=l1
ttl1l=120 time=8.84 ms

64 bytes from arn09sll-in-f164.1el100.net (172.217.22.164): icmp seg=2
ttl=120 time=8.84 ms

~C

--— www.google.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms

rtt min/avg/max/mdev = 8.848/8.848/8.849/0.094 ms

root@eve-satl:~#

Launch Satellite installation manually

root@Reve-sat0l:~# cd /etc
root@eve-sat0l:~# ./eve-setup

A IMPORTANT NOTE: If your Network interfaces order has been changed, please follow
instruction to section 16.6

14.6Bare hardware (BM) server EVE Satellite installation

14.6.1 BM Satellite server installation EVE ISO

Download EVE ISO distribution image:
https://www.eve-ng.net/index.php/download/
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N Mandatory Prerequisites: Internet must be reachable from your Server. This ISO installation
requires internet access to get updates and install the latest EVE-PRO version from the EVE-

NG repository. DNS must resolve names!

Phase 1 (Ubuntu installation)

Step 1: Power ON EVE VM. Chose Install
EVE Satellite and confirm with Enter.

Installer boot menu

Press ENTER to boot or TAB to edit a menu entry

Step 2: Select English language. Confirm
with Enter.

Willkommen! Bl

Step 3: Make sure if English US keyboard is
selected and confirm with Enter.

Keuboard conf iguration [ Help |

Step 4: If your network has DHCP
ENABLED, Continue to Step 10

Step 5: If your network has not DHCP.
Static IP setup. If you have not enabled
DHCP in the network, you must assign an
IP address manually. Use arrow UP key to
select your interface for IP

Step 6: Confirm interface selection with
Enter, select “Edit IPv4” and confirm with
Enter again.
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Netuwork connect ions

address.assignment.

Network connections.

Step 7: Hit Enter on IPv4 Method and select | Step 8: Enter your “Subnet”, “IP Address”,
“Manual”, confirm with Enter. “Gateway IP”, “Domain server IPs” and
Ee “Search domain”. Select “Save” and confirm
with Enter. NOTE, it is very important that
your DNS (Name servers) will resolve
Internet names.

Netuork connect ions

Step 10: If your DHCP IP settings are
Step 9: Select “Done” and confirm with correct, select Done and confirm with Enter.
Enter

Network connections

MWetwork connect lons

[ Done
Back
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Step 11: If you have proxy in use for your
internet, assign your network proxy settings.
If no proxy in use, with Tab key select
Continue and confirm with Enter.

Conf igure proxy

Step 12: Select “Continue” and confirm with
Enter.

Installing system

[ Continue ]

EVE Satellite Installation Phase 2 (EVE Satellite installation)

Step 13: After the Ubuntu “Install Complete”
select “Reboot Now” and hit Enter to
continue.

Install complete! [ Help ]

Step 14: Without powering off the EVE
Server remove CD/DVD ISO Media

Step 15: Return back to EVE console screen
and confirm Continue with Enter, EVE VM

Step 16: Depending on your internet speed
EVE installation will take some time. After
installation EVE VM will auto reboot and EVE
login screen will appear, login in CLI with
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root/eve and follow installation Phase 3

EVE Satellite Installation Phase 3 (Management IP setup and updates)

Step 17: After reboot login into your Agent | Step 18: After your EVE is rebooted,
server as root and follow Management IP
setup instructions described in section 3.5.1 | Login to EVE CLI and type:
for Static IP
apt update

apt upgrade

Verification: Verify your EVE-Satellite server installation, type “dpkg -l eve-agent” command,
it must display latest EVE Satellite version

root@eve-sat0l:~# dpkg -1 eve-agent

Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-aWait/Trig-pend
|/ Err?=(none)/Reinst-required (Status,Err: uppercase=bad)

| |/ Name Version Architecture Description

- - - -

ii eve-agent 5.0.1-120 amd64 Agent for EVE-NG Sat
Cluster member
root@eve-sat0l:~#

14.6.2 BM Satellite installation Ubuntu legacy ISO

L\ Internet must be reachable from your Server. This ISO installation requires internet
access to get updates and install the latest EVE-PRO version from the EVE-NG
repository. DNS must resolve names!

Download Ubuntu Legacy Server installation image/ISO
https://releases.ubuntu.com/focal/

Phase 1 (Ubuntu installation)

Follow the Phase 1 BM Ubuntu installation Chapter 3.3.2
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EVE Installation Phase 2 (EVE Satellite installation)

Step 28: SSH to your EVE IP using Putty or other SSH
client. Log in as root user execute:

apt update
apt upgrade

Step 29: Run EVE Pro online installation script. (it is single line command below)

wget -O - https://www.eve-ng.net/focal/install-eve-agent.sh | bash -i

At the end of eve server installation, reboot eve

EVE Satellite Installation Phase 3 (Management IP setup and updates)

Step 30: After reboot login into your Agent server as root and follow Management IP setup
instructions described in section 3.5.1 for Static IP

Verification: Verify your EVE-Satellite server installation, type “dpkg - eve-agent” command,
it must display latest EVE Satellite version

root@eve-satOl:~# dpkg -1 eve-agent

Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-aWait/Trig-pend
|/ Err?=(none)/Reinst-required (Status,Err: uppercase=bad)

| |/ Name Version Architecture Description

+++-— - - -

ii eve-agent 5.0.1-20 amd64 Agent for EVE-NG Sat
Cluster member
root@eve-sat0l:~#

A IMPORTANT NOTE: If your Network interfaces order has been changed, please follow
instruction to section 16.6

14.7Google Cloud EVE Satellite installation

Pre-Requisites: Your EVE must have Public IP address or static NAT to public IP.

14.7.1 Preparing Ubuntu boot disk template

Step 1: Navigate: Navigation Menu/Compute Engine/VM Instances

Step 2: Open the google cloud shell and press: “START CLOUD SHELL”

= Google Cloud Platform  2* EVE Test v Q@ Search resources and products

{é} Compute Engine VM instances At

A VMinstances
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Google Cloud Platform 3¢ EVE-PRO-PROJECT v

&

Compute Engine VM instances
a
dh Instance groups
a Gompate Engine
VM Instances
B Soletenant nodes
O oisks
B snapshots
[ images @ & Import i Take the quickstar
® TRUs

B8 Committed use discounts

Marketplace

Step 3: create a nested Ubuntu 20.04 image model. Copy and paste the below command into
the shell. Use copy/paste. crtl +c/ctrl +v. It is single line command (copy all command below
in cli). Confirm with “enter”:

gcloud compute images create nested-ubuntu-focal --source-image-
family=ubuntu-2004-1ts --source-image-project=ubuntu-os-cloud --
licenses https://www.googleapis.com/compute/vl/projects/vm-
options/global/licenses/enable-vmx

oup SHELL , .
X7 Terminal (v 09 x + - # Open editor (= ) i B x

You will get the following output when your image is ready:

% Terminal (eve-test-276509) x + -

14.7.2 Creating VM

Step 1: Navigate: Navigation Menu/Compute Engine/VM Instances and press “Create”

= Google Cloud Platform * EVETest Q  Search resources and products - = e @ : O
& Home M instances
{8 Compute Engine ¥ et
instances
-~
@ Kubernetes Engine > Instance groups
¢ Cloud Funct Instance templates Compute Engine
) Cloud Functions .
Sole-tenant nodes VM instances
> cloud Run Machine images : :
Comp you use virtual on Google's
Disks Infractructure. Create micro-VMs ar larger inatances running Debian,
SroRAcE Windaws ar oth standard imags. Creste your first VM instance,
snapshats mport it using = migratian servics or ry the quickstart @ build 2
sample app.
Bigtable
Images
o | mport | or | Take the quickstart
Datastore > TRUs
. Commitied use discounts
2 Firestore
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Step 2: Assign the name for your VM

Step 3: Set your own region and zone

Step 4: Edit your Machine Configuration. General-Purpose. Choose the series of CPU platform,

Preferred are Intel CPUs Skylake or Cascade.

Step 5: Choose your desirable CPU and RAM settings.
IMPORTANT: “Deploy a container image” must be UNCHECKED.

Name

Name is permanent
eve-1 \

Labels (Optional)

| + Add label

Region Zone

Region is permanent Zone is permanent
europe-west2 (London) v europe-west2-c

AN

Machine configuration

Machine family

General-purpose = Memory-optimised = Compute-optimised

Machine types for common workloads, optimised for cost and flexibility

Series /

N1

Powered by Intel Skylake CPU platform or one of its predecessors

Machine type /

n1-standard-16 (16 vCPU, 60 GB memory)

vCPU Memory
16 60 GB

«

CPU platform and GPU

Container
Q&ploy a container image to this VM instance. Learn more

Step 6: Select Boot disk. Press Change
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Boot disk

Image

‘ ——  New 10 GE standard persistent disk
e Debian GNU/Linux 9 (stretch) Change

Step 7. Select Custom images and the custom boot image you created previously. Choose
HDD disk type and size. HDD size can vary depends of your needs.

Boot disk

Select an image or snapshot to create a boot disk; or attach an existing disk. Can't find what you're looking for? Explore hundreds of VM solutions in Marketplace

Public images = Customimages Snapshots = Existing disks
Show images from

EVE Test -

Show deprecated images
Image
nested-ubuntu-bionic =

Created on 22 Jun 2020, 22:50:36

Boot disktype 1 g Size (GB) 1 N

SSD persistent disk - 60

Step 7: Allow https traffic and create VM

Identity and APl access

Service account
Compute Engine default service account -

Access scopes

® Allow default access
Allow full access to all Cloud APIs
Set access for each AP

Firewall
Add tags and firewall rules to allow specific network traffic from the Internet

Allow HTTP traffic
& Allow HTTPS traffic <&

Management, security, disks, networking, sole tenancy

Your free trial credit will be used for this VM instance. GCP Free Tier [7

Cancel

14.7.3 EVE GCP Satellite installation

Step 1: Connect to the VM with the first option “Open in browser window”

= Columns ~
Name -~ Zone Recommendation Inuse by Internal IP External IP Connect
& evel europe-west2-c 10.154.0.3 (nic0) 35.189.102.127 (7 SSH | ~ I
Open in browser window

Open in browser window on custom port
Open in browser window using provided private SSH key
View gcloud command

Related Actions Use another SSH client
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L2

© & https;//ssh.cloud.google.com/projects/eve-test-276509/zones/europe-west2-a/instances/eve-pro?authuser=0&hl= ==« & ¥ =

ent permitted by

Step 2: Launch installation with:

Type the below command to become root:
sudo -1

Start EVE-Satellite installation
wget -O - https://www.eve-ng.net/focal/install-eve-agent.sh | bash -ii

Step 3: Update and upgrade your new EVE-Satellite
apt update

apt upgrade
Confirm with Y

press “Reconnect”

Step 4. Reboot EVE. Allow some time for reboot and then

of config file /

-setup/compose.IS0-8859-1.inc ...
cotio/omecon TS0_BRE0_13 4o

Pw version . ) _ .
w version The SSH connection to VM instance 'eve-pro’ was lost. Learn more about improving
W version SSH session persistence.

fw version

[ version Reconnect Dismiss
fw version

bnsole-setup (1.1

bmfs: deferring

f=tro-info-data (0.28ubuntud.il) ...
buntu-minimal (1.361.3) ...

Step 5: VERY IMPORTANT: Setup IP
Once the IP wizard screen appears, press ctrl +c and type the below command to become root:
sudo -1

Root Passwor
Type the Root Password:

Now follow the IP setup wizard, section: 3.5.2.
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IMPORTANT: set IP as DHCP!

Your EVE-Satellite public IP will be used for join satellite to the MASTER node.

= Filter VM instances Columns ~
Name ~ Zone Recommendation In use by Internal IP External IP Connect
@ evepro europe-wesi2-c 70.154.0.2 (nic0) 35.246.119.90 [ SSH ~ :

14.7.4 GCP Firewall rules for Cluster

Step 1: Navigate: Navigation menu/VPC Network/Firewall rules

= Google Cloud Platform 8 EVE-PRO-PROJECT ¥

f

Home

¥ Pins appear here @ X
STORAGE [

@ Bigtable

558 Datastore >
5\: Firestore >
=  Storage >
€ sa
'J:l‘ Spanner
E 43 Memorystore
& Filestore
NETWORKING
n VPC network >
VYPC networks
it Network services > External IP addresses
R . Firewall rules
-} Hybrid Connectivity >

Routes

\3 Network Service Tiers VPC network peering

Step 2: Create new firewall rule

Firewall rules CREATE FIREWALL RULE C REFRESH @ DELETE

Firewall rules control incoming or outgoing traffic to aninstance. By default,
incoming traffic from outside your network is blocked. Learn more

Note: App Engine firewalls are managed here.

Step 3: Create an ingress and egress FW rules; allow UDP ports all and TCP 22
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= Name Type Targets Filters Protocols/ports Action Priority Network 4+ Logs
D egress-eve Egress Apply to all IP ranges: 0.0.0.0/0 tcp:0-65535 Allow 1000 default off
sat-1-rule-egress Egress Apply to all IP ranges: 0.0.0.0/0 udp Allow 1000 default Off
D default-allow-http Ingress http-server IP ranges: 0.0.0.0/0 tcp:80 Allow 1000 default Off
O default-allow-https Ingress https-server IP ranges: 0.0.0.0/0 tep:443 Allow 1000 default off
D ingress-eve Ingress Apply to all IP ranges: 0.0.0.0/0 tcp:0-65535 Allow 1000 default Off
sat-rule-ingress Ingress Apply to all IP ranges: 0.0.0.0/0 udp Allow 1000 default Off
O default-allow-icmp Ingress Apply to all IP ranges: 0.0.0.0/0 icmp Allow 65534 default Off
D default-allow-internal Ingress Apply to all IP ranges: 10.128.0.0/9 tcp:0-65535 Allow 65534 default off
udp:0-65535
icmp
D default-allow-rdp Ingress Apply to all IP ranges: 0.0.0.0/0 tcp:3389 Allow 65534 default off
default-allow-ssh Ingress Apply to all IP ranges: 0.0.0.0/0 tep:22 Allow 65534 default Off

14.8 Cluster Management

14.8.1 Join Satellite nodes to the Master

Step 1: Make sure that you have reachability between Master and Satellite nodes and firewall
rules are configured in your network if FW is set between them. Firewall rules Section 14.3.1

Step 2: Navigate: System/Cluster Management

# Main # Management ~ & system ~ @ Information ~ @ Licensing ~ ©2021 Eve-NG

&4 File manager  current position  root

Add folder

O B «» ¥ @8 & & @ ¢

Step 2: Press Add Member

Cluster management & Ao
Cluster members I o |
@ Hame et P saga (81 Marmary (68} Mamory saga (%] Sounp (c] — i Sizn (08) bisk ssage action
1 [] 1 18 |
B [ ] ! s ] Boe
. ! w ] ' s m Boe

Step 3: Press Add Member and fill your Satellite details:

Member’'s Name: use any suitable name for your satellite node
IP address: Your satellite IP. In GCP version it will be public IP
Member’'s Root Password: Your Satellite node password
Press Add Member

Add New Cluster Member

Member's Name

sat01 5
IP address
10.1.1.10 =

Member's Root Password

ssssesesen 3
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Step 4: After certain of time Satellite will join to the Master
Cluster management PR
Cluster members m

ot P Usage 5] Memary (G8) Mamary Usage () Swap (8] Swap tsage (%] Diksismias]  biskusa e Astion

14.8.2 Remove Satellite nodes from the Master
Step 1: Navigate: System/Cluster Management

Step 2: Press Remove Member

Cluster management " Far s e

W Hame cous CPU Usage ) Mamery (8) Mamry Usage (%) Swap 168 Swap Usaga (%) Disk size (08} Disk usage Aation

masters 5 181 ] 1 1009
g s 1 ] o 1 | 1 sin

bec

Remove member

14.8.3 Re-join Satellite nodes from the Master
Step 1: Navigate: System/Cluster Management

Step 2: Press Remove Member

Cluster management PR

Cluster members ==

W e cous P Usags ) Mamory (68) Mamary Usags (%) Suap 68) Suap Usags (%) Disk sixa (68} Bk usage Action

o — " w5 ! 1 s
L e = ] o o : -

Hec
/'ﬂoc

Remove member

Step 3: Go to Satellite node CLI and reset IP address. It is necessary to refresh SSH key for
re-join Satellite to the Master.

CLI:

Login as root to the Satellite node and type:

rm -fr /etc/wireguard/*

rm -f /opt/unetlab/go/eve-agent.yaml

ip link set wg0O down

ip link del wgO

rm -f /root/.ssh/authorized keys

Step 4: Join Satellite accordingly Section 14.8.1

14.8.4 Change Satellite IP address
Stepl: Remove satellite from cluster system accordingly chapter 14.8.2

Step 2: Login as root to the Satellite node and type:

rm -f /opt/ovf/.configured
su -
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EVE Satellite will initiate IP setup wizard. Follow Section 3.5.1
14.9Cluster assignment hierarchy
14.9.1 Single Satellite server assignment
The Cluster Hierarchy depends which of the option is assigned:
Option 1 - User assignment to cluster
Option 2 - Lab assignment
Option 3 - Individual node assignment
Cluster
assignment Description Conditions
Options
Option 1 EVE WEB GUI Admin, Editor or User is forced to If User account is set to use
Management/User | use only Cluster Satellite assigned | specific Satellite server,
Management/Edit | by Admin. User cannot edit Lab or | Users can NOT apply
User/Satellite set individual nodes for other Options 2 and 3. This option
cluster Satellites. This Option can applies to Admin user as
be assigned or edited only by well until Admin user will
Admin set his account to use "any"
Option 2 Lab is set to use If Option 1 is set to "any", then Admin or Editor user
Specific Cluster Admin or Editor is allowed to set accounts Satellite
Satellite. Select Lab settings globally to use Lab on | assignment (option 1) must
Lab you want specific Cluster Satellite be set to "any"
Edit/Select
Satellite
Option 3 Set lab nodes Admin or Editor can assign single Options 1 and 2 must be set
individually run-on | Lab nodes run on specific Cluster to "any"
specific Cluster Satellite servers
server

Lab User is not allowed to use any of options above

14.9.1.1 User assignment to the dedicated Satellite (Option

Step 1: Navigate to Management/User Management

Cluster members

luster management here you can

A Main

# Management ~

2%
=85
-

& system ~

User management

& Node management

& Lab management

Step 2: Create or Edit existing user
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Rl sat Disk Usage Valid From Expiration MaxcRu
l anzce
nnnnnnnn mal aditer any ot urlimited unlimited

Step 3: Choose the Satellite to be assigned for this user.

Step 4. User will be locked and will use only selected Satellite node. Editor and User roles
cannot change or choose other satellite members.

Satelite[any | g

any
Account master
POD sat2

14.9.1.2 Lab assignment to dedicated cluster Satellite (Option 2)

Step 1: Navigate to Lab tree, Select Lab you want assign for dedicated Satellite

Step 2: Click “Edit”

&haFile manager  current Position

[ roioce | FTD Policy Lab v1

o mes xa saelec Ve i
O W wireless 25Apr202101:41 *
O W XLabs 28 Feb 2021 22:03
O W 1VRRP.unl 26 Apr202102:43 7 3
O W 720001 B— untrustod tnternat zone I -~
0 WALun 28 Apr 2021 09:21 il e
O WA_Trunka.ur 02Apr202113:57

Jster.ur 10 Dec 2020 00:16

O WD 23 Apr202112:57
OO WFTD Policy Lab vi.unl 11 Feb 2021 22:36
Lab Path: /FTD Policy Lab vL.un
O WFTD Policy Labv1_dark.un! 28 Feb 2021 16:19 Version: 1
[ - I K UUID: 04b55¢95-2811-4b6c-3d40-bcf88e3c193
v AnyConnect kids lab.u 26 Apr 2021 04:51 PR

[0 Mimigration_lab_master_sat.un 17 Mar 2021 18:29

Open  Edit  Delete
0 W MPLS-LDP Lab.un 14 Feb 2021 12:02

Description:
O W Multicast Cisco with VLC 0L.u 18 Apr 2021 17:40 iy

v Cisco Firepower Threat Defense (FTD) Basic Lab

Step 3: Select Satellite for Lab

Path JFTD Policy Lab vLunl Deseription Cisco Firepower Threat Defense (FTD] Basic Lab
Name FTD Policy Laby
Version
Tasks
Author uldis
Satellite =
Shared master
with sat01
sat0?
Lab Countdown Timer o Seconds
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Note: Accordingly, Cluster hierarchy matrix above, this Option will be in force if Option 1 is left
to default “any”

14.9.1.3 Creating EVE labs in Cluster (Option 3)

Step 1: Create new or edit your existing lab «
{e0i) s\w:z)
Step 2: On lab Node right click/edit vianzr
VLAN174]  *MPE
G Edit ~—

Step 3: Select preferred Satellite node and click save

Startup configuration Satellite
Default master
Delay (s) = master
0 - sat1

- sak2
Left
= any
1434

Option to assign cluster nodes for single lab devices.

Lab Side bar/Nodes, column SATELLITE, Select your cluster satellites for devices in the lab.

CONFIGURED NODES *

D HAME SATELUTE  TEMPLATE CPU  CPUUSAGE CPULIMM IDLERC  NVRAM(KE) RAM(ME) RAMUSACE ETH  SER  CONSOLE con STARTUP-CONFIC  ACTIONS
Sl maste ol W w 0z ™ o e [3 SwitchL3Zpng = Detasit rusic &

s maed ol W ™ i w - B switchzpng L LYY

3 adminec R " Y " e B Desktoplpng - Dot v BERLG B
o maseed | ey powers . " i 5 L s @ AsAZpng v hene T

e mee W e wae W o e @ Routerz.png . emaic @

& oMZsem o o | docker rom n:. e W e K Server WEBLpng  Detsi: v BERLG @
no-pe 2 3 i anss L3 s rdpetis A Desktoplpag ~  tane o oemaic @

& meHr mate ol W w 102 e o e @ Switchzpng Detaste ruosG @
Fuc Hrepowers . " e wa e L3 s ) FMCpng v emaiG @
dnckar " e wia e s A Desktoptpng =  Defacit rueic @

....... - w s 5 W - Killpng bt V| »m3iG @
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Note: Accordingly, Cluster hierarchy matrix above, this Option will be in force if Options 1 and
2 settings are left default “any”

14.9.2 Multi Satellite servers’ assignment

This option is dedicated for advanced EVE user assignment for multi-Satellite servers. User
can choose and assign and run their labs to run on dedicated servers only.

14.9.2.1 Multi Satellites user Profiles

User Profile and Lab nodes Satellite use hierarchy
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s sat value = X -
e 7 X
" Node —~"User Profile
N - )
%: Any > contains X ? _~
- P
d
Yes Yes No
- tvalue = X T
Y sat value = - ~_ . I
“"Lab Sat N " User Profile - ,//I\lode start Dn\‘ (/Nude Cannot\‘l
=Any - ’ ~.__ contains X? _— \ Satx ) | Start /
/// ~— " N~ ANy 4

Yes

S L\
v User ™. N
e _ ) SE—
\fat =any
Ny
-~ ™

e ~ /[ Node Startonthe
{ NUCIE Stfm O'N | lowest Sat ID present in |
\ aster \ ' i /
N % \ the User's Profile /

~—

14.9.2.2 User assignment to the dedicated Satellites

Step 1: Navigate to Management/User Management

A Main # Management ~ & System ~ @ Information ~ @ Licensing ~ ©2021 Eve-NG

L & v g t
“luster management here you can & eermanagemen

£ Node management

& Lab management

Cluster members

Step 2: Create or Edit existing user

User management a5 e

Database of users m [
sermame Emait

Hame Fole sat Disk Usage wilidfom  opimter  maxceu s A (6] Pon etians

Step 3: Choose the Satellite to be assigned for this user.

Satellites assignment per user (Editor or User) require Administrator account

The User Cluster Server value “any” is set by default.

Set the Cluster Satellites for the Lab Editor. This applies for Lab Editor roles. Lab Editor will
stick to selected Satellites. Lab Editor will be forced and allowed to use only selected Satellite
server or choose between the Satellite servers if it is assigned more than one server. If the Lab
has set to use any satellite server, then Lab Editor will be assigned to use lowest satellite ID.
Example: Lab Editor has assigned to use SAT1 (ID1) and SAT2 (ID2). The Lab has set to use
“any” satellite. This Editor lab will be automatically assigned to use first available Satellite with
lowest ID1, SAT1.

Editor has rights to change Satellite per node for own created Labs.
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Editor cannot change satellite assignments for Shared Lab. The Shared Lab is recommended
to set “any” Cluster Satellite,

If the Lab is created on the Satellite servers which are NOT in the Lab Editor allowed Satellites
list, this lab will not start.

Example: Lab is created to use Master server only, but Lab Editor is allowed to use only SAT1
Server. Lab Editor will not be allowed to start this Lab.

If the Lab contains nodes which are assigned to run on the Satellite server which is NOT in Lab
Editor allowed Satellites list, this node will not start.

Example: Lab several nodes are assigned to use Master server only, but Lab Editor is allowed
to use only SAT1 Server. Lab Editor will not be allowed to start these nodes.

Set the Cluster Satellites for the Lab User. This applies for Lab User roles. Lab User will
stick to selected Satellites. Lab User will be forced and allowed to use only selected Satellite
server or servers.

Example: Lab User has assigned to use SAT1 (ID1) and SAT2 (ID2). The Lab has set to use
“any” satellite. This Lab User lab will be automatically assigned to use first available Satellite
with lowest ID1, SAT1.

If the Lab is created on the Satellite servers which are NOT in the Lab User allowed Satellites
list, this lab will not start.

Example: Lab is created to use Master server only, but Lab User is allowed to use only SAT1
Server. Lab User will not be allowed to start this Lab.

If the Lab contains nodes which are assigned to run on the Satellite server which is NOT in Lab
User allowed Satellites list, this node will not start.

Example: Lab several nodes are assigned to use Master server only, but Lab User is allowed
to use only SAT1 Server. Lab User will not be allowed to start these nodes.

Satellites
any

any
master

SAT01B

Option to assign cluster nodes for single lab devices.

Lab Side bar/Nodes, column SATELLITE, Select your cluster satellites for devices in the lab.
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14.9.3 Master images synchronization with Satellites

Once you have assigned certain lab device to use cluster Satellite node and start it, the
automatic rsync process is initiated from Master node copy necessary image to the Satellite
cluster member. During rsync process between Master and Satellite lab device will display
“Clock” sign beside device. After image rsync process is completed, Lab device will turn sign
to “Play”, running state.

pC

’

/@ASAV 4

Large size lab devices/images, rsync process can take some time. It depends of the network
speed between the cluster members.

» Asav

Once the image is copied into Satellite node, lab device will start immediately. RSYNC process
initiates only once if particular device image does not exist on Satellite node.

14.10Cluster system monitoring

14.10.1 Cluster Monitoring page

Navigate: System/Cluster Management
Information columns displaying live information about cluster members utilization
Satellite nodes have option to reboot or shutdown.

If the cluster is healthy and fully functional, the Status column will display “GREEN” dot beside
the cluster members.

Cluster management # - Fsystem - WiCluster managemen
Cluster members
id  Name cPUs CPU Usage (%) Memory (GB) Memory Usage (... Swap (GB) SwapUsage (%)  Disk Size (GB) Disk usage Action
o masters e 157 4 1 1689
| satle . 4 63 B 1 208 B BEoc
5 sa2e 2 ] 63 H 1 308 ] He c

If the Satellite node is down or not reachable, the Status column will display “RED” dot
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Cluster management

Cluster members

# - Foystem - WCluster management

© EVE-NG LTD

id  Name cPuUs CPUUsage (%)  Memory (GB) Memory Usage (... Swap (GB) Swap Usage (%)  Disk Size (GB) Disk usage Action

o masters o 157 4 1 1689

y  satle 2 i 63 B 1 308 B Bec
) sat2e =— 2 ; 63 4 1 308 1] a

If the Satellite node is reachable but malfunctioning, Agent service is stopped or crashed,
Status will be displayed as Yellow DOT. (stop/reboot possible)

Cluster management neeye. san manazs FENG (i A Fumem e

Cluster members

14 Name cPus CPU Usage (53) Memory (GE} Memory Usage {%] Swap (GB) Swap Usage (%) Disk Size (GE) Disk usage Action
2 e 7 1 B . [ ]

N ED . | n ] ®

. =a . | o ® Qo c
3 opame E | " ] v o m Qe c

14.10.2 Satellite disaster recovery

Use case: If a satellite node crashed, was powered off while lab devices were running on it or
the connection to the satellite was lost, the Master node will still have these nodes in a running
state even if this is no longer the case.

To remediate this situation, you have to purge the local state information about the satellite
before recovering the satellite, booting it back up or recovering the connection.

Step 1: To verify status of lab nodes:
Navigate Management/Nodes management. If you observing that crashed Satellite nodes are
still alive and visible follow Step 2

Node management "

FManagement - fhiodes managemen

Running node(s)

Labname Lab 1D Username Sat Node Name CPU usage (%) RAM usage (%) Disk usage (GB) ¥ Template Action
JA_Trunka 1 L= master PC52 0 0.03 0.0035 docker 2z
A_Trunka 1 uldis « master PCS-1 0 0.02 0.0035 docker & ox
JA_Trunka 1 uldis s master PC10-2 [ 0.02 0.0035 docker Qo x
/A_Trunka 1 uldise master PCL0-1 0 0.02 0.0035 docker D x
/A_Trunka 1 uldise sat2 sw2 072 0.63 0.0101 viosl2 &=
JA_Trunka 1 L master PC5-1 0 0.02 0.0031 docker Bz
/A_Trunka 1 uldise satz Swia 0.63 0.58 0.0101 vioslz Lok
#A_Trunka 1 uldis s ‘master PC10-1 [ 003 0.0035 docker o %
#A_Trunka 1 uldise master PCS-2 0 0.02 0.0031 docker o x
/A_Trunka 1 uldise master sw3 04 024 0.0101 viosl2 e x
/A_Trunka 1 uldis+ master Wi 038 023 0.0101 viosl2 D%
/A_Trunka 1 (lli=0 sat2 PC10-2 0 0.13 0 docker D=
Step 2. Navigate: System/Cluster Management
Use Purge Button to clean crashed Satellite devices from the Master.
Cluster management #  Fostem  Wouse
Cluster members
1d  Name cPUs CPU Usage (%) Memory (GB) Memory Usage (%)  Swap (GB) Swap Usage (%) Disk Size (GB) Disk usage Action
o masters 48 157 H 1 1689
 satle = 6 H 1 308 17 ] Boc
) sat2e 2 i 63 i 1 308 | 12] Ba-
Purge member

Page 265 of 293



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 513

Next Generation

Are you sure you want to remove all running consoles satellite 2?7

Cancel

14.10.3 EVE Cluster Status

Navigate: System/Cluster Management

System status

Il System status

running IOL nodes running Dynamips nodes running QEMU nodes

5 0 6

running Docker nodes running VPCS nodes

B 2

14.10.4 Cluster monitoring cli commands

On EVE Master:
Cluster System CLI Commands:

Check Cluster status:

root@eve-ng:~# unl wrapper -a showcluster

Jan 31 23:56:52 Jan 31 23:56:52 Online Check state: Valid
Cluster Status:

FHAHHSH G A A S AR H A A A

0 master Online ( Local )

1 satl Online

2 sat2 Online

FHAHHSH G A A S AR H A A A

root@eve-ng:~#

SSH to the Satellite node from the Master status:
ssh 172.29.130.<satId>

#####Example SSH to SAT1#####

root@eve-ng:~# ssh 172.29.130.1

Welcome to Ubuntu 18.04.5 LTS (GNU/Linux 4.20.17-eve-ng-uksm-wg+
x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
Support: https://ubuntu.com/advantage

>*

* Canonical Livepatch is available for installation.
- Reduce system reboots and improve kernel security. Activate at:
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https://ubuntu.com/livepatch
Last login: Sun Jan 31 22:24:06 2021 from 10.6.6.14
root
root@eve-satl:~#

Check Cluster Satellite version:

root@eve-sat03:~# dpkg -1 eve-agent
Desired=Unknown/Install/Remove/Purge/Hold

\ Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-
aWait/Trig-pend

|/ Err?=(none)/Reinst-required (Status,Err: uppercase=bad)

| |/ Name Version Architecture
Description

++4- - - -

ii eve-agent 5.0.1-120 amd64 Agent

for EVE-NG Sat Cluster member
root@eve-sat03:~#

14.11Cluster system upgrade
Pre-requisites: The Master node must reach internet and resolve DNS.
On the EVE Master CLI run commands:

apt update
apt upgrade

The cluster Satellites will upgrade automatically with EVE master. There no need any extra
upgrade run for Satellite nodes.

To update manually Satellite nodes from Master EVE:

root@eve-ng:~# unl wrapper -a updatesat

Feb 01 00:03:24 Feb 01 00:03:24 Online Check state: Valid

Feb 01 00:03:24 update sat 1

ii eve-agent 5.0.1-120 amd64 Agent for EVE-NG Sat
Cluster member

Feb 01 00:03:24 update sat 2

ii eve-agent 5.0.1-120 amd64 Agent for EVE-NG Sat
Cluster member

root@eve-ng:~#
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15 EVE Troubleshooting

15.1CLI diagnostic information display commands

15.1.1 Display full EVE Pro diagnostic

eve-info

15.1.2 Display the currently installed EVE Pro version:

dpkg -1 eve-ng-pro

kvm-ok

15.1.4 Display EVEs CPU INFO:

lscpu

enuinelntel

n(R) CPU

15.1.5 Display EVEs CPU manufacturer:

Ismod | grep “kvm
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If the /boot only has a little space left you can refer to section Error! Reference source not
found.. If the eve—ng—vg—root reaches 99% or 100% then you will need to expand the HDD
in order to continue using EVE. The Solution to expand your HDD is described in section 15.1

brctl show

bled

systemctl list-unit-files --state=enabled

enabled

NOTE: Sometimes after installation the Ubuntu or ESXi (known reported issue), your system
can change network interfaces (NICs) order.
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EVE-NG, starting from version PE 5.0.1-77 has implemented NIC order script to fix your
network interfaces order.

1. Log into your EVE as SSH, or native VNC server console as root user.

2. Navigate to cd /opt/ovEf/

3. Run the script:

root@eve-ng-master:~# cd /opt/ovE/
root@eve-ng-master:/opt/ovf# ./nicorder-wizard

4. Follow the instructions on the screen to re-order your interfaces.

5. After correction the initial boot order will be saved on your EVE server
6. Reboot your EVE server, the new order settings will be in force now.

NOTE: if you will run order script again, it will show you last saved order.

15.3 Expand EVEs System HDD

A IMPORTANT NOTE: DO NOT expand your current/existing HDD on your EVE VM!

15.3.1 HDD space alert

Important: by default, EVE will trigger alerts if there are 3GB or less HDD space available.
Additional nodes will not start until more space is added or freed up. A link is provided in the
notification bubble on how to properly add an additional HDD.

Motifications

WIS Insufficient disk space (80090).

Alert: Only 2GE free on EVE HDD
Flease add new HDD to continue { Help )

To edit HDD space threshold for the alert is customizable. please follow section; 7.4.1
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System settings

Radius Server#1 P Port Secret

0.0.0.0__ 1812 T seeses
Radius Server #2 P Port Secret

0.0.0.0__ 1812 ¥ ssssss

Proxy Server P Port

0.0.0.0__ 8080 £2

Template visibility unprovisionad images| Disable |

Disk critical size Minimal fres spacs (GB)
e ——

5 3

Cancel

15.3.2 Expand HDD on VMware Workstation
Expanding your EVEs system HDD is achieved by adding an additional HDD to your EVE VM.
Step 1: Stop all your labs and shutdown EVE.
Use EVE CLI command: shutdown -h now

Step 2: Go to edit VM settings and add a new Hard drive.
Then click Next.

Step 3: Leave the recommended SCSI HDD option and then
click Next

Step 4: Make sure you have selected the option “Create a
new Virtual disk.”

Step 5: Set your desirable HDD Size; example 200GB.

Step 6: Make sure you have set the option “Store Virtual disk as a single file” and then click
Next

Step 7: Optional: Specify the location of where your new HDD will be stored, then click Finish.

Step 8: Boot your EVE VM, HDD size will be expanded automatically. To verify, use the
command to verify HDD utilization referenced in section 15.1.5

15.3.3 Expand your HDD on ESXi

Expanding your EVEs system HDD is achieved by adding an additional HDD to your EVE VM.
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Step 1: Stop all your labs and shutdown EVE.
Use EVE CLI command: shutdown -h now

Step 2: Go to edit VM settings and add a new Hard
drive. Then click Next

Step 3: Make sure you have selected the option “Create
a new Virtual disk.” Then click Next

Step 4: Set your desirable HDD Size; example 200GB. ] ‘ N o= |
Step 5: It is recommended to set the Thick Provision Lazy Zeroed HDD option.

Step 6: Specify the location of where your new HDD will be stored and then click Next

Step 7: Leave the recommended SCSI HDD option as is and click Finish.

Step 8: Boot your EVE VM, the HDD size will be expanded automatically. To verify, use the
command to verify HDD utilization referenced in section 15.1.5

15.3.4 Expand your HDD on a Bare Metal EVE Server
Itis a complicated process to expand a HDD for a bare metal EVE server.

https://www.eve-ng.net/wp-content/uploads/2023/03/EVE-Doc-3023-LVM-HDD-systems.pdf

Please open a ticket in our Live chat support for advice.

https://webchat.eve-ng.net/login/

Use a google account to join in the Live Chat or create new chat account.

15.4Reset Management IP

Type the following commands into the CLI followed by enter:
rm -f /opt/ovf/.configured

su —

http://www.eve-ng.net/documentation/installation/bare-installlP address setup wizard. Please
follow the steps in section 3.5.1 for Static IP or 3.5.2 for DHCP IP setup.

15.5EVE PRO SQL Database recovery

Starting EVE PRO version 3.0.1-21 and later, you can recover SQL user database in case of
disaster:

unl wrapper -a restoredb

Below is SINGLE LINE Command to restore SQL Database.
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unl wrapper -a restoredb ; grep -g default time zone
/etc/mysqgl/mysqgl.conf.d/mysgld.cnf || echo
"default time zone='+00:00'" >> /etc/mysqgl/mysqgl.conf.d/mysqgld.cnf ;
systemctl restart mysqgl

15.6 EVE PRO Migration from host to host

Step 1: On newly installed EVE navigate to:
cd /opt/unetlab/scripts

Step 2: Run migration script migrate.sh where source IP is your old EVE host IP and root
password of old EVE. [./migrate.sh -s <old eve ip> -p <root password>]

Example:
root@eve-ng:/opt/unetlab/scripts# ./migrate.sh -s 192.168.1.100 -p eve

Step 3: After migration is completed, deactivate EVE license on old host, and load license in
the new EVE machine.

https://www.eve-ng.net/index.php/documentation/howtos/recover-rehosting-eve-ng/

15.7EVE Log files

EVE log Files can be obtained from the System Logs page under the System dropdown menu

Use the menu to collect log file data you are interested in.

System logs

System log viewer

Select log file Number of Lines Search text

access.bxt v | 20 View
api.txt N\

error.ixt

php_errors.bxt
unl_wrapper.oxt

cpulimit.log Null

15.8 EVE cli diagnostic info

Use EVE cli to obtain your EVE information:

eve-info
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16 EVE Extras

16.1EVE Pro Radius server setup for user authentication
A Mandatory Prerequisites: Updated EVE-PRO version 2.0.6-30 or later.

Please follow section: 7.4.1

System settings

Radius Server #1 P Port Secrat
0.0.0.0__ 1812 s sssses

Radius Server #2 P Port Secrat
0.0.0.0__ 1812 < sssses

16.1.1 EVE User setup for Radius authentication

Step 1: Open the User management submenu. Management>User management and click Add
user

Step 2: The Add New User management window will pop up. Fill in the main information about
your EVE user. Make sure that you're the username of the account created in EVE matches
with the Radius server database.

Step 3: Enable the External Auth (Radius) checkbox. Any existing password will be removed,
because the authenticator will check with the Radius server for credentials.

Add New User

User Name’

test

External Auth  Radius }[£] \

Password

------------------

cccccccccccccccccc

Step 4: If you have purchased licenses for different EVE user roles, you can choose the
preferred user role. For licensing and user roles please refer to section 4

Name
John Tester

Role | Administrator

Administrator

From | jcer 0 o 1 0
poD

1

Step 5: Set the access date and time From - to. If the fields are left empty (untouched), your
user will have no time restrictions for accessing the EVE Server. Account validity with time
settings is available for Editor and User roles only.
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A Admin accounts have no time limit for account validity, and Account Validity time cannot
be set.

Account Validity

From 2018-05-18 op00 T 2018-05-20 01:00

POD

1

Step 6: The POD number is a value assigned to user accounts automatically. POD numbers
are like user profiles inside of EVE and are a unique value for every user Think of PODs like a
virtual rack of equipment for each user. Admins can assign a preferred number between 1-128.
Please keep POD numbers unigue between users!

Step 7: Press ADD m Cancel

Step 8. The username created inside EVE must match the username on the Radius server

Example: EVE user authenticated with ISE 2.1 Radius server.

User management

Database of users

16.2 Active Directory user authentication

A  Mandatory Prerequisites: Updated EVE-PRO version 2.0.6-30 or later.

To join Active Directory to the EVE, Please follow section: 7.4.1
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System settings

Radius Server #1 P Port Secret
0.0.0.0 1812 = sessee
Radius Server #2 P Port Secret
0.0.0.0 1812 = sessse
Active Directory Server P Port Enable TLS
192.168.90.27 389 = I:‘
Base DN
dc=eve,dc=lab
EVE-NG Active Directory Group
EVE Users

16.2.1 EVE User setup for AD (LDAP) authentication

Step 1: Open the User management submenu. Management>User management and click Add
user

Step 2: The Add New User management window will pop up. Fill in the main information about
your EVE user. Make sure that you're the username of the account created in EVE matches
with the Radius server database.

Note: The username in of the Active directory user account must match with AD username.
Username must have domain at the end of username. Example: evelabuser@eve.lab

Step 3: Enable the Active Directory from Authentication menu. Any existing password will be
removed, because the authenticator will check with the Active Directory server for credentials.

Add New User

User Name

labuser@eve.lab

Authentication | active directory

Password

Password Confirmation

sesesesssssesssee

Step 4: If you have purchased licenses for different EVE user roles, you can choose the
preferred user role. For licensing and user roles please refer to section 4
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Name

John Tester

Role | Administrator

Administrator

Accol Editor

From gor 0 to 1 0

POD

1

Step 5: Set the access date and time From - to. If the fields are left empty (untouched), your
user will have no time restrictions for accessing the EVE Server. Account validity with time
settings is available for Editor and User roles only.

A Admin accounts have no time limit for account validity, and Account Validity time cannot
be set.

Account Validity

From 2018-05-18 op00 |t 2018-05-20 01:00

POD

1

Step 6: The POD number is a value assigned to user accounts automatically. POD numbers
are like user profiles inside of EVE and are a unique value for every user Think of PODs like a
virtual rack of equipment for each user. Admins can assign a preferred number between 1-
32786. Please keep POD numbers unique between users!

Step 7: Press ADD m Cancel

Step 8. The username created inside EVE must match the username on the Radius server

16.3Lab Chat

P o Chat Refer section: 7.9.12

LAB CHATROOM

[10:42:52] ufdis joined

[10:43:19] admin jomed

[10:43:24] admin: hello uldis
]

[10:43:34] uldis: hello admin

16.4Custom MAC address for node management
NOTE: Custom first MAC is supported for Qemu nodes only.

Qemu nodes has option to change first interface MAC address.
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EDIT NODE “ =

Template
CiscowlOS -

ID

15

Image
vios-adventerprisekd-m.SPA 1 56-1T -
Name/prefix
w08
Icon output drc
& Routerpng -
uuip

314c922c-9d95-42d3-63c1-187994390538

CPU Limit D

CPU RAM (MB) Ethernets
1 1024 4

First Eth MAC AddjS/
aabbicciDdeiad

QEMU Version QEMU Arch QEMU Nic
tpldefaulc 24.0) ~ tpl(i3g8) - tpl(e1000) -

QEMU custom options

-machine type=pe-1.0,accel=kvm -serial monistdio -nographic -nodefeanfig -nadef

Startup configuration

Maone =

Delay (s)
0

Console

telnet -

16.5Windows node settings for Wifi dongle
Using a Wifi USB dongle, you can connect a WiFi-adapter to windows host inside EVE.
Step 1. Connect your USB Wifi dongle to your EVE server.

Step 2. Issue the following command on the EVE CLI to obtain BUS and host numbers which
your USB WiFi is connected to:

1susb

Step 3. Add the windows node onto the topology and edit the Qemu line:

Change the type value:
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type=qg35
Add a comma and then the following line:
if=virtio -usb -device usb-host,hostbus=2,hostaddr=2

Where hostbus is your Bus value and hostaddr is your Device ID as seen in the figure above.
Full Windows host gemu line will look like this:

-machine type=qg35,accel=kvm -cpu

host, +pcid, +kvm_pv_unhalt, +kvm pv eoi,hv spinlocks=0x1fff,hv vapic, hv
_time,hv reset,hv vpindex,hv runtime,hv relaxed,hv synic,hv_stimer -
vga std -usbdevice tablet -boot order=cd -drive
file=/opt/gemu/share/gemu/virtio-win-

drivers.img, index=1, if=floppy, readonly,if=virtio -usb -device usb-
host, hostbus=2, hostaddr=2

Template

Windows -

[n}

6

Image

win-7-x36-IPCC -
MName/prefix

Wwin
Icon

B Dezktop.png -

uuID

sae7 24a7-53f9-45ch-81b1-c1Fecardea3n

CPU Limit D

CPU RAM (MB) Ethernets

1 40905 1

First Eth MAC Address

S0:0a00:06:00:00

QEMU Version QEMU Arch QEMU Nic

tpl(2.0.2) - tplix86_64) - tplie1000) -

QEMU custom options ( reset to template value )

-rnachine type=g35,accel=kvr -cpu gemubd +Fsgsbase -wga std -ushdevice tablet

Startup configuration \

hone -

Delay (s)

0

Console

rdp-tls -

Left Top
516 312

Cancel
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16.6 Master Server NIC ports order change
Some of the servers has Network interface cards with multi and various ethernet type ports.
Example: Some DELL R series servers has first 2 Fibre ports (SFP) and additional 4 Ethernet
ports. Requirement is to set EVE management on the 3" port.
Supported starting from version 5.0.1-93.
Workaround:

++ SSH or use serial console to your EVE CLI as root user.

« Navigate CLI to:

cd /opt/ovf/
+ Run NIC order setup wizard

./nicorder-wizard

+ Follow the instructions on the screen to set primary NIC for your EVE

Reorder Hics
3 3 36 3 I I I K EE

16.7 Satellite Server NIC ports order change
Some of the servers has Network interface cards with multi and various ethernet type ports.
Example: Some DELL R series servers has first 2 Fibre ports (SFP) and additional 4 Ethernet
ports. Requirement is to set EVE management on the 3 port.
Workaround:
% SSH or use serial console to your EVE CLI as root user.
< Execute link set up command for all interfaces
1s -1 /sys/class/net/ | while read 1 ; do ip link set $i up ; done
« Detect which interface is up state

1ls -1 /sys/class/net/ | while read i ; do 1ip link set $i up ; done

: do ip
; do echo §
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« Edit netplan yaml file with correct interface name:
nano /etc/netplan/0l-netcfg.yaml

GHIL nano 4.8 setesnetplans01l-netofog.vyaml

5.101-

"1.1.1.1" ]

+ To save netplan settings use: CTRL +o [letter o]; Enter; CTRL +x [for exit]
% Run test the new network settings, enter

netplan try

01:™# netplan tr
to keep tl '

« Apply new network settings and reboot

netplan apply

reboot

© EVE-NG LTD Page 281 of 293



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 513

Next Generation

17 Images for EVE

Images must be uploaded and prepared before they can be used in labs. The best way to
upload images is to use the WinSCP tool for Windows environment or FileZilla for MAC OSX
and Linux.

Link to download WinSCP:

https://winscp.net/eng/download.php

Link to download FileZilla:

https://filezilla-project.org/

To access EVE, use SSH protocol (port 22).

Supported images for EVE are stored in the three locations:
e |OL (IOS on Linux), /opt/unetlab/addons/iol/bin/
e Dynamips images, /opt/unetlab/addons/dynamips

e Qemu images, /opt/unetlab/addons/qgemu

17.1 Qemu image naming table

A IMPORTANT NOTE: Intel VT-X/EPT must be enabled to run Qemu nodes in EVE. For
information on how to enable this option, Refer to section 3: EVE Installation.

The directory names used for QEMU images are very sensitive and must match the table below
exactly in order to work.

Ensure your image folder name starts as per the table. After the "-" you can add whatever you
like to label the image. We recommend using the version of your image.

Folder name examples:

firepower6-FTD-6.2.1
acs-5.8.1.4

The image hdd inside the folder must be named correctly:
Example: hda.qcow?2 or virtioa.qcow?2

Full path Example: opt/unetlab/addons/qemu/acs-5.8.1.4/hda.qcow?2
The table of proper folder names is provided in our website:

https://www.eve-ng.net/index.php/documentation/gemu-image-namings/

Supported HDD formats and Qemu versions for the EVE images:

HDD Format HDD name example
Isi([a-z]+).qcow Isia.qcow
hd([a-z]+).qcow hda.qcow
virtide([a-z]+).qcow | virtidea.qcow

© EVE-NG LTD Page 282 of 293


https://winscp.net/eng/download.php
https://filezilla-project.org/
https://www.eve-ng.net/index.php/documentation/qemu-image-namings/

GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 513

Next Generation

virtio([a-z]+).gcow virtioa.qcow
scsi([a-z]+).qcow scsia.qcow
sata([a-z]+).qcow sataa.qcow

Supported Qemu Versions
13.1
2.0.2
2.2.0
2.4.0
2.5.0
2.6.2
2.12.0
3.1.0
4.1.0
5.2.0
6.0.0

17.2How to prepare images for EVE
How to add EVE-NG images please refer to:

https://www.eve-ng.net/index.php/documentation/howtos/

17.3How to add custom image template

A IMPORTANT NOTE: Upgrade from EVE version 2.0.5-XX to 2.0.6.-XX automatically will
convert old config.php to new yml formats: If you had already custom templates in old php
format, these templates will be automatically converted to custom_templates.yml file during the
upgrade process!

17.3.1 Templates folder choice

L IMPORTANT NOTE: Starting from EVE-PRO Version 2.0.6-42, EVE installation is
autodetecting what kind of CPU manufacturer has your server: Intel or AMD, to choose proper
templates set. You can check it manually on EVE cli: example below, showing that EVE has
Intel CPU.

root@eve-ng:~# lsmod | grep “kvm
kvm_ intel 212992 74
root@eve-ng: ~#

e If you have Intel CPU, then your template files are in
"lopt/unetlab/html/templates/intel/"

e |f you have AMD CPU, then your template files are in
"lopt/unetlab/html/templates/amd/"

17.3.2 Prepare template file

N NOTE: For templates development use templates folder which is matching your EVE server
CPU.
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Example below will be based for Intel CPU EVE custom image template. Use EVE cli or
WinSCP/Filezilla to create template.
Step 1: Navigate to EVE location: /opt/unetlab/html/templates/intel/

Step 2: Choose your most suitable template from which you want to make copy and create own
image template. (example: newimage.yml)

Jopt/unetlab/html/templates/intel/
Name .
I kerio.yml
HNinux.yml
Imikrotik.yml
Inewimage.ym| =
Insvpxyml
Insx.yml
Inxosv3lk.yml
lolive.yml
lostinato.yml

losxyml

Step 3: Make a copy from source template newimage.yml. Example: Using CLI create template
and name it ngips.yml.

cp /opt/unetlab/html/templates/intel/newimage.yml /opt/unetlab/html/templates/intel/ngips.yml

You can create new template using WinSCP or Filezilla as well.

IMPORTANT: The new name of your template will be related to your image foldername. Your
image foldername must start with prefix “ngips- “

Example: image foldername under /opt/unetlab/addons/gemu/ngips-6.5.0-115

ise-2.6.0.156.SPA-L
junipervrr-19.2R1-S2.2
kerio-control-9.3.2
linux-—mint-18.3-cinnamon-64bit

arubacx-10.04-1000 linux-slax-64bit-9.3.0

aruba-VMC_8.4.0.3 linux-slax-64bit-9.3.0.tar.gz
asa-915-16-k8-CL-L mikrotik-6.44.5

asav-9131-100 ngips-6.5.0-115

asav-971-001 nsvpx-12.0.53.13

17.3.3 Prepare interface format and name lines

EVE Pro has included option to create various interface names, sequences and numbering.
Please refer table below.

Formula Template line format | Will
example produce
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eth_format: <prefix>{<first value for slot: example
1>}<separator>{<first value for port>-<number of
port per slot: example 8>}

eth_format: Gi{1}/{0-8}

Gil1/0
Gil/1
Gil/2
Gil/3
Gil/4
Gil/5
Gil/e
Gil/7
Gi2/0
Gi2/1

eth_format: <prefix>{<first value for slot: example
0O>}<separator>{<first value for port>-<number of
port per slot: example 4>}

eth_format: Ge{0}/{0-4}

Ge0/0
Ge0/1
Ge0/2
Ge0/3
Gel/0
Gel/2
Gel/3
Ge2/0
Ge2/1
Ge2/2

eth_format: <prefix>{<first value>}

eth_format: Gi{0}

Gio
Gil
Gi2
Gi3

eth_format: <prefix>{<first value>}

eth_format: GO/{0}

G0/0
GO0/1
G0/2
GO0/3

eth_name: <prefix: Interface custom name>

eth_name:
- M1
-T1
-T2

M1
T1
T2

eth_name: <prefix: Interface custom name>

eth_name:
- MGMT
- DATA
- TRAFFIC

MGMT
DATA
TRAFFIC

Combined first named interface following by formatted interfaces Example: We have to
set first node interface name “ethO/mgmt” and next following interfaces must start from eth1

and change sequence accordingly. eth1, eth2,....,ethx

As your node first interface will be custom named (ethO/mgmt), therefore in the template

“eth_name:” must be added before “eth_format:”

eth name:
- eth0/mgmt
eth format: eth{1l}
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This adding will produce Node interfaces.

ADD CONNECTION BETWEEN
NGIPS AND SWITCH

Source ID:9
Source Name: NGIPS

type - Node

a

Choose Interface For NGIPS

(e

eth2

mgmtetno
Choose Interface For Switch

Giofo v

-

Switch Destination ID: 8
Destination Name: Switch

type - Node

17.3.4 Edit your new template file:

For edit newly created template you can use WIinSCP, FileZilla or cli. Example below shows
template edit using cli and nano editor

cd /opt/unetlab/html/templates/intel/
nano ngips.yml

Change content, setting for various images can vary depends of vendor requirements. The
interface name lines please refer Section: 17.3.2

Copyright (c) 2016, Andrea Dainese
Copyright (c) 2018, Alain Degreffe
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

* Neither the name of the UNetLab Ltd nor the name of EVE-NG Ltd nor the
names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL <COPYRIGHT HOLDER> BE LIABLE FOR ANY

DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND

ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

type: gemu _fémjﬂl
name: NGIPS =s=— Node name on the Topology
description: Cisco FirePower NGIPS -#— Node listname

genl e 1 ADD A NEW NODE
icon: IPS.png
cpu: 4

ram: 8192
ethernet: 3

| == = S 3 S s S S 3 S S S S S 3 S H S S 3F S H H S 3E

Template

Nothing selected

NGIPs

Barraccuda NGIPS

Cisco FireRower NGInS A7
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eth name:

- eth0/mgmt

eth format: eth{1l}

console: vnc

shutdown: 1

gemu_arch: x86 64

gemu_version: 2.4.0

gemu_nic: e1000

gemu_options: -machine type=pc,accel=kvm -serial none -nographic -no-user-config
-nodefaults -display none -vga std -rtc base=utc -cpu host

Note: Qemu options in the line may vary per image requirements. Please check manufacturer
advice how to run KVM image

17.3.5 Prepare new icon for your template:

Step 1 Use Filezilla or Winscp to copy your custom icon IPS.png (icon filename IPS.png used
in ngips.yml)

This icon should be about 30-60 x 30-60 in the png format (switch.png is for example 65 x 33,
8-bit/color RGBA)

Step 2 Copy this new icon into /opt/unetlab/html/images/icons/

17.3.6 Template use

Step 1 Create directory /opt/unetlab/addons/gemu/ngips-6.5.0-115

mkdir /opt/unetlab/addons/gemu/ngips-6.5.0-115

Step 2 Upload image NGIPS, Refer Section: 0

17.4How to hide unused images in the node list

Please follow section 7.4.1 or 7.9.1.1
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18 EVE Backup Solution

EVE NG Software provides full and partial content backup Starting from:

EVE Professional 5.0.1-131 with Cluster

EVE Community 5.0.1-20

EVE Backup Solution supported transfer protocols: SFTP port 22 or FTP port 23.

EVE Backup solution requires to have an external SFTP/FTP server where the EVE-NG
content will be stored. The SFTP/FTP server HDD size must be chosen appropriately.

18.1Backup manager

18.1.1 Backup Manager Installation

A Mandatory Prerequisites: The Internet must be reachable from your server. DNS
names must be resolved. This Backup solution installation requires internet access to
get updates and install the latest EVE-Professional or Community version from the
EVE-NG repository.

SSH to your EVE as root user and execute following commands.

root@eve-ng:~# apt update
root@eve-ng:~# apt install eve-backup-manager
root@eve-ng:~# reboot

18.1.2 Setup external SFTP or FTP server
SFTP server setup is EVE user’s responsibility and not covered under EVE-NG support.

In order to use the backup tool, you are required to set up an external SFTP/FTP server. This
part is not supported by EVE-NG support, because every user can install and establish a server
in its own way. The main pre-requisite is: The SFTP server must be reachable two ways from
the EVE server and back from the SFTP server to EVE.

Examples of external SFTP server setup:
https://www.eve-ng.net/wp-content/uploads/2024/03/EVE-Doc-2024-External-SFTP-

Server.pdf

18.1.3 Backup Manager SFTP/FTP settings
A IMPORTANT NOTE: It's a must to stop all running labs (nodes) before starting a
backup process. If you have satellites, then make sure they are and connected to the
Master. Satellites backup will be done automatically.

SSH to your EVE as root user and execute following command.

root@eve-ng:~# backup-manager
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I (r)

I
| (g) Quit
I
I
I
[

Server

Select option (e) Edit Backup

o

I
I
I
I
I
I
I
I
I
I Server Protocc SFTP
I
Il S G store
I
I
I
I
I
I
l
I
[
I

Server Protocol: Select your designated backup server protocol FTP or SFTP

Server Label: Name your Server Label, free to name it.

Server Address: Put your backup server IP,

Remote directory: For Linux servers, specify the target directory. The example above is
[sftpuser/. This is the directory where the backup uploads will be stored. On the Windows SFTP
server, this part can be left clear. All uploads will be stored in the sftp user-designated directory.
Username: Put your SFTP server username

Password: Put your SFTP user password

Submit

18.2Create an EVE-NG Backup

SSH to your EVE as root user and execute following command.

root@eve-ng:~# backup-manager

Select option (c) Create Backup.

i Backup Manager Main Mehlssssssssssssscscsscsse s s e e e ———————
I

[R{WCreate Backup I

I I
| (r) Restore Backup |
I
I

18.2.1 Backup option All

Every time when you run All backup process, EVE backup manager will create new backup
folder [hostname]-[date]-[backup ID] with selected backup content.

Select your backup items:
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Templa
Tmp Fo
Mirroring

Create Cancel

Select All: the backup manager will create directory with all contents of EVE which includes:
Labs,

Users Database,

All images (Dynamips, I0OL, Qemu),

Templates of all images including Custom templates, config scripts and icons,

TMP Folder (TMP folder contains all of your labs saved configurations and gemu
nodes)

18.2.2 Backup option custom selected

Every time when you run a custom selected backup process, EVE backup manager will create
new backup folder [hostname]-[date]-[backup ID] with selected backup content.

Select Custom items: For example, if you want to back up only labs, images and full labs with
a tmp directory, your selection should look like the screenshot below.

I
I
I
I
I
| A
I
I
I
| D
I
I
I
| Templat onfig ript backup
I
| Tmp Folders backup
-
| Mirr
I

I Create Cancel

This backup folder will only contain Lab files (topologies), all images (vendor images) from the
EVE in the current stage and the TMP folder (saved labs with all configurations) for all EVE
users.

18.2.3 Backup option with Mirroring selected

First time when you run Mirror backup process, EVE backup manager will create new backup
folder “[hostname]-eve-ng-mirror” with selected backup content.

Select Mirroring: The mirroring option creates a single Folder named “[hostname]-eve-ng-
mirror”.
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Using this option will only back up content of the new data added after the first backup. EVE
Backup will compare data that already persists in the backup folder and will update only new
items which have been changed after the backup is saved in the “[hostname]-eve-ng-mirror”. It
is recommended to select all items with a mirror option.

Templa
Tmp Folde
Mirroring

Cancel

18.3Restore data from EVE-NG Backup

SSH to your EVE as root user and execute following command.

root@eve-ng:~# backup-manager

Select option (r) Restore Backup.

18.3.1 Select restore backup folder

IMPORTANT: Select a desired backup folder, following by Restore.

rRestore Backups=====sccsccsccccssccsscsscsscscsscsssssscscssssss=cs=cssssssssss=s==ss=s=ssss==s===========
I
I
I Select Item to restore
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

I
I Cancel
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18.3.2 Select the items to restore

All: (Mirroring disabled) This option is useful to restore all data from backup to the new EVE
installation. Backup manager will compare your existing data on your EVE with backup content
and will restore only missing data.

Custom selected items: (Mirroring disabled) This option will restore custom selected items’ data
from backup to the new EVE installation. Backup manager will compare your existing data on
your EVE with backup content and will restore only missing data.

Important: Restoring cluster satellite server TMP folder content for the new EVE install. Make
sure that the Satellite ID matches your tmp-satellite folder number (ID)

Restore Cancel

Carefull Mirroring enabled! This option will restore selected data from backup to the EVE
installation. Backup manager will replace all data on your EVE with backup content and will
destroy data which does not exist in backup.
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19EVE Resources

For additional updated information please follow our web site: https://www.eve-ng.net

How to updates: https://www.eve-ng.net/index.php/documentation/howtos/

How to videos: https://www.eve-ng.net/index.php/documentation/howtos-video/

https://www.eve-ng.net/index.php/documentation/knox-hutchinson-videos/

FAQ: https://www.eve-ng.net/index.php/faq/

Live support chat: https://webchat.eve-ng.net/login/

For access to live chat use your Google account or create new chat account.

EVE forum: https://www.eve-ng.net/forum/

To access forum resources, please create a new forum account.

EVE YouTube channel:
https://www.youtube.com/playlist?list=PLF8yvsYkPZO0myW7aVMZ80k8FU04UUgjV

EVE Professional downloads: https://www.eve-ng.net/index.php/download/

EVE Community version downloads, free: https://www.eve-ng.net/index.php/community/

EVE Supported images: https://www.eve-ng.net/index.php/documentation/supported-images/
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