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Pref ace

When [ first heard about EVE-NG | was skeptical. Back then | used to Lab mainly with ESX by
deploying many virtual Devices and connecting them manually by separate vSwitches for Point-
to-Point connections. The Problem with that was, that it was extremely time-consuming and did
not scale - for every new Device | had to create multiple vSwitches to interconnect them with
the virtual Machines - a Nightmare. | was in the middle of my JNCIE-Exam-Prep when | first
saw EVE-NG on Twitter - | downloaded the Community Edition, which was the only Edition
back then and | was amazed how easy Labbing all of a sudden was. No more deploying of
vSwitches to interconnect nodes and boy did it Scal
If you follow me on Twitter you know, that I'm one of the hardest Juniper Fanboys and of course
my Goal was to "Juniperize" EVE. | started to get in touch with UD and Alain and found myself
into the Position as one of the Juniper Test Guys. Meanwhile | added nearly all Juniper related
Devices (including vSRX and JATP) and | still test a Lot - but now on EVE-Pro.

The Pro-Edition was a big step forward for the Project. It added some nice Features like "hot-
add-interconnect" and the Ability to use EVE-NG with multiple Users. Especially Companies
will love EVE as it is THE Solution for Labs and PoC's. | have successfully run over 30 PoC's
in EVE and over 100 Labs (Job-Related and Personal Labs) - and | still enjoy it every day
thanks to EVE and the amazing Team behind it. When the Guys asked me to write the
Introduction | was of course honored and now this Book is finally coming out to help you on
your Quest to Setup, Run and Manage EVE-NG in a lot of possible ways.

Well - enough from my Side. | hope you enjoy this Cookbook and use it wisely for your Everyday
EVE Work. If you have Problems there is always the EVE-Forum and Live-Helpdesk - you will
also find me there from time to time ;)

| wish you happy reading and if you think, that this Product is amazing feel free to support it by
buying the PRO-Edition or Donating a bit i it helps to expand this already cool Product even
more and it also honors all the work that the Guys spent in it.

Christian Scholz
@chsjuniper
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11l ntroducti on

1.1 What is EVE-NG?

To describe what Emulated Virtual Environment i Next Generation (EVE-NG) is without solely
stating dry facts about features, we need to elaborate more on what EVE-NG can be used for
and whom it would be useful for.

In some trivial dry words, EVE-NG gives you tools to use around virtual devices and
interconnect them with other virtual or physical devices. Many of its features greatly simplify the
usabilities, re-usability, manageability, interconnectivity, distribution and therefore the ability to
understand and share topologies, work, ideas,conc e pt s darb s3dismgn kimplyiinean
it will reduce the cost and time to set up what you need or it might enable you to do tasks you
would not have thought could be done this simple.

1.2 What is EVE-NG used for?

This is the real question but there is no finite answer, the possibilities are almost limitless and
depends on what you want to use it for.

It can be used for studying all kinds of technologies. You can learn about general technologies
or vendor specific topics. You can test new technologies like network automation, SDN, etc.

It can be used to recreate corporate networks and test changes before putting them into
production. You can create proof of concepts for clients. You can troubleshoot network issues
by recreating them and e.g. use Wireshark to inspect packets.

It is most definitely not just for networking, it can be used to test software in simulated networks,
test out security vulnerabilities of any kind, system engineering like LDAP and AD servers and
many more areas.

You could set it up to automate sandboxing unknown files/software and use software to analyse
short and long term behaviour for malicious intent much simpler than without EVE-NG.

The list of what EVE-NG can be used for could go on indefinitely, possibilities are limited by
knowledge and imagination only. Both of which can be improved with EVE-NG.

To get a very small idea of what can be done with EVE-NG, check out the tested/supported
images (many have not been tested, almost everything virtual should run on EVE-NG) and refer
to section 16.

EVE-NG helps you achieve what you want to and more.

1.3 Who is EVE-NG for?

EVE-NG is for everyone working in the Information Technology Sector, period.

It is for very large enterprise companies, training facilities, service providers, consultants,
people who want to train themselves; it is for everyone, it is for YOU!

Use-cases that are more than worth it, almost priceless even, can be found everywhere.

The EVE-NG community version is free for everyone; while the paid professional version adds
a few things that make your life easier. Almost everything can still be done with the free version,
just less conveniently and therefore more time-consuming.

However, with the free version, the possibility to train yourself with technologies, hone your
skills and become an expert even with very no monetary possibilities. For some this is and has
been life changing.
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2 System requirements

EVE-NG is available in the OVA or ISO file format. The Open Virtual Appliance (OVA) format
is an archive (TAR) which packages disks and configuration files that are used to describe a
virtual machine. It can be used to deploy a VM in hypervisors like VMware Workstation, Player
and ESXi. Please note that installing EVE as a Virtual Machine (VM) will mean any nodes
deployed within EVE will be nested. Nested virtualization causes degraded performance in
deployed nodes. This should be fine for lab purposes as long as the host meets or exceeds the
resource requirements for the deployed nodes.

EVE-NG can also be installed directly on physical hardware, without a hypervisor, using the

provided ISOimage. Thi s is referred to as a fibare metal 0 i nst
method of installing EVE-NG.

2.1 Hardware requirements

2.1.1 Minimal Laptop/PC Desktop system requirements
Prerequisites:

CPU: Intel CPU supporting Intel® VT-x /EPT virtualization
Operating System: Windows 7, 8, 10 or Linux Desktop
VMware Workstation 12.5 or later

VMware Player 12.5 or later

PC/Laptop HW requirements
CPU Intel i5/i7 (4 Logical processors), Enabled Intel virtualization
in BIOS
RAM 8Gb
HDD Space 40Ghb
Network LAN/WLAN
EVE Virtual machine requirements
CPU 4/1 (Number of processors/Number of cores per processor)
Enabled Intel VT-x/EPT virtualization engine
RAM 6Gb or more
HDD 40Gb or more
Network VMware NAT or Bridged network adapter

Note: Minimal PC Desktop/Laptop will be able to run small Labs. The performance and quantity
of nodes per lab depend on the types of nodes deployed in the lab.

Example:
IOL image-based nodes: up to 40-50 nodes per lab

Dynamips image-based nodes: up to 20-25 nodes per lab
vlOS image-based nodes: up to 8-10 nodes per lab
CSRv1000 or XRv image-based nodes: up to 2-3 per lab

Page 11 of 247 ©EVE-NG LTD



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 126

Next Generation

2.1.2 Recommended Laptop/PC Desktop system requirements
Prerequisites:

CPU: Intel CPU supporting Intel® VT-x /EPT virtualization
Operation System: Windows 7, 8, 10 or Linux Desktop
VMware Workstation 12.5 or later

VW Ware Player 12.5 or later

PC/Laptop HW requirements
CPU Intel i7 (8 Logical processors), Enabled Intel virtualization in
BIOS
RAM 32Gb
HDD Space 200Ghb
Network LAN/WLAN
EVE Virtual machine requirements
CPU 8/1 (Number of processors/Number of cores per processor)
Enabled Intel VT-x/EPT virtualization engine
RAM 24Gb or more
HDD 200Gb or more
Network VMware NAT or Bridged network adapter

Note: PC Desktops/Laptops will be able to run small to medium Labs. Performance and quantity
of nodes per lab depend on the type of nodes deployed in the lab.

Example:
IOL image-based nodes: up to 120 nodes per lab

vIOS image-based nodes: up to 20-40 nodes per lab
CSR image-based nodes: up to 10 per lab

2.1.3 Virtual Server system requirements
Prerequisites:

CPU: Intel Xeon CPU supporting Intel® VT-x with Extended Page Tables (EPT)
Operation System: ESXi 6.0 or later

Server HW requirements
CPU Recommended CPU 2x Intel E5-2650v3 (40 Logical processors)
or better supporting Intel® VT-x with Extended Page Tables
(EPT)
Minimum CPU is any Intel Xeon CPU supporting Intel® VT-x
with Extended Page Tables (EPT)

RAM 128Gb
HDD Space 2Thb
Network LAN Ethernet

Page 12 of 247 ©EVE-NG LTD



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 126

Next Generation

EVE Virtual machine requirements
CPU 32/1 (Number of processors/Number of cores per processor)
Enabled Intel VT-x/EPT virtualization engine
RAM 64Gb or more
HDD 800Gb or more
Network vSwitch/VMnet

Note: Performance and quantity of nodes per lab depends from the type of nodes used in the
lab.

Example:

120 IOL image-based lab
20 CSRv1000 image-based nodes per lab

2.1.4 Dedicated Server (bare) system requirements
Prerequisites:

CPU: Intel Xeon CPU supporting Intel® VT-x with Extended Page Tables (EPT)
Operation System: Ubuntu Server 16.04.4 LTS x64

Server HW requirements

CPU Recommended CPU Intel E5-2650v3 (40 Logical processors) or
better supporting Intel® VT-x with Extended Page Tables (EPT)
Minimum CPU is any Intel Xeon CPU supporting Intel® VT-x
with Extended Page Tables (EPT)

RAM 128Gb
HDD Space 2Th
Network LAN Ethernet

Note: Performance and quantity of nodes per lab depends from type of nodes used in the lab.

2.1.5 Nodes per lab calculator

Itis recommended to uset h eodd$ per lab calculatoroto achieve best performance and avoid
overloading your EVE system.

https://docs.google.com/spreadsheets/d/IRbu7KDNSNuWiv_AphWx0vCek8CKVB1W/l/edit#g
id=2010030751

2.2 Supported virtualization platforms and software
T VMware Workstation 12.5 or later
1 VMware Player 12.5 or later

1 VMware ESXi 6.0 or later
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1 Ubuntu Server 16.04 LTS as platform for bare metal

1 Google Cloud Platform

2.3 Unsupported hardware and systems
The following are currently not supported:

T AMD CPU based PC or Server

9 VirtualBox virtualization

1 Citrix XenServer

1 Microsoft HyperV

1 Ubuntu 17.X or 18.x as platform
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3l nstall ati on

3.1 VMware Workstation or VM Player

3.1.1 VMware workstation EVE VM installation using ISO image
(preferred)

Download EVE-NG Professional 1ISO distribution image:
http://www.eve-ng.net/downloads/eve-ng

3.1.1.1 EVE VM Setup and Settings

Step 1: Create a New Virtual machine Step2:Sel ect A lthewpedating i n
system | atero
Mew Virtual Machine Wizard x Mew Virtual Machine Wizard X

Guest Operating System Installation
A virtual machine is like a physical computer; it needs an operating

Welcome to the New Virtual system. How will you install the guest operating system?
Machine Wizard Instal from:
() Installer disc:
What type of configuration do you want? =
1 4 — DVD RW Drive (D:) v
__ (®) Typical (recommended)
WORKSTATION Create a Workstation 14.x virtual maching
§ in a few easy steps.

() Installer discimage file {isa):

(O Custom (advanced) G: \Install\Linux finuxmint-16-cinnamon-dvd-32bit.iso Browse...
Create a virtual machine with advanced
options, such as a SCSI controller type,

‘ wvirtual disk type and compatibility with
older VMware products. (®) I will install the operating system later,

The virtual machine wil be created with a blank hard disk.

Help < Back Cancel Help <Back | | Next > | | Cancel
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Step 3: Select a Guest Operating system:
Linux and select the version: Ubuntu 64-bit

Mew Virtual Machine Wizard X

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

(O Microsoft Windows
(®) Linux

() Novel NetWare
() solaris

(O yMware ESX

(O Other

Version

Ubuntu 64-bit ~

Help < Back

Step 4: Enter the name for your EVE-PRO
VM and select Location where your EVE
VM will be stored on the host PC.

Mew Virtual Machine Wizard X

Name the Virtual Machine
What name would you like to use for this virtual machine?

Wirtual machine name:

| EVE-PRO |
Location:
[ GH\EvE_PRO-VM | [orowse...
The default location can be changed at Edit > Preferences.
< Back Mext > Cancel

Step 5: Type your desirable HDD size and
select AStore wvi

Mew Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

Maximurn disk size (GB): 200 =

Recommended size for Ubuntu 64-bit: 20 GB

(®) Store virtual disk as a single file
(D) split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce perfarmance with very large disks.

Help < Back

rtual

Step 6: Press Customize Hardware

MNew Virtual Machine Wizard X

Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Ubuntu
64-bit,

The virtual machine will be created with the following settings:

Mame:; EVE-PRO -
Location: G:\EVE_PRO-VM
Version: Workstation 14.x

Operating System: Ubuntu 64-bit

Hard Disk: 200 GB

Memory: 1024 MB

Metwork Adapter: MAT

Other Devices: CD/DVD, USE Controller, Printer, Sound Card hd

Customize Hardware. V

= o
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Step 7: Assign desirable memory

Hardware

Step 8: Set Processors iNumber of
processorsoand fi Nmber of cores per

% | processora Set Intel VT-x/EPT Virtualization
engine to ON (checked).
Spedify the amount of memory allocated to this virtual
[ Processors 1
“JNew CD/DVD (SATA)  Auto detect Memory for this virtual machine: | 16384 =5 MB . .
Eenorcnipier o NOTE: VMware Player will display only one
&3 uss controler Present . )
Yomcns wd ne - q CPU option: Number of processors.
%66 @l
Soisplay Auto detect =@ [ Maximum recommended memory
4GB (Memory swapping may
s oceur beyond this size.) Hardware x
1GB 4 B/0G3
S12 1B < @ Recommended memory Device Summary Processors
iz :f; 168 W viemory @ Humber of processors: E ~
[ Processars 8 Number of cores per processor: |1 ~
& ME [ Guest OS recommended minimum “)New CO/DVD (SATA)  Auto detect Totl processor cores 3
2me 512MB TS Netnork Adapter NAT °
e mE Us8 Controller Present Vitualzation engine
i :z gi::::, card S:J::E:i'm Virtualize Intel VT-%/EPT or AMD-V/RVI
!D\splsy Auto detect Virtualize CPU performance counters
[ virtualize IOMMU (I memory management unit)
i) The virtual machine will use up to 768 MB of this memory
for graphics memory. You can change this amount in the
Display settings page.
Add. Remove
b
Add. Remove
Step 9a: Select your desirable Network Step 9b: Select your desirable Network
Adapter. Laptop PC Adapter. Desktop PC
NOTE: It is recommended to choose the NOTE: Desktop PC EVE management
NAT adapter option for Laptops to avoid interface can be either NAT or Bridged to
EVE management interface IP changes. home LAN subnet.
This can happen anytime the laptop is
connected to a different SSID Hardvare Desktop PC x
Device Summary Device status
5 vemory 16GB connectzd
Hardware Laptop or Dasktop PC X [ processars s [ connect at power on
“)JNew CD/DVD (SATA)  Auto detect
-y, 1568 Connected S Contraller Present (@ Bridged: Connected drectly to the physical network
" Provemors s Connect at power on @C_;:::; Card 2::;:02& [ IRepicate physical network connection state
' (“) detect Network connection Bnisploy Auto detect (O NAT: Used to share the hosts ¢ address
EJUsE Controller Present (O Bridged: Connected directly to the physical netwark (O Host-only: A private netnork shared with the host
@) Sound Card Auto detect Repiicate physical network connection state O Custom: Speciic vitua network
SiPrinter Present ® VMnetd
Mpisplay Auto detect NAT: Used to share the host's IP address .
(O Host-only: A private network shared with the host Ovan segment:
(O cCustom: Specific virtual network
(et LAN Segments... | | Advanced...
(O LAN segment:
LAN Segments. Advanced
Add... Remove
Add. Remove
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Step 10: Select CD/DVD Option: fuse 1ISO Step 11: Confirm VM Settings.
image file.0Browse to your downloaded
EVE-PRO.iso (actual name can be different)
file

Device Summary
T vemory 1668
=] sors E

) New CD/OVD (SATA)  Auto detect

EENetnork Adapter NAT Connection

USB Controller Present Q) Use physical drive:
@)sound Card Auto detect

Auto detect

P
W Disglay Auto detect (® Use 150 image files

G:\EVE-NG EVE-PRO isa ~| CErewses ]

Advanced...

Add... Remove

3.1.1.2 EVE-NG VM Installation steps

!\ Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE ISO
installation requires internet access to get updates and install the latest EVE-PRO version from
the EVE-NG repository. DNS must work as well, to check it, do a named ping, for example ping
www.google.com

EVE VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)

Step 1: Power ON EVE VM. Chose English | Step 2: Besurethati | nst al | EV
and confirm with Enter. is highlighted. Confirm with Enter.
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5 EVE-PRO

Language
MakeaAnHEK
Malayalam
Harathi
Burmese
Nepall
Nederlands
Norsk bokmal
Narsk nynorsk
Pun jabi (Gurmukhi)
Polski
Portugués do Brasil
Portugués
Romana
PycoKii
Samegillii
w7ne
Sloventina
Slovenstina
shaip
GRACKK
Svenska
lhility

Amharic
fArahic
fAsturianu
Benapyckan
Brarapcku
Bengall
Tibetan
Bosanski
Catald
Cestina
Dansk
Deutsch
Dzongkha Johoyeo
EAMWLKG kasak
Englis Khmer
Esperanto B3 3w
Espafiol E20]
Eesti Kurdi
Euskara Lao
Lietuviskai
Latviski

Tamil
ST
Thai
Tagalog
Tiirkce
Uyghur
YKpalHCeka
Tidng Viét
TR )
RIT(EEE)

Francais
Gaeilge
Galego
Gujarati
I
Hindi
Hrvatski
Magyar
Bahasa Indonesia
Islenska
Italiano

B

Hows
Suami

F& Other O

Fi Help F

Step 3: Make sure that English is selected
and confirm with Enter.

Home EVE-PRO

Choose the language 1o be used for the installation process. The selected language will
also be the default language for the installed system.

Language:

c No localization
#lbanian shaip

Arabic
fisturian
Basoue
Belarusian

ey
fisturdanu
Euskara
bEnapyCEan
Bosansk i
EuArapcri
Catala
Chinese (Simplified) i (@)
Chinese (Traditional} h (W)

Hrvatsk i
Cestina
Dansk
Neder lends

Englich _______ English

ESperanta
Eesti
Suomi
Francais
Galega
Deutsch

- ERAwLeE

Esperanto
Estonian
Finnish
French
Galician

Greek

<Bo Backs

s: <Enter> acti

Step 4: You can select your own Location,
or later, after management IP assignment,
location will be set automatically. You can
leave United States. Confirm with Enter.

2 rome EVE-PRO

The selected location will be used to set your time zone and &lso for example to help
select the system locale. Normally this should be the country where wou Live

This is a shortlist of locstions based on the lsnguage you selected. Choose “other” if
your location is not listed

Country, territory or area:

fintigua and Barbuda
Australls

<60 Back>

Step 5: DHCP ENABLED, EVEs hosthame
by default is eve-ng. You can change it if

you wish. Using the Tab key select continue
and confirm with Enter. Continue to Step 14

Step 6: DHCP DISABLED/Static IP setup. If
you have not enabled DHCP in the network,
you must assign an IP address manually.
Confirm Continue with Enter.
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[1] conflgure the netuork

Please enter the hostname for this sustem. i

1] Contigure the netuork

The hostnane is a single word that identifies your System to the netuwork. If you don't
know uhat your hostname should be, consult your netuork adninistrator. If you are setting
up your oun home netuork, you can make something up here.

Network sutoconf iguration failed
Your network is probably not using the DHCF protacol. Alternatively, the DHCP server may
be slow or some netsork harduare 15 nOt working properly.

Hostname:

<0 Back> <Continuer

ection
Ent er

sel
t h

Step7:Confirm
manuall yo wi

Step 8: Enter your desirable EVE
management IP, using the Tab key select
AiContinued and conf i

[11] Configure the network

From here you can choose 10 retry DHOF network autocontiguration (shich may succeed 1f
uour DHCP server tskes @ long time to respond) or to configure the network manually. Some
DHCP servers require a DHCP hostname to be sent by the client, so you can also choose to
retry DHCF network autoconfiguration with a hostname that uou provide.

Contlgure the netuork
The IF address is unigue to your computer and mey be:
Wetuork configuration method: * four nunbers separated by periods (IPvd);
* blocks of hexadecimel characters separated by colons (IPv6).
Retry netwark autaconf iguration o
wuration with o DHCP hostname You can also optionally append a CIDR netmask (such as "/24")

1f you don’t know what to use here, consult your network administrator.

ally
etwork at this time

1P address:
L B —

<Bo Backy

<Bo Backy

Enters activates buttons

Step 9: Enter your subnet mask, using the
Tabkeys el ect fAConti nuecd
Enter

Step 10: Enter your Gateway IP, using the
Tabkeysel ect fAConti nued
Enter
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1 (11] Configure the network

The gateway is an IF address (four numbers separated by perlods) that indicates the
ALL traffic that goes outside uour LAN

The netmask is used to determine which machines are local to uour network. Comsult uour
network administrator if you do not know the value. The netmask should be entered as R e R i o) 178 CE N e
four numbers separated by perlods. (for instance, ta the Internet) is sent through this router. In rare circumstances, you

may have no router; in that case, you can leave this blank. If you don't know the proper
=R answer to this guestlon, consult your network adminlstrator.

S e —— Gateusy

<Cont inue

<o Backs
<60 Back>

Step 11: IMPORTANT. The name server Step 12: EVEs hostname by default is eve-
must be able to resolve public DNS entries ng. It can be changed if you wish, using the
and will be used during the next install Tab key select continue and confirm with
steps. Enter your name server IP, using the | Enter

Tabkeysel ect AContinued;y

Enter

{7} Home

(75 evE-pRO

1 Canfigure the networ
Flease enter the hostname for this system.
The hostname is & single word that identifies uour sustem to the netuork. If you don't
Know what your hostname should be, consult your netuork administrator. If you are setting
[11] Gonflzure the networy up your own home netuork, you can meke something up here,
Hostnane:

<cont inue>

The name servers are used to look up host names on the network. Please enter the IP
addresses (not host names) of up 10 3 name Servers, separated by spaces. 0o not use
commas. The first name server In the 1ist wlll be the first to be queried. If you don't
wsnt to Use any name server, just leave this field blank.

G0 Back>

Name server addresses:

<Go Backy

ter> actlvates buttons
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Step 13: Enter your networks domain name.
You are free to use anything you like, for
example: eve-ng.net

Using the Tab key select continue and
confirm with Enter

The domzin nese is the part of your Internet address to the right of uour host name, It
is often sonething that ends in .com, .net, .edu, or .org. If you are setting up a home

network, 4ou can make something up, but make sure you use the same domaln name on all
uour computers.

Domaln name:

<Go Backy

Step 14: If your DNS IP settings are correct,
Ubuntu will detect your location automatically
by connecting to Ubuntu servers. Confirm
with Enter.

Based on your present physical locatlon, your tlme zome is EuropesLondon.
If this is not correct, you mey select from a full list of time zones instead.
Is this tine zone correct?

<60 Back> BB o

s: <Enter> activates buttons

Step 15: If you have a proxy in use for your
internet access, enter your network proxy
settings. If no proxy is used, select Continue
with the Tab key and confirm with Enter.

[1) Conflgure the package manager

If you need to use a HTTP proxu to access the outside world, enter the proxy information
Lank.

here. Otherwise, leave this blank.

The proky Informatlon should be glven in the standard form of
1

"nttp:// [ luser] [:pass]nhost [zport] /",
HTTP proxy information (blank for none):
e ——

<60 Backy <Continue>

Step 16: Select no automatic updates and
confirm with Enter. Security updates can later
be run manually from EVE cli.

1] Conflguring tasksel
Roplylng updates on & frequent basis ls an important part of keeping your system secure.

By default, updates need to be applied menually using package menagement tools.
Alternatively, uou can chonse to have this sustem automstically downlosd and install
security updates, or uou can choose to menage this sustem over the web as part of a group
of systems using Canonical's Landscape service.

How do you want to menage upgrades on this system?
bio automatic updates

Install security updates automatically
Manage systen with Landscape

EVE VM Installation Phase 2 (EVE installation)

Step 17: After the iFi ni sh t he
screen appeared, DO NOT remove CD ISO
from the VM or hit Enter continue. First we
have to verify that EVE is ready for the
installation phase 2.

Step 18: Without powering off your EVE VM,
open the EVE VM settings and make sure
that CD/DVD ISO fDevice status connectedd
and fConnect at power ond is checked.
Confirm with OK.
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Hardware  Options
Device Summary Device status
8 emory 156 comected
I processors s [ACemnect stponer on
2 Hard Disk (5Cs1) 20068 -
&) CO/DVD (SATA) Using fle G:\EVE-NGIEVE-PRO iso. Connection
Network Adapter NAT Ouse physical drive:
a2
Bumarsder roere Aot
[11] Finlsh the installatic (=printer Present ©Use 150 image fle:
e T ET Soisplay Auto detect GIEVEAGIEVERO 50 ]| erowse
Installation is complete, so it is time to boot iNto your new sustem. Make sure to remove
the installation media (CD-ROM, floppies), so that you boot into the new sustem rather Advanced...
than restarting the installation.
<GB0 Backy
t
Ad... Remove
oK Cancel Help

Step 19: Return to the EVE console screen | Step 20: Once the EVE login screen appears,
and continue with Enter, the EVE VM will | login to the CLI with root/eve and continue
reboot and finish the installation phase 2 with installation phase 3

@ veme [ Qrrone | FEvEPRO

Eve-NG (default root passuord is 'eve’)
Use http:/,192.168.217.129/

eve-ng login:

[i1F h the inst
Installat lon comolete
Installation is complete, so it is time to boot into your new system. Make sure to remove
the installation media (CO-ROM, floppies), so that you boot into the new sustem rather
then restarting the installation.

<60 Back>

ctsi (Enters activates buttons

EVE VM Installation Phase 3 (Management IP setup and updates)

Step 21: Setup EVEs Management I[P | Step 22: After your EVE is rebooted,
address. A Static IP address setup is
preferred. Login to EVE CLI and type:

Follow steps in section: apt update
apt upgrade

3.5.1 for static IP, 3.5.2 for DHCP IP
Follow steps in section: 5.1, 5.2
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Step 24: (Optional) If after dockers first install
Step 23: After update, Step 22iscompleted, | ( St ep 23) in the out
continue with type: seeing some docker name in the list as
<none>, _

apt install eve - ng- dockers
This can take some time depending on your
Internet connection and disk speed.

please run the command:

Your output after install must look like: apt install - - reinstall eve - ng- dockers
or
apt install - T reinstall eve - ng- dockers -
al t

You must get output like in the step 23.

Step 25: Proceed to section 4 i Btain EVE-NG Professional licenseo

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 16

3.1.2 VMware workstation OVA deployment

Download EVE-NG Professional OVA image:
http://www.eve-ng.net/downloads/eve-ng

3.1.2.1 Deployment and VM machine settings

Step 1. VMware workstation or VM Player, | Step 2: Browse your downloaded EVE-
Menu File/Open PRO.OVA file, followed by Open
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destination followed by Import
WORKSTATION 14

-

Import Virtual Machine X
‘Store the new Virtual Machine ual
Provide a name and local storage path for the new b

virtual machine.

Name for the new vir tual machine:

[pErrOAM-20.420 |

Storage path for the new virtual machine:
‘ Gr\EVE-PRO-OVA

| o=

Help Import: Cancel

Step 3: Browse your desired EVE VM store

Connect to a

Remote Server

Step 4: Open your EVE VM Settings and set
the desired RAM.

Home PRD- 2020

EVE-PRO-VM-2.0.4-20

vemery

‘Specty the amaunt of menory aocted s th winal
machne, The memory sz mst be s e of 4N,

Memory fr e vt machne: | 155543 1g

Set Intel VT-x/EPT Virtualization en
ON (checked).

Step 5: IMPORTANT Set CPU Number of
Cores and number of cores per processor.

gine to

NOTE: VMware Player will display only one
CPU option: Number of processors.

Virtual Machine Settings X
Hardware  Opfians
Deviee Summary Processors
Eemory . Number of processors: s v
[ processors 8 Number of cores per processor: |1 ~
irard Disk (5¢51) e Total processor cores: s
FEetwork Adapter Bridged (Automatic)
&3 uss controler Present Virtuaization engine
Blispia 1monitor
Sospay [1Vitualize Intel VT-+/EPT or AMD-V/RVE
[virtuslize CPU performance counters
add... Remave

Step 6: Laptop PC Select your desirable
Network Adapter.

NOTE: It is recommended to choose the
NAT adapter option for Laptops to avoid
EVE management interface IP changes.
This can happen anytime the laptop is
connected to a different SSID.

Hardware Laptop or Desktop PC X

Device summary Device status
- Memory 1568 Connected
[ Processors 3 Connect at power on
JNew CD/DVD (SATA) _ Auto detect
L Network Adapter NAT Network connection
USB Controller Present O Bridged: Connected directly to the physical network
@) Sound Card Auta detect Repicate physical network connection state
iPrinter Present
Bpisplay Auto detect (®) NAT: Used to share the host's IP address

() Host-only: A private network shared with the host

O Custom: Specific virtual network

VMnetd
(O LAN segment:
LaN segments.... | | Advanced...
Add, Remove

Network Adapter.

Step 7: Desktop PC Select your desirable

Step 8: Power ON your EVE VM and follow
Management IP setup instructions described
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NOTE: Desktop PC EVE management in section 3.5.1 for Static IP or 3.5.2 for
interface can be either NAT or Bridged to DHCP IP.
home LAN subnet.

Desktop PC x

nnnnn ted directly o the physical network
[OJRepiicate physical network connection state

(C)NAT: Used to share the host's IP address
(O Host-only: A private network shared with the host
O Custom: Spedfic virtual network
VMnetd
(O LAN segment:

LAN Segments.... | | Advanced.

rielo

Step 9: Proceed to section 4 fObtain EVE-NG Professional licenseo

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 16

3.1.2.2 OVA VM update to the latest EVE version

Step 9: Make sure if your EVE OVA VM is up to date to the newest EVE version.
Follow the steps described in section 5.
3.1.2.3 OVA VM HDD Size expansion

A\ IMPORTANT NOTE: DO NOT expand the current EVE OVA HDD. To expand your EVE
system size, please follow Troubleshooting section 15.2

3.2 VMware ESXi

3.2.1 VMware ESXi EVE installation using ISO image (preferred)

Download EVE-NG Professional ISO installation image:
https://www.eve-ng.net/index.php/download/

3.2.1.1 EVE-NG ESXi VM Setup and Settings

Step 1: Upload EVE ISO image to the ESXi | Step 2: Create NEW VM
store.
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Select creation type

Hom would ou e 1 create 3 Vil Wachine?

4 Customize settngs
5 Ready 10 compiets

Step 3: Enter the name for your EVE-PRO
VM and select Guest Operating system
Linux and version: Ubuntu 64-bit

¥ 1 Satwct craaton s Select a name and guest OS
Spectya ninue name and 05

3 Satect torage
4 Customiza setmngs

Back e i cancal

Step 4: Select Location where your EVE VM
will be stored in HDD.

Select storage

1o B1ore e o s

o selectzd Seiect he ssanation dalssiore for

e
il of e

v Gapschy v Free v Tpe v Thinpro. Access
047568 2317968 VMFS5 Supporsd
BI0ISGE  43103GE VMRS5S Suppored
B3075GE  14E01GE  VWFSS Suppored  Single
3ems
Back [ Finish Cancal

Step 5: IMPORTANT Customize your EVE
VM CPU Settings. Set CPU Number of
Cores and number of cores per processor.
Set Intel VT-X/EPT Virtualization to ON
(checked).

Step 6: Assig desirable RAM for your EVE

1 Seloct creation fype
2 Seloct a name and guest 05,

Customize settings

Contigure e w

["ViATaHarawas | W Optons

ware 30 risal machine 399800 0pbons

Adhara cisk W AGdnebwork acacter 3 Ada

C ]
R ug a
Reseraior
R 1 goest mamory (48
L
snares
Memony Mot Plug Olenaviea

» 2 Harg sk 1
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1 Saloct croation type
vz

Customize settings

¥ 3 Select siorage.
v

& Ready to compiete

Cortbgure the

(el Fariware | M Grtions.

28 4 sk A ctwn
= @cru

Cores par Soces

cPuHa PRy

Resanation

ume

Shares

addibion aptions

spter (@ A oher oo

ML

1 v soom e

Deratss cPu Hotaoa

Peroemance counlers

Scnscuing ety

Provi

500Gb

sione

¥ 1 Salect craaton type

2 Salecta nams an0 uast 05
¥ 3 Select storgs
i

5 Riady 0 complets

Customize settings

IS

Step 7: Set the size of HDD for your new

EVE VM. |t recomm

d e ag. Seanlery

Gombgure the ks misching harciare and hual machin addRcnal optans

Shares

Lime-10Ps

Unlimited
Dlenszies
00 o8

EVE HDD is recommended to set at least

Step 8: Set your Management network.
Adapter type VMXNET3

1 Select creation type Customize settings
+ 2 Selocta name and guest 05 maching hardmare
¥ 3 Select sto

A Dsvce Nook.
5 Ready 1o complels.

Disxusse

+ B 5CSI Contreller
B S04 Contuter 8
B vse coter 1 e

- 8 Hshwork Adaptar 1

stahus
e VIRET 3
[reee—

+ oo cas e

Back Nt Fnsn || cancal

NOTE: Additional Network Adapters can be
added for further use.

CD/DVD

1 Salact croaton type
2 Seloct a name and guestOS.
v

£33 other gavis

.| 2 Newnaraas
238 Eesting nard gk
- Natwor sdapter

) CODND ane

& Flopprame.
DRe g senaipon
| B Panetpon

) UsB convoter

O @ soumacontoiie

200
@ SO contrller
& AT conroter

beat

Step 9: Add new device to your EVE VM,

Step 10: Se t DVD drive t¢
Fileo and browse y-G
PRO.iso. Make sure that Status is checked
ON, AConnect at powel
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£52 e vt macaune . EVE PRO.VHA(ESX) 6,0 virtuat machine)

Customize settings

3.2.1.2 EVE-NG ESXi VM Installation steps

A\ Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE
ISO installation requires internet access to get updates and install the latest EVE-PRO
version from the EVE-NG repository. DNS must work as well, to check it, do a named
ping, for example ping www.google.com

EVE ESXi VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)

Step 1: Power ON EVE VM. Chose English
and confirm with Enter.

Language

Amharic Francais MakeaoHcku Tamil
Arabic Gaeilge Malayalam S K
Asturianu Galego Marathi Thai
Benapyckas | Gujarati Burmese Tagalog
Bvarapcku my Nepali Turkce
Bengali Hindi Nederlands Uyghur
Tibetan Hrvatski Norsk bokmal YKpaiHcbka
Bosanski Maguar Norsk nynorsk Tiéng Viét
Catald Bahasa Indonesia | Punjabi (Gurmukhi) | FSZ(E4K)
Cestina islenska Polski 37 (HA8)
Dansk Italiano Portugués do Brasil
Deutsch BARE Portugués
Dzongkha Jobogee Romana
EAMWLKE KasaK Pycckuin

Khmer Samegillii
Esperanto B33 #Tome
Espaniol B30 Slovencina
Eesti Kurdi Slovensctina
Euskara Lao Shaip
Woes Lietuviskai Cpnckm
Suomi Latviski Svenska

Step2:Be sur e
highlighted. Confirm with Enter.

f il nst a

Step 3: Make sure if English is selected and
confirm with Enter.

Step 4: You can select your own Location,
or later, after management IP assignment,
location will be set automatically. You can
leave United States. Confirm with Enter
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Choose the language to be used for the installation process. The selected language will
also be the default language for the installed systen.

Language:

- Mo locallzation
- shaip

c
Albanian
Arabic - o
Asturian - Asturianu
- Euskara

- Benapycras
- Bosanski

Basque

Be larusian
gosnian
Bulgarian

Chinese (Simplified) -
Chinese (Traditional) -
Croat {an - Hrvatski
Czech - Cedtina
Danish -~ Dansk
—_Nederlands
English
- Esperanto
- Eesti
- Suomi
- Francals
Galician - Galego
- Deutsch
- EMWLKE

<60 Back>

The selected locatlon will be used to set your time zone and also for examole to help
select the sustem locale. Normally this should be the country shere uou live.

This is a shortlist of locations based on the language you selected. Choose “other” if
your location is not listed.

Country, territory or area:

Antigua and Barbuda
Australia

Botswana

Canada

Hong Kong

India

Ireland

New Zealand
Nigeria

Phillppines
Singapore
South Africa
United Kingdom

<Go Back>

Step 5: DHCP ENABLED, EVEs hosthame
by default is eve-ng. You can change it if

you wish. Using the Tab key select continue
and confirm with Enter. Continue to Step 14

Please enter the hostname for this system,
The hostname is a single word that identifies your system 1o the network. If you don't
know uhat your hostname should be, consult your netuwork administrator. If you are setting
up your oun home network, you can make something up here.

Hostrame:

<Cont inue>

<Go Back>

ates buttons

Step 6: DHCP DISABLED/Static IP setup. If
you have not enabled DHCP in the network,
you must assign an IP address manually.
Confirm Continue with Enter.

Network autocont iguration failed
Your network is probably not using the DHCP protocol. Alternatively, the DHCP server may
be slow or some network harduare Is not working properly.

manuallyodo with Enter

Step7:Confirm selection

Step 8: Enter your desirable EVE
management IP, using the Tab key select
AiContinued and confinr
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From here you can choose to retry DHCP network autoconfiguration (uhich may succeed if The IP address s unlgue to your computer and may be:
your DHCP server takes a long time to respond) or to conflgure the network manually. Some
DHCP servers require a DHCP hostname to be sent by the client, so you can also choose to « four numbers separated by periods (IPvd);

retry DHCP network autoconfiguration with a hostname that you provide. » blocks of hexadecimal characters separated by colons (IPVE).

Netuork conf igurat lon method: You can also optionally append a CIOR netmssk (such as “/24").

Retry network autoconf Lguration

f you 't Kk what t here, consult \ network administrator.
Retry network sutoconfiguration with a DHCP hostname i 0S8 SRS, CONRUAL U ISTROCK SONCN. SESE:

IP address:
TRTENT, s

<60 Back> Cont inue>

0o not configure the network at this time

6o Back>

Step 9: Correct your subnet mask, using the | Step 10: Correct your Gateway IP, using
Tabkeys el ect fAContinueo|theTabkeysel ect A Conti ny
Enter with Enter

The gateuay is an IP address (four nurbers separated by periods) that indicates the
The netmask is used 1o determine which machines are local 10 your network. Consult your e L e e e e e S e e

natuork adalnkstraton 3f you do ot know the value, The neimesk shouldibe entered as (for Instance, to the Internet) is sent through this router. In rare circumstances, you

four numbers separated by perlods. may have no router; in that case, you can leave this blank. If you don’t know the proper
— ansuer to this gquestion, consult your netuork administrator.

Gateway:
T B e

<Go Back> <Cont inue>

<Go Backy <Cont inue>

Step 11: IMPORTANT. Name server must Step 12: EVE hostname by default is eve-
respond to the Internet and will be used ng. It can be changed if you wish. Using the
during the next install steps. Enter your Tab key select continue and confirm with
name server IP. Using the Tab key select Enter

AContinued and confi.
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The name servers are used 1o look up host names on the network. Please enter the 1P
addresses (not host names) of up to 3 name servers, separated by spaces. Do not use

e first name server in the list will be the first to be queried. If you don't
want to use any name server, just leave this field blank.

Hane server addresses:

<G Back> <Continue>

1 Canf igure

Please enter the hostname for this system.

The hostname is a single vord that identifles your system to the network. If you don't
know uhat your hostname should be, consult your network administrator. If you are setting
up your oun home network, you can make something up here

Hostname:

<Go Back> <Cont inue>

Step 13: Enter your network domain name.
You are free to use any, for example:
eve-ng.net

Using the Tab key select continue and
confirm with Enter

The domaln name is the part of your Internet address to the right of your host name. It
is often something that ends in .com, .net, .edu, or .org. If you are setting up a hame
network, you can make something up, but make sure you use the same domain name on all
Your computers.

Domain name:

<Go Back>

Step 14: If your DNS IP settings are correct,
Ubuntu will detect your location from
Internet. Confirm with Enter.

Based on your present physical location, your time zone is Europe/Riga.
If this is not correct, you may select from a full list of time zomes instead.

Is this time zone correct?

[ o I

G0 Back

Step 15: If you have proxy in use for your
internet, assign your network proxy settings.
If no proxy in use, with Tab key select
Continue and confirm with Enter.

Step 16: Select no automatic updates and
confirm with Enter. Security updates can be
run later manually from EVE cli.
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fAppluing updates on a freguent basis is an Important part of keeping your sustem secure.

If you need to use a HTTP proxy 10 access the outside world, enter the proxy information 8y default, updates need to be applied manually using package menagement toals.

here. Dtherwise, leave this blank. Alternatively, you can choose to have this system automatically dounload and install
security updates, or you can choose to manage this system over the web as part of a group
The proxy information should be given in the standard form of of systens using Canonical's Landscape service.

“http://[[user] [:pass] 4] host [:port] /"
How do you went to manage upgrades on this system?
HTTP proxy information (blank for none):

No_automatic updates
O i i i A A A A E Install security updates automatically
Manage system with Landscape
<Go Back> <Cont inue>

EVE VM Installation Phase 2 (EVE installation)

Step 17: After the A Fi ni s h t h e| Step 18: Without powering off the EVE VM,
screen appears, DO NOT remove CD ISO | open the EVE VM settings and make sure
from VM or hit Enter continue. We have to [that CD/ DVD | SO fADevi ce
verify settings for EVE installation Phase 2. | a n d AfConnect at pow
Follow step 9. Confirm with OK.

(T Edit settings - EVE-PRO-VM (ESXi 6.0 virtual machine)
» 3 Hard disk 1 " - . B
» 8 531 Conraller D
B2 347 Controner
8 use convoler 1

| Finish the installatlor » W Hienwor Adapter 1 [E— e

Installation complete
Installation is complete, sa it is time to boot inta your new system. Make sure to remove
the installation media (CO-ROM, floppies), so that you boot into the new system rather
than restarting the installation. Status A Connectat power on

= 4 CDIDVD Drive 1

<Go Back> Continue]

CDDVD edia catstore ) EVE-PRO .50 Browss...

Virtual Device Node. . v T CO/DVD Media

» W video Carg

sae Cancel

Step 19: Return back to EVE console screen | Step 20: Once EVE login screen appeared,
and confirm Continue with Enter, EVE VM | login in CLI with root/eve and follow
will reboot and continue Phase 2 installation | installation Phase 3
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Installation is complete, so it is ti
the Installation media (CD-ROM, flopp
than restarting the installation.

Go Back

EVE VM Installation Phase 3 (Management IP setup and updates)

Step 21: Setup EVE Management IP | Step 22: After your EVE is rebooted,
address. A Static IP address setup is
preferred Login to EVE CLI and type:

Follow steps in section : apt update

apt upgrade
3.5.1 for static IP, 3.5.2 for DHCP IP
Follow steps in section: 5.1, 5.2

Step 24: (Optional) If after dockers first install

Step 23: After update, Step 22 iscompleted, | (St ep 23) i n t &gee sdOU typ
continue with type: seeing some docker name in the list as

<n

e>,

apt install eve - ng- dockers
This can take some time depending on your
Internet connection and disk speed.

please run the command:

Your output after install must look like: apt install - - reinstall eve - ng- dockers
or
apt install - i reinstall eve - ng- dockers -
alt

You must get output like in the step 23.

Step 25: After Steps 23-24 are completed
and you are back on the EVE CLI prompt,
reboot EVE by typing

r eboot
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Step 25: Go to section 4 to obtain a license for EVE-NG Professional

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 16

3.2.2 VMware ESXi OVA deployment

Download EVE-NG Professional OVA image:
https://www.eve-ng.net/index.php/download/

3.2.2.1 ESXi OVA VM Setup and Settings

Step 1: ESXi Host, Create/Register VM Step 2: Set option Deploy a virtual machine
from an OVF or OVA file

Select creation type
ow

chine?

Step 3: Type the name for your new EVE Step 4: Select the storage where your EVE
VM and browse to select your downloaded | VM will be deployed.
EVE OVA file

753 Mw virtual machine - EVEPRO.
¥ 1 Select creasos ope. Select storage
2 Select OVF ana VDK fles R

elect e datastons in which 1 store he coniguration and disk Bies
Select OVF and VMDK files

4 Licenss agrsemants

a5 10 80 characlrs and they must be e wihin sach ESH instance,

* @ EVE-PRO-VIA2D 420 ova
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Step 5: Select your Management network Step 6: A\ IMPORTANT Open VM Settings.
and Thick Disk provisioning. EVE OVA Set the quantity of CPUs and number of
HDD is only 40Gb large. It is recommended | cores per socket. Set Intel VT-x/EPT

after installation to add extra HDD. Section Hardware Virtualization engine to ON

15.2 (checked).

Edit settings - EVE-PRO (E$Xi 6.0 virtual machine)

ATRITATRART] i Optons
3 Adahardisk WN Addnstwork adspter (S A ther dewce

- Hcru

Cores per Sockel

ERIGLE [ Enatie CPU Hot 4dd

Step 7: Set desirable RAM for your EVE. Step 8: Power ON your EVE VM and follow

Management IP setup instructions described
e —— in section 3.5.1 for Static IP or 3.5.2 for
et e 8 | | DHCPIP.

=3 cB

Reservaion wB

[ Resenve ai guest memary (40l lockea)

Step 9: Proceed to section 4 i Btain EVE-NG Professional licensed

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 16

3.2.2.2 ESXi OVA VM update to the latest EVE version

Make sure that your EVE OVA VM is up to date with the newest EVE version.
Follow the steps described in section 5 for upgrade instructions
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3.2.2.3 ESXi OVA VM HDD Size expansion

A\ NOTE: IMPORTANT! DO NOT expand the current EVE OVA HDD. To expand your EVEs
system disk size, please follow the troubleshooting section 15.2

3.3 Bare hardware server EVE installation

Download Ubuntu Server 16.04.5 LTS ISO image:
http://tw.archive.ubuntu.com/ubuntu-cd/16.04/ubuntu-16.04.6-server-amd64.iso

N Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE ISO
installation requires internet access to get updates and install the latest EVE-PRO version from
the EVE-NG repository. DNS must work as well, to check it, do a named ping, for example ping
www.google.com

3.3.1 Ubuntu Server Installation Phase 1

Step 1: Create a bootable DVD disk or USB | Step 2: Selectthef i r st Opti on
flash drive with an Ubuntu server image. Servero Confirm with
Boot your server from 1SO. Make sure that
English is selected, Confirm with Enter

Language
Amharic Francais MakeaoHCku Tamil
Arabic Gaeilge Halaualam [ RCPREE]
Asturianu Galego Harathi Thai
Benapyckaa | Gujarati Burmese Tagalog
BBAFApCKR | MM1L Nepali Tiirkge
Bengali Hindi Mederlands Uyghur
Tibetan Hrvatski Norsk bokmal YKpalHobKa
Bosanski Hagyar Norsk nunarsk Tifng Vigt
Catala Bahasa Indonesia | Punjabi (Gurmukhi) S R
Cedtina Islenska Polski 7 (2R
Dansk Italiano Portugués do Brasil
Deutsch BAE Fortugués
Dzongkha Joboyeo Roména
ERAMUIKD Kazak Pycckmin
h Khmer Samegillii

837I% s ome

Espafiol Bt=tol Sloventina

Eesti Kurdi SlovensCina

Euskara Lao Shgip

op Lietuvidkai CpAckn

Suomi Latuiski Suenska
F1 Help F2 Lan F3 Keymap F4 Hodes

F1 Help ap g 5 A ity Fe Other Options

Step 3: Make sure that English is selected | Step 4: You can select your own Location,
and confirm with Enter or later, after management IP assignment,
location will be set automatically. You can
leave United States. Confirm with Enter.
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choose the language to be used for the installation process. The selected language will [11] Select wour location
also be the default lanzuage for the installed sustem.

The selected location will be used to set your time zone and also for example to help
Language: select the system locale. Normally this should be the country uhere you live

c Mo localization This is a shortlist of locatlons based on the langusge you selected. Choose “other 1f
Albanian sholp your location is nat listed.
Ara ic e
Asturlan fsturlanu Country, territory or area:
Euskara
Benapycran Antigua and Barbuda
Bosansk L Australia
BbArapCKH Botsuana
Catzls Canada
B ) Hong Kong
37 (F )
Hrvatski
Cestina Mew Zealand
Dansk Higeria

3 Philippines

Bulgarian
Catalan

Chinese (Simplif led)
Chinese (Tradlitional)
Croat ian

En Singapore
Esperanto Esperanto south Africa
Estonian Eesti

United Kingdon
Finnish Suoni
French Francais
Balician Galego gim;gm
Gernan Deutsch other
Gresk EAMW Lk

<G Back> G0 Backs

Step5:Configure the key Step 6: Leave English (US) as selection,
selected and confirm with enter confirm with Enter

The lauout of keuboards veries per country, with some countrles having nultiple common
layouts. Please select the country of origin for the keyboard of this computer.

Country of origin for the keyboard:
Armenian
fAzerbaijani

Bangla
Belaruslan

¥ou can try to have your keyboard lauout detected by pressing a series of keys. If you do
list.

not want to do this, wou will be ble to select wour keuboard lauout from a e

Detect keyboard layout? chinese

<B0 Backy <vesy

2
English (Cameroon)
English (Ghanal
English (Nigeria)
English (South Africa)
English (UK}

<Go Back>

Step 7: Leave English (US) as selection and | Step 8: Select your management network
confirm with Enter adapter and confirm with Enter

= keuboard
Please select the layout matching the keuboard for this machine.

¥eyboard layout:

Eng ( Cherakes
English (US) - English (Colemak) 11 Configure the networ
English (US) - English (Dvorak alternative international no dead keys)
English (US) - English (Dvorak) Your system has maltiple network interfaces. Choose the one to use as the primery network
English (US) - English (Dvorak, international with dead keus) interface during the installation. If possible, the first conmected netuork interface
English (US) - English (Wacintosh) found has been selected.

English (US) - English (Programmer Dvorak)
English (US) - English (US, alternative international) Frinary netsork interfac
English (US) - English (US, internatlonal with dead keys)
English (US) - English (US, with eura on 5) Ir 1 Gl ( !
English (US) - English (Workman) ensdd: Intel Corporation B254SEN Gigablt Ethernet Controller (Copper)
English (US) - English (Worksen, international with desd keus)
English (US) - English (classic Dvorak) <60 Back>
English (US) - English (international ALtGr dead keus)
English (US) - English (left handed Ovorak)

English (US) - English (right handed Dvorak)

English (US) - English (the divide/multiply keys teggle the layout)
English (US) - Russian (US, phonetic)
English (US) - Serbo-Croatian (US)

<G Back>

Step 9: DHCP ENABLED Step 10: DHCP DISABLED/Static IP setup.
If have not enabled DHCP in the network,
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Continue with Step 16 you must assign an IP address manually.
Continue with Enter.

{1 cont igure th

Please enter the hostname for this sustem.

The hostname 1s a single word that identifies your system to the network. If you don't
know uhat your hostname should be, comsult uour metwork administrator. If uou are setting
up your oun home network, you can make something up here.

Network autoconf iguratlon falled
Your network s probably not using the DHCP protocol. Alternatively, the DHCP server may
be slow or some network harduare is not working properly.

Hostnames

<Go Back> <cont dnue>

<Continue:

ates buttons

Step 11: Selecti Conf i gur e n e Step12: Enter your desirable EVE
ma n u aand cprdirm with Enter management IP, using the Tab key select
AContinued and conf

[11] contigure the netuwork

From here you can choose to retry DHOP network autoconfiguration (which may succeed 1f
your DHCF server takes a long time to respond) or to conflgure the network manually. Some
DHCP servers require a DHCP hostname to be sent by the client, so wou can also choose to
retry DHCP netuork sutocond iguration with a hostname that uou provide. The TP address is unigue to your computer and may be:
Network conf iguration method: * four numbers separated by periods (IPv4):

= blocks of hexadecimal characters separated by colons (IFvé),
Retry netuerk autoconf igurat lon o
Retry netwark sutoconflguration with a DHCE hostnane You can also optionally append a CIOR netmask (such as '/24").

If you don't know what to use here, CONSULT YoUP NETwork administrator.

Do not configure the network at this time
IP address:

<Bo Back>

G0 Back>

Step 13: Enter your subnet mask, using the | Step 14: Enter your Gateway IP, using the
Tabkeys el ect fAContinuedTabkeysel ect AConti nue
Enter Enter

The netmask is used to determine which machines are local to your network. Consult your
netsork sdministrator if you do Aot know the value. The netmask should be entered as
four nurbers separated by periods.

Netmask:

G0 Back> <Continuey
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[11] configure the network

The gatewsy is an IP address (four numbers separated w periods) that indicates the
ateway router, also knoun as the default router. ALl traffic that goes outside wour LAN
(for Instance, to the Internet) s sent through this r'ouler In rare clrcumstances, you
may have no router; In that case, you can leave this blank. If you don't know the proper
answer to this ouestlon, consult wour network administrator.

Gatews

<Bo Back> <continues

Step 15: IMPORTANT: The name server
must be able to resolve public DNS entries
and will be used during the next install
steps. Enter your name server IP, using the
Tab key select ACont
Enter

[11] Configure the network

The name serwers are used to look up host names on the netuork. Please enter the 1P
addresses (not host names) of up to 3 name servers, separated by spaces. Do not use
commas. The first name server in the list will be the first to be guerled. If you don't
AN 10 USE ANy Mame Server, Just leave this fleld blank.

Mame server addresses:

<GB0 Back> <cont inue>

Step 16: Type your EVE server hostname,
Example: eve-ng

Flease enter the hostname for this sustem.

The hostname is a single word that ldentlfies your system to the netuork, If wou don't
know what your hostname should be, consult your network administrator. If you are setting
up your own hane network, you can meke something up here

Hosthame :

<60 Back>

Step 17: Type your domain name. You are
free to use any. Example: eve-ng.net

11 Configure the
The domain nae s (he part of your Internet address to the pight of your fost nome. It
is often something that ends in .com, .net, .edu, or .org. If you are setting up a home
netucr, uou can faks Somsthing un, but make <urs you uce the sane domain nams on ALl
your computers.

Domain name:

<60 Back>

Step 18: Type your Ubuntu username,
Example: user
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[11) set up users and p

# user account will be created for you to use instead of the root account for
non-administrative activities.

Please enter the real name of this user. This information will be used for instance as
default origin for emsils sent by this User as well as any program shich displays or uses

the user's real name. Your full name is a reasonable choice.
Full name for the new user:

<60 Backs

Step 19: Select a username (e.g. fi u s)dor
our account and Continue

Step 20: Enter a password for your new
user

Set up users and passwords |
Select a username for the new account. Your first name is a reasonsble choice. The
username should start with a lower-case letter, which can be followed by any conbination
of numbers and more lower-case letiers.

Username for uour account:

<Go Backs

> selects: <Entes

1 [11] Set up users and password:

# good password will contain a mixture of letters, numbers and punctuation and should be
changed at regular intervals.

Choose & password for the new user:

<Go Back>

Step 21: Re-enter
continue

your password and

Please enter the same user passuord again to verify you have tuped it correctly.

Re-enter password to werify:

G0 Back>

Step 22: If you want to use a weak password,
click i Y ean this screen.

[111 Set up user

¥ou entered a passuord that consists of less than elght characters, which is considered
o0 weak. You should choose a stronger password.

Use weak password?

<Bo Backy
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Step23:Encrypt H o m{ Step 24: If your DNS and internet are
working properly, Ubuntu will automatically
detect your location and timezone. Confirm

our timezone and continue with enter

your

[1] Set up users and passwords

You may conf igure your home directory for encruption, such that any files stored there
remain private even if your computer is stalen.

The system will seamlessly mount your encrypted home directory each time you login and
automatically unmount when uou log out of all active sessions.

Encrypt your home directory?

<o Back> <Yes>
[1] Configure th

Based on your present physical location, your time zone is EuropesLondon.

1f this is not correct, you may select from & full 1ist of time zones instead.
Is this time zone correct?

<Bo Back» B o

Enter> acti

Step 25: Select HDD partitioning method Step 26: Select your disk partition, and
fi Gu i dusalentire disk and set up LVMO0 confirm with enter

The installer can guide you through partitloning a disk (using different standard
scheses) or, If you prefer, you can do it manually. With guided pertitioning you will
still have a chance later to review and customise the results.

11] Partition di

Note that all data on the disk you select will be erased, but not before wou have
conf irmed that you really want to make the changes.

If you choose guided partitioning for an entire disk, wou will next be esked uhich disk

should be used. Select disk to partition

Partitlonlng method:

<GB0 Back>

Guided - use entire disk
m tire t up LV

Guided - use entire disk and set up encrypted LW
Hanual

<60 Backy

Step 27: Confirm write changes to disk with | Step 28: Select the volume size and continue
fi Y e s Ohit antedto continue

[1]1 Partition disks

You mey use the whole volume group for guided partitioning, or part of it. If uou use
only part of it, or if you add more disks later, then you will be able to grow logical
volunes later using the LvM tools, so using & smaller part of the volume group at

111 Partition disks installation tine mey offer more flexibilitu.

Before the Logical Yolume Manager can be configured, the current partitioning scheme has The minimum size of the selected partitioning recipe is 1.9 G8 (or 3%); please note that
10 be uritten 10 disk. These changes cannot be undone. the packages you choose to Install may require more spsce then this. The maximum
available size is 53.2 G8.

After the Logical Volume Manager is configured, no sdditional changes to the partitioning A
scheme of disks containing phusical valumes are alloued during the installation. Flease Hint: ‘max’ can be used as a shoricut 1o specify "‘El’“:’d"“'" slze, or enter a percentage

decide if you are satisfied with the current partitioning scheme before continuing (e.g. "20%") 10 use that percentage of the maximum size.
Anount of volume groun to use for guided partitioning:

The partition tables of the following devices are changed:
SCS133 (0,0,0) (sda)

Write the changes to disks and configure L\M?

<Go Back>
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Step 29: Confirm write the changes to disk Step 30: If you have a proxy in use for your
withiYesd and cont i nu e | internet, enter your network proxy settings. If
no proxy is used, use the tab key to select
Continue and confirm with enter.

If you continue, the changes listed below will be uritten to the disks. Otherwise, you
will be able to meke further changes manually.

The partition tables of the following devices are changed:
LM VG eve-nz-ve, LV root
\M VB eve-ng-ve, LV seap_1
SCSI33 (0,0,0) (sda)

The followlng pertitions are going to be formatted:
LV V5 eve-ng-vg, LV root as extd
LV VB eve-ng-ve, LY swap_l a5 swep

11 Configure the package manager

If you need to use a HTTF proxy to access the outside world, enter the proxy information

partition #1 of SCSI33 (0,0,0) (sda) as ext2 here. Otherwise, lesve this blank.

Write the changes to dlisks?

The proxy Information should be given In the standard form of
"http:ss [ [user] [=pass] &) host [:port]) /.

HTTP proxy information (olank for none):

<Go Back>

s: <Enter> activates buttons

Step 31: Select fi N automatic updatesoand | Step 32: Using the Arrow keys select
Continue fOpenSSH serverd for installation and
confirm with the Space key (*), continue with
enter

Appluing updates on & freguent basis is an important part of keeping your system secure.

By default, updates need to be applied manually using package management tonls.
Alternatively, you can choose ta have this system automatically download and install
security updates, or uou can choose to manage this sustem over the web @s part of a group
of systems using Canonical's Landscape service.

At the mament, only the core of the system is installed. To tune the system to your
needs, you can choose to install one or more of the following predef ined collections of
softuare.

How do you want to manage upgrades on this sustem?
Choose softuare to install:
inalic uodates

No_automatic updates
Install securlty updates automatlcally
Manage system with Landscape

er> activates buttons

ects; <Entery activates buttons

Step 33: Confirm A | nst @RUB t h e | Step 34: REMOVE CD/DVD installation
bootloadert o t he mast er b ( media and continue with enter
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iYesO0O and centert i nue wi

Installation complete
Installation is cosplete, so it ls time to boot Lnto wour new system. Hake sure 1o remove

It seems that this new installation is the only operating system on this computer. If so,
it should be safe to install the GRUB boot loader to the master boot record of wour first
hard drive.

the installation media (CO-ROM, floppies), so that you boot into the new sustem rather
then restarting the installation.

<Bo Back>

Werning: If the installer falled to detect another operating sustem that is present on

uour computer, modifying the master boot record will mske that operating sustem
temporarily unbootsble, though GRUB can be menually configured later to boot it.

Install the BRUB boot loader to the master boot record?

<Bo Back>

pves; <Space> selects: <Enter> activates buttons

Step 35: Login in to your Ubuntu with the A IMPORTANT Step 36: Continue as root
username created above (user/Testl23 was | user. Enter the commands below, each

followed by the enter key.
sudo su
Test123

cd

Lo user@eve—ng: "5 sudo su

[sudo] password for user:
cxtent pernitted by

root@eve-ng : ~hone user# cd
root@eve—ng:"H# _

Step 37: Create root password Step 38: Verify and set your hostname if you
h a v esatd before

sudo passwd root
nano /etc/hostname
Repeat your desirable password twice;
Example: eve Edit it if necessary: eve-ng

pootleve-ng: § sudo passud root Confirm edit with ctrl+o followed by Enter

Enter new UNIX passuord:
Retype new UNIX password: And ctrl+x for Exit
passwd: password updated successfully
rootReve—ng : "

Step 39: Verify your host settings Step 40: Edit permissions for root user to
allow SSH access to EVE server

nano /etc/hosts
nano /etc/ssh/sshd_config
Your assigned static IP will be bound to your
server hostname and domain Find and edit PermitRootLogintofiy e s 0
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localhost H Authentication:

H92.168.217.50 eve-ng.eve—ng.net EvE-Ng

t The following lines are desirable for IPub capable hosts StrictModes yes
localhost ip6-localhost ip6-loopback

ip6-allnodes Confirm edit with ctrl+o followed by enter

5 ip6-allrouters .
+
NOTE: in case if DHCP IP address is used, And ctrl+x for Exit

you will see 127.0.0.1 IP vs hostname

Restart ssh service:

Confirm edit with ctrl+o followed by enter UG SEVIEE S5 [EFET
And ctrl+x for Exit

Step 41: 4O IMPORTANT

SSH as root to your EVE server with Putty or any other telnet client program.

Update the Ubuntu grub CMD Line with the following customized command. Make sure you
enter this command below in a single line and confirm it with the enter key.

sed -i -e 'sIGRUB_CMDLINE_LINUX_DEFAULT=.*/GRUB_CMDLINE_LINUX_ DEFAULT="net.ifnames=0
noquiet"/' /etc/default/grub

Update GRUB, Followed by Enter
update - grub
A WARNING: DO NOT REBOOT your Ubuntu/EVE yet, proceed to step 42!

Step 42: IMPORTANT
Rename your Server interface name to ethO

nano /etc/network/interfaces

if installed

, if installed

Confirm your edit with ctrl+o followed by enter
And ctrl+x to exit

Reboot the EVE server

reboot

3.3.2 EVE Professional Installation Phase 2

I\ IMPORTANT: Make sure you are logged in EVE as root!
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Step 43: Start EVE Professional installation with the following one-line command and hit enter

wget - O - http://lwww.eve - ng.net/repof/install - eve - pro.sh | bash -
Step 43.1: OPTIONAL for Broadcom NetExtreme Il ethernet drivers in your server. NOT

necessary for regular servers. DO NOT reboot EVE before you did Broadcom driver installation
below !!

apt install firmware -bnx2x - o Dpkg::Options::=" -- force - overwrite"

Step 44: Reboot EVE

reboot

3.3.3 EVE Professional Installation Phase 3

Step 45: After the installation is completed,
reboot EVE and follow the Management IP Step 46: After your EVE is rebooted,
setup instructions in section 3.5.1. It is
strongly recommended for bare-metal Login to the EVE CLI and type:
installations to use a static IP address. After
the IP address setup, continue with Step 46 | apt update

apt upgrade

Follow steps in section: 5.1, 5.2

Step 48: (Optional) If after dockers first

Step 47: After update, Step 46 is completed, |i nst al | (Step 47) i n

continue with type: you still seeing some docker name in the list
as <none>,

aptins talleve - ng- dockers

This can take some time depending on your
Internet connection and disk speed.

please run the command:
Your output after install must look like: apt install - - reinstall eve - ng- dockers

You must get output like in the step 47.

Step 49: Update repositories Step 50: Continue to section 4 to obtain your
EVE-NG Professional license

apt update
apt upgrade
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A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer section 16

3.4 Google Cloud Platform

3.4.1 Google account

Step 1: Connect to Google Cloud Platform (GCP
https://console.cloud.google.com/getting-started

@ Getting started - Google Gou X

- @ n o =

« 5 C e ® @ hitps//console.cloud.google.com/g:

B v

= Google Cloud Platform

Get Started with
Google Cloud Platform

12 month, $300 free trial to get you started
Always Free products to keep you going

TRY FOR FREE

Step 2: Sign into GCP. Create a nhew GCP account if you do not already have one.

3.4.2 Goggle Cloud project

Create new project. By default, GCPwi I | of fer you a project named fiMy
used as well.

Step 1. GCP top bar, c¢click on AMy First Projecto

= Google Cloud Platform e

Welcome!

Get started with Google Cloud Platform

TOUR CONSOLE

Step 2. Next pop up window, click ANEW PROJECTO

Select a project [3  NEW PROJECT
/
) and folders
[_cu |
RECENT ALL
Name [

+ §* My First Project @ t-dragon-238421
Step 3. Enter your project name, and confirm ACREAT
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= Google Cloud Platform Q

New Project

Project name *
[ EVE-PRO-PRO.JECT

a You have 10 projects remaining in your quota. Request an increase or

delete projects. Learn more

MANAGE QUOTAS

_~

~

Project |D: eve-pro-project. It cannot be changed later. EDIT

Location *

B3 No organization

Parent organization or folder

This will take some time.

BROWSE

Step 4. Navigate: Navigation Menu/Compute Engine/VM Instances

Google Cloud Platform

® EVE-PRO-PROJECT ¥

YM instances

#A Home

% Pins appear here @
2 Marketplace
& Billing
APL  APIs & Services
'i' Support
© 1AM &admin
@ Getting started
e Security
COMPUTE
@ App Engine)/
{z} Compute Engine

Instance groups

Instance templates

Sole tenant nodes

Disks

Snhapshots

Images

TPUs

Committed use discounts
Metadata

Health checks

Zones

Network endpoint groups
Operations

Security scans

Settings

Step 5. Navigate: top bar and select your Project

{8

.n

Google Cloud Platform

Compute Engine

VM instances

Instance arouns

2° EVE-PRO-PROJECT ¥

VM instances
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Preparation of your Project can take some time. Wait until the VM Instance window finishes
depl oyment and t hemmutptreers.so the ACreate

~ Compute Engine is getting ready. This may take a minute or more. Compute Engine documentation (7

Compute Engine
VM instances

Compute Engine lets you use virtual machines that run on Google's
infrastructure. Create micro-VMs or larger instances running Debian,
Windows or other standard images. Create your first VM instance,
import it using a migration service or try the quickstart to build a
sample app.

or or  Take the quickstart

3.4.3 Preparing Ubuntu boot disk template

Step 1: Open the google cloud shell and press: ASTA

= Google Cloud Platform 8 EVE-PRO-PROJECT

{e} Compute Engine VM instances

B vMinstances

Google Cloud Shell

Free, pre-installed with the 16ols you need for the Google Cloud Platform. Leam More

< B

Real Linux enviranment Configured for Geogle Cloud Pogular language support

CANCEL  START CLOUD SHELL
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Google Cloud Platform 3 Eve-PRO-PROJECT w

ﬁ} Compute Engine VM instances

Campute Engine
VM instances

B]  Images m 1 import o Takethe quickstart

Step 2: create a nested Ubuntu 16.04 image model. Copy and paste the below command into
the shell. Use copy/paste. crtl +c/ctrl +v. It is single line command (copy all command below
incl). Confirm with fAentero:

gcloud compute images create nested - ubunt u- xenial -- source -image -
family=ubuntu - 1604 - Its -- source -image - project=ubuntu - os-cloud --
licenses https://www.googleapis.com/compute/v1l/projects/vm -
options/global/licenses/enable - vmx

You will get the following output when your image is ready:

3.4.4 Creating VM

Step 1: Navigate: Navigation Menu/ Compute Engine/ VN
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Google Cloud Platform 2* EVE-PRO-PROJECT ¥

{e} Compute Engine VM instances
\
B vMinstances

&4 Instance groups \

Instance templates Compute Engine
VM instances

=]
B Sole tenant nodes
o) Compute Engine lets you use virtual machines that run on Google's

Disks

ther standard in

Snapshots g migration ser

sample app

[~ ] Images of Import  or  Take the quickstant
| TPUs

Committed use discounts

b1

Marketplace

Step 2: Edit your VM settings. Use your own region and zone. Choose your desirable CPU and
RAM settings.

| MPORTANT: @ADeploy a container imageo must
Name
eve-pro
Region Zone
europe-west? {London) v europe-west2-c -

Machine type
Customize to select cores, memory and GPUs.

8vCFUs - 30 GB memory Customize

Upgrade your account 10 create instances with up 10 96 cores

\Container

Deploy a containerimage to this VM instance. L earn more

Step 3: Select Boot disk. Press Change

Boot disk

——  New 10 GE standard persistent disk
‘ (N ‘ Image
- Debian GNU/Linux 9 (stretch) Change

Step 4. Select the custom boot images you created previously. Choose HDD disk type and
size. HDD size can vary depends of your needs

UNCHE
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Boot disk

Select an image or snapshot to create a boot disk; or attach an existing disk

08 images Applicationimages Custom images Snapshots Existing disks
Show images tfrom \

EVE-PRO-PROJECT v

(® nested-ubuntuxenial
/ Created from EVE-PRO-PROJECT on Apr 22,2019, 11:10:28 PM

Can't find what you're locking for? Explere hundreds of VM sclutions in Marketiplace

Boot disk type / Size (GB) /

38D persistent disk v 100

Cancel

Step 5: Allow https traffic and create VM

Identity and APl access

Service account
Compute Engine default service account -

Access scopes

® Allow default access
Allow full access to all Cloud APIs
Set access for each AP

Firewall
Add tags and firewall rules to allow specific network traffic from the Internet

Allow HTTP traffic
M Allow HTTPS traffic <&~

Management, security, disks, networking, sole tenancy

Your free trial credit will be used for this VM instance. GCP Free Tier [7

Cancel

3.4.5 EVE-NG-PRO installation

Step 1: Connect to the VM with

t

he

first option
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Name ~ Zone Recommendation

@ evepro  europewesi?c

@ eveprogop @eve-pro: ~ - Mozilla Firefox

@ @ hitps://ssh.cloud.google.com/projects/eve-pro-project/zones/europe-west2-c/instances/eve-pro?authuser=18&hl=en_US&projectNumber=

e to Ubuntu 16.04.6

Step 2: Launch installation with:

EVE-NG Professional Cookbook
Version 1.26

Connect

ssH | - |

Open in browser window

Inuse by Internal IP External P

10.154.0.2 (nicl) ~ 35.246.119.90 [ 7

»~

Open in browser window on custom port
Open in browser window using provided private SSH key
View gcloud command

Use another SSH client

d in the

permitted

Type the below command to become root:

sudo -i

Start EVE-PRO installation
wget - O - http://www.eve

- ng.net/repol/install

- eve - pro.sh | bash -

Step 3: Update and upgrade your new EVE-PRO

apt update

apt upgrade
Confirm with Y

Step 4. Reboot
kL n =it e e i e 2 ey ey
bw version of ceonfig file /etc/conm:
version of i file /o oo
version of
pw version of
ew version of
fw version of
fpw version of
fw version of
pw version of

SSH session persistence.

amfs: deferring
fistro-info-data (0.Z28ubuntul.11) ...
buntu-minimal (1.361.3) ...

Step 5: IMPORTANT: Setup IP

EVE. Al'l ow some t i reboot and

-getup/compose,IS0-8859-1.inc ...
_=c o opoooo O_f/RKEQ KB

The SSH connection to VM instance 'eve-pro’ was lost. Learn more about improving

Once the IP wizard screen appeares, press ctrl +c¢ and type the below command to become

root:
sudo -i
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Now follow the IP setup wizard, section: 3.5.2.
IMPORTANT: set IP as DHCP!

Step 6: Dockers installation. After EVE is rebooted, reconnect the SSH session:

Type command to become root:
sudo -i

Type command to update EVE
apt update

Type command to Install Dockers
apt install eve - ng- dockers

3.4.6 Access to Google Cloud EVE-PRO

Use your public IP for accessing EVE via https.

= Filter VM instances Columns ~

Name ~ Zone Recommendation In use by Internal IP External IP Connect

@ evepro europe-wesi2-c 10.154.0.2 (nic0) 35.246.119.90 [ SSH ~

Default web login: admin/eve
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3.4.7 Optional: GCP Firewall rules for native console use

Step 1: Navigate: Navigation menu/VPC Network/Firewall rules

Google Cloud Platform & EVE-PRO-PROJECT ¥

Home

{ X Pins appear here @ X
'STORAGE [

@ Bigtable

5i5  Datastore >

a Firestore >

=  Storage >

£ saL

J, Spanner

43 Memorystore

a  Filestore

NETWORKING

n VPC network > VPG networks

its  Network services > External IP addresses

Firewall rules
4} Hybrid Connectivity >

Routes

\3 Network Service Tiers VPG network peering

Step 2: Create new firewall rule

Firewall rules CREATE FIREWALL RULE C' REFRESH @ DELETE

~

Firewall rules control incoming or outgoing traffic to aninstance. By default,
incoming traffic from cutside your network is blocked. Learn more

Note: App Engine firewalls are managed here.

Step 3: Create an ingress FW rule; allow TCP ports 0-65535
< Create a firewall rule

Firewall rules control incoming or outgoing traffic to an instance. By default,
incoming traffic from outside your network is blocked. Learn more

Name

ingress-eve
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Direction of traffic
® Ingress <=

Egress

Action on match
® Allow

Deny
Targets

Allinstances in the network

Source filter

IP ranges
Source IP ranges

0.0.0.0/0 € /

Second source filter

None

Protocols and ports
Allow all

® Specified protocols and ports

v ep: 0-65535
udp:

Other protocols

Disable rule

Vg

rd

Step 4: Create an egress FW rule; allow TCP ports 0-65535

Firewall rules control incoming or outgoing traffic 1o an instance. By default,
incoming traffic from outside your network is blocked. Learn more

Name

agrass-eve
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Direction of traffic
Ingress
® Fgress =

Action on match
® Allow
Deny

Targets /

Allinstances in the networlk

Destination filter

IP ranges

Destination IP ranges

Y 4

0.0.0.0/0 €

Protocols and ports
Allow all

@ Specified protocols and ports

+ 1op: 0-65535
udp:

Cther protocols

Disable rule

Summary FW rules.

Name Type

egress-eve Egress

Targeis

Apply 1o all

Filters

IP ranges: 0.0.0.0/0

Protocols / ports Action Priority

1cp:0-65635 Allow 1000 default

default-allow-htips Ingress

ingress-eve Ingress

htips-server

Apply to all

IP ranges: 0.0.0.0/0

IP ranges: 0.0.0.0/0

1opA43 Allow 1000 default

1cp:0-656635 Allow 1000 default

3.5 EVE Management IP Address setup

3.5.1 Management static IP address setup (preferred)

The steps below will walk you through the network setup and assign a static management IP

for EVE.

enter

field are not visible.

Step 1: Log into the EVE CLI using the default
login root/eve After login, type your preferred
root password for EVE, default is eve.
Remember it for further use. Confirm with

NOTE: Typed characters in the password

Step 2: Retype your root password again
and confirm with enter.
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Root Passuord
Repeat. the Root Password:

Tupe the Root Password:

< 0K

Step 3: Choose your EVE VMs hostname. By | Step 4: Type your domain name for your
default, it is eve-ng. You can leave it as it is. | EVE VM. By default, it is example.com. The
Confirm with enter default value can be used as well.

Confirm with enter

DS domain nane
Type the DNS domain nane for the
system:

Hostname
Tupe the short hostnane for the
systen:
cveng

< 0K ]

< 0K |

Step 5: Using the arrow keys, select the Step 6: Type your desirable EVE
opti on 0 st gdunselextion vdtm n f| management IP. Confirm with enter.
the space key, followed by enter

Hanagesent Network IF Address
Tupe the I address for the
Ranagenent. Metuork:

172.25.1.20
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Step 7: Type the subnet mask of your EVE
management network. Confirm with enter.

nagenen
Type the Subnet Mask for the
Hanagenent Netuark:

Ha; it Network Subnet Mask l

Step 8: Type your networks gateway IP.
Confirm with enter.

Default

nagenent. Network Def
Type the Default Gateuay
Management Network:

Gateuay
for the

172.25.1.1_

< oK Ol

Step 9: Type your networks primary DNS
IP. Confirm with enter.

IMPORTANT: DNS must be reachable and
resolve public addresses.

FPrimary DNS seruer
Type the [P IP address of prinary
DNS server:

182168 .90 .201_

Step 10: Type your network Secondary
DNS IP. Confirm with Enter.

IMPORTANT: DNS must be reachable and
resolve public addresses.

Secandary DHS server
Type the IP address of secondary IS
servers

Step 11: Type your preferred NTP server IP.
It can be left empty as well; in this case, your
EVE VM will automatically assign the time
from its host.

Step 12: Skip this step. By default, it is set
to direct connection (no proxy).

Confirm selection with enter. EVE will
reboot automatically.

A NOTE: If required, the Proxy settings
can be configured later using EVE
WEB GUI System/System Settings
described in section 3.5.3
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NIF server
hostnanes [P address of NTP
Teave cnpty

Type the
for initial clock sync (leave
if not used):

e —

axy Server conf iguration
Choose hou the UM can comnect to the
Internet.

irect connect ionf
o pro
outhenticated proxy

A IMPORTANT NOTE: If you are setting up your management IP for the first time (fresh
EVE installation), please return to the install section and complete installation Phase

3.

3.5.2 EVE Management IP address setup via DHCP

The steps below will walk you through the network setup and assign a management IP for EVE

via DHCP.

Step 1: Log into the EVE CLI using the default
login root/eve After login, type your preferred
root password for EVE, default is eve.
Remember it for further use. Confirm with
enter

NOTE: Typed characters in the password
field are not visible.

Step 2: Retype your root password again
and confirm with enter.

Root Password
Repeat. the oot Password:

Step 3: Choose your EVE VMs hostname. By
default, it is eve-ng. You can leave it as it is.
Confirm with enter

Step 4: Type your domain name for your
EVE VM. By default, it is example.com. The
default value can be used as well.

Confirm with enter
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Hostname DHS domain nane
Type the short hostname For the Type the DNS domain nane for the
systen: systen:

i< 0K ] < 0K )

Step 5: Using the arrow keys, select the Step 6: Type your preferred NTP server IP.
optidocpdo ,i confir m your | Itcanbeleftemptyas well;in this case, your
space key, followed by enter EVE VM will automatically assign the time

from its host.

Use DHCP/Static IP Address
Use DHCF or Static IP Address for
the wetwork adapter on Management
Hetuark?

NP server
Type the hostname/IP address of NTP
(<)) for initial clock sync (leave capty
) static if not used):
[

Step 7: Skip this step. By default, it is set to
direct connection (no proxy).

Confirm selection with enter. EVE will
reboot automatically.

A NOTE: If required, the Proxy settings
can be configured later using EVE
WEB GUI System/System Settings
described in section 3.5.3
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praxy
€ ) authenticated proxy

< oK

A IMPORTANT NOTE: If you are setting up your management IP for the first time (fresh
EVE installation), please return to the install section and complete installation Phase
3.

3.5.3 Internet proxy setup

Step 1: If you have a proxy in use for your Internet, login into your EVE WEB GUI using your
EVE IP https://aaa.aaa.aaa.aaa

Default username: admin
Password: eve

Step 2: Select Tab: System/System Settings

& Main & Ma = I Systel g @2019 Eve-NG

thilemanager Current position | root

Mews Mame Add folder
X StopAllNodes

Step 3: Enter your Proxy | Frorauthéntiddted Proxyf usd ybuo wi ng by
username and password.
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System settings

Radius Server #1 P Port Secret
0.0.0.0__ 1812 = ssssss

Radius Server #2 P Port Secret
0.0.0.0 1812 o essess

Proxy Server [ Port User Password
0.0.0.0__ 8080 =

” 7

\
\

Template visibility unprovisioned images
Disk critical size Minimal free space (GB)

5 v
Html 5 terminal setting Colorscheme |gray-black

Management Interface setting Enable IPV6 l:l

3.5.4 EVE Management IP address reset

If for any reason you need to change these settings after the installation, you can rerun the IP
setup wizard. Type the following command in the CLI and hit enter:

rm - f /opt/ovf/.configured

Then type:
su -

Once you log into the CLI again, EVE will go through the network setup again. Please follow
the steps in section 3.5.1 for Static IP or 3.5.2 for DHCP IP.

3.6 EVE-NG Community upgrade to EVE-NG Professional

3.6.1 Mandatory Prerequisites

A Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE
ISO installation requires internet access to get updates and install the latest EVE-PRO
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version from the EVE-NG repository. DNS must work as well, to check it, do a named
ping, for example ping www.google.com

3.6.1.1 EVE Community disk space

You must have enough HDD space available. The main eve--ng--vg-root partition must have
at least 10GByte free space while the boot partition must have at least 50Mbyte. To check how
much space is available on your HDD, enter the following command into the CLI of EVE:

To free up space on the /boot,e nt er t he foll owing command, hit ente

apt autoremove

3.6.1.2 Verify current EVE Community version

You have to make sure that your EVE Community Edition is of version (v2.0.3-86) or later. You
must be able to reach the internet from your PC, VMware or Server.

To check your current EVE-NG version, enter the following command

dpkg -leve -ng

You can also verify your current EVE version from the WEB GUI. Top menu bar, System,
System status.
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System status

L. System status

e

running 0L nodes running Dynz

0 0

running Docker nodes

0

You can check the version number of the newest currently available Community version on the
EVE-NG Community site: http://www.eve-ng.net/community.

3.6.1.3 Steps to upgrade to the latest EVE Community version
Type the following commands below and hit enter after each.

apt update

In case of any Y/N prompt, answer Yes.

aptup grade

In case of any Y/N prompt, answer Yes.

reboot

3.6.2 Upgrading EVE Community to EVE-NG Professional

L WARNING: Please be ready to purchase a license when upgrading, as you will not be
able to start any nodes until a valid license has been activated on your EVE.

To upgrade to EVE-NG Pro, issue the following commands into the CLI of EVE followed by
enter.

apt update
apt install eve - ng- pro
reboot

After the reboot continue with the below commands, followed by enter
apt update

apt install eve - ng- dockers

reboot
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Continue to the EVE-NG Pro license purchase section of the website and follow the remaining
instructions.

3.7 Native telnet console management setup

If you prefer to use a natively installed telnet client to manage nodes inside EVE, follow the
steps below:

3.7.1 Windows Native Console

Step 1: Download the EVE Windows Client | Step 2: Install it as administrator
integration pack:

Open
) Run as administrator
Troubleshaot compatibility

http://www.eve-ng.net/downloads/windows-

client-side-pack Pinto Start
7-7in S
Step 3: Leave the option for UltraVNC Step 4: Continue with Next. When it asks to
checked. UltraVNC is very tiny and the choose Ultra VNC Options, only leave the
preferred VNC client for Windows by EVE. UltraVNC Viewer checked, the rest is not
4 needed.
Select Components
Which components should be installed? .
© Setup - UltraVNC
Select the components you want to install; dear the components you do nat want to Select Components @
install. Click Next when you are ready to continue. Which components should be installed? i 1
plink 0.68
putty 0.68 ! Select the components you want to install; dear the components you do ot want to
ultravnc_wrapper.bat 1KB I install. Click Mext when you are ready to continue.
wireshark_wrapper bat 1KB
Modify Windows registry for putty, ultravnc and wireshark k ‘Cusmm installation ‘ - ‘
ave on Disk crt, putty, ultravnc and wireshark .reg fles
Dursizass g o™ e
UltraVNC 1.2.12 %64 UltraWNG Viewer 2.7ME
[] Ultra¥NC Repeater 0.2MB
] Upgrade 1.0.8/1.0.9 .. Upgrade can be done while vnc is running 7.5MB

Current selection requires at least 0.7 M8 of disk space.

Current selection requires at least 4,0 MB of disk space.

NOTE: The Wireshark option for EVE spo | _estz ] [ coned
Professional is left unchecked, because
Wireshark is already integrated into EVE
PRO.

Step 5: Continue with Next and finish the
installation.

By default, EVE Windows Client Integration will install Putty as your Telnet Client. The default
location for the EVE Windows Client Integration software and .reg files is: AC:\Program
Files\EVE-NGO

Set the default telnet program manually in Windows 10. Example: SecureCRT
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Step 1: Go to: Windows Settings/Apps/Default Apps/Choose Default Apps by Protocol

Step 2: Set your default Telnet program:

TELNET a SecureCRT Application

URL:Telnet Protocol

A\ NOTE: The first time click on the type of link that is used to access a running node
inside EVE via telnet, the browser will ask to choose the telnet program. If you have
prepared your default telnet program with the instructions above, you have to choose

your default Telnet program.

Example: Firefox browser:
Launch Application X

This link needs to be opened with an application.

Send to:

SecureCRT Application

Choose other Application Lhoose...

[JRemember my choice for telnet links.

Gz

Set your default application, checktheb o x fiRemember my ¢ hodick®pert el net

link

3.7.2 Linux Native Console

The steps below will show how to setup the native consoles pack for Linux Mint 18 (Ubuntu):

Step 1: Go to the EVE Linux Side Step 2: Open the link to GitHub

integration pack download page:
https://github.com/SmartFinn/eve-ng-

http://www.eve-ng.net/downloads/linux- integration
client-side

Step 3: Scroll down to the installation part

Installation

Ubuntu and derivatives

You can install eve-ng-integration from the official PPA:
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Step 4: Login as root to your Linux system and enter the commands below:

NOTE: An internet connection is required. Enter each command line below one after the
other

sudo add- apt - repository ppa:smartfinn/eve - ng- integration

sudo apt - get update

sudo apt - get install eve - ng- integration

A\ For other Linux native console setup options please refer to:
https://github.com/SmartFinn/eve-ng-integration

3.7.3 MAC OSX Native Console
Download the EVE MAC OSX Client integration pack and install it:

https://www.eve-ng.net/index.php/download/#DL-OSX

3.8 Login to the EVE WEB GUI
EVE PRO is using https 443. Login to the EVE management Ul:
https://<your_eve_ip>/
Default user access:
User: admin
Password: eve
A\ NOTE: You can change your EVE Admin password, please refer to section 7.3.1.2

L\ IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 16
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4 EVENG Professional Li censing

EVE-NG Professional and Learning Centre editions require purchasing and uploading a
license to activate its features. Licenses are based on an annual subscription.

EVE-NG permits up to 128 accounts to be created but restricts the number of simultaneous
sessions per role to the licensed amount. To increase the number of active sessions, please
purchase additional licenses on top of the base license as shown below.

A Definition: Simultaneous session (1 license) means one active connection to the
EVE-NG Web GUI.

Li o i Examplel EVE-Professional: The license information page
icense information shows 2 Admin accounts. This means 2 Admin role-based

accounts can be logged into the Web GUI simultaneously. If a

Brpirity Date: 20190507 third Admin account logs into the Web GUI, the first active
Admins: 2 Admin session will be disconnected. Please note that the first
Editors:  © Admi nds Keepbueninge EMEING PRO can have up to
Users: o 128 accounts, but active sessions to the Web GUI are
restricted to the number of purchased licenses.
Example2 EVE Learning Centre: The license information
page shows 2 Admin and 3 Lab-user role accounts. This
means 2 Admin and 3 User accounts can be logged into the
Expirity Date: 20190507 Web GUI simultaneously. If a fourth User account or third
Admins 2 Admin account logs into the Web GUI, the first User or

Admin session will be disconnected. Started labs will keep
running. EVE-NG Learning Center can have up to 128
accounts, but active sessions to the Web GUI are restricted
by the number of licenses purchased.

Editors: 0

Users: 3

4.1 EVE-NG Professional Base license

EVE-NG Professional Edition - 1 Year License
https://www.eve-ng.net/index.php/buy/

EVE-NG PRO features multi user support and assigns all accounts as Administrators.
The license allows for 2 simultaneous users.

Products in your shopping cart

EVE-NG Professional Edition - 1 Year License 1 $109.66
EVE-NG Professional Edition - 1 Year License

This license unlocks all Pro features and two active

Administrator accounts sessions

The Administrator role can manage everything in EVE-NG

without restriction.

This includes creating, deleting, and modifying all folders,

labs, nodes and accounts.

| have a discount coupon Total price: $131.59
Total TAX/VAT (20%) : $21.93
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For EVE-PRO Administrator role permissions, please see section 4.4.

4.2 EVE-NG Learning Centre licenses

EVE-NG Learning Centre Edition - 1 Year License

https://www.eve-ng.net/index.php/buy-corporate/

EVE-NG LC features multi user support and assigns accounts as Administrators, Lab-Editors

or Lab-Users.

The first minimal Base A license allows for 2 simultaneous Admin users. It is necessary to

useanAdmi ni strator account to create ohasednanage EVE L

accounts.
* EVE-NG PRO A Base - 1 Year License 1 £83.23
This license unlocks all Pro features and EW(:criw\ Minimum mandatory EVELGBase license

Administrator accounts sessions.

EVE-PRO allows up to 128 accounts to be created but
restricts the number of active sessions, per role, to the
licensed amount. To increase the number of simultaneous
account sessions, please purchase additional licenses

below.
Optional licenses, delete from order press cross or change quantity

* EVE-NG PRO Administrator - 1 Year License \1 + £83.23
This license unlocks one additional active session for the
Administrator role.
The Administrator role can manage everything in EVE-NG
without restriction.
This includes creating, deleting, and modifying all folders,
labs, nodes and accounts.
The Administrator is the only role that can create or
modify accounts.

* EVE-NG PRO Lab Editor - 1 Year License | g [ £294.26
== This license unlocks one additional active session for the
Editor role. —
The Editor role is restricted to a personal folder and is
authorized to create, delete, or modify additional folders,
labs, and nodes within it.
> EVE-NG PRO Lab User - 1 Year License - 1 + £252.22

This license unlocks one additional active session for the
User role.

The User role is restricted to a personal folder and is only
authorized to start, stop, and wipe nodes. An
Administrator account is required to manage folders and
labs within a Users folder.

EVE-NG PRO T A Base License (Mandatory)

This license unlocks all Pro features and two active Administrator accounts sessions. This
license is mandatory for EVE LC edition.

The following licenses below can vary per your needs.

EVE-NG PRO - Administrator License
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This license unlocks one additional active session for the Administrator role.

The Administrator role can manage everything in EVE-NG without restrictions.

This includes creating, deleting, and modifying all folders, labs, nodes and accounts.
The Administrator is the only role that can create or modify accounts.

EVE-NG PRO i Lab-Editor License

This license unlocks one additional active session for the Lab-Editor role.
The Lab-Editor role is restricted to a personal and the Shared folder and is authorized to create,
delete, or modify additional folders, labs, and nodes within them.

EVE-NG PRO i Lab-User License

This license unlocks one additional active session for the Lab-User role.

The Lab-User role is restricted to a personal and the Shared folder and is only authorized to
start, stop, and wipe nodes. An Administrator account is required to manage folders and labs
withina U s persénal folder.

Example: EVE Learning Centre Licensing for 1 Teacher and a 5 Students class.
Licence model below includes:
1 Two administrator accounts, necessary for EVE LC labs and other user account
management
1 One Lab-Editor-role based account, assigned to the teacher to create/manage labs
and assign them to the Shared folder for Students use. The Lab-Editor role is
restricted to a personal folder and is authorized to create, delete, or modify additional
folders, labs, and nodes within it.
Optional: If wanted / needed, the Lab-Editor account for the teacher can also be
replaced by an Administrator account instead.
1 Five Lab-User role-based Student accounts allowing running a class with 5
simultaneous students connected to the EVE HTML GUI.

EVE-NG PRO A Base - 1 Year License 1 99,00 €
f
EVE-NG PRO Lab Editor - 1 Year License B 1 F 350,00 €
|

EVE-NG PRO Lab User - 1 Year License - 5 + 1.500,00 €

For EVE-LC role permissions, please see section 4.4.
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4.3 EVE-NG Corporate licenses

EVE-NG Professional Cookbook

Version 1.26

Essentially, this is EVE Learning Centre edition with Lab-Editor role-based accounts only.
This is recommended for corporate use to allow full permissions for EVE labs but to restrict
being able to manage other user accounts or labs. The Lab-Editor role is restricted to a
shared and a personal folder and has permissions to create, delete, or modify additional
folders, labs, and nodes within them.

EVE-NG Learning Centre Edition - 1 Year License
https://www.eve-ng.net/index.php/buy-corporate/

EVE-NG Corporate features multi user support and assigns accounts as Administrators or

Lab-Editors.

The first (mandatory) Base A license allows for 2 simultaneous Admin users. It is necessary

tohaveanAd mi ni strator

accounts.

Example: EVE Corporate Licensing for 5 Lab-Editor users.
License model below includes:
1 Two administrator accounts necessary for EVE Corporate labs and other user accounts

management (Mandatory Base license)

account to creat e |ebasedna

1 Five Lab-Editor role-based accounts. The Lab-Editor role is restricted to a shared and
a personal folder and has permissions to create, delete, or modify additional folders,
labs, and nodes within them.

EVE-NG PRO A Base - 1 Year License
This license unlocks all Pro features and two active

Administrator accounts sessions

EVE-PRO allows up to 128 accounts to be created but
restricts the number of active sessions, per role, to the

licensed amount. To increase the number of simultaneous

account sessions, please purchase additional licenses

below.

EVE-NG PRO Lab Editor - 1 Year License
This license unlocks one additional active session for the

Editor role.

The Editor role is restricted to a personal folder and is

authorized to create, delete, or modify additional folders,

labs, and nodes within it.

EVE Corporate role rights, please follow section 4.4.

4.4 User roles comparison chart

99,00 €

1.750,00 €

Feature Administrator Role | LabEditor/Teacher role | LabUser/Student role
User accounts management| yes no no

User Accounts visibility yes no no

User edit modal visibility yes no no

User Folder's management | yes no no

Full EVE root folder tree

access yes no no

Licencing module access yes no no
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Nodes management module yes (only own running | yes (only own running
access yes nodes) nodes)
Labmanagement module yes (only own running | yes (only own running
access yes nodes) nodes)
Shared lab folder

management yes yes no
Shared folder access yes yes yes
Rename Folders yes yes no
Create labs yes yes no
Delete labs yes yes no
Edit Custontopology

mapping yes yes no
Use only Custom topology

mapping yes yes yes
Lab objects management ad

text, drawing on labs yes yes no
Export/import labs yes yes no
Nodes list management yes yes yes read-only
Networks management yes yes yes read-only
Start labs yes yes yes
Stop labs yes yes yes
Wipe nodes yes yes yes
Console to all nodes yes yes yes
Export all configs yes yes no
Edit lab yes yes no

Set nodes startuefg to

default configset yes yes no

Set nodes startugfg to none | yes yes no
Topology refresh yes yes yes
Topology zoom yes yes yes
EVE status yes yes yes
Lab detaildJUID yes yes yes
See startup configs yes yes no
Delete default startup configq yes yes no
Create and manage

multiconfig sets yes yes no
Close labs yes yes yes
Lock labs yes yes no
System/Stop all nodes yes no no
Information tab access yes yes yes
Work with more than one lab| yes yes yes
Lab timer function yes yes no

Lab background dark mode | yes yes yes
Hide node labels yes yes yes
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4.5 License purchasing and activation

)\ Before purchasing a license, the customer must have EVE-NG Professional
installed and readily accessible.

A Recommended browser for license operations are: Chrome or Mozilla Firefox

A\ You must be logged in to the EVE WEB GUI as Administrator.

Step 1: Obtain your license request from the Licensing tab of the top menu of the EVE PRO
WEB GUI. License requests will work only if the host machine (and hypervisor if running a
VM) has Intel VT-x/EPT enabled!

(See section 3 for details)

Step 2: Copy the content of the license request and keep it ready for the order process at
Step 6. Orders without a license request cannot be processed.

s File manager  current position

License Request

Step 3: Go to the EVE PRO or Learning Centre Purchase Portal and choose your Licenses
and quantity.

Licenses that are unnecessary for your EVE Learning Centre or Corporate Edition licensing
needs, can simply be deleted from your order by clicking on the cross next to them to remove
them. Refer to sections: 4.2 and 4.3

EVE-PRO Purchase Portal

EVE-Learning Centre or Corporate Purchase Portal

Step 4: Choose your preferred payment method. We currently support VISA, Mastercard,

Bank/Wire transfer and PayPal.
\

< Back to shopping
v

Step 5: Complete the order form. If your license is for commercial/company use, you must
select Company option.
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Billing Information

Licensed to: (®) Person Company
First name*;
Last name=*:

Address*:

Step 6: At the end please paste your license request content from Step 2 and Please read
and confirm the EULA agreement, which contains vital information about licenses. For
companies, if necessary, in the Order Notes you can add additional information/reference,

e.g. for your accounting department.

Additional Information

Order Notes

Order Notes
EVE-NG PRO A Base license
License Request*

— LICENSE FILE DATA —

\

Accept EULA*

Step 7: After a while (usually 10-30 mins), your license is sent to the E-Mail used in the order

form.

A\ IMPORTANT: Before loading the purchased license, make sure your EVE has
Internet access. Your EVE DNS settings must be configured properly to resolve the
FQDN. Internet connection is required to validate your EVE license with our EVE-NG

license server.

L IMPORTANT: If your EVE internet is using Proxy, make sure you have set the proxy

settings described in section 3.5.3

A\ Offline EVE Pro license is supported for Bare EVE installs only. (Dedicated EVE
server). VM Ware and Cloud environment EVE installs require Internet connection.

Step 8: Copy Content of your received License

EVE-NG Professional Edition - 1 Year License

~— LICENSE FILE DATA ——

X26XBY SF

Pl
SFWpZmSodickB+YOztEVEOBC5UIPepY2
ZT0ddXr0ADjis SKKVdpSPvoSp8MYO/Th

7 KrKdz
1TQD8S+APIAMBT4CAeZ0uaEioeLkuAgs
1x/d13uaONkeALTSdniKNjsd4hXIAkfcq

HXpD8

REWtB4ICWPItYbslqtwguMJiAK110Qg0
Bprut’YELcBUP TVOmBQDHII2GJOIXRpo
evacuHdg/KEV892L02Z7ywrMJOIZRARK
1As78C5ERVIXQUBSITZISAQBFjIVVAOY
agvuH TgWjfm/9m Tisf7GO TIPoxfKqJTT

¥ BuLdjTD! L
34nzOFDUSLOPYLAULCxBVArrYYaRxUct
2+RNz8K/yR42EeL OhrWFQWHIUQsDajqs

ming+JMr0le7djyxkh/R8cnxClmKnEVX
0ICaE ToaoJ3XxQAUZiQxy Xr7qxidoJt

Step 9: On your EVE WEB GUI, click on License Upload,

# Main B System ~ @ information ~

I m——

i File manager  current position ' root
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Paste your licence and click on Upload

License Upl

Paste here your license

~-eee- LICENSE FILE DATA e
K2EXBY2EjraqmIg w7 SFSKDey KX
52epOMvFVeXBjngmDSXmEHQezkmSEmEL
SFWpZmSodicks+YOAEVEOBCS UlPepY2
Z70ddXrDAD]IsSKKVdpSPvaSpaMYO Th
BKi15UESx2BHILKrKdz
8TaCA=Z00sEIoeLkuAgS
LTSdniKNjséhXlAkfcq
hGSxBIZkwOCIYWGoEkbGVii8 tXpDE
nEWEB4ICWPLEYbslatweuM lIAKLIQQE0
Eprut/YELCBUPTVOmEQDH/12GJ0IXRpo
evacuHdg/KEvBSZL02ZTywrMIOIZRNRK

1AsTBCSERVEXQUBSITZIZAQBFWACY

SEvUHTEWfm BmTisf7GOTIPoxfKg JTT

60G +dlhyveFFi3BuL]TOXSBWXSBHFIL
34n2QFDUSLOPYL4uL CxBVImYaReUct
S+RNZIK/yR4ZELOhrWFQWHIUQ=Dsias
ming#JMrDle7diyxkh/REcnxClmKnSV
0ICaEToao 2 XxQAUZIQxyXrTaxfd o0t
HOOAROVVIVORSIA CiLIWMIMBi6= —memmmoeeeeoeee

4.6 License deactivation
If you decide to deactivate EVE-PRO license on the host, please follow the steps below:
A Goto EVE CLI and type:

cd /opt/unetlab/html/
rm eve - ng.lic

cp eve - ng.nolic eve - ng.lic

4.7 License Rehosting.
If you decide to re-install EVE-PRO or move it to another host, please follow the steps below:
A\ Pre-requisites:

EVE must have internet access!
Only ONE EVE host must be turned ON and connected to the internet, do NOT have
more than one EVE with the same license turned on at the same time!

=a =4

Step 1. Make sure that you have only ONE EVE-PRO instance with this license running.

Step 2. Make sure you have unrestricted Internet access with a properly configured DNS
server from your EVE server.

Step 3. Load your purchased license onto EVE server you want to rehost to.
Step 4. Reboot your new EVE

Step 5. Wait approximately one hour for the licence validation process to finish on the host.
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A NOTE: The re-hosted EVE server must have internet access to periodically validate
the license. EVE receives a token with a licence validity time of 24 hours. During
those 24 hours, the re-hosted EVE can be used offline. After 24 hours the token time
expires and you have to get EVE online again (for approximately 30minutes) to
receive a new token.
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5 EVENG Professional Update &

N Prerequisites: Internet access and working DNS on your EVE-NG is required.

Verify your internet reachability with named ping. Example: ping www.google.com

ping www.google.com

If your ping is success, follow next step for update. If named ping has no success, please verify
your DNS IP assigned for EVE or firewall. Some cases ping can be blocked by FW, but Internet
and DNS are capable to make update/upgrade.

OPTION for bare EVE installations which has bnx2x Broadcom Ethernet drivers, please
rewrite your driver to the newest linux-firmware:

sudo apt -get - o Dpkg::Options::=" -- force - overwrite" install linux - firmware

5.1 EVE-NG Professional Update

It is strongly recommended to keep your EVE-NG up to date. To update and upgrade, SSH to
your EVE CLI.

To verify your current EVE-NG v er si on, pdLIed&agnestic finfotmlatiorwdispiay
commandsoin section 15.1.1. You can verify your current EVE version from the System/System
Status tab on the top menu of the WEB GUI as well.

System satus _n

The newest version of EVE-NG can be verified by checking the official website: http://www.eve-
ng.net. For update to the newest EVE-NG Professional version please follow the steps
https://www.eve-ng.net/index.php/1845-2/
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The year 2019 Major release, EVE Professional Edition: 2.0.6 — 17 (28 November, 2019)
To Update and Upgrade your EVE-NG Professional to the newest version, please follow the steps in the Upgrade

section (reboot required)

Release 2.0.6-17 notes:

IMPORTANT NOTE: !l! Before this upgrade please stop all running labs and nodes Il
— Important security update

— New HTML5 Console engine Guacamele 1.0

— HTMLS console background color change option

Bugfixe(s):
— Native console login fix

Type the below commands followed by Enter

apt update

In case the prompt asks to confirm with Y/N, answer Yes.

5.2 EVE-NG Professional Upgrade

For upgrade to the newest EVE-NG Professional version please follow the steps
https://www.eve-ng.net/index.php/1845-2/

Type commands followed by Enter

apt upgrade
In case the prompt asks to confirm with Y/N, answer Yes.

A IMPORTANT NOTE: If you are upgrading EVE PRO from older version, the installation may
ask you to confirm additional! Information:

onf iguration file 'setc/issue’
==> Modified (by you or by a script) since installation.
==> Package distributor has shipped an updated version.
What would you like to do about it 7 Your options are:
Yor I : install the package maintainer’'s version

N or 0 : keep your currently-installed version
D : shouw the differences between the versions
Z : start a shell to examine the situation
The default action is to keep your current version.
issue (Y/I/NO/D/2) [default=N1 7 _

Answer for prompt above is i N 0
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| Configuring grub-pc |
A new version (/tmp/grub.tj?zRCNt3z) of configuration file setcsdefault/grub is available,
but the version installed currently has been locally modified.

What do you want to do about modified configuration file grub?

install the package maintainer's version
/I eep the local version currently installed
show the differences between the versions
show a side-by-side difference between the versions
show a 3-way difference between available versions
do a 3-way merge between available versions (experimental)
start a new shell to examine the situation

<0k>
~

Answer for grub-p ¢ v e r sKieepithe losal verion currently installedo

After the completion of the update and upgrade, reboot your EVE Server. Type the following
command and hit enter.

reboot

A\ IMPORTANT NOTE: Do NOT make EVE updates or upgrades from within the HTML5
Desktop console!
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6 Types of EVE mamagémsnt

A\ IMPORTANT NOTE: EVE Console TCP ports. EVE Pro uses a dynamic port range
between 1-65000. Dynamic means that every time you start a node on the lab, EVE assigns
any free port from this range for Telnet, VNC or RDP access. Static TCP port assignment for
Telnet sessions is not available in EVE PRO.

EVE Pro supports three different console types.

6.1 Native console

EVE Native console option requires locally installed software
to access your lab nodes. To use the Native console option,
you must have Administrator rights on your PC and ensure
the TCP port range 1-65000 is not blocked by a firewall or
antivirus software.

6.1.1 Native Console: telnet

Windows OS: You can use your preferred telnet program like Putty, SecureCRT or others.
Example: Putty as native telnet client on Windows.
To setup Windows native telnet client please follow section 3.7.1

42040 o v

92464

) - o x

"

Linux OS: You can use your preferred telnet program like the Native Terminal, SecureCRT,
or others.

Example: Telnet client from the native terminal on Linux Mint. To setup Linux native telnet
client please follow section 3.7.2
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MAC OSX: You can use your preferred telnet program like the native Terminal, SecureCRT,
or others.

Example: Telnet client from the native terminal on MAC OSX. To setup MAC OSX native
telnet client please follow section 3.7.3

6.1.2 Native Console; Wireshark

EVE Professional has an integrated Wireshark Docker station. This allows live captures
without having Wireshark installed on the client machine. The EVE Capture console uses an
integrated HTML session.

Right click on the node you wish to capture, choose capture and the interface. Capture Session
will open in a new browser window.

EVE-PRO supports packet captures on ethernet and serial interfaces.
Select the interface frame type which will be captured:
1 Ethernet for Ethernet, Fast Ethernet, Gigabit Ethernet.

9 Serial interface frames: HDLC, PPP or Frame Relay.
#  R4_e0/3

0

Capture Data Link Type

e Ethernet
Cisco Hdlc
Cisco PPP

Frame Relay

Integrated HTML RDP for Wireshark capture
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Console externalize Node hostname and
to Browser tab captured interface

Branch Office

lﬂO

he) [ =3 -] Expression...  +
No.  Time ce Destination Protacol Langt i =

L 20.1.1.2 0 78 Echo (ping) reply  ideox
459 203 604160721 192,168.30.253 40.1.1.2 o 78 Echo (ping) request ideox
500 209.664457574 40.1.1.2 192.168.30.253 P 78 Echo (ping) reply  id-0x
501 209.976050074 m 168.20.253 40.1.1,2 P 78 Echo (ping) request id=:
502 209976410059 Imiaess e e Gng el - o
305 212.429593501 30102100:05:00:01 soiozioq csionon  Laoe o
504 2121653675691 192.168,30.353 0:1.1.2 1aw 78 Echo’ (ping) request idstx
505 212.656098018 40.1.1.2 193-i68-30.253 10w 78 Echo (ping) reply  id-ox

» Frame 1: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 0
» Ethernet 1T, Src. ), Dst: )

HQDC1 | —
Primary _ .I B emr ™

» Internet Protocol Version 4, Src: 192.168.20.253, Dst: 40.1.1.2
» Internet Control Message Protocol

50 02 00 05 00 01 50 02 00 06 00 02 08 00 45 00
0040 18 83 00 00 fe 01 25 91 c0 a8 14 fd 28 01 @ (
0020 01 62 68 00 fo 0 IENEE 00 61 00 00 00 00 6c a8 =
80 ac ab cd ab cd ab cd ab cd ab cd ab cd ab cd
abcd ab cd ab cd abcd ab cd ab cd ab cd

7 Ready to load or capture Packets: 505 - Displayed: 505 (100.0%) _Profile: Default

o)

()
F 1 Area 0 l
Captured node tab. .IJ%I.,(,

-| Singleclickopensit. |--------------------
Double click close

Example: RA-CE live interface GO/1 capture.

To save the captured file on your local PC, please refer to section 12.1

6.1.3 Native Console: VNC

Windows OS: Recommended and tested is UltraVNC but any other compatible one can be
used.

Example: UltraVNC as Native VNC client on Windows. To setup Windows native VNC client
please follow se\ction 371

Linux OS: Remote Desktop Viewer for VNC Sessions.
Example: Remote Desktop Viewer for VNC sessions on Linux Mint. To setup Linux native
Remote Desktop Viewer please follow section 3.7.2
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MAC OSX: Preferred VNC program: Chicken VNC
Example: Chicken VNC as Native VNC client on MAC OSX. To setup MAC OSX native RDP

Viewer client please follow section 3.7.3

6.1.4 Native Console;: RDP

Windows OS: Windows Native RDP.
Example: Windows RDP session to Win10 host in the lab.

Linux OS: Remote Desktop Viewer as RDP session to lab Win10 host.
Example: RDP session to Win10 host in the lab. To setup Linux native Remote Desktop
Viewer please follow section 3.7.2
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