Emvulated Virtual Environment
Next Generation

EVE-NG Professional
Cookbook

Version 4.9

Author:
Uldis Dzerkals

Editors:
Michael Doe
Christopher Lim

© EVE-NG LTD
The information contained in this document is the property of EVE-NG Limited
The contents of the document must not be reproduced or disclosed wholly or in part or used

for purposes other than that for which it is supplied without the prior written permission of
EVE-NG Limited.



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment

Version 4.9

Next Generation

Table of Contents

e 0 9
1 INTRODUCTION ..., 10
1.1 WHAT IS EVE-NG 2 i e e e e e e e e e e e et e e e e e e aereaen 10
1.2 WHATIS EVE-NG USED FOR? ....ccttitiiiiiietieiiiiii s e s e e e s eettiss s e e e s e eatatn s e e e e e e aaataaaeeeaseaennnen 10
1.3 WHO IS EVE-NG FOR? oitttiiiiiitiiiiitii e e ettt e e e e et et ts s s e e e e e e ettt s e e e e e e aanta s e e eaeeeesenen 10
2 SYSTEM REQUIREMENTS . ...coiiiiiiiiiiiiiiieeeeeteeeeeteeetteeeeseeeseeeaeeesssssssssssssssssssssssssssssesnsssnnns 11
2.1 HARDWARE REQUIREMENTS ....itttiituiittiettettteettasesansssassstsesanesstasestsssnsstnsesanessneesnerens 11
2.1.1 Minimal Laptop/PC Desktop System requiremMents........cccccceevevvvveeeeeeesessnvnnnnnns 11
2.1.2 Recommended Laptop/PC Desktop system requirements..........cccceeeeeeeeeeeennnn. 12
2.1.3  Virtual Server system reqUIrEMENTS. .........uueueeerereeeereeeeereeerereeererereeeeererrrer——.. 12
2.1.4 Dedicated Server (bare) system requIireMentsS ........ccooeeeeeeeeeieeeenesesessesseeeeeenns 13
2.15 Nodes per lab CalCulator ..........ccooooiiiiiiii e 13
2.2  SUPPORTED VIRTUALIZATION PLATFORMS AND SOFTWARE ......cccvvttiiinieeeieeriniinneeeseeennenns 13
2.3 UNSUPPORTED HARDWARE AND SYSTEMS .....ccvvttitirreeererreereeeeeressrsssssrsssssssrsssssrsssrsrerees 14
G T S 1 I 2N I [ N P PPPPPRt 15
3.1 VMWARE WORKSTATION OR VIM PLAYER ....uuuuuiitiiiiiiiniii s 15
3.1.1  VMware workstation EVE VM installation using ISO image (preferred)............ 15
3.1.1.1 EVE VM SEtUP @Nd SETEINES .veiiiiiiieiiiie ettt ettt etee e e stte e e e tve e e eaba e e eeaaeeesaveeesabaeasnssaaeennns 15
3.1.1.2 EVE-NG VM INStallation STEPS ...vvieeiuiiieiiiieeciieeciiee e ettt e estteeesitee e etve e e eabeeeesasaeessvesesareeasnsnnaennnns 18
3.1.2  VMware workstation OVF deployment ..........cccocooiiiiiiiiiiiiiiiiiccccccnen 23
3.1.2.1 Deployment and VIM maching SETEINGS ......cevvverrieeriierieriiecieesiee st 24
3.1.2.2 OVF VM update to the [atest EVE VEISION .....cccuieviieiieerieeieeeieeiee sttt 25
3.1.2.3 OVF VIM HDD Siz€ @XPaANSION ....iiiiiiiiiiiiieiitieeeiiee ettt sttt s e et e s e e e s nnnees 26

3.2 VMWARE ESXI ittt ettt 26
321 VMware ESXi EVE installation using ISO image (preferred)...........vvvvevvvennnens 26
3.21.1 EVE-NG ESXi VM Setup and SETHINGS ..ecuvveiueerieeiieeieerie et eseeeeieeseee et esiee e e sseesseesnaeesnneenne 26
3.21.2 EVE-NG ESXi VM INStallation SEEPS....ceeuiirieerieeiieeieeriie ettt sttt st st sneesne e 28
3.2.2  VMware ESXi OVF deploymMEeNnt.........cccoiiiiiiiiiiiee ittt 33
3.2.2.1 ESXi OVF VM SetUp and SETEINGS ...ccuveeruiiiiierieeiieeieesiie ettt sttt seee e 33
3.2.2.2 ESXi OVF VM update to the latest EVE VEISION ......ccevieiiuieeiierieeieesie e see e seeeseee e e sne e 35
3.2.23 ESXi OVF VIM HDD SizZ€ @XPANSION «...eiiiiiieieiitee ettt ettt ettt s et e e et e e sne e e s saseeesneeeennnee 35

3.3 BARE HARDWARE SERVER EVE INSTALLATION ..cuuutuiiieiieeiirtinneseseseesisnansessseessssnnseneanes 35
3.3.1 Ubuntu Server Installation Phase 1 .........coooooiiiiiiiiiiiieiicccecccccccccccccccccccecee 35
3.3.2 EVE Professional Installation Phase 2 .......cccoooiiiiiiiiiiieieieeecccccccecccccecececcce e 40
3.4 GOOGLE CLOUD PLATFORM....ctuuuiiiieeiieiiitiii i e e eae s et e s e e e e e eeaatn s e e e e e s eeatanaeseeeaeeaanrann s 42
I R €T To o = Ir= ol ol o 11 1o | SO PPOPPRPTRPPPPN 42
IV N € ToTo To ] (=3 @4 (o]0 o I oI o] [T ox PR POP PP TRPPPN 42
3.4.3  Preparing Ubuntu boot disk template ............ccueeiiiiiiiii e 44
344 CrealiNg VM .o aa e 45
3.45 EVE-NG-PRO installation ..........ccooooiiiiiiiieicecceeceecseeeseeesses s 47
3.4.6  Access to Google Cloud EVE-PRO ... 49
3.4.7  Optional: GCP Firewall rules for native console USe ..........cccceeeeeeeiiiiiiiieenenennn. 49
35 EVE MANAGEMENT IP ADDRESS SETUP ...uiiiiiiitiitiisieeeseeestiinsesesesessisnnaeseassessssnnnnsaesaees 52
351 Management static IP address setup (preferred) ........ccocoeeeiiiiieiiieiinieeeee 52
3.5.2 EVE Management IP address setup via DHCP..........ccoocvieiiiiiie e 55
3.5.3 INTEINEL PrOXY SELUPD ...veveriniriniiinn s 57
354 EVE Management IP addreSS rESEt .......cuuvviiiiiiiiiiiiieee it 58
3.6 NATIVE TELNET CONSOLE MANAGEMENT SETUP ..uuuiiiiiiieieieeeeeeineeeesaseeeaneeeeennneeeennnes 58
3.6.1 WiINdOWS NativVe CONSOIE .......uuuiuiiiiiii s 58
3.6.2 LinUX Native CONSOIE ... ..o 59
3.6.3 MAC OSX NativVe CONSOIE ... .o 60
3.7 LOGINTO THE EVE WEB GUI ...ttt 60

© EVE-NG LTD Page 2 of 263



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 49

Next Generation

4  EVE-NG PROFESSIONAL LICENSING ..ottt ettt e e e e senaa e 61
4.1 EVE-NG PROFESSIONAL BASE LICENSE ....ivuuiitiiiiiiiiieeii it ee e e e e st s st e st e s s ean e eans 61
4.2 EVE-NG LEARNING CENTRE LICENSES ... ccvuuieiitieeeieinieeestieesetieessstnsessssnesesssaeesssnnaees 62
4.3 EVE-NG CORPORATE LICENSES .. .uctiiuttiiiitttiietetieeeietniesessieesatseessstnsesssseeessraeesssnaees 63
4.4  USER ROLES COMPARISON CHART ..uuiiittieieti et etieee ettt esssaaeesetaesesatnsesssansesssnnessesnnaees 64
4.5 LICENSE PURCHASING AND ACTIVATION ....iivuuieietieeeieinieeesaneeseteeessssnessssnsesesnaeessssnaees 65
4.6 I To1 = NS = o] = Yo 1 Y7 1 ] 67
4.7 I Tod = NS = = 10 1 N 68

5 EVE-NG PROFESSIONAL UPDATE & UPGRADE......oo i, 69
5.1 EVE-NG PROFESSIONAL UPDATE ... iituiittiiiiieiiie it s e et e st es e estaessaesstasesansssaesanesans 69
5.2 EVE-NG PROFESSIONAL UPGRADE .....cvutiiitiiiieit st e et se et ee e easesae st s s saesaaesanesans 70

6 TYPES OF EVE MANAGEMENT CONSOLES. ...ttt 72
6.1 N I A7 =070 ] N ST ] = 72

6.1.1 Native CONSOIE: tEINEL......ue i e e e e 72
6.1.2 Native Console: WIr€Shark ........ooieueeiiiiiiieiee e 73
6.1.3 NAtIVE CONSOIE: VINC ... i e s e e e e e e e e e aees 74
6.1.4 NatiVE CONSOIE: RDP ... e e e e e e ees 75
6.2 HTIMLS CONSOLE. ..t u i iiitttiiitte e ettt e e et e et e e st e s e e aba s e s saa e e s st e s s ssba e s ssaaseessbaeaessansns 76
6.2.1 HTML5 Console WINAOW fUNCLIONS ......cuvviiiiiiiiciiiee et eea e 76
6.2.2 [ Y R e ] g E=To] [ =] [ =] T 76
6.2.3 HTMLS CoNSO0IE: WIIESNAIK.......iiieeeeeeie ettt e e e e e e ee 77
6.2.4 HTMLS CONSOIE:I VINC ..ottt e e e et e e e e e e e e s e eaees 78
6.2.5 HTMLS CONSOIE: RDP ...ttt e e e e e e e e rae e aees 79
6.3 HTMLS DESKTOP CONSOLE ..vuiiuiitniitiettitetieetietssnetaesnsetssnersesnsetessnsrsteseeressnerssesneens 81
6.3.1 Login to HTMLS5 DeSKIOP CONSOIE.......ccciuiiiiiiiiiii it 81
6.3.2 HTML5 Desktop Console: telnet.......ccooooeiiiiiiiieicececcceeees s 82
6.3.3 HTML5 Desktop Console: Wireshark .........cccooooooiiiiiiiiiiiiicsiccccccccccscccce e 82
6.3.4 HTML5 Desktop Console: RDP ... 83
6.3.5 HTML5 Desktop Console: ThinClient Files exchange.........cccooevevviieiiiiiciiieeenn, 83

7  EVE WEB GUI MANAGEMENT ...ttt e e e e e e e eaae e e e e 84

7.1 EVE MANAGEMENT PAGE. ... ittt ettt e et e e e e e s e e e ra e e e s e e rneeeneas 84
7.1.1 Management DULIONS .........oiiiiiiiie ettt e e 84
7.1.2 Management taS ........ooiiiiii e 85

7.2 FOLDERS AND LAB FILES MANAGEMENT ..eutitnittiiteine i eeteetseneeassnsesssnsrassneenessnseneesneens 86
7.2.1 FOIdErs Man@gemMENT .........coiiiiiiie ittt ettt e et e e sbreeeeaaes 86

7.2.11 Default fOlAEr RUNNING ....oiieiieieecieetee ettt et e e ste e st esae e eteesseeebeesaseensaeenseesnneenns 86
7.2.1.2 (DT = 10 18 o] Lo LY ] 4 =T =T SRR 87
7.2.1.3 [DL] =101 1 o] Lo [=Y gl U K=Y 4P UPURRRRRRURt 88
7.2.1.4 (@ =E 1 (< o] [o [T SRS 88
7.2.15 (DL = o] [o 1] U UPURRRURURt 88
7.2.1.6 1Y Lo XV 22N oo o 1= RSO 89
7.2.1.7 3o Yo T A 1o o [ PSRN 89
7.2.1.8 [[aaT'o o] dl o] o 1T PP PPRPPPROE 89
7.2.2 Lab files ManagemMENt........cooi ittt 90
7.2.2.1 (=T 1 (<3 -] « RSP RRR ORI 91
7.2.2.2 (DL L=y (<3 I o SRR 91
7.2.2.3 (0o Y s 1= 1= TSN 91
7.2.2.4 IMIOVE LA .ttt ee et e e e e e et r e e e eeeebabaseeeeeeaabaaeeeeeeeesrrareaeeeennrrrees 92
7.2.2.5 oo T A IF: | « PP PRRUPPROE 93
7.2.2.6 T 0T oY 151 o L3RR 93
7.3 EVE MANAGEMENT DROPDOWN MENU ...uuiiiiiiiiiiiiiiiieein e ee e s st e et e s e ean e eans 94
7.3.1 EVE USer Management ........ccoooioiiie s 94
7.3.11 Creating @ NEW EVE USRI ...ttt ettt e e e s e e e e e e s e e e e e e e e eans 94
7.3.1.2 Bt EVE USEI aueiiiiiieeeiireeee e e ettt e e e e eetttee e e e e eeetaaeeeeeeesasataaeaeeeeeesssaseeeeeenasaseseeeseenssraseseseennssrrens 98
7.3.1.3 User SeSSION teIrMINALION .cciiviiiiiiiiieeeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeeaaeeees 99
7.3.14 USEI MONITOIING 1ttt e e e e e s et e e e e e e eas e e e e e e s e snrreeeeesesannrneeeeesennnnnnen 100

© EVE-NG LTD Page 3 of 263



eve

Emulated Virtual Environment

Next Generation

EVE-NG Professional Cookbook
Version 4.9

7.3.1.5 (O =T do] [ 4[] A -1 PSPPI 100
7.3.2 EVE Node Management .........c.uuviiieeeeiiiiiiiieec e e e s sssinire e e e e s e ssntanne e e e e e s e snnennnees 101
7.3.2.1 Node MaNAgEMENT ACHIONS ..eiiiiiiiiiiiie ittt et e et e e e e s ta e e e sabe e e enabeeesabaeeensneaaens 101
7.3.2.2 Node management filtering fUNCLION.......c.cooieecieei e 101
7.3.3 EVE Lab Management..........ooouuiiiiiiiiiie it 102
7331 Lab Management @CtiONS ......coouiii ittt aae e 103

7.4  EVE SYSTEM DROPDOWN MENU ...uuuuiiieeiiitiitiieeesesesstanaeseasseessnsnsaeesessssinnneeessseesmnn, 103
A R Y (=10 (RS Y=Y 1] T SRR 104
7.4.2  Cluster ManagemENt.........ccuuuuiiieeeeiiiiiieie e e e e s st r e e e e e s s senre e e e e e e s s nnraaaeeeaaeeean 105
7.4.3 SYSIEIM STALUS ...eieeeiiiii et a e e e et e e e e e e srab e e e aaes 105
A S Y (=13 T o o SRR 106
A T 1o o I AN |1 Yo [P 107
7.5 EVE INFORMATION DROPDOWN MENU.......cccvtttteereeeeeeeeressseessesesssessseressnsnmmnrsssmennmsnnnnne 107
7.6 EVE LICENSING DROPDOWN MENU ....ccuvttuiieeeeerietiiiiisseesseessssnieeeassessssnnseessssssnmnnn 107
A A O | = B = 3 = S PN 108
7.8 LAB PREVIEW AND GLOBAL SETTINGS .etttuuittttuietttteeeratnteseennnsesesnaseeestnsesennnsesesnneeeesnnns 108
7.8.1 Lab PrevIEW WINGOW. ......ouueiiiiiiiiieiiiiee ettt s 108
7.8.2 Lab Preview DULIONS .........uiiiiiiiii e 109
7.8.3 Lab preview information............coii i 109
7.8.4 Lab Global Settings.......coooo i ———— 109

8 EVE WEB TOPOLOGY PAGE ....cooiiiiiiiieieeieieieeeeeeeeeeeeeeeeeseeeeeessseessessssesssssessssssssssessnnnne 111
8.1  SIDE BAR FUNCTIONS ... itttttttttttiieeeeetetstasasseeeseestsbesaeeaeseesbaaaeseeeseesbesnseeeaeesestann s 111
8.1.1  Add AN ODJECT ... . ————— 111
8.1.1.1 [\ oo [ o] o] =T PSSP PR PP ROPPRRPP 112
8.1.1.2 NEEWOIK OBJECT..eeueteeeieriteeieee et see e s e st e r e sare e neesneesrnesaneens 112
8.1.1.3 [ Tot (U] o T 1= SRR PSPPI 113
8.1.1.4 CUSTOM SNAPE OBJECT...ii ittt et e e e e et e e e e ta e e e ebaeeeeabaeeeasaeeeannns 113
8.1.1.5 Q=G e] o [Tt A O RUUPPRPPRN 114
8.1.1.6 [T a T o] o] [Tt PSSP PR PR PROPPRPP 114
8.1.2 N0 T [ 114
8.1.3 I LY 41T 116
8.1.4  SHANUP-CONTIGS ..eeiiiiiiiiii ittt 116
8.1.5 LOGICAl MAPS ... ———————— 117
8.1.6 Configured ObjJECES ..o 117
8.1.7 MOFE ACHIONS ... ——————— 117
8.1.7.1 STAMT Al NOES ... et e et e e et e e e e ta e e e eabeeeetaeeeeraeeeenreeeenraeaeannes 118
8.1.7.2 ) o] o =11 I g To e 1T SO R TP RRUPPROPPPRIN 118
8.1.7.3 WIPE Al NOAES ....eviiiiiiie ettt et e e st e e e s bb e e s sabeeesstbeeessbbeesssbaaeesseeennnns 118
8.1.7.4 CONSOIE tO Al NOES ..ottt ettt e e e bt e e e et e e e eabeeeetaeeeesaeeeensaeasasseeeannns 119
8.1.7.5 e Yo L A= | 01 OSSPSR 119
8.1.7.6  EQIT1AB cuvivieeeieeeeeeeecctcte ettt bttt bbbttt et s bans 119
8.1.7.7  TOPOIOGY SCrEENSNOT ..c..evveeiiiiiieiiie ettt ettt e st e e s bb e s sbe e e sbtee e ssbaeessabeeesseeeesnsneas 119
8.1.7.8  Set node’s startup-cfg to default CONfigSet ......cccuvvveiriiiiiirieece e 119
8.1.7.9  Set N0de’s Startup-CE tO NONE ......cocuiieieeie ettt e esneesneeeneeeas 120
8.1.7.10 Delete default StartUpP-CIES ..ooiiiiiirieiieeie et sse e e teesnee e 120
8.1.8 REfreSh TOPOIOGY ... .eeeiiiiiiiiii i 120
8.1.9 Lab page ZOOM/UNZOOM .....cciiuiiiiiiiiiiee ittt ettt ettt e e e s naaeee s 120

S TR0 O T = 1 (1 1= RPN 120
8.1.11 LA dELAIIS. . .uuuueiiii e aan 121
8.1.12 LA TASKS ..uuuuuiiii e nnan 121
8.1.13 LA Chal ..uuuiiiiiii s 121
8.1.14 Lock Lab With passWord..............eeeiiiiiiiiiie e 121
B.1.15  FUIISCIEEN ....eeeee s 122
8.1.16 Hide interface [abels ......... ... 122
8.1.17 Dark mode or Light MOE ...........oeiiiiiiiiiiiiiiie e 122
8.1.18  ClOSE lAD ... —————————— 123
8119 LOQOUL ... s 123
8.2 EVE LAB TOPOLOGY MENUS ....uciitueeeeetiieeetteereteaeeeeataaeseaaaneesesnnaaeessnseeennnnaesesnnaeeennnns 123

© EVE-NG LTD

Page 4 of 263



eve EVE-NG Professional Cookbook

Emulated Virtual Environment

Version 4.9

Next Generation

8.2.1 Lab tOPOIOGY MENU ....eeiiiiiiiiiiiiii ettt e e 123
8.2.2 (Od6] a1 a[=Te 0] g T 1 1] 01U 123
8.2.3  Cloud or Bridge NEtWOrK MENU ....ccceeeiiiiiiiiieeieeeieciiiree e e e e e s e ssiineeeeee e e s e snnneannees 123

S I S (o] o] o 1= To I o o [N o =T o T 1RSSR 124
8.2.5 RUNNING NOTE MENU....uiiiiiieiiiiiieiiee e e e e e e s e st e e e e e s e snnraanees 125
8.2.6 Selected nodes Menu and fEATUIES .........ueeiiiiiiiieeiie e 126
8.3  EVE LAB NODE STATES AND SYMBOLS.....uuiiiettiiierieeietieeeesttesessneesstaeeesssnsessssaeesens 129
8.3.1  Stopped (NON-FUNNING) NOUES ....eeevieeeiiiiiiiiieiee e e e st e e s e e e s snranaees 129
8.3.2 RUNNING NOTES ...ttt 129
8.3.3 Node conNNECtor SYMDBDOI ........cocuiiiiiiiiiii e 130
8.4 (@ 1 1= T 130
8.4.1 L0 )1 (o= 11 o]  ET= T (=T AT 130

9 WORKING WITH EVE LABS ..ottt e e e s e et e et eenaaaas 132
9.1 CREATING A LAB .1t titttiiiteitt ittt e et e et et e ettt e s e e e st s e st e s s b e ettt e s b e e et s e san e s st s etaeraneastaees 132
9.1.1  Adding Nodes to the lab ..........uuieeni 132
9.1.1.1 [\ oTe [V [T = o] (=TSRSSt 134
9.1.2 o [0 0o [T 137
9.1.2.1 Edit NOAES BIODAIIY ..o e 137
9.1.2.2 Edit NOde iNdiVIAUAIIY. cc..eeeiieeiieie e s 137
9.1.3  WIPE NOGE ...ttt 138
9.14 INtErcONNECtING NOUES. ... .uuuuieiiiiiiiii s 138
9.1.5 Edit connection liNK StYIe ......ccoooie oo 139
9.1.6 Edit connection linK qUality ..........coooeeeoiiiiiiieee e 140
9.1.7 Suspend or resume link connNection..............cccceeiiii 141
9.1.8 Delete connection BetWEEN NOUES...........ivieeiiiiiee e 142
9.1.9 (DS 1<) (<IN 1 Lo Lo [T 143
9.2 RUNNING LABS ..eetitiitei et e ettt et et e et e et e e e s e e et et e e b e s s e ea s et sea e sansen et senessannns 143
9.2.1  SHAMING [AD ..cciiiieiie s 143
9.2.2 Interconnecting running nodes (NOtliNKS) ... 144
9.2.3 Link quality delay, packet loss, jitter and rate feature...........cccccveveeeiiiiivnnnnen. 144
9.3 NV LT =N 144
9.4 STOPPING LABS ...euiittititiettt et ettt et ettt e ettt e s e s et s e et s s easeaa s tan s et sesanssenseanseransasrnrees 144
9.5 START SAVED LAB. ... ctuiiittitt e tiee et e e st e ettt e s ae s et s e st e s eb e e st e sa e s et e e st e sabseatieranesstaeees 145
9.6 WORKING WITH MULTIPLE RUNNING LABS ..uuiitttiitiiiitietieirieestiesaesstesaniessnesstnsesnesannns 145
9.7 IMPORTING LABS . ...t uiitutiittieit e et ettt e ettt e sae s st e e st e s ab e ettt e s s e s st s e st esatsstnteranessbaresnersnnns 145
9.8 EXPORTING LABS ...uuiitttiitiititiettet e ettt e et e s st e e et e s e e ettt esaa e s st e e st e sabsstnsesanesstasesanerannns 145
9.9 DELETING LABS .. ittuiittiittitittett ettt e ettt e sae s st e e st et aa e ettt e s s e s st s e st esabsstn e sanessbasesnerannns 145
9.10 IMIOVING LABS . ctiitiiieie et et ettt et et et e e e et e e e s e e ea s et s eaesa s ea e et s eaesaneea e et senesanaenss 145
10 EVE CLOUDS AND NETWORKS ..ottt ettt e et er e e e e na s 146
10.1 BRIDGE NETWORK ...uuitniititiiiieie et et et ee e e et s eaesa e ea s et s saesansea et senesansrnseansenesansrnss 146
10.2 INTERNAL NETWORK ...euettiteeiteteeeteet et eee et e et e st sa s sa s et s saesansea s et senesansensetnseneransrnss 147
10.3 PRIVATE NETWORK ...uituiittite ittt et et s e e et s tae s e s sa et s st e san s ea e et s eaesansensetnsenesanarnss 147
10.4 INAT NETWORK .evuiitieiittet st e e et st s et e e it s et s e ea et s eaesansea et eaesansrnsetnsrnesansrnss 148
10.5 MANAGEMENT CLOUDO INTERFACE .. ..uuittiitiieitieeieseieeetisesanesstasesaessnasssnseraneasneees 149
10.6 OTHER CLOUD INTERFACES ....uuiittiiitiittee ittt e ttes e ettt et s st s e st s s st e eaa e sanessbnsesaessanns 151
10.7 CONNECTING EXTERNAL VM MACHINES TOTHE EVE LAB ..o, 153
10.7.1  ESXi VM MACKINES ...ttt e e e e st e e e e e e e aaa e e ees 153
10.7.2  VMWare workstation MacChineS ............iiiieeiiiiiii e e e 154
10.8 CONNECTING EVE LAB TO A PHYSICAL DEVICE .. .ccuiitiiiiiiiiieeiiiesieeiie e e s e eanaeeans 156
O TR T R s (I Y/ TR 156
10.8.2  VMWare WOrkStation EVE ......coooeveiieieet ettt e e e e e e e e e e e e e eeaes 158
10.8.3 Bare Metal SEIVEI EVE ..ot e et e e e e e e e e e enans 160
11 ADVANCED EVE LAB FEATURES ....oui ittt ettt e et e e et e n et e e e eanas 162
11.1 LLAB DESIGN OBJIECTS uuitttitniettentetetnseaseneeatetnssassanseasetsesessnsraretseneranerssesnsrneraneenns 162
11,21 CUSEOM SNAPE ....eeiiiieeieeee et e e e e e e e e e e neaes 162

© EVE-NG LTD Page 5 of 263



eve

Emulated Virtual Environment
Next Generation

EVE-NG Professional Cookbook
Version 4.9

11.1.2 Resize square Or CirCle ODJECES ........coiuiiiiiiiiiee e 163
O O T I = 4 PSP PRRPN 163
11.1.4 Add picture to the tOPOIOGY ..ccccoeiiiiiieiii e 164
11.1.5 Custom object linking with telnet or other protocol...........ccccccvvviiiiieeee e, 165

5 000 O T I T= oo (= PSSR 167
11.1.7 Nodes connection liNKS deSigN ..........ceveeeiiiiiiiiiiiiee e srerr e 168
11.1.8 Cloning objects and overlay POSItioNS ..........cccveereeeiiiiiiiiieeee e 168
00 e T @ o 1= Tox £ = {11 Vo [PPSR 168
11.1.10  LOCK ODJECES MOVEMENT......oiiiiiiiieiiiiie ettt 169
11.2 CUSTOM DESIGN LOGICAL TOPOLOGY ...uuuuuuuununnsnsnnsasa s 169
11.2.1  Custom deSign UPIOAD ........eveeeiiiiiieiiiiie ettt 169
11.2.2  Custom topOolOgY MAPPING ....eeeeiirrreeiiiiiee ettt e s e e e e 170
11.2.3 Delete topology OF MAPPING ...cccoirrrieiiiiieeiiiiie et e st e s 171
11.3 MULTI-CONFIGURATION SETS EXPORT FEATURE ....ccceittiteiiutteresstieeessnteeessnnneeessnnnens 171
11.3.1 Supported nodes for configuration eXports.........cccccceveeiiiii 172
11.3.2 Startup config management..........cccoee i, 173
11.3.2.1 (€[] o= W ole 341 o = Te KPP 173
11.3.2.2 Individual NOdE COMMANAS......ciiiiiiiiiiiieee et sbe e s ae e e e sanaees 173
11.3.2.3 Multiple selected NOdes COMMANGS .....cccueeriiireeriirieeeeree et 174
11.3.24 Startup-configuration WiNAOW..........ccueiiiiiieiiiiic ettt ra e e earae e 174
11.3.2.5 Startup-config window information ..........cccoiiiiiiii i 174
11.3.3 Export Default configuration Set..........cccooeeiiiii 176
11.3.4 Boot nodes from exported Default config set ... 177
11.3.5 EXport new CuStOM CONIG SEL........uieiiiiiiieiiiiie e 177
11.3.6 Edit exported CONfIQUIALIONS .........ooieiiiiiieiiiie e 178
11.3.7 Setlab to boot from config Set.........coviiiiiiiiiiiii 179
11.3.8 Set lab to boOt frOmM NONE .......ccoiiiiiiiiiee e 179
11.3.9 Delete @ CONMIG SEL...coiuiiiiiiiiie e 180
11.3.10 Rename a config Set .....cccoviiiiiiiiii 180
11.3.11  Export a config setto yourlocal PC...........ccccoiiiii 180
11.3.12  Import config set from local PC. ... 180
11.3.13  Export a single nodes config to your local PC ..............ccccoo, 181
11.3.14  Import a single nodes config from your local PC .....................ccl 181
11.3.15  Set lab nodes to boot from different config sets............cccccel 181
11.3.16  Lab config SCrPt tIMEOUL ........ccueiiiiiiiiie e 182
11.4 LAB TIMER ...ttt tttetttt ettt ettt e e et ettt s e e e e et et et e e e et e e e bab e e e e e e e eenba s 182
11.4.1 Setthe Lab Countdown TIMEr .........uuiiiieeiiiiiiieee e e et e e eieer e e e e e e nenes 182
11.4.2 Stop the Lab CountdoWn TIMEN .......coiuiiiiiiiiieeiiiee ettt 183
11.5 LAB TASKS i itetee ettt e e ettt e e e e ettt et e et b e e e e e e errb s 183
11.5.1 Creating a new SIimple task ... 183
11.5.2 Editasimpletask......ccccorii 183
11.5.3 Create a multi tabs task (task on multiple tabs/pages)...........cccccccceiiinnn. 184
11.5.4 Edit a multi tabs task (task on multiple tabs/pages) .........ccccccceeiiini. 184
11.5.5 Edit tabs (Multi tabbed task). ... 185
11.5.6 Create a task with your PDF workbooK .....................ccc 186
11.5.7 Create a task with Online document (PDF or HTML) .......cooviiiiiiiiiiiiiiieiis 188
11.5.8 DeIEte @ tASK ...uuuuiiiiieiiiiiiiiii e a e e 189
12 WIRESHARK CAPTURE ...ttt ettt et etee e e e e s s ssataaee e e e e e s s snntannneaeeeannnnne 190
12.1 NATIVE CONSOLE WIRESHARK CAPTURING ....uuuuuuuuunnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnns 190
12.2 HTML5 CONSOLE WIRESHARK CAPTURING ....uuuuuuunnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnns 191
12.3 HTML5 DESKTOP CONSOLE WIRESHARK CAPTURING ....uuuuuuuunnnnnnnnnnnnnnnnnnnnnnnannnns 194
13 THINCLIENT FILE EXCHANGE ...oiiiiii ittt e e e e senaen e e a e e e nnnnne 196
13.1 THINCLIENT FILES DOWNLOADING ...ccetttttetetteeeeeeeeseeeeseesessssessssssssssssssssssssssssnssssssssnes 196
13.2 THINCLIENT FILE UPLOAD ...ccettiiiiiiiiiiieiiieeteteeeeeeeeeeeeeeeteeeeeeeeeeeseeeessseessseesseeseeeensnnnnes 197
13.3 OTHER THINCLIENT FILE OPERATIONS ... s 199
14 DOCKERS ...ttt ettt sttt s bt e e st et e st b e e e e s aatee e e s nbae e e s anreeeennnrreeean 202

© EVE-NG LTD

Page 6 of 263



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 49

Next Generation

14.1 EVE INTEGRATED DOCKER STATIONS. ...uuiiiitieeiiiieeeeitieeeeeei e eeeeteeeeetaaeeeestn e esananeaeees 202
0t O R B o Tor = g 1Y/ F= T 11 (= OOt 202
14.1.2 Docker DHCP IP address SEIUP .....uuverieeeiiiiiiiiiieieeesssiivieeeee e e s s ssnivnneeeeeesennnes 204
14.1.3 Docker Static IP addreSSs SEUP .....vvvviiieeeiiiiiiiieire e e s s st e e e e srere e e e e e ennnes 205
14.1.4 Docker multi iNtErfaces SELUP .....cccvvvriiiee et e e s e e e e e e nnnes 206
14.1.5 Docker server-gui custom WEB Page.........cccvvveeieeiiiiiiiiiieece e esivier e e 206

14.2 DOCKER CONSOLES ....cieiiettiiieseeeteeetatae s e e e seeeastaaeseeessestasaaseessesssstannseeeseeesstnnnnns 209

14.3 DOCKER CLI ROOT ACCESS . ..tuuuiieeeteettutieieeeeeresttiieeesessestnneessesssnteeeseresrn 209

14.4 DOCKERS RE-INSTALL/UPDATE ....ceeieeetitieieeeeeeesstiieeeeessestasaeseessesssstanseessessssrnnnnnns 210

145 EXTRA DOCKER PACKAGES. ... .ciiituieiitiaeee ettt e e e eie e e et e e ettt e e e eaaeeesebaeeeestn e eeanaaaeees 210

14.6 THIRD PARTIES DOCKERS ....ciititiiiiiieeeitee e ettt e e et ee e et e e eesta e e eeaaaesstanaeeeataaeeenanns 211
14.6.1 Simple docker iNStallation ............c.ccoiiiiiiiiiiii e 211
14.6.2 Docker stack inStallation ............coieiiiiiiiiiiiei e 212

14.7 CUSTOMIZE DOCKER IMAGE WITH YOUR OWN CHANGES. ....uuiiieeeieieiiiiiieeeeeeeeeeeninnns 214

14.8 DELETE DOCKER IMAGE FROM EVE .......oiiii e 215

15 EVE CLUSTER SYSTEM .. oottt ettt e e ettt e s e e e s eea b e e e e e e eenraan s 217

15.1 EVE CLUSTER DESIGN MODELS .....uuiiituiieeitiieeeiieeeetaeeesainsessannneesssnnessssnnsesssnnaeeenes 217
15.1.1 Bare metal SENVEIS CIUSLEL .......vuuiiei e e e e e et e e aees 217
15.1.2 ESXi Virtual Machings ClUSTEI .......c.cooiiiiiiiiiii e 217
15.1.3  HYDBFA CIUSTET ..ottt 218
15.1.4 VM Ware workstation light CIUSEET ...........coiiiiiiiiii e 218
15.1.5 G00gle CloUd CIUSLET .....cciiiiiiieiiiiie et 218

15.2 EVE CLUSTER PRE-REQUISITES ....ctititutiiieeeieeeitiiieseseseesinnaeseesseessssnnnseeesesssssnnnns 219
15.2.1 Firewall rules between Master and Satellite Nodes ............cceeeeieiviiiiiiiienneennns 219
15.2.2 EVE Cluster internal management NetWOrkK...........cccoocvveeiiiiieiniiee e, 219
15.2.3 EVE Cluster Member’s hardware requirements ............cccccccceeeuvciiiuneeeeeeneniinns 219

15.3 EVE CLUSTER MASTER NODE INSTALLATION ...uuiiiiiiieeeiiiieeeiieeeeeieeeeesa e eeennneeeees 219

154 ESXI EVE SATELLITE VM INSTALLATION ..evtuuiiiitieeeeiteeeeeiseeeenneeesstneeeesnnsesennnneeenes 219
15.4.1 EVE-NG Satellite ESXi VM Setup and Settings ..., 220
15.4.2 EVE-NG Satellite ESXi VM Installation steps.........cccccceevviiiiiiiiiee 222

155 BARE METAL SERVER EVE SATELLITE INSTALLATION ....uciiiiiieeiiieeeeeteeeeeee e ee e 227
15.5.1 Ubuntu Server Installation Phase 1 ..........cooiiiiiiiiiiiiiie e 227
15.5.2 EVE Satellite Installation Phase 2 ............coeiiiiiiiieiiieie e 232

15.6 GOOGLE CLOUD EVE SATELLITE INSTALLATION ...uuieeeieeiiiiieieeeeeeeesinieeseeeeeeeenannn s 233
15.6.1 Preparing Ubuntu boot disk template ...........ccccoviiiiiiiiiiii e, 233
15.6.2  CreatiNg VM ...ccoiiiiiie ittt ettt e 234
15.6.3 EVE GCP Satellite installation .............couuviiiiiiiiiiiiiiin e 236
15.6.4 GCP Firewall rules for CIUSIEE .....ccoooiiiiiiiee et 238

15.7 CLUSTER MANAGEMENT ...cctut ittt etetee e ettt e e e e tae e e e e te e e e et e e e eaa e eeata e eeesan e seraneeeernns 239
15.7.1 Join Satellite Nodes to the MaASLEr............uieiiiiiiiiice e 239
15.7.2 Remove Satellite nodes from the Master.............cvieiiiiiiiiiiiiiie e 240
15.7.3 Re-join Satellite nodes from the Master..........cccccoiiiiii 240
15.7.4 Users assignment to the dedicated Satellite............ooccvvviveieeiiiiiiiieee s 240

15.8 CREATING EVE LABS IN CLUSTER ...cvvutieietiieeeeeee et e e e e e e eae e e et e e eeaa e e s eaaeeeenanns 241
15.8.1 Master images synchronization with Satellites ...........cccccooviiiiiiiie i, 242

15.9 CLUSTER SYSTEM MONITORING .....ciivuneeietneeeeneeeeeteeeeeat e eseaaeeeestnaeeeesnneesernneeeesanns 242
15.9.1  Cluster MONITONNG PAUE ... .uvteeiitieee ettt ettt e e rbee e e e snbee e e eeeeas 242
15.9.2 Satellite diSASIEr FTECOVEIY ......ciiiiiiiie ittt 243
15.9.3  EVE CIUSIEr STALUS ...uvuuiiiiiieiiiiii ettt e e e e e e e e e s e b s e e eaes 243
15.9.4  Cluster monitoring Cli COMMANTS........cccooiiiiiiiiiiiiea e 244

15.10 CLUSTER SYSTEM UPGRADE ......uuiiiiitiiiiiiie e et e e et e e e eeae e e et eeeeat e e eeanaeesstaaeeeaenss 244

16 EVE TROUBLESHOOTING ....uttiiiiiiieeiettceee ettt e e e et se s e e e s eeatabe s e e e e e s eesbannnns 246

16.1 CLI DIAGNOSTIC INFORMATION DISPLAY COMMANDS .....ccuuuiiiiiieeeeiiieeeeenieeeeaneeeennnns 246
16.1.1 Display full EVE Pro diagnOSHC .......ccocueieiiiiieeiiiiie et 246
16.1.2 Display the currently installed EVE Pro Version: .........cccccoucveeeiniieeeiniiieee e, 246
16.1.3 Display if EVEs Intel VT-X/EPT option on/off:........cccocoiiiiiiiiiiieeee, 246

© EVE-NG LTD Page 7 of 263



eve EVE-NG Professional Cookbook

Emulated Virtual Environment Version 49

Next Generation

16.1.4 Display EVES CPU INFO: ...cociiiiiiiiiiiiieee sttt e e sibreee e e e e eneaes 246
16.1.5 Display EVES CPU ManUfaCtUIer: .........ccooiiiiieiiiiie ettt 246
16.1.6 Display EVES HDD UtIliZation. ..........ccevieiiiiiiiiiiiiie et eee e sivene e e e e 247
16.1.7 Display EVEs Bridge interface Status ...........ccccceveeeiiiiiiiiieece e csciveiee e e 247
16.1.8 Display EVES System SErviCes StatUS..........cccuveereeeiiiiiiiiiieee e sssciineeeeeeeesenenns 247
16.2 EXPAND EVES SYSTEM HDD.....cciiiiiiiiiiiieite ettt 247
16.2.1  HDD SPACE @I ...ccccei i ciiiiiiiee e et e e e s s e e e s e st e e e e e e s e sanrrarreeeeeaennnne 248
16.2.2 Expand HDD on VMware WOorkstation...........ccccevreeeiiiiciiiiieeee e sssciiveeeeeeeesenenns 248
16.2.3  Expand your HDD 0N ESXi......cocciiiiiiiiiieiiiie ettt 249
16.2.4 Expand your HDD on a Bare Metal EVE Server ........ccccccovcieeiiiiieeniiieeeee, 249
16.3 RESET MANAGEMENT [P L.ttt s 249
16.4 EVE PRO SQL DATABASE RECOVERY ......uuuuuuuuunuuunininnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnns 249
16.5 EVE PRO MIGRATION FROM HOST TO HOST ....uuuuuuuuuunnnnninnnnnnnnnnnnnnnnn s 250
16.6 EVE LOG FILES ....eititieiteee ettt ettt e e e ettt e e e e e e st e e e e e e e e s nbn e e e e e e e e as 250
16.7 EVE CLI DIAGNOSTIC INFO . ...tututttituniiininininininnnnnsssss s 250
17 EVE EXTRAS ittt ettt ettt e e e e e s st e e et e e e e e sanrnbreeeaaaeeas 252
17.1 EVE PRO RADIUS SERVER SETUP FOR USER AUTHENTICATION ......cuuuuuuuuunnnnnnnnnnnnnnns 252
17.1.1 EVE User setup for Radius authentication ................ccccceii 252
17.2 Y= 3 o 253
17.3 CuUsTOM MAC ADDRESS FOR NODE MANAGEMENT ... 254
174 WINDOWS NODE SETTINGS FOR WIFI DONGLE ....uvvvviiiereeeiesiiiieeeeeeessesnnreeeeesesssannnnes 254
18 IMAGES FOR EVE ...ttt ettt ettt e e e e s st bae e e e e e e s snntnnneenaaeeean 257
18.1 QEMU IMAGE NAMING TABLE ....ciiiiieiee et 257
18.2 HOW TO PREPARE IMAGES FOR EVE.......coi i 258
18.3 HOW TO ADD CUSTOM IMAGE TEMPLATE .....teiittiitiiiieeeeee ettt s e e e teeennti e e e seeeennnnnnns 258
18.3.1 Templates folder ChOICE.........ccooviiiiiii 258
18.3.2 Preparetemplate file.......ccccooorieiii 258
18.3.3 Prepare interface format and name lines...........ccccoo i 259
18.3.4 Edit your new template file:.......ccco oo 261
18.3.5 Prepare new icon for your template:...........cccccoooiiiiii 262
18.3.6  TEMPIALE USE ..ottt 262
18.4 HOW TO HIDE UNUSED IMAGES IN THE NODE LIST ...uueeeiiiieiiiinseeeeeeeieii e e e eeeeeninnnnns 262
19 EVE RESOURGCES ... .ottt ettt ettt e e s s e e e e e s s nnaben e e e e e e s snnsnneeeeaeeeean 263

© EVE-NG LTD Page 8 of 263



eve EVE-NG Professional Cookbook

Emulated Virtual Environment Version 49

Next Generation

Preface

When | first heard about EVE-NG | was skeptical. Back then | used to Lab mainly with ESX by
deploying many virtual Devices and connecting them manually by separate vSwitches for Point-
to-Point connections. The Problem with that was, that it was extremely time-consuming and did
not scale - for every new Device | had to create multiple vSwitches to interconnect them with
the virtual Machines - a Nightmare. | was in the middle of my JNCIE-Exam-Prep when | first
saw EVE-NG on Twitter - | downloaded the Community Edition, which was the only Edition
back then and | was amazed how easy Labbing all of a sudden was. No more deploying of
vSwitches to interconnect nodes and boy did it Scale...

If you follow me on Twitter you know, that I'm one of the hardest Juniper Fanboys and of course
my Goal was to "Juniperize" EVE. | started to get in touch with UD and Alain and found myself
into the Position as one of the Juniper Test Guys. Meanwhile | added nearly all Juniper related
Devices (including vSRX and JATP) and | still test a Lot - but now on EVE-Pro.

The Pro-Edition was a big step forward for the Project. It added some nice Features like "hot-
add-interconnect" and the Ability to use EVE-NG with multiple Users. Especially Companies
will love EVE as it is THE Solution for Labs and PoC's. | have successfully run over 30 PoC's
in EVE and over 100 Labs (Job-Related and Personal Labs) - and | still enjoy it every day
thanks to EVE and the amazing Team behind it. When the Guys asked me to write the
Introduction | was of course honored and now this Book is finally coming out to help you on
your Quest to Setup, Run and Manage EVE-NG in a lot of possible ways.

Well - enough from my Side. | hope you enjoy this Cookbook and use it wisely for your Everyday
EVE Work. If you have Problems there is always the EVE-Forum and Live-Helpdesk - you will
also find me there from time to time ;)

| wish you happy reading and if you think, that this Product is amazing feel free to support it by
buying the PRO-Edition or Donating a bit — it helps to expand this already cool Product even
more and it also honors all the work that the Guys spent in it.

Christian Scholz
@chsjuniper
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1 Introduction

1.1 What is EVE-NG?

To describe what Emulated Virtual Environment — Next Generation (EVE-NG) is without solely
stating dry facts about features, we need to elaborate more on what EVE-NG can be used for
and whom it would be useful for.

In some trivial dry words, EVE-NG gives you tools to use around virtual devices and
interconnect them with other virtual or physical devices. Many of its features greatly simplify the
usabilities, re-usability, manageability, interconnectivity, distribution and therefore the ability to
understand and share topologies, work, ideas, concepts or simply “labs”. This can simply mean
it will reduce the cost and time to set up what you need or it might enable you to do tasks you
would not have thought could be done this simple.

1.2 What is EVE-NG used for?

This is the real question but there is no finite answer, the possibilities are almost limitless and
depends on what you want to use it for.

It can be used for studying all kinds of technologies. You can learn about general technologies
or vendor specific topics. You can test new technologies like network automation, SDN, etc.

It can be used to recreate corporate networks and test changes before putting them into
production. You can create proof of concepts for clients. You can troubleshoot network issues
by recreating them and e.g. use Wireshark to inspect packets.

Itis most definitely not just for networking, it can be used to test software in simulated networks,
test out security vulnerabilities of any kind, system engineering like LDAP and AD servers and
many more areas.

You could set it up to automate sandboxing unknown files/software and use software to analyse
short and long term behaviour for malicious intent much simpler than without EVE-NG.

The list of what EVE-NG can be used for could go on indefinitely, possibilities are limited by
knowledge and imagination only. Both of which can be improved with EVE-NG.

To get a very small idea of what can be done with EVE-NG, check out the tested/supported
images (many have not been tested, almost everything virtual should run on EVE-NG) and refer
to section 17.

EVE-NG helps you achieve what you want to and more.

1.3 Who is EVE-NG for?

EVE-NG is for everyone working in the Information Technology Sector, period.

It is for very large enterprise companies, training facilities, service providers, consultants,
people who want to train themselves; it is for everyone, it is for YOU!

Use-cases that are more than worth it, almost priceless even, can be found everywhere.

The EVE-NG community version is free for everyone; while the paid professional version adds
a few things that make your life easier. Almost everything can still be done with the free version,
just less conveniently and therefore more time-consuming.

However, with the free version, the possibility to train yourself with technologies, hone your
skills and become an expert even with very no monetary possibilities. For some this is and has
been life changing.
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2 System requirements

EVE-NG is available in the OVF or ISO file format. The Open Virtualization Format (OVF) is an
open standard for packaging and distributing virtual appliances. It can be used to deploy a VM
in hypervisors like VMware Workstation, Player and ESXi. Please note that installing EVE as a
Virtual Machine (VM) will mean any nodes deployed within EVE will be nested. Nested
virtualization causes degraded performance in deployed nodes. This should be fine for lab
purposes as long as the host meets or exceeds the resource requirements for the deployed
nodes.

EVE-NG can also be installed directly on physical hardware, without a hypervisor, using the

provided ISO image. This is referred to as a “bare metal” install and is the most recommended
method of installing EVE-NG.

2.1 Hardware requirements

2.1.1 Minimal Laptop/PC Desktop system requirements
Prerequisites:

CPU: Intel CPU supporting Intel® VT-x /EPT virtualization
Operating System: Windows 7, 8, 10 or Linux Desktop
VMware Workstation 14.0 or later

VMware Player 14.0 or later

PC/Laptop HW requirements
CPU Intel i5/i7 (4 Logical processors), Enabled Intel virtualization
in BIOS
RAM 8Gb
HDD Space 50Gb
Network LAN/WLAN
EVE Virtual machine requirements
CPU 4/1 (Number of processors/Number of cores per processor)
Enabled Intel VT-x/EPT virtualization engine
RAM 6Gb or more
HDD 50Gb or more
Network VMware NAT or Bridged network adapter

Note: Minimal PC Desktop/Laptop will be able to run small Labs. The performance and quantity
of nodes per lab depend on the types of nodes deployed in the lab.

Example:
IOL image-based nodes: up to 40-50 nodes per lab

Dynamips image-based nodes: up to 20-25 nodes per lab
vlOS image-based nodes: up to 8-10 nodes per lab
CSRv1000 or XRv image-based nodes: up to 2-3 per lab
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2.1.2 Recommended Laptop/PC Desktop system requirements
Prerequisites:

CPU: Intel CPU supporting Intel® VT-x /[EPT virtualization

Operation System: Windows 7, 8, 10 or Linux Desktop

VMware Workstation 14.0 or later
VW Ware Player 14.0 or later

PC/Laptop HW requirements
CPU Intel i7 (8 Logical processors), Enabled Intel virtualization in
BIOS
RAM 32Gb
HDD Space 200Ghb
Network LAN/WLAN
EVE Virtual machine requirements
CPU 8/1 (Number of processors/Number of cores per processor)
Enabled Intel VT-x/EPT virtualization engine
RAM 24Gb or more
HDD 200Gb or more
Network VMware NAT or Bridged network adapter

Note: PC Desktops/Laptops will be able to run small to medium Labs. Performance and quantity
of nodes per lab depend on the type of nodes deployed in the lab.

Example:
IOL image-based nodes: up to 120 nodes per lab

vIOS image-based nodes: up to 20-40 nodes per lab
CSR image-based nodes: up to 10 per lab

2.1.3 Virtual Server system requirements
Prerequisites:

CPU: Intel Xeon CPU supporting Intel® VT-x with Extended Page Tables (EPT)
Operation System: ESXi 6.0 or later

Server HW requirements

CPU Recommended CPU 2x Intel E5-2650v3 (40 Logical processors)
or better supporting Intel® VT-x with Extended Page Tables
(EPT)
Minimum CPU is any Intel Xeon CPU supporting Intel® VT-x
with Extended Page Tables (EPT)

RAM 128Ghb

HDD Space 2Thb

Network LAN Ethernet

EVE Virtual machine requirements

CPU 32/1 (Number of processors/Number of cores per processor)
Enabled Intel VT-x/EPT virtualization engine

RAM 64Gb or more

HDD 800Gb or more
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‘ Network ‘ vSwitch/VMnet

Note: Performance and quantity of nodes per lab depends from the type of nodes used in the
lab.

Example:

120 IOL image-based lab
20 CSRv1000 image-based nodes per lab

2.1.4 Dedicated Server (bare) system requirements
Prerequisites:

CPU: Intel Xeon CPU supporting Intel® VT-x with Extended Page Tables (EPT)
Operation System: Ubuntu Server 18.04 LTS x64

Server HW requirements

CPU Recommended CPU Intel E5-2650v3 (40 Logical processors) or
better supporting Intel® VT-x with Extended Page Tables (EPT)
Minimum CPU is any Intel Xeon CPU supporting Intel® VT-x
with Extended Page Tables (EPT)

RAM 128Gb
HDD Space 2Tb
Network LAN Ethernet

Note: Performance and quantity of nodes per lab depends from type of nodes used in the lab.

2.1.5 Nodes per lab calculator

It is recommended to use the “nodes per lab calculator” to achieve best performance and avoid
overloading your EVE system.

https://docs.google.com/spreadsheets/d/1IRbu7KDNSNuWiv_AphWx0vCek8CKVB1WIl/edit#qg
id=2010030751

2.2 Supported virtualization platforms and software
e VMware Workstation 14.0 or later
e VMware Player 14.0 or later
e VMware ESXi 6.0 or later
e Ubuntu Server 18.04 LTS as platform for bare metal
e Google Cloud Platform

e AMD CPU based PC or Server (the Newest AMD CPU versions are supported)
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2.3 Unsupported hardware and systems
The following are currently not supported officially:

e VirtualBox virtualization

e Citrix XenServer

e  Microsoft HyperV

e Ubuntu 20.x

e  Proxmox
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3 Installation

3.1 VMware Workstation or VM Player

3.1.1 VMware workstation EVE VM installation using ISO image
(preferred)

A\ Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE 1SO
installation requires internet access to get updates and install the latest EVE-PRO version from
the EVE-NG repository. DNS must work as well, to check it, do a named ping, for example ping
www.google.com

Download EVE-NG Professional ISO distribution image:
https://www.eve-ng.net/index.php/download/

3.1.1.1 EVE VM Setup and Settings

Step 1: Create a New Virtual machine Step 2: Select “I will install the operating
system later”
New Virtual Machine Wizard X Mew Virtual Machine Wizard X

Guest Operating System Installation
A virtual machine iz like a physical computer; it needs an operating

Welcome to the New Virtual system, How will you install the guest operating system?
VMWARE Machine Wizard Install from:
WORKSTATION res e
PRO™ 1 5 5 () Installer disc:
- What type of configuration do you want?

. DVD RW Drive (0:)

(® Typical (recommended)
Create a Workstation 15.x virtual machine
in a few easy steps. () Installer disc image file (so):

O Custom (advanced) G:\Install\Linux inupmint- 16-tinnamon-dvd-32bit.iso Browse...

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with (® 1 will install the operating system later,

older VMware products.
The virtual machine will be created with a blank hard disk.

Help < Back Mext = Cancel

<t o
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Step 3: Select a Guest Operating system: Step 4: Enter the name for your EVE-PRO
Linux and select the version: Ubuntu 64-bit | VM and select Location where your EVE
VM will be stored on the host PC.
Mew Virtual Machine Wizard X
Select a Guest Operating System Mew Virtual Machine Wizard X
Which operating system will be installed on this virtual machine? .
Name the Virtual Machine
‘What name would you like to use for this virtual machine?
Guest operating system
O HiUDSOﬂ TEEE Virtual machine name:
@ Linux
(O Novel NetWare | EVE-FRO |
(O Solaris
(O VMware ESX Location:
O other | G:\EVE_PRO-VM | [ Erowse... |
o= The default location can be changed at Edit > Preferences.
Ubuntu 64-bit ~
Help < Back Cancel
< Back Next > Cancel
Step 5: Type your desirable HDD size and | Step 6: Press Customize Hardware
select “Store virtual disk as single file”.
New Virtual Machine Wizard x
Mew Virtual Machine Wizard x Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Ubuntu
Specify Disk Capacity 64-hit.
How large do you want this disk to be?
The virtual machine will be created with the following settings:
The virtual machine's hard disk is stored as ane or more files on the host computer's Mame: EVEFRO Fy
physical disk. These file(s) start small and become larger as you add applications, . . P
files, and data to your virtual machine. :oca.hon. j} \E::t;:RO 1“‘:‘
ersion: or] jon 14.x
Maximum disk size (GB): 200 = Operating System: Ubuntu 64-bit
Recommended size for Ubuntu 64-bit: 20 GB
Hard Disk: 200 GB
Memory: 1024 MB
(®) Store virtual disk as a single file Metwork Adapter:  NAT
() Spit virtual disk into multiple files Other Devices: CD/DVD, USE Controller, Printer, Sound Card v
Splitting the disk makes it easier to move the virtual machine to anather computer 8 v
but may reduce performance with very large disks. Customize Hardware...
< Back Cancel
Help < Back Cancel
Step 7: Assign desirable memory Step 8: Set Processors “Number of
processors” and “Number of cores per
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) The virtual machine will use up to 758 MB of this memory
for graphics memory. You can change this amount in the
Display settings page.

Add... Remave

Hardware X
Device Summary Memory
= Spedify the amount of memory allocated to this virtual
i L Q& machine. The memary size must be a multiple of 4 MB.
[ Processors 1
*JNew CD/DVD (SATA)  Auto detect Memary for this virtual machine: | 16384 2 MB
Tnetaork Adapter  NAT
USB Contraller Present e
@) sound Card Auto detect e a
(=aprinter Present o
] ——
Bisploy Auto detect TEE [ Maximum recommended memory
e (Memory swapping may
2e8 acaur beyond this size.)
168 q B0
s2mE
< @ Recommended memary
256 1B
1GB
128 B
B ME O Guest 05 recommended minimum
32 M 512MB
15 ME
sME
4ME

processor”. Set Intel VT-x/EPT Virtualization
engine to ON (checked).

NOTE: VMware Player will display only one
CPU option: Number of processors.

Hardware X
Device Summary Processors
- vemory e Number of processors: s -
[ Processors 8 Number of cores per processor: |1 ~
“)New CD/DVD (SATA)  Auto detect Total processar cores: 5
T Network Adapter NAT
2
(&3 usB Controller Fresent Virtualization engine
&) sound card Auto detect

Virtualize Intel VT-x/EPT or AMD-V/RVI
= Printer Present —
oisplay Auto detect Virtualize CPU performance counters

[ virtualize TOMMU (IO memory management unit)

Add... Remove

Step 9a: Select your desirable Network
Adapter. Laptop PC

NOTE: It is recommended to choose the
NAT adapter option for Laptops to avoid
EVE management interface IP changes.
This can happen anytime the laptop is
connected to a different SSID

Hardware Laptop or Desktop PC
Device Summary Device status
i Memory 1568 connectzd
[ Processars 8 Connect at power on
“JNew CD/DVD (SATA)  Auto detect
s i Netnork connection
(& uss Controller Present (O Bridged: Connected directly to the physical netwark
@)sound Card Auto detect Repiicate physical network connecton state
=hprinter Present
Bpisplay Auto detect (@ NAT: Used to share the host's IP address
O Host-only: A private netwark shared with the host
O Custom: Speciic virtual netwark
VMneto
O LAN segment:
LAN Segments... | | Advanced...
Add.. Remove

Step 9b: Select your desirable Network
Adapter. Desktop PC

NOTE: Desktop PC EVE management
interface can be either NAT or Bridged to
home LAN subnet.

Hardware Desktop PC x
Device status
Device Summary
8 Miemory 1563 Connected
[ Processors 5 Connect at power on
“JNew CD/DVD (SATA)  Auto detect
tvork Adapter _ Bridged (Automatic) Network connection
USB Contraller Present (®) Bridged: Connected directly to the physical network
@) sound Card Auto detect [repicate physical network connection state
& Printer Present
BDisplay Auto detect (ONAT: Used to share the host's IP address
O Host-only: A private netwark shared with the host
O custom: specfic virtual network
VMnetd
LAN segment:
g
LAN Segments... | | Advanced...
Add, Remove

Step 10: Select CD/DVD Option: “use 1ISO
image file.” Browse to your downloaded

Step 11: Confirm VM Settings.
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Hardware

Device Summary
0 Memory 156

[ processors ]

“)New CO/DVD (SATA)  Auto detect
Enetwork Adapter NAT
USB Controler Present
) sound Card Auto detect
=Printer Present
Mpisplay Auto detect

Add... Remove

Device status

Connect at power on

Connection

(O Use physical drive:
Auto detect

(® Use 10 image fie:

EVE-PRO.iso (actual name can be different)

G:\EVE-NGIEVE-PRO.iso | [Browsez ]

Advanced...

Close Help

3.1.1.2 EVE-NG VM Installation steps

A Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE ISO
installation requires internet access to get updates and install the latest EVE-PRO version from
the EVE-NG repository. DNS must work as well, to check it, do a named ping, for example ping
www.google.com

EVE VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)

Step 1: Power ON EVE VM. Chose English
and confirm with Enter.

ot Home 5 EVE-PRO

Language

Amharic
fArabic
Asturiany
BEAAPYCKas
BBACAPCKT
Bengall
Tibetan
Bosanski
Catala
Cestina
Dansk
Deutsch
Dzongkha

Espafiol
Eesti
Euskara

Hoans

Fi Help F2

Francais
Gaeilge

Galego

Gujarati

I

Hindi

Hrvatski

Hagyar

Bahasa Indonesia
Islenska
Italiano

e

Jobwywe

KasaK

Khmer

8373

E=0

Kurdi

Lao

Lietuvidkai

MakeaoHoKI
Malayalam

Marathi

Burmese

Nepall

Nederlands

Norsk bokmal
Norsk nynorsk
Punjabi (Gurmukhi}
PolsKi

Portugués do Brasil
Portugués

Rom&NS

PYGCKAA
Samegillii
w7
Sloventina
Slovenstina

Tamil

e eaxa
Thai
Tagalog
Tlirkge
Uyghur
YKpalHcbKa
Tigng Vit
TR )
37 (EEEE)

Step 2: Be sure that “Install EVE PRO VM”
is highlighted. Confirm with Enter.

(A Home + EVE-PRO

Step 3: Make sure that English is selected
and confirm with Enter.

Step 4: You can select your own Location,
or later, after management IP assignment,
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location will be set automatically. You can
leave United States. Confirm with Enter.

Choose the language 10 be used for the installation IR The selected languse will
also be the default language for the installed syster

Language:

frome | (7 EvepRO

- No localization
Shaip

]

Albanian
Arabic B
Asturian - Rsturianu

The selected location will be used to set wour time zone and also for examole to help

Bulgarian select the system locale. Normally this should be the country uhere you live.

Catalan

Chinese (Simplified)

Chinese (Traditional) -

Croatian - Hrvatski
- Cedtina

This Is @ shortlist of locations based on the lensusee wou selected. Choose “other” if
your location is not liste

Country, territory or area:

- Dansk

- Neder lands. Antigua and Barbuda

- _English fiustralla

- Esperanto
Eestl

Hong Kong
India

- Suomi
- Frangals
- Balego
- Deutsch
- EMAULKE

Ireland
Hew Zealand
Higeria
Philippines
Singanore
South Africa

United K mﬁd\]m
2ambla
2imbabue

ather

<Bo Back>

<60 Back>

<Enter> activates buttons

Step 5: DHCP ENABLED, EVEs hostname | Step 6: DHCP DISABLED/Static IP setup. If
by default is eve-ng. You can change it if you have not enabled DHCP in the network,
you wish. Using the Tab key select continue | you must assign an IP address manually.
and confirm with Enter. Continue to Step 14 | Confirm Continue with Enter.

Please enter the hostname for this system. [11] configure the network

The hostname is a single word that identifies your system to the network. If you don't wetuork sutoconf iguration failed

know uhat your hostname should be, consult your network adninistrator. If you are setting Your network s probably ot using the DHCP protacol. Alternatively, the DHCP server may
up your own home netuork, you can meke someihing up here. be slow or some network hardware is not working properly.

Hostname:

<BD Back> <continues

Step 7: Confirm selection “Configure network | Step 8: Enter your desirable EVE
manually” with Enter management IP, using the Tab key select
“Continue” and confirm with Enter
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[11] Configure the network
From here you can choose 10 retry DHOF network autocontiguration (shich may succeed 1f
uour DHCP server tskes @ long time to respond) or to configure the network manually. Some
DHCP servers require a DHCP hostname to be sent by the client, so you can also choose to
retry DHCF network autoconfiguration with a hostname that uou provide.

Metuork conf iguration method:

Retry network autoconf Lguraton
[ uration with g DHCP hostname

Do not configure the network at this tine

<Bo Backy

Enters activates buttons

he netuork
The IF address is unigue to your computer and mey be:

* four numbers separated by periods (IPud);
* blocks of hexadecimel characters separated by colons (IPv6).

¥ou can also optionally append a CIDR netmask (such as "/24")

1f you don’t know what to use here, consult your network administrator.

IF address:

<Bo Backy

Step 9: Enter your subnet mask, using the
Tab key select “Continue” and confirm with
Enter

Step 10: Enter your Gateway IP, using the
Tab key select “Continue” and confirm with
Enter

The netmask is used to determine which mechines are local to your network. Consult your
netuork administrator if you do not know the value. The netmssk should be entered as
four numbers separated by perlods.

Hetmask:

S e ——

<o Backs

1 (111 Configure the

The gateway is an IF address (four numbers separated by perlods) that indicates the
gatewsy router, also known es the defeult router. ALL traffic that goes outside your LAN
(for instance, to the Internet) is sent through this router. In rare circumstances, you

w have no router; in that case, you can leave this blank. If you don't know the proper
answer to this guestlon, consult your network adminlstrator.

Gateusy:

<60 Back>

Step 11: IMPORTANT. The name server
must be able to resolve public DNS entries
and will be used during the next install
steps. Enter your name server IP, using the
Tab key select “Continue” and confirm with
Enter

Step 12: EVEs hostname by default is eve-
ng. It can be changed if you wish, using the
Tab key select continue and confirm with
Enter

Please enter the hostname for this system.

The hostname is & single word that identifies wour system to the network. If you don't
know what your hostname should be, consult uour netuork administrator. If you are setting
up your own home netuwork, uou can meke something up here.

Hostnane:
T —

<GB0 Backs

<cont Lnues
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[11] Configure the networ

The name servers are used to look up host names on the network. Please enter the IP
addresses (not host names) of up 10 3 name Servers, separated by spaces. 0o not use

commas. The first nase server In the List wlll be the first to be gueried. If you don't
wsnt to Use any name server, just leave this field blank.

Name server addresses:

<Go Backy

i <Enter> activates huttons

Step 13: Enter your networks domain name. | Step 14: If your DNS IP settings are correct,

You are free to use anything you like, for Ubuntu will detect your location automatically
example: eve-ng.net by connecting to Ubuntu servers. Confirm
Using the Tab key select continue and with Enter.

confirm with Enter

Tne damin nome i the part of uour Internet address 1o the right of wur ot mame. 1t
is often sonething that ends in .com, .net, .edu, or .org. If you are setting up a home
netuork, you can make something up, but lﬁKa SUME You use (ne same domain name on all
your computers. -

Based on your present phusical location, your tise zone is Europe/London.
Doma in rame: o pe phy 4 "
If this is not correct, wou mey select from a full list of time zones instesd.
I= this time zone correct?

<60 Back> BB o

<Go Backy

Step 15: Select Continue and confirm with | Step 16: Select no automatic updates and
Enter. If required, proxy settings can be | confirm with Enter. Security updates can later
configured later using EVE WEB GUI | be run manually from EVE cli.
System/System  Settings described in
section 3.5.3
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If you need to use a HTTP proxy to access the outside world, enter the proxy information
here. Otherwise, leave this blank.

The prowy information should be glven in the standard form of
“nttp:s/ [luser] [:passlalhost [zport] /"

HTTP proxy inforsation (blank for none):

Roplylng updates on & frequent basis ls an important part of keeping your system secure.

By default, updates need to be applied manually using peckage management tools.
Alternatively, you can choose to have this system automstically download and install
security updates, or you can choose to manage this sustem over the web as part of a group
of systems using Canonical's Landscape service.

How do you want to menage upgrades on this system?

rity updates automatically

Manage system with Landscape
<Bo Back> <Cant inue>

EVE VM Installation Phase 2 (EVE installation)

Step 17: Continue with Enter, the EVE VM

Step 18: Once the EVE login screen appears,
will reboot and finish the installation phase 2

login to the CLI with root/eve and continue
with installation phase 3

EVE-PRO

Qyrome

Feverro

Eve-NG (default root passuord is 'eve’)
Use http:/,192.168.217.129/

eve-ng login:

[11] Finish the installation

Installation complete
Installation is complete, so it is time to hoot into wour new System. Make sure to remove
the installation medla (CO-ROM, tlopples), se that you boot Into the new sustem rather
than restarting the installation.

<60 Back>

EVE VM Installation Phase 3 (Management IP setup and updates)

Step 19: Setup EVEs Management
address. A Static IP address setup
preferred.

P
is

Step 20: After your EVE is rebooted,

Login to EVE CLI and type:

Follow steps in section: apt update
apt upgrade
3.5.1 for static IP, 3.5.2 for DHCP IP

Follow steps in section: 5.1, 5.2

NOTE: Verify your EVE-NG server installation, type “dpkg -l eve-ng-pro” command, it must
display latest EVE Pro version

root@eve-ng:~# dpkg -1 eve-ng-pro
Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-
aWait/Trig-pend

|/ Err?=(none) /Reinst-required (Status,Err: uppercase=bad)
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| |/ Name Version Architecture
Description

+++- - - -

ii eve-ng-pro 4.0.1-3 amd64 A

new generation software for networking labs.
root@eve-ng:~#root@eve-sat0l:~#

NOTE: If your newly installed EVE-PRO shows nothing like above, you must check your
internet reachability and verify DNS configuration on your EVE-PRO server.

root@eve-ng:~# ping www.google.com

PING www.google.com (172.217.22.164) 56(84) bytes of data.

64 bytes from arn09sll-in-£f164.1el00.net (172.217.22.164): icmp seg=l
ttl=120 time=8.84 ms

64 bytes from arn09sll-in-£f164.1el00.net (172.217.22.164): icmp seg=2
ttl=120 time=8.84 ms

~C

--— www.google.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms

rtt min/avg/max/mdev = 8.848/8.848/8.849/0.094 ms

root@eve-ng

Launch EVE-PRO installation manually

root@eve-ng:~# cd /etc
root@eve-ng:~# ./eve-setup

Step 22: (Optional) If after dockers first install
Step 21: After update, Step 20 is completed, | (Step 21) in the output “dc images” you still
continue with type: seeing some docker name in the list as
<none>,

apt install eve-ng-dockers
This can take some time depending on your

Internet connection and disk speed. please run the command:
apt install --reinstall eve-ng-dockers

Your output after install must look like:

You must get output like in the step 21.

Step 25: Proceed to section 4 “Obtain EVE-NG Professional license”

o

L IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 17

3.1.2 VMware workstation OVF deployment

Download EVE-NG Professional OVF image zip file, place it in the dedicated HDD storage for
EVE VM and unzip it:
https://www.eve-ng.net/index.php/download/
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3.1.2.1 Deployment and VM machine settings

Step 1: VMware workstation or VM Player,
Menu File/Open

WORKSTATION 14

Step 2: Browse your downloaded and
unzipped EVE-PRO, EVE-PRO-VM.oVf,

followed by Open

WORKSTATION 155

Step 3: Browse your desired EVE VM store
destination followed by Import

WORKSTATION 14

L 4

Import Virtual Machine X

Connect to a

Store the new Virtual Machine wal
Pr B Remote Server

 and local storage path for the nen

Name for the new virtual machine:

[EPROM2.0420 |

Storage path for the new virtual machine:
[ creve-PRO-0vA

Step 4: Open your EVE VM Settings and set
the desired RAM.

Fome PRD- 2020

EVE-PRO-VM-2.0.4-20

Step 5: IMPORTANT Set CPU Number of
Cores and number of cores per processor.
Set Intel VT-X/EPT Virtualization engine to
ON (checked).

NOTE: VMware Player will display only one
CPU option: Number of processors.

Step 6: Laptop PC Select your desirable
Network Adapter.

NOTE: It is recommended to choose the
NAT adapter option for Laptops to avoid
EVE management interface IP changes.
This can happen anytime the laptop is
connected to a different SSID.
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Virtuzl Machine Settings x Hardware Laptop or Desktop PC X
Hardware  options
e s Device status
Processors evice ummary
Device Summary  Memory 15GE Connected
W pemory 15G8 Number of processors: g e I Processors s Connect at power on
I Processors 8 Number of cores per processor: |1 v “JNew CD/DVD (SATA)  Auto detect
EH‘“ D‘:k [jcs” o dGB y Total processor cores 8 Network Adapter  NAT Network cannection
NE““' Adapter Bridged (Automatic) UsB Controler Present (O Bridged: Connected directly to the physical network
2 UsB Controler Present Virbuslization engine: &) Sound card o detect
Spisplay 1 moritor Replicate physical network connection state
Virtuslize Intel VT-X/EFT or AMD-V/RVD dmiprinter Present
[Virtuslize CPU performance counters Bispiay Auto detect (® NAT: Used to share the host's P address
O Host-only: A private network shared with the host
O custom: specific virtual network
VMneto
(O LAN segment:
LAN Segments... | | Advanced...
Add... Remove
.| [ rep
Cancel Help

Step 7: Desktop PC Select your desirable Step 8: Power ON your EVE VM and follow
Network Adapter. Management IP setup instructions described
in section 3.5.1 for Static IP or 3.5.2 for
NOTE: Desktop PC EVE management DHCP IP.

interface can be either NAT or Bridged to
home LAN subnet.

Hardware Desktop PC x

Device Summary Device status
W Memory 1668 Connected
I Processors 5 Connect at power on
“JNew CD/DVD (SATA)  Auto detect
fis) Bridged (Automatic) Network connection
23 USE Controller Present (®)Bridged: Connected directly to the physical network
@) Sound card Auto detect [JRepicate physical network connection state
(Ehprinter Present
Spisplay Auto detect (O NAT: Used to share the host's IP address

(O Host-only: A private network shared with the host

O custom: spedific virtual network

VMnetd
O LAN segment:
LAN Segments. Advanced.
Add. Remove

Step 9: Proceed to section 4 “Obtain EVE-NG Professional license”

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 17

3.1.2.2 OVF VM update to the latest EVE version

Step 9: Make sure if your EVE OVF VM is up to date to the newest EVE version.
Follow the steps described in section 5.
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3.1.2.3 OVF VM HDD Size expansion

A\ IMPORTANT NOTE: DO NOT expand the current EVE OVF HDD. To expand your EVE
system size, please follow Troubleshooting section 16.2

3.2 VMware ESXi

3.2.1 VMware ESXi EVE installation using ISO image (preferred)

A\ Mandatory Prerequisites: Internet must be reachable from your Server and ESXi. EVE ISO
installation requires internet access to get updates and install the latest EVE-PRO version from
the EVE-NG repository. DNS must work as well, to check it, do a named ping, for example ping
www.google.com

Download EVE-NG Professional ISO distribution image:
https://www.eve-ng.net/index.php/download/

3.2.1.1 EVE-NG ESXi VM Setup and Settings

Step 1: Upload EVE ISO image to the ESXi | Step 2: Create NEW VM
store.

Select creation type
Hom woud you e 0 crests 3Vinusl Uachine?

Step 3: Enter the name for your EVE-PRO | Step 4: Select Location where your EVE VM
VM and select Guest Operating system will be stored in HDD.
Linux and version: Ubuntu 64-bit —

Select storage

Select a name and guest 05
Specly  unique name and 0

cancal
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Step 5: IMPORTANT Customize your EVE | Step 6: Assig desirable RAM for your EVE
VM CPU Settings. Set CPU Number of
Cores and number of cores per processor.
Set Intel VT-X/EPT Virtualization to ON
(checked).

1 Slact croation type Customize settings

vz
¥ 3 Select siorage.

[ —
[ ] i Cpoms
an Adt nctwok scsstar

Cortbgure the ine asaionsl agbons

& Ready to compiete

Cancet

Step 7: Set the size of HDD for your new Step 8: Set your Management network.
EVE VM. It is recommended to set “Thick Adapter type VMXNET3

Provisioned eagerly provisioned”. Server
EVE HDD is recommended to set at least
500Gb

added for further use.

:::::

Step 9: Add new device to your EVE VM, | Step 10: Set DVD drive to “Datastore I1SO
CD/DVD File” and browse your uploaded EVE-
PRO.iso. Make sure that Status is checked
ON, “Connect at power on”
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Mow virtual machine - EVE-PRO.VM (E5X 6.0 itual machine} M vt macune - EVE PRO.VHA(ESX) 5,0 wrtuak machine)

Customize settings

3.2.1.2 EVE-NG ESXi VM Installation steps
L\ Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE
ISO installation requires internet access to get updates and install the latest EVE-PRO
version from the EVE-NG repository. DNS must work as well, to check it, do a named
ping, for example ping www.google.com
EVE ESXi VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)

Step 1: Power ON EVE VM. Chose English | Step 2: Be sure if “Install EVE PRO VM” is
and confirm with Enter. highlighted. Confirm with Enter.

Language
Amharic Francais MakeaoHckn Tamil
Arabic Gaeilge Malayalam S e
Asturianu Galego Marathi Thai
Benapyckast | Gujarati Burmese Tagalog
Bvarapckn may Nepali Tiirkce
Bengali Hindi Nederlands Uyghur u buntu.
Tibetan Hrvatski Norsk bokmal YKpaiHcbka
Bosanski Magyar Norsk nynorsk Tiéng Viét
Ccatala Bahasa Indonesia | Punjabi (Gurmukhi) P ()
testina islenska Palski 37 (%)
Dansk Italiano Portugués do Brasil Install Eve PRO VM

Deutsch BAE Portugués
Dzongkha $o6oymo Romana
EANWVLKG KasaK Pycckuit
Khmer Samegillii
Esperanto 3373 #7ne
Espaniol 3201 Sloventina
Eesti Kurdi Slovenscina

Euskara Lao Shaip
e Lietuviskai Cpncku
Suomi Latviski Svenska

Step 3: Make sure if English is selected and | Step 4: You can select your own Location,
confirm with Enter. or later, after management IP assignment,
location will be set automatically. You can
leave United States. Confirm with Enter
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Choase the lenguage 1o be used for, the lnstallation process. The selected languege will
also be the default language for the installed syst

Language:

fo localization
- Shaip

c
filbanian
firabic e
fisturian - Asturianu
Basque Euskara
Belarusian - Benapycran
8osnian - Bosanski
Bulgarian - Bwarapcxi
Catalan Catala
Chinese (Simplified) X ()
Chinese (Traditional) IR
Croatian Hrvatski
Czech - Cestina

o E
Estonian - Eesti
Finnish - Suomi
French Francais
Galician

The selected location will be used to set your time zone and also for example to help
select the system locale. Normally this should be the country shere you live.

This is a shortlist of lo:znons based on the language you selected. Choose “other’ if
your location is not listed.

Country, territory or area:

Antigua and Barbuda
RAustralia

Phillppines
Singapore
South Africa
United Kingdom

<Go Back>

Step 5: DHCP ENABLED, EVEs hostname
by default is eve-ng. You can change it if

you wish. Using the Tab key select continue
and confirm with Enter. Continue to Step 14

Please enter the hostname for this system,
The hostname is a single word that identifies your system 1o the network. If you don't
know uhat your hostname should be, consult your nelw‘k administrator. If you are setting
up your oun home network, you can make something up

Hostname:

L s

<Go Back> <Cont inue>

Step 6: DHCP DISABLED/Static IP setup. If
you have not enabled DHCP in the network,
you must assign an IP address manually.
Confirm Continue with Enter.

work autocont igurat lon failed
Your network is probably not usmg the DHCP protocol. thE!‘nalluElu the DHCP server may
be slow or some network harduare Is mot working properly.

Step 7: Confirm selection “Configure network
manually” with Enter

From here you can choose to retry DHCP network autoconf iguration (uhich may succeed if
your DHCP Server takes a long time to respond) or to configure the network manually. Some
DHCP servers require a DHCP hostname to be sent by the client, so you can also choose to
retry DHCP network autoconf iguration with a hostnase that you provide.

Netuork conf igurat ion method:

Retry network autoconf igurat lon
Retry network autoconf iguration with a DHCP hostnase

Do not configure the network at this time

6o Back>

Step 8: Enter your desirable EVE
management IP, using the Tab key select
“Continue” and confirm with Enter
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The 1P address is unigue to your computer and may be:

» four numbers separated by periods (IPvd);
» blocks of hexadecimal characters separated by colons (IPv6).

You can also optionally append a CIDR netmssk (such as "/24").

If you don't know uhat to use here, consult your netuork administrator.
1P address:

<60 Back> <Cont inue>

Step 9: Correct your subnet mask, using the
Tab key select “Continue” and confirm with
Enter

The netmask is used to determine which machines are local to your network. Consult your
network administrator if you do not know the value. The netmask should be entered as
four numbers separated by periods.

Hetmask :

e —

<Go Back> <Cont inue>

Step 10: Correct your Gateway IP, using
the Tab key select “Continue” and confirm
with Enter

The gateway s an IP address (four nubers separated by periods) that indicates the
gatewsy router, also knoun as the default router. AlL traffic that goes outside wour LAN
(for instance, to the Internet) is sent through this router. In rare circumstances, you
may have no router; in that case, you can leave this blank. If you don't know the proper
ansuer to this question, consult your network administrator.

Gateusy:
TR

<Bo Backy <Cont inuex

Step 11: IMPORTANT. Name server must
respond to the Internet and will be used
during the next install steps. Enter your
name server IP. Using the Tab key select
“Continue” and confirm with Enter

The name servers are used to look up host names on the network. Please enter the 1P
addresses (ot host names) of up to 3 name servers, separated by spaces. Do not use
commas. The first name server in the 1ist uill be the first to be queried. If wou don't
want to use any name server, just leave this fleld blank.

Hane server addresses:

<60 Back>

<Continue>

Step 12: EVE hostname by default is eve-
ng. It can be changed if you wish. Using the
Tab key select continue and confirm with
Enter

Please enter the hostname for this system.

The hostname is a single vord that identifles your system to the network. If you don't
know uhat your hostname should be, consult your network administrator. If you are setting
up your oun home network, you can make something up here

Hostname:
e e T ]

<Go Back>

<Cont inue>
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Step 13: Enter your network domain name. | Step 14: If your DNS IP settings are correct,
You are free to use any, for example: Ubuntu will detect your location from
eve-ng.net Internet. Confirm with Enter.

Using the Tab key select continue and
confirm with Enter

Based on your present physical location, your time zone is Europe/Riga.
The domain name is the part of your Internet address to the right of your host name. It

Is often something that ends in .com, .net, .edu, or .org. If you are setting up a home
network, you can make something up, but make sure you use the same domain name on all
your computers.

If this is not correct, you may select from a full list of time zones instead.
Is this time zone correct?
Donain name: <Go Back> - T

OO R )
<Go Back> [ccontinue)]

Step 15: Select Continue and confirm with | Step 16: Select no automatic updates and
Enter. If required, proxy settings can be | confirm with Enter. Security updates can be
configured later using EVE WEB GUI | run later manually from EVE cli.
System/System  Settings described in
section 3.5.3

Appluing updates on a freguent basis is an Important part of keeping your sustem secure.

By default, updates need to be applied manually using package menagement tools.
Alternatively, you can choose to have this system automatically download and install
security updates, or you can choose to manage this system over the web as part of a group
of systems using Canonical's Landscape service.

How do you it to manaj upgrades on th. systen?
1f you need to use a HTTP proxy 1o access the outside world, enter the praxy informatlon eS8 LS e it el

here. Otherwise, leave this blank.

o automatic updates
Install security updates automatically
Manage system with Landscape

The proxy information should be given in the standard form of
“http://[[user] [:pass]®) host [:port]) /*.

HTTP proxy information (blank for none):

<Go Back> <Continue>

EVE VM Installation Phase 2 (EVE installation)

Step 17: Continue with Enter, the EVE VM | Step 18: Once EVE login screen appeared,
will reboot and finish the installation phase 2 | login in CLI with root/eve and follow
installation Phase 3
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Installation is complete, 50 it is t r new system e sure 10 renove
em rather

is comp
the Installation media (CD-ROM, flopple
than restarting the installation.

Go Back jcCont Lnue)]

EVE VM Installation Phase 3 (Management IP setup and updates)

Step 19: Setup EVE Management IP | Step 20: After your EVE is rebooted,
address. A Static IP address setup is
preferred Login to EVE CLI and type:

Follow steps in section : apt update

apt upgrade
3.5.1 for static IP, 3.5.2 for DHCP IP
Follow steps in section: 5.1, 5.2

NOTE: Verify your EVE-NG server installation, type “dpkg -l eve-ng-pro” command, it must
display latest EVE Pro version

root@eve-ng:~# dpkg -1 eve-ng-pro
Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-
aWait/Trig-pend

|/ Err?=(none) /Reinst-required (Status,Err: uppercase=bad)

| |/ Name Version Architecture
Description

+++- - - -

ii eve-ng-pro 4.0.1-3 amd64 A

new generation software for networking labs.
root@eve-ng:~#root@eve-sat0l:~#

NOTE: If your newly installed EVE-PRO shows nothing like above, you must check your
internet reachability and verify DNS configuration on your EVE-PRO server.

root@eve-ng:~# ping www.google.com

PING www.google.com (172.217.22.164) 56(84) bytes of data.

64 bytes from arn09sll-in-£f164.1el00.net (172.217.22.164): icmp seg=1
ttl=120 time=8.84 ms

64 bytes from arn09sll-in-£f164.1el00.net (172.217.22.164): icmp seg=2
ttl1l=120 time=8.84 ms

~C

--— www.google.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001ms

rtt min/avg/max/mdev = 8.848/8.848/8.849/0.094 ms
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root@eve-ng
Launch EVE-PRO installation manually

root@eve-ng:~# cd /etc
root@eve-ng:~# ./eve-setup

EVE-NG Professional Cookbook
Version 4.9

Step 21: After update, Step 20 is completed,
continue with type:

apt install eve-ng-dockers
This can take some time depending on your
Internet connection and disk speed.

Your output after install must look like:

Step 22: (Optional) If after dockers first install
(Step 21) in the output “dc images” you still
seeing some docker name in the list as
e

please run the command:
apt install --reinstall eve-ng-dockers

You must get output like in the step 21.

Step 23: After Steps 20-22 are completed
and you are back on the EVE CLI prompt,
reboot EVE by typing

reboot

NOTE: If you are installing EVE in the locked
environment and cannot install dockers
online, please contact with us: info@eve-
ng.net for offline dockers installation option.

Step 24: Go to section 4 to obtain a license for EVE-NG Professional

L IMPORTANT NOTE: You must prepare and upload at least a couple of images to start

building your labs. Refer to section 17

3.2.2 VMware ESXi OVF deployment

Download EVE-NG Professional OVF image zip file, and unzip it:

https://www.eve-ng.net/index.php/download/

3.2.2.1 ESXi OVF VM Setup and Settings

Step 1: ESXi Host, Create/Register VM

Step 2: Set option Deploy a virtual machine
from an OVF or OVA file
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Select creation type

Step 3: Type the name for your new EVE Step 4: Select the storage where your EVE
VM and browse to select all your VM will be deployed.
downloaded and unzipped EVE files.

51 Wew virtual machine . EVE.PRO

1 Selectcreasion ype Select storage
[ e Seled the datastore in which 1o store the conbguration and desk Hes
Select OVF and VMDK files

4 Licenss agrsemants
5

Seloe 16 GNP 80 VDK 1es b1 CVA fer W UM o wouit I 1 dieply

& Additional soitngs

Erter 3 name f e vrhasl machine. 7 Ready 0 complote

EVEFROVM

Mt A s can cEnka U 1 50 CRaraEEers. and e st be UriUE WehF 2327 ES3 Fatante.

* @ EVE-PROVM 0wl
* 2 EVE-PROVM-O.vmdk

Step 5: Select your Management network Step 6: A\ IMPORTANT Open VM Settings.
and Thick Disk provisioning. EVE OVF Set the quantity of CPUs and number of
HDD is only 40Gb Iarge. It is recommended cores per socket. Set Intel VT-X/EPT

after installation to add extra HDD. Section Hardware Virtualization engine to ON

16.2 (checked).

(' Edit settmgs - EVE-PRO (ESXi 6.0 virtual machine)

Deployment options
Falect 08DIyMant opAONS. i i Jplons
3 Add hard disk Wl Add network adapter Add ather device
Mgtk mggings Management 80UD | Managemsnt 50 UD - e 8
- dcru x v @
Clsksesioning S——

Cores per Sockel 1 v Socums:as

CPUHOPIg [CJEnabie CPU Hot Add

Resenaban e

L Uniimited v \
Shares

Hermal

R A Expose hardware assistea inualizanon to the guest 05 @

Performance counters [JEnabie virualized CPU performance counters

armus

Bacx et T Cancel

save || Cancel
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Step 7: Set desirable RAM for your EVE.

~ Edit settings - EVE-PRO (ESXi 6.0 virtual machine)

Vitial Hardware

- I Momory

Step 8: Power ON your EVE VM and follow
Management IP setup instructions described
in section 3.5.1 for Static IP or 3.5.2 for
DHCP IP.

Step 9: Proceed to section 4 “Obtain EVE-NG Professional license”

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start

building your labs. Refer to section 17

3.2.2.2 ESXi OVF VM update to the latest EVE version

Make sure that your EVE OVF VM is up to date with the newest EVE version.
Follow the steps described in section 5 for upgrade instructions

3.2.2.3 ESXi OVF VM HDD Size expansion

A\ NOTE: IMPORTANT! DO NOT expand the current EVE OVF HDD. To expand your EVEs
system disk size, please follow the troubleshooting section 16.2

3.3 Bare hardware server EVE installation

Download Ubuntu 18 Server ISO distribution image:

https://releases.ubuntu.com/18.04/ubuntu-18.04.5-live-server-amd64.iso

h Mandatory Prerequisites: Internet must be reachable from your Server. This ISO installation
requires internet access to get updates and install the latest EVE-PRO version from the EVE-

NG repository. DNS must resolve names!

3.3.1 Ubuntu Server Installation Phase 1

Step 1: Create a bootable DVD disk or USB
flash drive with an Ubuntu server image.
Boot your server from ISO. Make sure that
English is selected, Confirm with Enter

Step 2: Select “Update to the new installer”
Confirm with Enter

© EVE-NG LTD

Page 35 of 263


https://releases.ubuntu.com/18.04/ubuntu-18.04.5-live-server-amd64.iso

eve EVE-NG Professional Cookbook
Version 4.9

Emulated Virtual Environment
Next Generation

[ Help 1 Installer update available [ Help |

Willkommen! Bienvenue! Welcome! Jofipo nowanosaTs! Welkom!

Jse UP, DOWN and EN 4s 10 select your language

[ Uodate to the new
Continue without .
Back

Step 3: Make sure that English is selected | Step 4: It is strongly recommended to use

and confirm Done with Enter Static IP address for bare metal server.
ErEmri et . Use Tab key and select ensXXX ethernet

e interface to edit, confirm with Enter

Network connect ions

Step 5: Select “Edit IPv4”, confirm with enter. | Step 6: Hit Enter, to select IPv4 method. Use
etuork comect ons _ down arrow key to select Manual. Confirm

with Enter

1Pv4 Method:

IPv4 Method:
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Step 7: Using Tab key fill your network Step 8: Using Tab key select “Done” and
settings. Select Save and confirm with confirm with Enter

Enter. The name server must be able to (L ) L

resolve public DNS entries! :

Network connections

[ Done 1
[ Back 1

Step 9: Select Done and confirm with Enter. | Step 10: If your network and DNS is

If required, proxy settings can be configured | configured properly, Ubuntu install will offer
later using EVE WEB GUI System/System | ubuntu mirror address from closest source.
Settings described in section 3.5.3 Continue with Enter.

Conf igure proxy [ Help 1 Configure Ubuntu archive mirror

If this sustem requires a proxy
her

[ gane )
[ Back ]

Step 11: Leave all default settings. Make Step 12: Verify your HDD setting, select
sure is selected “Use entire disk” and “Set Done and confirm with Enter
up this disk as LVM group”. Unselected D

“Encrypt the LVM group with LUKS”. Select e e

Done and confirm with Enter.

Guided storage configuration [ Help ]

ided

[ Done
Reset

Back

© EVE-NG LTD Page 37 of 263



eve EVE-NG Professional Cookbook

Emulated Virtual Environment Version 49

Next Generation

Step 13: Using Arrow down key select Step 14: Using the Tab key fill your user
“Continue” and confirm with Enter details, select Done and confirm with Enter

Profile setup [ Help ]

Storage conf igurat ion [ Help 1

e

ontinue ]

[ Done

Step 15: IMPORTANT: Using Spacebar key | Step 16: Using Tab key select Done and
select “Install SSH OpenSSH server. Using | confirm with Enter
the Tab key select “Done” and confirm with Featured Server Snass

Enter p

SSH Setup

Step 17: Wait till your server finish Ubuntu Step 18: Remove your installation media
install. Using Tab key select Reboot Now from server and confirm with Enter
and confirm with Enter 1ot

Install complete! [ Help ]

[v log ]
[ Reboot Now ]
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Step 19: Use your previously created Step 20: Login in the server as root:
username and password to login in server. sudo su
Example in this how steps was user/eve [sudo] password for user: eve

Step 21: Create root user password. Step 22: Allow SSH access for root user.
passwd root nano /etc/ssh/sshd config
Enter new UNIX password: eve Bl
Retype new UNIX password: eve Navigate with arrow down key to
uncomment
PermitRootLogin prohibit-password
Change to

PermitRootLogin yes

To save edited sshd_config use keys
combo:

[Ctrl]+[o] Letter o (oscar)

Enter

[Ctrl]+[x] Letter x (x-ray) for exit

Step 23: Restart SSH service on the server.

service sshd restart

Step 24. IMPORTANT: expand your server LVM partition to use all size of the HDD volume.
Use Putty or other native terminal access as root to the server:

apt clean

lvextend -1 +100%FREE /dev/ubuntu-vg/ubuntu-1lv
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resize2fs /dev/ubuntu-vg/ubuntu-1lv

; on-line resizing required

2 (4k) klo

Step 25: IMPORTANT: Edit network interface name Before:

k config written by 'subiguity’

nano /etc/netplan/00-installer-config.yaml

change interface name “ensXXX” to “eth0”

To save edited 00-installer-config.yaml use keys
combo:

[Ctrl]+[o] Letter o (oscar)

Enter s t g written by 'subiquity’
[Ctrl]+[x] Letter x (x-ray) for exit

Step 26: Update interface names with single line command:

sed -1 -e 's /GRUB_CMDL INE LINUX DEFAULT=.* /GRUB_CMDL INE LINUX DEFAULT="net. ifnames=0
noquiet"/' /etc/default/grub

Step 27: Update GRUB

update-grub

Step 28: Reboot your server Step 29: use Putty or other SSH terminal,
login in your Server as root. Run update

reboot and upgrade commands

apt update

apt upgrade

w

Confirm “y”

3.3.2 EVE Professional Installation Phase 2

Step 30: Launch EVE-PRO Internet installation
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wget -0 - https://www.eve-ng.net/repo-bionic/install-eve-pro.sh | bash -i

Verification: Verify your EVE-NG server installation, type “dpkg -l eve-ng-pro” command, it
must display latest EVE Pro version

root@eve-ng:~# dpkg -1 eve-ng-pro

Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-aWait/Trig-pend
|/ Err?=(none) /Reinst-required (Status,Err: uppercase=bad)

||/ Name Version Architecture
Description

+++-

ii eve-ng-pro 4.0.1-3 amd64 A

new generation software for networking labs.
root@eve-ng: ~#

Step 31: After the installation is completed,

reboot EVE and login as root first time: Step 32: After your EVE is rebooted,
root/eve. Follow the Management IP setup
instructions in section 3.5.1. It is strongly Login to the EVE CLI and type:

recommended for bare-metal installations to
use a static IP address. After the IP address | apt update

setup, continue with Step 32 apt upgrade

Follow steps in section: 5.1, 5.2

Step 34: (Optional) If after dockers first install
Step 33: After update, Step 32 is completed, | (Step 33) in the output “dc images” you still
continue with type: seeing some docker name in the list as
<none>,

apt install eve-ng-dockers
This can take some time depending on your
Internet connection and disk speed.

please run the command:
Your output after install must look like: e nciealll Soclisiclll GUESREEoE e

NOTE: If you are installing EVE in the locked
environment and cannot install dockers
online, please contact with us: info@eve-
ng.net for offline dockers installation option.

dc images

Step 35: Continue to section 4 to obtain
your EVE-NG Professional license

L IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 17
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3.4 Google Cloud Platform

3.4.1 Google account

Step 1: Connect to Google Cloud Platform (GCP
https://console.cloud.google.com/getting-started

§8  Yourfree trial s waiting: activate now to get $300 credit to explore Googla Cloud products. Lear more [EVES AcTIVATE

Google Cloud Platform

Get Started with
Google Cloud Platform

12 month, $300 free trial to get you started.
Always Free products to keep you going

TRY FOR FREE

Step 2: Sign into GCP. Create a new GCP account if you do not already have one.

3.4.2 Goggle Cloud project

Create new project. By default, GCP will offer you a project named “My First Project”. It can be
used as well.

Step 1. GCP top bar, click on “My First Project”

= Google Cloud Platform  Select a project + Q@ Search resources and products

Step 2. Next pop up window, click “NEW PROJECT”

Select a project B3 New PROJECT
/
1] and folders
(o ]
RECENT ALL
Name (1]
% MyFirst Project @ t-dragon-238421

Step 3. Enter your project name, and confirm “CREATE”
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= Google Cloud Platform Q,  Search resources and products

New Project

You have 22 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

Project name *

EVE Test (2]

Project ID: eve-test-276509. It cannot be changed later. EDIT

Location *
[ No organisation BROWSE

Parent organisation or folder

This will take some time.

Step 4. Navigate: Navigation Menu/Compute Engine/VM Instances

Google Cloud Platform VM instances Q,  Search resources and products

Instance groups
# Home

Instance templates
W ey -

Sole-tenant nodes
. Anthos >

Machine images
(@ reCAPTCHA Enterpri.. Disks

Snapshots
COMPUTE

Images
«@- App Engine by TBUSs

ﬁ} Compute Engine e > Committed use discounts

Metadata
@ Kubernetes Engine >

Health checks
[] Cloud Functions Zones
)) Cloud Run

-

5. Navigate: top bar and select your newly created Project

Google Cloud Platform  Selecta project +

ﬁ Compute Engine Select or create a project
a

VM instances
¥ Instance groups

E  Instance templates

Preparation of your Project can take some time. Wait until the VM Instance window finishes
deployment and then press the “Create button.”
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- Compute Engine is getting ready. This may take a minute or more. Compute Engine documentation [

Compute Engine
VM instances

Compute Engine lets you use virtual machines that run on Google's
infrastructure. Create micro-VMs or larger instances running Debian,
Windows or other standard images. Create your first VM instance,
import it using a migration service or try the quickstart to build a
sample app.

or or  Take the quickstart

3.4.3 Preparing Ubuntu boot disk template

Step 1: Open the google cloud shell and press: “START CLOUD SHELL”

Google Cloud Platform  8* EVE Test w Q Search resources and products
{e} Compute Engine VM instances
B VMinstances

Google Cloud Platform s evePRo-PROJECT +

{=x Wl

Compute Engine VM instances

a ce tempiates Compute Enging

VM instances
B Soletenant nodes
O  Disks
@ snapshots iy thie quicks
H e [

o lmport @i Toke the quickstarl
B TRUs
Committed use dscounts
arketplace

<

B A eepopoe) x4 v O/ ® il - @ x

Step 2: create a nested Ubuntu 18.04 image model. Copy and paste the below command into
the shell. Use copy/paste. crtl +c/ctrl +v. It is single line command (copy all command below
in cli). Confirm with “enter”:

gcloud compute images create nested-ubuntu-bionic --source-image-
family=ubuntu-1804-1ts --source-image-project=ubuntu-os-cloud --
licenses https://www.googleapis.com/compute/vl/projects/vm-
options/global/licenses/enable-vmx

x Terminal
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You will get the following output when your image is ready:

x Icr‘rr‘ulnal‘ x + - £ Open editor B8 & B x

3.4.4 Creating VM

Step 1: Navigate: Navigation Menu/Compute Engine/VM Instances and press “Create”

= Google Cloud Platform * EVETest Q  Search resources and products - = e @ : O
Home M instances
&} Compute Engine LI
instances
-~
Kubernetes Engine 5 nstance groups
Instance templates Compute Engine

() Cloud Functions

Sole-tenant nodes M
)»  Cloud Run
Machine images
Image Comp you use virtual machi on Google's
Disks Create i larger instances
STORAGE Windows or other standard images. Create your frst VM instanca,
Snapshots import it using a migration service or try the quickstart to buld a
p sample app.
%/ Bigtable

Images

o Import  of  Take the quickstart
Datastore > TPUs

—~ Committed use discounts
= Firestore

Step 2: Assign the name for your VM
Step 3: Set your own region and zone

Step 4: Edit your Machine Configuration. General-Purpose. Choose the series of CPU platform,
Use Intel CPUs Skylake or Cascade.

Step 5: Choose your desirable CPU and RAM settings.
IMPORTANT: “Deploy a container image” must be UNCHECKED.
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Name
Name is permanent
eve-1 \
Labels (Optional)
| + Add label
Region Zone
Region is permanent Zone is permanent
europe-west2 (London) v europe-west2-c v

AN

Machine configuration

Machine family

General-purpose = Memory-optimised = Compute-optimised

Machine types for common workloads, optimised for cost and flexibility

Series /

N1 A

Powered by Intel Skylake CPU platform or one of its predecessors

Machine type /

n1-standard-16 (16 vCPU, 60 GB memory) v
\/ vCPU Memory
v 16 60 GB

CPU platform and GPU

Container
Q&ploy a container image to this VM instance. Learn more

Step 6: Select Boot disk. Press Change

Boot disk

Image

‘ ——  New 10 GE standard persistent disk
~ ‘ Debian GNU/Linux 9 (stretch) Change

Step 7. Select Custom images and the custom boot image you created previously. Choose
HDD disk type and size. HDD size can vary depends of your needs.
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Boot disk

Select an image or snapshot to create a boot disk; or attach an existing disk. Can't find what you're looking for? Explore hundreds of VM solutions in Marketplace.

Public images = Customimages Snapshots Existing disks
Show images from

EVE Test -

Show deprecated images
Image
nested-ubuntu-bionic -

Created on 22 Jun 2020, 22:50:36

Boot disktype 1 g Size (GB) 1 N

SSD persistent disk - 60

Step 7: Allow https traffic and create VM

Identity and APl access

Service account
Compute Engine default service account A

Access scopes

® Allow default access
Allow full access to all Cloud APIs
Set access for each AP

Firewall
Add tags and firewall rules to allow specific network traffic from the Internet

Allow HTTP traffic
™ Allow HTTPS traffic <&

Management, security, disks, networking, sole tenancy

Your free trial credit will be used for this VM instance. GCP Free Tier [7

Cancel

3.4.5 EVE-NG-PRO installation

Step 1: Connect to the VM with the first option “Open in browser window”

= ter Vi t Columns =
Name -~ Zone Recommendation Inuse by Internal IP External IP Connect
& evel europe-west2-c 10.154.0.3 (nic0) 35.189.102.127 (7 SSH | ~ I H
Open in browser window

Open in browser window on custom port
Open in browser window using provided private SSH key
View gcloud command

Related Actions Use another SSH client
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L

© & https;//ssh.cloud.google.com/projects/eve-test-276509/zones/europe-west2-a/instances/eve-pro?authuser=0&hl= ==« & ¥ =

ent permitted by

Step 2: Launch installation with:

Type the below command to become root:
sudo -1

Start EVE-PRO installation

wget -O - https://www.eve-ng.net/repo-bionic/install-eve-pro.sh | bash -i

Step 3: Update and upgrade your new EVE-PRO
apt update

apt upgrade
Confirm with Y

Step 4. Reboot EVE. Allow some time for reboot and then press “Reconnect”

bw version of config file /etc/console-setup/compose.ISO-8859-1.inc ...
bw version of fig file Jeto/cop=nla_=styp/comao=a TSO-8RE0_19 40

bw version of

pw version of

w version of The SSH connection to VM instance 'eve-pro’ was lost. Learn more about improving
w version of SSH session persistence.

w version of o

= versl:.on of Reconnect Dismiss
pw version of

bnsole-setup (1.1

pmfs: deferring

fstro-info-data (0.28ubuntul.11l) ...
buntu-minimal (1.361.3) ...

Step 5: VERY IMPORTANT: Setup IP
Once the IP wizard screen appears, press ctrl +c and type the below command to become root:
sudo -1

Root Passwor
Type the Root Password:
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Now follow the IP setup wizard, section: 3.5.2.
IMPORTANT: set IP as DHCP!

Step 6: Dockers installation. After EVE is rebooted, reconnect the SSH session:

Type command to become root;
sudo -1

Type command to update EVE
apt update

Type command to Install Dockers
apt install eve-ng-dockers

3.4.6 Access to Google Cloud EVE-PRO

Use your public IP for accessing EVE via https.

Columns ~

Name ~ Zone Recommendation Inuse by Internal IP External IP Connect

& evepro europe-wesl?-c 10.154.0.2 {nic0) 35.246.119.90 [7 SSH ~

Default web login: admin/eve

3.4.7 Optional: GCP Firewall rules for native console use

Step 1: Navigate: Navigation menu/VPC Network/Firewall rules
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Google Cloud Platform e EVE-PRO-PROJECT ¥

Home

@

- ¥ Pins appearhere @ X i
'STORAGE [

@ Bigtable

5#8  Datastore >

a Firestore >

=  Storage >

£ saL

oe  Spanner

43 Memorystore

& Filestore
NETWORKING

n VPC network > VPG networks
ite  Network services > External IP addresses

Firewall rules
4} Hybrid Connectivity >

Routes

\3 Network Service Tiers VPC network peering

Step 2: Create new firewall rule

Firewall rules CREATE FIREWALL RULE C REFRESH @ DELETE

~

Firewall rules control incoming or outgoing traffic to aninstance. By default,
incoming traffic from outside your network is blocked. Learn more

Note: App Engine firewalls are managed here.

Step 3: Create an ingress FW rule; allow TCP ports 0-65535
< Create a firewall rule

Firewall rules control incoming or outgoing traffic 1o an instance. By default,
incoming traffic from outside your network is blocked. Learn more

Name

ingress-eve
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Direction of traffic
® Ingress
Egress

Action on match
® Allow

Deny
Targets

Allinstances in the networlk

Source filter

IP ranges
Source IP ranges

0.0.0.0/0 € /

Second source filter

None

Protocols and ports
Allow all

® Specified protocols and porls

+ 1op: 0-65535
udp:

Other protocols

Disable rule

Ve

Vg

Step 4: Create an egress FW rule; allow TCP ports 0-65535

Firewall rules control incoming or outgeing traffic 1o an instance. By default,
incoming traffic from outside your network is blocked. Learn more

Name

egress-eve
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Direction of traffic
Ingress
® Egress —d——

Action on match
® Allow

Deny

Targets /

Allinstances in the network

Destination filter

IF ranges

Destination IP ranges

Vd

0.0.0.0/0 £

Protocols and ports
Allow all

® Specified protocols and ports

v 1cp: 0-65535
udp:

Other protocols

Disable rule

Summary FW rules.

Name Type

egress-eve Egress

Targeis

Apply to all

Filters

IP ranges: 0.0.0.0/0

Protocols / ports Action Priority

1cp:0-656635 Allow 1000 default

default-allow-htips Ingress

ingress-eve Ingress

htips-server

Apply to all

IP ranges: 0.0.0.0/0

IP ranges: 0.0.0.0/0

1op:A443 Allow 1000 default

1cp:0-65535 Allow 1000 default

3.5 EVE Management IP Address setup

3.5.1 Management static IP address setup (preferred)

A\ IMPORTANT NOTE: EVE Docker stations for html console access are using network
172.17.0.0/16. Please avoid use this network on the EVE management or other clouds or

interfaces.

The steps below will walk you through the network setup and assign a static management IP

for EVE.

enter

field are not visible.

Step 1: Log into the EVE CLI using the default
login root/eve After login, type your preferred
root password for EVE, default is eve.
Remember it for further use. Confirm with

NOTE: Typed characters in the password

Step 2: Retype your root password again
and confirm with enter.
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Root Password
Repeat. the oot Password:

Type the Root Passuord:

< 0K

Step 3: Choose your EVE VMs hostname. By | Step 4: Type your domain name for your
default, it is eve-ng. You can leave it as it is. | EVE VM. By default, it is example.com. The
Confirm with enter default value can be used as well.

Confirm with enter

DS domain nane
Type the DNS domain nane for the
system:

Hostname
Type the short hostname For the
systen!
cve—ng

< 0K ]

eve-ny net

< 0K )]

Step 5: Using the arrow keys, select the Step 6: Type your desirable EVE
option “static”, confirm your selection with management IP. Confirm with enter.
the space key, followed by enter

Type the IP address for
Hanagenent. Metuork:

172.25.1.20

Fanagement. Network IP Address
the l
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Step 7: Type the subnet mask of your EVE
management network. Confirm with enter.

Hanagenew
Tupe the Subnet Hask for the
Management Metwork:

it Network Subnet Rask l

Step 8: Type your networks gateway IP.
Confirm with enter.

nagenent. Network Def teway
Type the Default Gateway for the
Managenent Network:

172.25.1.1_

Step 9: Type your networks primary DNS
IP. Confirm with enter.

IMPORTANT: DNS must be reachable and
resolve public addresses.

Primary DNS server
Type the IP IP address of prinary
server:

192 .168.90.201_

Step 10: Type your network Secondary
DNS IP. Confirm with Enter.

IMPORTANT: DNS must be reachable and
resolve public addresses.

Secondary server.
Tupe the IP address of sccondary DHS
server:
0.0.0.8

Step 11: Type your preferred NTP server IP.
It can be left empty as well; in this case, your
EVE VM will automatically assign the time
from its host.

HIF server
hostnane/IF address of NTF

Type the
for initial clock sunc (leave cnpty
if not used):

—

Step 12: Skip this step. By default, it is set
to direct connection (no proxy).

Confirm selection with enter. EVE will
reboot automatically.

A NOTE: If required, the Proxy settings
can be configured later using EVE
WEB GUI System/System Settings
described in section 3.5.3
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A IMPORTANT NOTE: If you are setting up your management IP for the first time (fresh
EVE installation), please return to the install section and complete installation Phase

3.

3.5.2 EVE Management IP address setup via DHCP

A\ IMPORTANT NOTE: EVE Docker stations for html console access are using network
172.17.0.0/16. Please avoid use this network on the EVE management or other clouds or

interfaces.

The steps below will walk you through the network setup and assign a management IP for EVE

via DHCP.

Step 1: Log into the EVE CLI using the default
login root/eve After login, type your preferred
root password for EVE, default is eve.
Remember it for further use. Confirm with
enter

NOTE: Typed characters in the password
field are not visible.

Type the Passuord:

e

Step 2: Retype your root password again
and confirm with enter.

Root Passuord
Repeat. the Root Password:

Step 3: Choose your EVE VMs hostname. By
default, it is eve-ng. You can leave it as it is.
Confirm with enter

Step 4: Type your domain name for your
EVE VM. By default, it is example.com. The
default value can be used as well.

Confirm with enter
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Hostname
Tupe the short hostnane for the
systen:

o

i< 0K ]

DS domain nane
Type the DNS domain nane for the
system:

< 0K |

Step 5: Using the arrow keys, select the
option “dhcp”, confirm your selection with the
space key, followed by enter

Use DHCP/Static IP Address
Use DHCF or Static IP Address for
the wetwork adapter on Management
Hetuark?

]
) static

Step 6: Type your preferred NTP server IP.
It can be left empty as well; in this case, your
EVE VM will automatically assign the time
from its host.

NP server

‘the hostname/IP address of NTP
for initial clock sync (leave enpty
if not used):

e

0K )

Step 7: Skip this step. By default, it is set to
direct connection (no proxy).

Confirm selection with enter. EVE will
reboot automatically.

A NOTE: If required, the Proxy settings
can be configured later using EVE
WEB GUI System/System Settings
described in section 3.5.3

x conf iguration
can

t comect ion

(3 anommous
€3 outhenticated prosy
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3.5.3

IMPORTANT NOTE: If you are setting up your management IP for the first time (fresh
EVE installation), please return to the install section and complete installation Phase
3.

Internet proxy setup

Step 1: If you have a proxy in use for your Internet, login into your EVE WEB GUI using your
EVE IP https://aaa.aaa.aaa.aaa

Default username: admin
Password: eve

Step 2: Select Tab: System/System Settings

thilemanager Current position | root

& Main - ®2019 Eve-NG

£ System logs
Mews Mame Add folder
X StopAllNodes

Step 3: Enter your Proxy IP and Port following by “Submit”. For authenticated Proxy, use your
username and password.

System settings

Radius Server #1 4 Port Secret
ry
0.0.0.0__ 1812 > LIITIY]
Radius Server #2 4 Port Secret
0.0.0.0 1812 = ssssse
Proxy Server P Port User Password
0.0.0.0__ 8080 o

\

P4 v 4 V4

Template visibility unprovisioned images
Disk critical size Minimal free space (GB)

5 =
Html 5 terminal setting Color scheme |gray-black

Management Interface setting
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3.5.4 EVE Management IP address reset

If for any reason you need to change these settings after the installation, you can rerun the IP
setup wizard. Type the following command in the CLI and hit enter:

rm -f /opt/ovf/.configured
Then type:
su -

Once you log into the CLI again, EVE will go through the network setup again. Please follow
the steps in section 3.5.1 for Static IP or 3.5.2 for DHCP IP.

3.6 Native telnet console management setup

If you prefer to use a natively installed telnet client to manage nodes inside EVE, follow the
steps below:

3.6.1 Windows Native Console

Step 1: Download the EVE Windows Client | Step 2: Install it as administrator
integration pack:
Open

9 Run as administrator

http://www.eve-ng.net/downloads/windows-

Troubleshaot compatibility

client-side-pack Pinto Start

7-7in b
Step 3: Leave the option for UltraVNC Step 4: Continue with Next. When it asks to
checked. UltraVNC is very tiny and the choose Ultra VNC Options, only leave the
preferred VNC client for Windows by EVE. UltraVNC Viewer checked, the rest is not
#8) setup - EVE-NG-Win-Client-Pac] -~ . needed.

Select Components
Which components should be installed?

S setup - Uttravie

Select the companents you want to install; dear the components you do not want to Select Components @
install, Click Mext when you are ready to continue, Which components should be installed? 1
! Select the components you want to install; dear the components you do not want to
wrapper.bat 1KB 1 install. Click Next when you are ready to continue.
rapper bat 1KB
Modify Windows registry for putty, ultravnc and wireshark 13 ‘CUS‘Dm installation ‘ A ‘
Save on Disk crt, putty, ultravnc and wireshark .reg files ] UlraVNC Server Sient 2.3MB
[ vireshark 2.2.5 x64 ] UltraVNC Server 48MB
UltraVNC 1.2.12 %64 UltraWNG Viewer 2.7ME
[ Ultra¥NC Repeater 0.2MB
] Upgrade 1.0.8/1.0.9 .. Upgrade can be done while vnc is running 7.5MB

Current selection requires at least 0.7 M8 of disk space.

Current selection requires at least 4,0 MB of disk space.

NOTE: The Wireshark option for EVE spose | _estz ] [ coned
Professional is left unchecked, because
Wireshark is already integrated into EVE
PRO.
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Step 5: Continue with Next and finish the
installation.

By default, EVE Windows Client Integration will install Putty as your Telnet Client. The default
location for the EVE Windows Client Integration software and .reg files is: “C:\Program

Files\EVE-NG”

Set the default telnet program manually in Windows 10. Example: SecureCRT
Step 1: Go to: Windows Settings/Apps/Default Apps/Choose Default Apps by Protocol

Step 2: Set your default Telnet program:

TELNET ﬂ SecureCRT Application
URL:Telnet Protocol S

L NOTE: The first time click on the type of link that is used to access a running node
inside EVE via telnet, the browser will ask to choose the telnet program. If you have
prepared your default telnet program with the instructions above, you have to choose
your default Telnet program.

Example: Firefox browser:

Launch Application X

This link needs to be opened with an application.

Send to:

SecureCRT Application

Choose other Application Lhoose...

[JRemember my choice for telnet links.

Cancel Qpen link

Set your default application, check the box “Remember my choice telnet links” and click Open
link

3.6.2 Linux Native Console

The steps below will show how to setup the native consoles pack for Linux Mint 18 (Ubuntu):

Step 1: Go to the EVE Linux Side Step 2: Open the link to GitHub

integration pack download page:
https://github.com/SmartFinn/eve-ng-

http://www.eve-ng.net/downloads/linux- integration
client-side

Step 3: Scroll down to the installation part
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Installation

Ubuntu and derivatives

You can install eve-ng-integration from the official PPA:

Step 4: Login as root to your Linux system and enter the commands below:

NOTE: An internet connection is required. Enter each command line below one after the
other

sudo add-apt-repository ppa:smartfinn/eve-ng-integration

sudo apt-get update

sudo apt-get install eve-ng-integration

A For other Linux native console setup options please refer to:
https://github.com/SmartFinn/eve-ng-integration

3.6.3 MAC OSX Native Console
Download the EVE MAC OSX Client integration pack and install it:

https://www.eve-ng.net/index.php/download/#DL-OSX

3.7 Login to the EVE WEB GUI
EVE PRO is using https 443. Login to the EVE management Ul:
https://<your_eve_ip>/
Default user access:
User: admin
Password: eve
A NOTE: You can change your EVE Admin password, please refer to section 7.3.1.2

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 17
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4 EVE-NG Professional Licensing

EVE-NG Professional and Learning Centre editions require purchasing and uploading a
license to activate its features. Licenses are based on an annual subscription.

EVE-NG permits up to 128 accounts to be created but restricts the number of simultaneous
sessions per role to the licensed amount. To increase the number of active sessions, please
purchase additional licenses on top of the base license as shown below.

L\ Definition: Simultaneous session (1 license) means one active connection to the
EVE-NG Web GUI.

Li of i Examplel EVE-Professional: The license information page
icense information shows 2 Admin accounts. This means 2 Admin role-based

accounts can be logged into the Web GUI simultaneously. If a

Bxprity Dater 20130507 third Admin account logs into the Web GUI, the first active
Admins: 2 Admin session will be disconnected. Please note that the first
Editors:  © Admin’s labs will keep running. EVE-NG PRO can have up to
Users: o 128 accounts, but active sessions to the Web GUI are
restricted to the number of purchased licenses.
Example2 EVE Learning Centre: The license information
page shows 2 Admin and 3 Lab-user role accounts. This
means 2 Admin and 3 User accounts can be logged into the
Expirity Date: 20190507 Web GUI simultaneously. If a fourth User account or third
Admins 2 Admin account logs into the Web GUI, the first User or

Admin session will be disconnected. Started labs will keep
running. EVE-NG Learning Center can have up to 128
accounts, but active sessions to the Web GUI are restricted
by the number of licenses purchased.

Editors: 0

Users: 3

4.1 EVE-NG Professional Base license

EVE-NG Professional Edition - 1 Year License
https://www.eve-ng.net/index.php/buy/

EVE-NG PRO features multi user support and assigns all accounts as Administrators.
The license allows for 2 simultaneous users.

Products in your shopping cart

EVE-NG Professional Edition - 1 Year License 1 $109.66
EVE-NG Professional Edition - 1 Year License

This license unlocks all Pro features and two active

Administrator accounts sessions

The Administrator role can manage everything in EVE-NG

without restriction

This includes creating, deleting, and modifying all folders,

labs, nodes and accounts.

| have a discount coupon Total price: $131.59
Total TAX/VAT (20%) : $21.93

For EVE-PRO Administrator role permissions, please see section 4.4.
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4.2 EVE-NG Learning Centre licenses

EVE-NG Learning Centre Edition - 1 Year License
https://www.eve-ng.net/index.php/buy-corporate/

EVE-NG LC features multi user support and assigns accounts as Administrators, Lab-Editors
or Lab-Users.

The first minimal Base A license allows for 2 simultaneous Admin users. It is necessary to
use an Administrator account to create or manage EVE LC and other user’s role-based
accounts.

EVE-NG Professional Base - 1 Year License 1 99,00 €

This license unlocks all Pro features and two active S :
Minimum Mandatory Base license

eve

Administrator accounts sessions.

EVE-PRO allows up to 128 accounts to be created but

restricts the number of active sessions, per role, to the

licensed amount. To increase the number of

simultaneous account sessions, please purchase Remove from order

additional licenses below. if no need this option

Optional Licenses Change quantity

EVE-NG PRO Administrator - 1 Year License _ 1 * 99,00€ [
This license unlocks one additional active session for the
Gve Administrator role.
The Administrator role can manage everything in EVE-
NG without restriction.
This includes creating, deleting, and modifying all folders,
labs, nodes and accounts.
The Administrator is the only role that can create or

modify accounts.

EVE-NG PRO Lab Editor - 1 Year License 1 + 350,00 €
This license unlocks one additional active session for the

eve

Editor role

The Editor role is restricted to a personal folder and is
authorized to create, delete, or modify additional folders,
labs, and nodes within it.

EVE-NG PRO Lab User - 1 Year License 1 + 300,00 €
This license unlocks one additional active session for the

eve

User role.

The User role is restricted to a personal folder and is only
authorized to start, stop, and wipe nodes. An
Administrator account is required to manage folders and
labs within a Users folder.

EVE-NG PRO - A Base License (Mandatory)

This license unlocks all Pro features and two active Administrator accounts sessions. This
license is mandatory for EVE LC edition.

The following licenses below can vary per your needs.

EVE-NG PRO - Administrator License

This license unlocks one additional active session for the Administrator role.
The Administrator role can manage everything in EVE-NG without restrictions.

This includes creating, deleting, and modifying all folders, labs, nodes and accounts.
The Administrator is the only role that can create or modify accounts.

EVE-NG PRO - Lab-Editor License
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This license unlocks one additional active session for the Lab-Editor role.
The Lab-Editor role is restricted to a personal and the Shared folder and is authorized to create,
delete, or modify additional folders, labs, and nodes within them.

EVE-NG PRO - Lab-User License

This license unlocks one additional active session for the Lab-User role.

The Lab-User role is restricted to a personal and the Shared folder and is only authorized to
start, stop, and wipe nodes. An Administrator account is required to manage folders and labs
within a User’s personal folder.

Example: EVE Learning Centre Licensing for 1 Teacher and a 5 Students class.
Licence model below includes:
e Two administrator accounts, necessary for EVE LC labs and other user account
management
¢ One Lab-Editor-role based account, assigned to the teacher to create/manage labs
and assign them to the Shared folder for Students use. The Lab-Editor role is
restricted to a personal folder and is authorized to create, delete, or modify additional
folders, labs, and nodes within it.
Optional: If wanted / needed, the Lab-Editor account for the teacher can also be
replaced by an Administrator account instead.
e Five Lab-User role-based Student accounts allowing running a class with 5
simultaneous students connected to the EVE HTML GUI.

EVE-NG Professional Base - 1 Year License 1 99,00 €
This license unlocks all Pro features and two active
eve
s to be created but
ns, per role, to the
2 the number of
ns, please purchase
EVE-NG PRO Lab Editor - 1 Year License 1 + 350,00 €
This license unlocks one additional active session for the
eve
EVE-NG PRO Lab User - 1 Year License 5 + 1.500,00 €
This license unlocks one additional aclive session for the
eve

User role

cted to a personal folder and is only

odes. An

4.3 EVE-NG Corporate licenses

Essentially, this is EVE Learning Centre edition with Lab-Editor role-based accounts only.
This is recommended for corporate use to allow full permissions for EVE labs but to restrict
being able to manage other user accounts or labs. The Lab-Editor role is restricted to a
shared and a personal folder and has permissions to create, delete, or modify additional
folders, labs, and nodes within them.

EVE-NG Learning Centre Edition - 1 Year License
https://www.eve-ng.net/index.php/buy-corporate/

EVE-NG Corporate features multi user support and assigns accounts as Administrators or
Lab-Editors.

The first (mandatory) Base A license allows for 2 simultaneous Admin users. It is necessary
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to have an Administrator account to create or manage EVE LC and other user’s role-based

accounts.

Example: EVE Corporate Licensing for 5 Lab-Editor users.

License model below includes:
e Two administrator accounts necessary for EVE Corporate labs and other user accounts
management (Mandatory Base license)

o Five Lab-Editor role-based accounts. The Lab-Editor role is restricted to a shared and
a personal folder and has permissions to create, delete, or modify additional folders,
labs, and nodes within them.

eve

EVE-NG Professional Base - 1 Year License

This license unlocks all Pro features and two active
Administrator accounts sessions

EVE-PRO allows up to 128 accounts to be created but
restricts the number of active sessions, per role, to the
licensed amount. To increase the number of

simultaneous account sessions, please purchase

additional licenses below.

EVE-NG PRO Lab Editor - 1 Year License
This license unlocks one additional active session for the

eve

Editor role.

The Editor role is restricted to a personal folder and is

authorized to create, delete, or modify additional folders

labs, and nodes within it

EVE Corporate role rights, please follow section 4.4.

4.4 User roles comparison chart

99,00 €

1.750,00 €

Feature Administrator Role Lab-Editor/Teacher role Lab-User/Student role
User accounts management yes no no

User Accounts visibility yes no no

User edit modal visibility yes no no

User Folder's management yes no no

Full EVE root folder tree

access yes no no

Licencing module access yes no no

Nodes management module yes (only own running yes (only own running
access yes nodes) nodes)

Lab management module yes (only own running yes (only own running
access yes nodes) nodes)

Shared lab folder

management yes yes no

Shared folder access yes yes yes

Rename Folders yes yes no

Create labs yes yes no

Delete labs yes yes no

Edit Custom topology

mapping yes yes no

Use only Custom topology

mapping yes yes yes
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Lab objects management add
text, drawing on labs yes yes no
Export/import labs yes yes no
Nodes list management yes yes yes, read-only
Networks management yes yes yes, read-only
Start labs yes yes yes
Stop labs yes yes yes
Wipe nodes yes yes yes
Console to all nodes yes yes yes
Export all configs yes yes no
Edit lab yes yes no
Set nodes startup-cfg to
default configset yes yes no
Set nodes startup-cfg to none | yes yes no
Topology refresh yes yes yes
Topology zoom yes yes yes
EVE status yes yes yes
Lab details UUID yes yes yes
See startup configs yes yes no
Delete default startup configs | yes yes no
Create and manage
multiconfig sets yes yes no
Close labs yes yes yes
Lock labs yes yes no
System/Stop all nodes yes no no
Information tab access yes yes yes
Work with more than one lab | yes yes yes
Lab timer function yes yes no
Lab background dark mode yes yes yes
Hide node labels yes yes Yes
EVE Cluster administration Yes No No

4.5 License purchasing and activation

)\ Before purchasing a license, the customer must have EVE-NG Professional
installed and readily accessible.

i\ Recommended browser for license operations are: Chrome or Mozilla Firefox

L\ You must be logged in to the EVE WEB GUI as Administrator.

Step 1: Obtain your license request from the Licensing tab of the top menu of the EVE PRO
WEB GUI. License requests will work only if the host machine (and hypervisor if running a
VM) has Intel VT-x/EPT enabled!

(See section 3 for details)

Step 2: Copy the content of the license request and keep it ready for the order process at
Step 6. Orders without a license request cannot be processed.
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# Main # Management ~ & System ~ @ Information ~ [: ]§

i Filemanager  Current position | root

- LICENSE FILE DATA——

WYDBIyONGXSFATIU4ZW1on CLWLF

7 USRIZiAGERL0KNUQ2ILSY
2PGxbuBWECH/bIZptIPLZOKPUGAGEY
Wiy 3EVFFE1RyrgGarORxd0bkkho

Step 3: Go to the EVE PRO or Learning Centre Purchase Portal and choose your Licenses
and quantity.

Licenses that are unnecessary for your EVE Learning Centre or Corporate Edition licensing
needs, can simply be deleted from your order by clicking on the cross next to them to remove
them. Refer to sections: 4.2 and 4.3

EVE-PRO Purchase Portal

EVE-Learning Centre or Corporate Purchase Portal

Step 4: Choose your preferred payment method. We currently support VISA, Mastercard,

Bank/Wire transfer and PayPal.
\
PayPal RS

< Back to shopping
-

Step 5: Complete the order form. If your license is for commercial/company use, you must
select Company option.

Billing Information
Licensed to: (@) Person Company
First name#:
Last name*:

Address*:

Step 6: At the end please paste your license request content from Step 2 and Please read
and confirm the EULA agreement, which contains vital information about licenses. For
companies, if necessary, in the Order Notes you can add additional information/reference,
e.g. for your accounting department.

Additional Information

Order Notes
Order Notes

EVE-NG PRO A Base license

License Request*

— LICENSE FILE DATA —

\

Accept EULA*

Step 7: After a while (usually 10-30 mins), your license is sent to the E-Mail used in the order
form.
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A IMPORTANT: Before loading the purchased license, make sure your EVE has
Internet access. Your EVE DNS settings must be configured properly to resolve the
FQDN. Internet connection is required to validate your EVE license with our EVE-NG
license server.

A IMPORTANT: If your EVE internet is using Proxy, make sure you have set the proxy
settings described in section 3.5.3

A Offline EVE Pro license is supported for Bare EVE installs only. (Dedicated EVE
server). VM Ware and Cloud environment EVE installs require Internet connection.

Step 8: Copy Content of your received License

EVE-NG Professional Edition - 1 Year License

- LICENSE FILE DATA -
X26XBY 2Bjraqm8gEgwQ7 SFSBKDeyKnWX

pOl
SFWpZm6odickB+YOztEVEOBCSUIPepY2

7 7 KrKdz
1TQDBS+APIAMBTACAeZ0uaEiceLkuAgS
1x/d13uaONKkeALTSdniKNjsdhXIAkfcq
hGaxs! JtIXpD8
nBWEBAICWPItY bslgtwguMJiAK11QQg0
8prut’YELcBuP TVOmBQDHIIZGJOIXRpo
evacuHdg/kEv89zL02ZTywrMJOIZRnRK
1As7BC5ERVIXQUBSITZISAQSF|IVVACY
agvuHTgW]fm/SmTIisf7GO TIPaxfKqJT7
¥ BuldjTD! L
34nzQFDUSLOPYL4uLCx8V1rrYYaRxUct
of

ming+JMr0le7djyxkh/RBcnxCimKnSVX
0ICaE ToaoJ3XxQAU2iQxyXrTqxtdo0Jt

Step 9: On your EVE WEB GUI, click on License Upload,

# Main # Mznagement ~ & System ~ @ Information ~ @ Licenzing ~

ifa File manager  Current position | root

Paste your licence and click on Upload

License U

Paste here your license

~-eee- LICENSE FILE DATA e
X26XEV2EjraqmighigwQTSFSEKDey KWK
52epOMvFVeXBjngmDSXmEHQezkmSEmEL
SFWpZmSodickE+YOEVEDBCS UlPepY2
Z70ddXrDAD]IsSKKVdpSPvaSpaMYO Th
TESE]EXNeOU/58KI1SUESK2BHILKrKdz
1TQDBS+AP/AMBTACASZ0USEiosLkuAgS
1:¢/d13usONkeALTSdniKNjséhiXlAkfcq
hGIxBIZkWOCIYWGoBKbGVi8UXPDE
nEWEB4ICWPLEYbslatweuM lIAKLIQQE0
Eprut/YELCBUPTVOmEQDH/12GJ0IXRpo
evacuHdg/kEVB32L02ZTywrkJOIZRNRK
1AsTBCSERVEXQUBSITZIZAQBFWACY
SEVUHTEWfm SmTisf7GOTIPoxfKgJTT
60G+dlhyveFF3BULATOXSBUIBHFLL
4nzQFDUSLOPYL4ul CxEVrm¥YaRxUct
=+RNZOK/yR4ZEeLOhWFQWHIUQsDaias
ming#JMrDle7diyxkh/REcnxClmKnSV
OICaEToa0 2K yXrgxfdost
HOOAROVVIVORSIA CiLIWMIMBi6= —memmmoeeeeoeee

4.6 License deactivation
If you decide to deactivate EVE-PRO license on the host, please follow the steps below:
A Goto EVE CLI and type:

cd /opt/unetlab/html/
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rm eve-ng.lic

cp eve-ng.nolic eve-ng.lic

4.7 License Rehosting.
If you decide to re-install EVE-PRO or move it to another host, please follow the steps below:
A\ Pre-requisites:

e EVE must have internet access!
¢ Only ONE EVE host must be turned ON and connected to the internet, do NOT have
more than one EVE with the same license turned on at the same time!

Step 1. Make sure that you have only ONE EVE-PRO instance with this license running.

Step 2. Make sure you have unrestricted Internet access with a properly configured DNS
server from your EVE server.

Step 3. Load your purchased license onto EVE server you want to rehost to.
Step 4. Reboot your new EVE
Step 5. Wait approximately one hour for the licence validation process to finish on the host.

A NOTE: The re-hosted EVE server must have internet access to periodically validate
the license. EVE receives a token with a licence validity time of 24 hours. During
those 24 hours, the re-hosted EVE can be used offline. After 24 hours the token time
expires and you have to get EVE online again (for approximately 30minutes) to
receive a new token.
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5 EVE-NG Professional Update & Upgrade

N Prerequisites: Internet access and working DNS on your EVE-NG is required.

Verify your internet reachability with named ping. Example: ping www.google.com

ping www.google.com

If your ping is success, follow next step for update. If named ping has no success, please verify
your DNS IP assigned for EVE or firewall. Some cases ping can be blocked by FW, but Internet
and DNS are capable to make update/upgrade.

OPTION for bare EVE installations which has bnx2x Broadcom Ethernet drivers, please
rewrite your driver to the newest linux-firmware:

sudo apt-get -o Dpkg::0Options::="--force-overwrite" install linux-firmware

5.1 EVE-NG Professional Update

It is strongly recommended to keep your EVE-NG up to date. To update and upgrade, SSH to
your EVE CLI.

To verify your current EVE-NG version, please follow “CLI diagnostic information display
commands” in section 16.1.1. You can verify your current EVE version from the System/System
Status tab on the top menu of the WEB GUI as well.

The newest version of EVE-NG can be verified by checking the official website: http://www.eve-
ng.net. For update to the newest EVE-NG Professional version please follow the steps
https://www.eve-ng.net/index.php/1845-2/
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The year 2019 Major release, EVE Professional Edition: 2.0.6 — 17 (28 November, 2019)
To Update and Upgrade your EVE-NG Professional to the newest version, please follow the steps in the Upgrade

section (reboot required)

Release 2.0.6-17 notes:

IMPORTANT NOTE: !!l Before this upgrade please stop all running labs and nodes !1l
— Important security update

= New HTML5 Console engine Guacamole 1.0

— HTMLS console background color change option

Bugfixe(s):
— Native console login fix

Type the below commands followed by Enter
apt update

In case the prompt asks to confirm with Y/N, answer Yes.

5.2 EVE-NG Professional Upgrade

For upgrade to the newest EVE-NG Professional version please follow the steps
https://www.eve-ng.net/index.php/1845-2/

Type commands followed by Enter
apt upgrade

In case the prompt asks to confirm with Y/N, answer Yes.

A\ IMPORTANT NOTE: If you are upgrading EVE PRO from older version, the installation may
ask you to confirm additional! Information:

onf iguration file 'setc/issue’
==> Modified (by you or by a script) since installation.
==> Package distributor has shipped an updated version.
What would you like to do about it 7?7 Your options are:
Yor I : install the package maintainer’s version

Nor 0 : keep your currently-installed version
D : show the differences between the versions
Z : start a shell to examine the situation
The default action is to keep your current version.
issue (Y/I/N/0/D/2) [default=N] 7 _

Answer for prompt above is “N”
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| Configuring grub-pc |
A new version (/tmp/grub.tj?zRCNt3z) of configuration file setcsdefault/grub is available,
but the version installed currently has been locally modified.

What do you want to do about modified configuration file grub?

install the package maintainer's version
/I eep the local version currently installed
show the differences between the versions
show a side-by-side difference betuween the versions
show a 3-way difference between available versions
do a 3-way merge between available versions (experimental)
start a neuw shell to examine the situation

<0k>
,)V

Answer for grub-pc version is: “Keep the local version currently installed”

After the completion of the update and upgrade, reboot your EVE Server. Type the following
command and hit enter.

reboot

A\ IMPORTANT NOTE: Do NOT make EVE updates or upgrades from within the HTML5
Desktop console!
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6 Types of EVE management consoles

A\ IMPORTANT NOTE: EVE Console TCP ports. EVE Pro uses a dynamic port range
between 1-65000. Dynamic means that every time you start a node on the lab, EVE assigns
any free port from this range for Telnet, VNC or RDP access. Static TCP port assignment for
Telnet sessions is not available in EVE PRO.

EVE Pro supports three different console types.

6.1 Native console

EVE Native console option requires locally installed software
to access your lab nodes. To use the Native console option,
you must have Administrator rights on your PC and ensure
the TCP port range 1-65000 is not blocked by a firewall or
antivirus software.

6.1.1 Native Console: telnet

Windows OS: You can use your preferred telnet program like Putty, SecureCRT or others.
Example: Putty as native telnet client on Windows.
To setup Windows native telnet client please follow section 3.6.1

Linux OS: You can use your preferred telnet program like the Native Terminal, SecureCRT,

or others.
Example: Telnet client from the native terminal on Linux Mint. To setup Linux native telnet
client please follow section 3.6.2

EVE | Topology x
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MAC OSX: You can use your preferred telnet program like the native Terminal, SecureCRT,
or others.

Example: Telnet client from the native terminal on MAC OSX. To setup MAC OSX native
telnet client please follow section 3.6.3

6.1.2 Native Console: Wireshark

EVE Professional has an integrated Wireshark Docker station. This allows live captures
without having Wireshark installed on the client machine. The EVE Capture console uses an
integrated HTML session.

Right click on the node you wish to capture, choose capture and the interface. Capture Session
will open in a new browser window.

EVE-PRO supports packet captures on ethernet and serial interfaces.
Select the interface frame type which will be captured:
o Ethernet for Ethernet, Fast Ethernet, Gigabit Ethernet.

e Serial interface frames: HDLC, PPP or Frame Relay.
=z R4_e0/3

Integrated HTML RDP for Wireshark capture
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Console externalize Node hostname and
to Browser tab captured interface

Branch Office

Go Capture Analyze Statistics Telephony Wireless Tools Help

Ginr ==
3” T mioe XNC QesEFITEQQQE
BR-WIN GIO. —
> —_ [ 3 ) Expression...  +
- | No. Time Source Destination pmmm Lengtt Info B
Qo 498 209.656438724 40.1.1.2 mvm,z 78 Echo (ping) reply  idebx
. 499 209-s64109721 192, 168,320,253 {15 10 78 Echo (ping) requ uast ides
ciel 500 209664457574 40.1.1.2 T TCHP 78 Echo (ping) reply  id-0x
501 209.976050074 192 168 20.253 40.1,1.2 ple 3 78 Echo (ping) request id=8x
502 209976410059 192.168.20.253 cHP 78 Echo (ping) reply  ideox
305 212.429399501 30102.06:05:00:01 soiezgiesioniol  Looe eply
504 212655675691 192.168.30.253 1cHp 78 Echo (ping) request id=ox
: 505 212.636098018 40.1.1.2 195i6.30.253 10w 78 Echo (ping) reply  id-x~
G s

 Erame 1: 78 bytes on wire (626 bits), 78 bytes captured (624 bits) on interface o

» Ethernet II, Dst: )
» Thternet Protocol Vereion 4. Src. 192.166.20.253, Dot: 40112

» Internet Control Message Protocol

506210005 00 6130 02 00 06 00 02 88 60 45 00
3 00 00 fe 01 a5 91 c0 a8 14 fd 28 61
o620 a1 03 06 0a fo ao IEHE 8o of b a6 00 60 o¢ o8 ]
80 ac ab cd ab cd ab cd ab cd ab cd ab cd ab cd
b cd ab cd ab cd ab cd ab cd ab cd ab cd

7

7 Ready to load or capture Packets: 505 - Displayed: 505 (100.0%) _Profile: Default

€

1

1

1
() 1
=5 )
j=ai]

F 1 Area 0 |_0.| :
Captured node tab. |
-| Single click opens it. [------- poEss s sssaens 4
Double click close

» tox-oc2

Example: RA-CE live interface GO/1 capture.

To save the captured file on your local PC, please refer to section 12.1

6.1.3 Native Console: VNC

Windows OS: Recommended and tested is UltraVNC but any other compatible one can be
used.

Example: UltraVNC as Native VNC client on Windows. To setup Windows native VNC client
please follow section 3.6.1

Linux OS: Remote Desktop Viewer for VNC Sessions.
Example: Remote Desktop Viewer for VNC sessions on Linux Mint. To setup Linux native
Remote Desktop Viewer please follow section 3.6.2

© EVE-NG LTD Page 74 of 263



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 49

Next Generation

QEMU (Linux) - Remate Desktop Viewer
Remote View Bookmarks Help

=G| Connect & | & [ | o

& 7 SendCkakDel

MAC OSX: Preferred VNC program: Chicken VNC
Example: Chicken VNC as Native VNC client on MAC OSX. To setup MAC OSX native RDP
Viewer client please follow section 3.6.3

6.1.4 Native Console: RDP

Windows OS: Windows Native RDP.
Example: Windows RDP session to Win10 host in the lab.

09 - Remote Desktop Connection

Linux OS: Remote Desktop Viewer as RDP session to lab Win10 host.
Example: RDP session to Win10 host in the lab. To setup Linux native Remote Desktop
Viewer please follow section 3.6.2

EVE | Topology *

Homote View Bookmarks Holp

% Connect < &

MAC OSX: Remote Desktop Viewer as RDP session to lab Win10 host.
Example: RDP session to Win10 host in the lab.
To setup MAC OSX native RDP Viewer client please follow section 3.6.3
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6.2 HTML5 console

2.0.4-21.FRO

Signin to start your session

Heml5 console

The EVE PRO HTML5 console provides a clientless solution
for managing labs and node sessions. Management is
achieved directly through the browser by using the Apache
Guacamole HTMLS5 Engine. It is very convenient for
Corporate users with restricted Workstation permissions
(Locked Telnet, vnc, rdp).

6.2.1 HTML5 Console window functions

Console transparency

Console externalize
to Browser tab

Console activation line
and area. Makes
console window active
and brings on top

button. Makes all
opened consoles
transparent on the lab.
Click again turns back to
normal view

Full screen console.
Click again turns console
back to normal view

Console close
button

Lab Node name

& SW-DC1

Minimize all opened
consoles.

Console minimize button.
Dropping console as tab to the
lab window left bottom corner

Single click open
console, double

click, minimize it

6.2.2 HTML5 Console: Telnet

HTML5 Telnet console is integrated and opens telnet sessions in the browser.
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%

—
= R S

WFMC-622

192.168.90.70/2

=

Telnet conscle node name
— AT
col) ©
/
]
=]
DHePPOOLVLAN 10 "X ENRTEIPRIIRIRED ~
DHCP POOL VLANZD  (®0)
)

-

LCHeL VH

VLAN 10

Telnet console node tab,
Single click - opens console.
Double click on tab
minimize console

Option: The new Chrome v70.0.3538.110 and higher allows the use of the copy/paste
function inside the HTML session. Type in your Chrome browser
‘chrome://settings/content/clipboard” and press Add to allow the use of the clipboard
extension for your EVE Server: https://lyour_ip:443

€ C @ Chome settings —

sk whan & ta wants to sea text and images copiad to the </ipboard (recommanded) e

/

o Rtps172.22.7,18:443

Option: The new Firefox v63.0.3 and higher allows the use of the copy/paste function inside
the HTML session. Type in your Firefox browser “about:config” and enable clipboard values

<« c @ © about:config \
Search clipbeard

clipboard.autocopy modified boolean true
dipboard.plainTextOnly modified boolean true
devtools.soeenshot dipboard.enabled default bodiean false
bled default boolean trus

default badean true.

dom events.asyncClipboard.dataTransfer modified boolean true
dom.events.testing.asyncClipboard modified boolean true

6.2.3 HTML5 Console: Wireshark

Right click on the node you wish to capture, choose capture and the interface. Capture Session
will open in a new browser window.

© EVE-NG LTD Page 77 of 263



eve EVE-NG Professional Cookbook

Emulated Virtual Environment Version 49

Next Generation

EVE-PRO supports packet captures on ethernet and serial interfaces.
Select the interface frame type which will be captured:

o Ethernet for Ethernet, Fast Ethernet, Gigabit Ethernet.

e Serial interface frames: HDLC, PPP or Frame Relay.

#  R4_e03

0

Capture Data Link Type

Ethemet
cisco Hdle
Cisco PPP
Frame Relay

Console externalize Node hostname and
to Browser tab captured interface

Branch Office

Fle Edt View Go Capture Analyze  Statistics Telephony Wireless Tooks Help
O X — = QQQFF
L] VL Ek_aQHE
1 <] Expression...  +
o Source Destination Frotocol Lengtt info
d55 200 Gsg%0720 b2 20112 tow 78 Echo (ping) reply
i mGadioat ok ihnsy L1 0P 78 Ecno (ping) reduest Licox
500 209. 664457574 40.1.1:5 Iiigeas  IoR 78 Ging) ety om
301 209976050074 mz R 0P 78 Echo (ping) requést id-ox
soz 209976410059 miigiaman e 7 m (ping) repty
50 212 izl so »2 es oo seioriesiosionol  Looe
5691 19 PR K 78 Echo (ping) request  ideox
365 313 c3600m018 d0-1.1 1631066.30.253 I 78 Echo (ping) reply  id-ox
» Frame 1: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 6
» Ethernet II, Src ), Dst: )
HQ DC1 » Internet Protocol Version 4, Src 192.168.20.253, Dst: 460.1.1.2
Primary Internet Control Message Proto
'
i
!
A 50 02 nn 05 00 01 50 62 00 06 00 02 08 00 45 60 P P E
! o 83 00 00 fe 01 2591 coa8 14 fd20 0 (
' 26 moznemnm o [ENEE 00 01 00 00 00 00 6c a8 =
80 ac ab cd ab cd ab cd ab cd ab cd ab cd ab cd
! ab cd ab cd ab cd ab cd ab cd ab cd ab <d
i
i
i
i
1 7 Ready to load or capture Packets: 505 - Displayed: 505 (100.0%) Profile: Default
'
1 1
| 1 |
! 1 |
| ' [
1 | |
i F 1 Area 0 i \
| i [
i | Captured node tab. soeeea I [
\ 4 . . ’ |
f| Singleclickopens it. [ =ma e R

Double click close

To save captured file to your local PC, please refer section 12.2

6.2.4 HTML5 Console; VNC

HTML5 VNC console is integrated and opens VNC sessions in the browser.
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S
=

(=] o momnd—fro2.169 90 0r24}

| FMC.

-622
192.168.90.70/24

VNC console node name

(cor)
(f
[N ED)
\
LR R ULl 0/ 1.10 192.165.10.1/24 R
DHCP POOL VLAN20 (&2
VLAN 10 (=00)
lenm
VNC console node tab,
vl Single click - opens console.
E Double clickon tab
© minimize console
» Win7-1

[DHCP VLAN 10)

6.2.5 HTML5 Console: RDP

HTML5 RDP console is integrated and opens RDP sessions in the browser. For Windows 7, 8,
10, Windows Server 2012, 2016 please mind the note below.

—
=

A] = {0 rmgmn)—rsz.168 50,02

@ FMC62:

2
192.168.90.70/24]

0}

RDP console node name
&
-

-
cor) ©

%

I (o0

\

DHCP POOL VLAN 10 L e0/1.10 192.168.10.1/24 -
DHCP POOL VLAN 20 €0/1.20 192.168.20.1/24]

VLAN10 (c00)

VLAN 20
g I

RDP console node tab,

Single click - opens console. #. Windows 7 utimate

Double click on tab

Eymry minimize console

A IMPORTANT NOTE: For all Windows nodes, the console type must be set to RDP-
TLS in the node template. RDP-TLS node console option is actually only used with
HTML5 RDP sessions.

The username and the password can be configured in the node edit settings. This will
allow you resize HTML RDP console without re-login in the windows host.
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Example below, Edit node, Win10, Console type rdp-tls, username: user and
password: Test123

EDIT NODE

Template

Windows -
ID

7
Image

win-10-x86-20H2v3 v

Name/prefix

HQ-PC

lcon

M Desktop2.png -

uuIiD

2c938db1-a889-4d70-ac4b-17ab622e74c6

CPU Limit I ]

CPU RAM (MB) Ethernets
2 4096 1

First Eth MAC Address

50:0a:00:07:00:00

QEMU Version QEMU Arch QEMU Nic

4.1.0 7 x86_64 < tpl(e1000) =

QEMU custom options

-machine type=pc,accel=kvm -cpu host,+pcid,+kvm_pv_unhalt,+kvm_pv_eoi,hv_sf

Startup configuration Satellite

None = sak1 =

Delay (s)

0

Console
rdp-tls -
N
RDP Username
user
r

RDP Password

Test123
N
Left Top
60 573

m (ancel
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6.3 HTML5 Desktop console

EVE PRO HTML5 Desktop provides a full-featured clientless
solution for managing labs and node sessions. Management is
achieved directly through the browser by using an integrated
docker desktop that is accessed through the Apache Guacamole
HTML5 Engine. The docker contains a full featured Linux
desktop and is very convenient for corporate users with
restricted workstation rights (locked telnet, vnc, rdp).

6.3.1 Login to HTML5 Desktop console

Step 1: On your first login to the EVE HTML5-Desktop console, EVE will open a new HTML
window session to an integrated Docker management station. On the Desktop you will see
another EVE login icon.

Step 2: Double-click the “Link to EVE | Login” icon and log into EVE using NATIVE console.

Inside of the integrated docker station, it will open another session to EVE. All features inside
of the Docker Desktop will work as you are used to with the Native console.
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6.3.2 HTML5 Desktop Console: telnet

The integrated management docker station telnet client allows you to telnet to nodes. Telnet
sessions are in a tabbed style as shown below.

6.3.3 HTML5 Desktop Console: Wireshark

Right click on the node you wish to capture, choose capture and select the relevant interface.
The capture will open in an RDP session window.

EVE-PRO supports packet captures on ethernet and serial interfaces.
Select the interface frame type which will be captured:
o Ethernet for Ethernet, Fast Ethernet, Gigabit Ethernet.

e Serial interface frames: HDLC, PPP or Frame Relay.
Z  R4_e0/3

The integrated management docker station Wireshark client allows you to capture and save
captured files onto the docker station. For instructions on how to save files to your local PC,
please refer to section 12.3
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DHCP MAT Cloust
160254250024

=

7 Moady ta luad e capiurs Packsts: 5 - Displayed: § (100.0%) Praflla: Default

6.3.4 HTML5 Desktop Console: RDP

The integrated management docker station RDP client allows you to open Remote Desktop
sessions to Windows nodes. For directions on how to transfer files to the local PC, please refer
to section 13

FreeROP: 172.17.0.1:50209

DHCP NAT Cloud
169.254.254.024

10.1.1.024
- G

192.168.20.1 (=)
VLAN20 ()

V120 192.168.20

R -
[

AT jsceret

6.3.5 HTML5 Desktop Console: ThinClient Files exchange

The HTML5-Desktop console offers an amazing feature that allows you to exchange files
between your host PC and the EVE management Linux host. Please refer to section 13 for
detailed instructions.
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7 EVE WEB GUI Management

7.1 EVE Management Page

The Main EVE management window

== C SD-WAN Lab

8 s % 8 4 2 B o <= Management buttons o[ = oeve
g

(m]

The lab preview actual picture appears after 3-5 seconds.

7.1.1 Management buttons

D K & = w 2 L B3 2

Button Description
0 Select All or Deselect All folders or labs in the EVE tree
E Create/Add new Lab

Change selected item name. To use this option, please select the folder or lab

£
that you want to rename. You must not rename the Shared folder, the Users
folder or any folder inside the Users folder.

52 Move selected item(s) to a different location. To use this option, please select
the folder(s) or lab(s) that you want to move.

& Delete selected folders or labs. You must not delete the Shared folder, the
Users folder or any folder inside the Users folder.

& Import an EVE lab or lab folder from a previous export. Import file must be in

.zip format
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Export EVE lab or folder. Select folder(s) and/or labs you wish to export and

i
select this option. The export is saved to your local PC in .zip format and is
ready to import to another EVE.

@ Toggle the sorting folders and labs between alphabetical and last edit date

(ascending/descending cannot be changed currently).

[+]

Refresh current folder content

7.1.2 Management tabs

# Main

# Management ~

& System ~ @ Information ~ @ Licensing ~

©2018 Eve-NG

Description

Returns back to the EVE Home Management screen.

Tab

Management dropdown, opening the management submenu.

Management submenu, refer to sections: 7.3, 7.3.2, 7.3.3

& System -

ystem Settings
Cluster Ma

System status

System logs

System dropdown.

System submenu, refer to section 7.4

O Information =

Information dropdown

Information submenu, for details see section 7.5
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Licensing dropdown

Licensing management, please see section 4

7.2 Folders and Lab files management

This section will explain how to manage folders and labs on the EVE management page.

7.2.1 Folders Management

EVE Professional has three default folders used for various operations. These must not be
deleted or renamed (see below).

0O E & ¥ 8 & & B ©C

O Running
O Shared 23 Mar 2018 02:41
O Users 18 May 2018 12:48

e Admins can create additional folders for any user.
e Editors can create or manage folders in their own profile/folder or within the Shared
folder

7.2.1.1 Default folder Running

EVE professional allows a single user to run multiple labs and switch between them with the
Running folder.

Running

MyLabFolder 18 May 2018 14:07

Example:
e Start a lab and close it

e Open and start another lab and close it
When you open your Running folder, you will see both running labs in it. It is easy to switch
between labs.

The example below is showing two running labs in the Running folder.
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0 E ~ 3 W £ & ] 57
O Etest_lab1 18 May 2018 12:58
O Wtest_lab2 18 May 2018 13:36

7.2.1.2 Default folder Shared
To manage the Shared folder an Admin or Editor user account is required.

The EVE Professional Shared folder is visible to all EVE users. Admin and Editor Accounts can
create folders or labs and place them into the Shared folder.

Shared 18 May 2018 15:16

Users 18 May 2018 14:31

Example: An Admin creates a lab and places it into the Shared folder.
Step 1: Create a lab, refer to section 9.1

Step 2: Select the lab you wish to move to the Shared folder and press Move to (or create it in
the Shared folder from the start).

i File manager  current position | root Move files to ...
-~ Files selected to move:

O B s 38 & 2 B8 ¢

o B [ test_lab2.unl

m} Shared 23 Mar 2018 02:41 Current files position

O MeUsers 18 May 2018 12:48 New path

v
Vi [test_labl.unl 18 May 2018 12:58 ‘
5 Running tFolder
O [test_lab2.unl 18 May 2018 13:36 pr—

Users
Cancel

Step 3: Another user account can use the lab placed by the Admin in the Shared folder

ks File manager  cument position

0O m¢ x e &4 s B D

Chaose a lab for more info

Ok ab1.u 18 May 2018 12:58

A NOTE: Every user has its own profile; this means that every user has an independent
Running folder where this lab runs independently from other users.
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% NOTE: Labs can be created and modified (e.g. settings and preconfigs) by an Admin
or an Editor user. The User role can use the lab only exactly the way it was configured
by an Admin or Editor and is unable to change any settings.

A NOTE: Admins and Editors can create folders and labs inside the Shared directory

7.2.1.3 Default folder Users

To manage the Users folder, an Admin user account is required.

The Users directory is a default EVE folder where Editors and Users have their personal folders

stored.
VRNV 2y e au s
Shared 18 May 2018 15:16
Users 18 May 2018 14:31

Once an Admin has created a new Editor or User account, EVE will automatically create a

folder with the user login name under the default directory Users.

Example: Below you can see the folders for the users with the following login names: test2,

test3 and test4

i File manager  currentposition | root | Users
OB » ® 8| & 2 B8 &
O test2 18 May 2018 14:30
O test3 18 May 2018 14:29
m] testa 18 May 2018 14:31

L NOTE: An Admin can manage any user’s folder or place labs in it.

7.2.1.4 Create folder

An Admin or Editor user account is required.

it Filemanager  current position | root

‘ Myfolde] W
Type the new folder name and click “Add Folder” olmislxals alaleo
[m] Running
A  NOTE: Editors can only create folders O M shared

within their own profile folder or in the Shared folder

7.2.1.5 Delete folder

An Admin or Editor user account is required. s Fle manager  cures puaien
Select the folder you wish to delete and press - ,m@ TR
Delete. O Running
v
L\ NOTE: All folder content will be deleted as -
well. o
O Bt
O Wte

i\ NOTE: Editors can only manage their own
or the Shared folder

© EVE-NG LTD
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18 May 2018 14:07
18 May 2018 13:49
18 May?mR 12:48
18 May 2018 12:58

18 May 2018 13:36
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7.2.1.6 Move Folder R —
[ |

An Admin or Editor user account is required.

18 May 2018 14:07

18 May 2018 13:49

Select the folder you wish to move and press the
Move to button.

18 May 2018 12:48

18 May 2018 12:58

A NOTE: Editors can only manage their own or
the Shared folder

Files selected to move:

Select the target destination for your folder and MyLebolder
confirm by clicking on Move.

New path

Shared e
Cancel

7.2.1.7 Export Folder

Select the folder(s) you wish to export from your EVE and press Export.

aa Filemanager  currentposition . root

-
0O E # B &|a|@ 2
Running \
J ! MyLabFolder 18 May 2018 14:07
Shared 18 May 2018 15:16

Save the exported file as .zip to your local PC. The exported zip file is ready to import to another
EVE instance.

Opening_Exports_eve-ng_export-20120518-172551 zip x
You have chosen to open:
B _Exports eve-ng_export-20180518-172551.zip

which is: WinRAR ZIP archive (749 bytes)
from: hitpi//192.168.90.23

What should Firefox do with this file?
O Openvith | WinRAR archiver (default) -
(@)Save File

Do this utomatically for files like this from now on,

Cancel

If your browser is set to save downloaded files to a default directory, your exported file will be
saved in the browsers default downloads directory.

7.2.1.8 Import Folder

A IMPORTANT: Importable file MUST be in .zip format, do NOT unzip the file.
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Step 1: Press the Import button.

i File manager  current position oot

0O B # & B | & & B C

.

] Running

m] MyLabFolder 18 May 2018 17:24
] Shared 18 May 2018 15:16
m} Users. 18 May 2018 14:31

Step 2: Choose the zipped file that contains EVE folders with labs.

@ File Upload X
4 > ThisPC » Desktop > Exports » v | @ | Search Exports p
Organize ¥ Newfolder Bz ™ @
= This e A Name Date modified Type Size
< 3D Objects EIGRP cfg set 2 1210 File folder
I Deskiop BB EIGRP cfg set 22ip WinRAR ZIP archive 2KB
| Documents BB EIGRP cfg setaip WinRAR ZIP archive 4KB
3 Couniosd B Firepower_poc_623.zip 11:16  WinRARZIP archive 51 KB
oumieacs B UD_lab_folderzip 01223:31  WinRAR ZIP archive 258 KB

J Music
&) Pictures
B Vvideos

i, System (C)

== Donna (E)

== Data (G v \

File name: | UD_lab_folderzip ~ [\ Al Files () v

Step 3: Press the Upload Button

ok File manager  cunientpostion  roat

Hame. sice Progress Status Actions

UD_tab_folderip a2sme /m x

DM+ x 8 & & B C

Step 4: After you made sure your folder is imported and has all its content (labs), you can close
the upload session.

“huFile manager  cursotpeon

Hame, size Progress Status Actisns

UB_tab_folderip 025 B e

B s x8 4180
Choose a lab for more info
MyLabFolder 18 May 2018 17:24
18 May 2018 15:16
19 May 2018 01:32

18 May 2018 14:31

o o|lo oo o

I FirePower F10 623 PoC Multihomed Hi.u 12 Apr 3018 11:16

7.2.2 Lab files Management

You can manage created labs from the main EVE file manager window
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“aFilemansger  cureesposiion

7.2.2.1 Create Lab
The Admin or Editor user account is required.
A NOTE: An Editor can create labs only within his personal folder or in the Shared folder

Click on the New Lab button and refer to section 9.1

s File manager  current position | root

[a] H‘f/; ¥ & & B8 2
Running
MyLabFolder 18 May 2018 14:07
Shared 18 May 2018 15:16

7.2.2.2 Delete Lab
The Admin or Editor user account is required to delete labs.
L NOTE: An Editor can delete labs only within his personal folder or in the Shared folder

Step 1: Select the lab or labs you wish to delete and then press the Delete button

#Main  FManagement~ @ System-  @information~  @Licensing~  ©2018 Eve-NG

i Filemanager  current position  root

0O B ¢ %|8 & & 8 C
Running \
MyLabFolder 18 May 2018 14:07
Shared 18 May 2018 15:16
Users 18 May 2018 14:31
¥ [Wtest_labi.unl \/ 18 May 2018 12:58
[ test_lab2.unl 18 May 2018 13:36

7.2.2.3 Clone Lab
The Admin or Editor user account is required to clone labs.
L\ NOTE: An Editor can create labs only within his personal folder or in the Shared folder

The cloning feature provides a very convenient way to duplicate original labs to share with
others or base another lab on it.

Cloned labs will copy exported configs (on supported nodes) but will not copy saved
states/configurations in Qemu nodes like Windows hosts, Cisco ISE, or other Qemu nodes that
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are not supported by the export config feature. Please refer to section 11.1 for more information
on configuration export for labs.

Step 1: Select the lab you wish to clone and move the mouse pointer (blue) to that lab, an extra
option will appear. Click on Clone.

aaFile manager  Current position | root

OB ¢ % 8 & & B8 &
Running
MyLabFolder 18 May 2018 14:07
Shared 18 May 2018 15:16
Users 18 May 2018 14:31
Ve Ritest_lab1unl = $iMoveto (£ Rename tmu{e\u
Bitest_lab2.unl 18 May 2018 13:26

Step 2: Your lab will be cloned with all your exported configurations or configuration sets with

a new name.
B test_labi.unl 18 May 2018 12:58
i test_lab1_1526649330089.unl \/r 18 May 2018 16:15

Step 3: The lab has been cloned lab and can be renamed to your liking. Move the mouse pointer
to the cloned lab and choose Rename.

B test_labi.unl 18 May 2018 12:58

S
-~ $<Moveto | (2 Rename | [)Clone u

Step 4: Rename it, and click OK to confirm

Btest_lab1.unl 18 May 2018 12:58

“ m ‘ test_labl_mynew_clone] “

7.2.2.4 Move Lab
The Admin or Editor user account is required to move labs.
A NOTE: An Editor can create labs only within his personal folder or in the Shared folder

Step 1: Select the lab you wish to Move and move the mouse pointer (blue) to that lab, an extra
option will appear. Choose Move to.

i test_labl.unl 18 May 2018 12:58
v [Wtest_labl_mynew_clone.unl ~ $Moveto [#Rensme [)Clone u
[ test_lab2.unl 18 May 2018 13:36
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Step 2: Choose the path to the new destination and
confirm by clicking Move

Files selected to move:

[ test_lab1_mynew_clone.unl

s position

New path

7.2.2.5 Export Lab

Select the Lab(s) you wish to export from your EVE Server and press Export.

&% File manager  Current position

(===l
B4 o B A .L’/EI z

o Running
O 8 MyLabFolde 18 May 2018 17:24
O ™ Share 18 May 2018 15:16
o sers, 18 May 2018 14:31
w2 Bitest labLunl 18 May 2018 12:58
~'E [Witest_lab2.unl 18 May 2018 13:36

Save exported file as .zip to your local PC. The exported zip file is ready to import into another
EVE.

Opening Exports_eve-ng_export-20120518-172551 zip x
Veu have chosen to open:
B _Exports eve-ng_export-20180518-172551.2ip

which is: WinRAR ZIP archive (749 bytes)
from: hitp://192.168.90.23

What should Firefox do with this file?
O Openvith | WinRAR archiver (default) N
(@ Save File

[ Do this automatically for files like this from now o,

Cancel

If your browser is set to save downloaded files to default directory, your exported file will be
saved in the browsers default downloads directory.

7.2.2.6 Import Labs
A IMPORTANT: Importable file MUST be in .zip format, do NOT unzip the file.

Step 1: Press the Import button.

i File manager  current position  root

o
0O R # & B8 | & &L B 2

m] Running \

m] MyLabFolder 18 May 2018 17:24
] Shared 18 May 2018 15:16
m] Users 18 May 2018 14:31

Step 2: Choose the zipped file which contains the EVE labs.
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@ File Upload X
<« © 4[> ThsPC > Desktop > Exports » v O | Search Bxports »
Organize ~  New folder - @ @
Name - Type Size
s Quick access
EIGRP cfg set2 File folder

@ OneDrive B EIGRP cfg set 2zip RAR ZIP archive 2KB

> [ ThisPC B EIGRP cfg setzip 2P archive a8
B Firepower_poc_623zip WinRAR ZIP archive 51KB
= Donna (E) \
& Network

File name: |Firepower_poc_623.ip

\
~ '\ Al Files (.} >

Step 3: Press the Upload Button

&a File manager  cun

Wame size Progress status Actions

Tirepower_poc_623.2ip aosug @ upind
ol

O M # %« & &4 £ B O

O e running Choose alab for moreinfo

O MmmyLabrolde : 18 May 2018 17:24

Step 4: After you made sure your lab is imported, you can close the upload session.

d Filemanager  curest posion

18 May 2018 17:24
18 May 2018 15:16
18 May 2018 14:31
[ ] 12 Apr 2018 11:16
[ b1 18 May 2018 12:58
]

b2 18 May 2018 13:36

7.3 EVE Management Dropdown Menu

7.3.1 EVE User management

The User Management page, under the
Management dropdown, will allow Admin
accounts to manage other user accounts.

# Main / & System @ Information ~ O Lice:

nosition roof

Add folder

A Only the Admin role is allowed to create or edit user accounts.

7.3.1.1 Creating a new EVE User

Step 1: Open the User management submenu. Management>User management and click Add

user
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User management A Fusogemen W .
Database of users /m [P
Usemame Emait Hame Role Valid From Expiration rop Actions
i ihost v G A s adm ™ |

Step 2: The Add New User management window will pop up. Fill in the main information about
your EVE user

Add New User

User Name

testusert

External Auth ( Radius ) l:‘

Password

Password Confirmation

Email

user@eve.nat

Name

Test User

Role

Lab| None v

Satellite

Account Validity

From 1 0 to 1 0
POD

7

Quotas

CPU

»
2
=
3

(GB)

Add Cancel

Step 3: If your user will be Radius authenticated please enable Radius checkbox. Passwords
will be striped off, because authenticator will look Radius server for user password. How to
setup radius server IP and Shared secret please follow Section:17.1

© EVE-NG LTD Page 95 of 263



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 49

Next Generation

Add New User

User Name

test

External Auth  Radius )] \

Password

------------------

------------------

Step 4: If you have bought other EVE licenses, you can choose the preferred user role. For
licensing and user roles please refer to section 4

Name

John Tester

Role | Administrator

Administrator

Accol Editor

From |cer 0 o Bl 0

POD

1

Step 5: Set the Console type for the user. If Console type is set exact: Native, HTML or HTM5
Desktop, user after login in the EVE will be forced to use selected Console Type. If Console
Type is set to “any”, user is able to choose Console type on Login page which Console will be

used.
Role‘ Lab User v ‘
Console| any ~
any
Lab| Nor native v
.. | html5
Satellite
Desktop

Step 6: Sticky Lab. Applies for User role only. Set the specific Lab for the user “sticky lab”.
After login in the EVE User will directed only to this lab. He cannot close the lab to get in main
Lab management page. User can Start/Stop/Wipe lab, as well save his lab work on the lab
devices. Follow Section: 7.3.1.5

Lab‘ None ‘ ~ ‘
/Shared/A1.unl
o /Shared/F SD-WAN Kids Lab.unl

Acc
/Shared/RS CCNP TS Lab_test.unl
Fror. T =3 to 1 0

Sate
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Step 8: Set the Cluster Satellite for the user. This applies for Editor and User roles. User will
stick to selected Satellite. Editor or User will be forced to use only selected Satellite server.

If the value is set to “any”, Editor role can select or change Satellite on the lab himself. User
role will use Satellites set by admin on the lab.

The value “any” is set y default.

Satellite| any

any
Account master
From sat1 0 to -1 0
POD sat?

Step 9: Set the access date and time From - to. If the fields are left empty (untouched), your
user will have no time restrictions for accessing the EVE Server. Account validity with time
settings is available for Editor and User roles only.

A\ Admin accounts have no time limit for account validity and resource, and Account
Validity time or resource cannot be set.

Account Validity

From 1 0 to 1 0
FOD
1
Quotas
CPU ) = RAM 1 a
(GB}

Step 10: The POD number is a value assigned to user accounts automatically. POD numbers
are like user profiles inside of EVE and are a unique value for every user Think of PODs like a
virtual rack of equipment for each user. Admins can assign a preferred number between 1-128.
Please keep POD numbers unigue between users!

Step 11: Set user limitation to use eve resources. “-1” value is unlimited EVE resource. Only
editor and User roles can be set for EVE resource limitation, Quota.

Example: editor user is allowed to run/create labs for x4 CPU and 8Gb RAM.
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Quotas
CPU - RAM a
b v
(GB}
Success® Error @ Ve n case of violation these settings, user will
receive alert message in the notification area:
W05 User's CPL quota violation %

Step 12: Press ADD m Cancel

7.3.1.2 Edit EVE User

Step 1: Open the User management submenu. Management -> User management and choose
which user you want to edit.

User management a Fusnagement

w
Database of users e e
usemame emal Name Role vald From Expiration po Actions

nnnnn

Step 2: The Edit user management window will pop up. Now you can edit necessary user
information, roles, or access time. Confirm settings by pressing Edit at the bottom of the
window.
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Edit User

User Name

editor

External Auth ( Radius )]

Password

Password Confirmation

Email

admin@eve-ng.net

Name

Editor uldis

Role| Lab Editor v

satellite[satl v |
Account Validity
From 1 0 to 1 0
POD

2
Quotas
CPU 16 RAM 32

(GB)

7.3.1.3 User session termination

Administrator has rights to terminate active user session to the EVE server. Press Kick to
disconnect user from EVE HTML session.

User management
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7.3.1.4 User monitoring

There is a dropdown menu next to “Add User” called “More Info” that can provide additional
information about your users. Click the checkbox next to the relevant information that you would
like displayed. Additional columns will be added for each checkbox that is chosen.

User management

Database of users. / /

Usarnama a.u..m:.:! Email iamn Fols m-hu:: Wlll‘{ Expiration Last s ‘-:" Last sasion ip Curran foldar Carront lsk
suserl Facu swari@evelsh e 06a W18-11220530 Wet128070 Wi i A Nt

adin intermal s admn 163 16Ny 28035 172210100 ! Nk

adhmirz admn 063 ' N A A

7.3.1.5 User role sticky lab

Sticky Lab. Applies for User role only. Set the specific Lab for the user, “sticky lab”. After login
in the wEB, EVE User will directed only to this lab. He cannot close the lab to get in main Lab
management page. User can Start/Stop/Wipe lab, as well save his lab work on the lab devices.

Pre-requisites for this feature: For Lab selection from the list, the Lab must be upload in the
Shared folder by admin first. If Lab Menu is selected to “None”, User can close the Lab and
open another shared Lab for him.

The value “None” is set as default.

/Shared/A1.unl

Edit User /Shared/F SD-WAN Kids Lab.unl
/Shared/RS CCNP TS Lab_test.unl
User Name Fror. - to
-1 U -1 0

stud01
External Auth ( Radius )
Password
Passwerd Confirmation GV@ f::z%”ﬁ';ﬁf::’:ﬁiﬁ:ﬁ. EVE-NG Pro, 2019 g ﬁ h

ssssssssssssssssss =
N aranp

S . tertamn
e “3028::1:/122

Email

stud0l@eve.net

QSPFv2#1
OSPFv3 #6

Name
Student 01

EIGRP 10 (Pv8)
RIP Zone (IPv8)
Role | Lab User v

Console html5

Lab /Shared/RS CCNP TS Lab_test.unl

Satellite satl ~

Account Validity

Erom to T e e i Va1 aar
-1 0 -1 ] /
. : arx oner '
5
Quotas
cPU 1 & RAM 1 B
(GB)

m Cancel
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7.3.2 EVE Node management

The Management dropdown has a submenu called
“Node Management.” The Node management
menu displays all currently running nodes within
EVE. Within this menu, an Admin account can
manage or even console to any user’s nodes.

& System ~ @ Information - O Lig

Current position

% NOTE: Editor and User accounts are able to see and open console sessions to their
own running nodes only

A NOTE: Admin accounts are able to see and open console session to all users running
nodes

Labname Labio username Node Name Template Action

7.3.2.1 Node management actions

Button Action
-~ Open a console session to the running node
n Stop the running node

7.3.2.2 Node management filtering function

Each column in the Node Management Menu has a field or sort sign that will allow you to filter
the list to only display information related to the entered value.

Example: Click on “CPU Usage” The CPU column will sort running nodes with most CPU
consummation on the top.

Node management PR ——

W s me o ET—— M usage 5] Disk usage (68} Tempiste action

H
0600

Each column can be sorted alphanumerically by clicking on the column name.

Example: click on the column Username and EVE will sort all running nodes in alphabetic order
by username.

© EVE-NG LTD Page 101 of 263



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 49

Next Generation

Node management
Running nade(s)

Labasma Labin Usamams ~ sat Noda wama P usage (%) RAM wsaga (%) repe—— Templats action

7.3.3 EVE Lab management

The Lab Management page, under the Management
Dropdown, displays running or stopped labs for all
users. In this menu an Admin account can manage or

rosition

even open up any user’s running labs. In the columns
CPU and Memory usage will be displayed actual
t ae running lab CPU and RAM utilization.

A NOTE: Only labs which are using space on EVE HDD will be displayed.

% NOTE: Editor and User accounts are able to see and open their own running labs only

A\ NOTE: Admin accounts are able to see, open, and join any users running or stopped
lab.

Labame Sute «  LabUuD Satelite Username <P usage () Mamery usage (5% Disk usage [G8] Astion

atdackct.

ased1doch.

asdidoch

» =
L f =
o 0 =
o 0 =
° o Py =0
o o et =08
- o o s *8
wdise o o aess B8

Several columns in the Lab Management Menu have a field that will allow you to filter the list
to only display information related to the entered value.

Example: Enter username in the field to filter labs created by “admin”

Lab(s) management

Running Labis

Librane state Labuwn Satatite

[E—— [rrm—— Dk wsage (08) + action

Example: Click State to sort running labs on the top.

Lab(s) management

Running Labs|

~,

tabasme state « # Labuuro Satelite Username. CPU usage (%) Memory usage (%) Disk usage (G0} Action

Example: Click on “Disk Usage” sorting labs with most HDD usage on the top
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Lab(s) management

€U ueage %) Mamocy usage (%] Disk veage (00)

uuuuuu

......

poees |

7.3.3.1 Lab management actions

Button Action
= Open the running or stopped lab.
S Stop the running lab. The running labs will be displayed on top of list.
E Wipe lab. Clean up HDD space. NOTE: this action will delete saved lab

configurations.

Once an admin has opened another user’s running lab, that user’s username will be displayed
at the top of the left menu to help the admin keep track of which user’s lab was opened.

7.4 EVE System Dropdown menu

R R ey The EVE System dropdown contains the system
settings, Cluster Management, system utilization status,

log files, and an option to stop all running nodes on the
server.
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7.4.1 System Settings

The System Settings page, under the System Dropdown, will show
EVE System settings for:

@ Licensing ~

m v @ Information ~

System settings

Radius Server #1 P
0.0.0.0__

Radius Server #2 P
0.0.0.0__

Proxy Server P
0.0.0.0__

Port Secret

1812 = sevase
Port Secret
1812 s ssease
Port User Password
0 =

unprovisioned images

Template visibility
Licence check

User's login control

Disk critical size Minimal free space (GB)

a3

3

Color scheme |gray-black

Html5 terminal setting

Management Interface setting Enable IPVG D

e External Radius Server, IP port and shared secret key

e Proxy server IP and port, for authenticated proxy use username and password

e Template visibility is default settings for
templates list on topology. Disable state
(default) will not show on topology Nodes list
with unloaded images. In the Nodes list will
appear only uploaded images. The checkbox
“Show unprovisioned templates” will show all
available image templates.

ADD ANEW NODE

Templote

[] Show unprovisioned templates

Nothing selected

AristaVEDS e

ArUba ClearPass e

Aruba 0% Cx

e License check is value where you can set EVE user session login behave.

v' The Value Strict does not allow user login if all available licenses have active
sessions (screenshot below, Insufficient Licenses). If user has finished work
with EVE server and closed browser, EVE server will clear this user connection
session automatically after 1 minute.

v The Auto logout will terminate oldest connected user session to the EVE
server.

Note: Administrator has rights terminate any user session, please refer Section: 7.3.1.3
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Licence check User's login control | Strict bt

Auto logout

2.0.6-41-PRO

Sign in to start yo

ion

Htmis console

Success @  Error 1 v X

e Disk critical size is value when EVE will start
alert you about HDD space limit is reached. If Alert Only 260GB free on EVE HDD
you will set 5Gb value, your EVE will start | ¢ addrewribDio cortine (Hep )
show warning messages in notification area.
Example is showing limit set to 500GB. Recommended is set 3-5 GB value.

Html 5 terminal setting Colorscheme |gray-black

e HTML5 Terminal settings Option to Font name
change console colour scheme, fonts, Font sine

font size and backgrounds.

¢ Management interface settings
Option to enable IPv6 on the EVE
Management interface

Management Interface setting Enable IPVE D

7.4.2 Cluster Management

YT The Cluster Management page, under the System Dropdown, will
show Cluster Management options, and cluster members
resources utilization. Please refer to Chapter EVE Cluster System
15

YT  The System Status page, under the System Dropdown, will show
EVE server resource utilization, the number of running nodes per
template, current running versions of EVE and Qemu, and the
current status of the UKSM and CPU Limit options.
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System status

Ll System status

running IOL nodes

8

running Docker nodes

running Dynamips nodes running QEMU nodes

0

running VPCS nodes

0

UKSM - “Ultra KSM (kernel same-page merging) is a Linux kernel feature that allows the KVM
hypervisor to share identical memory pages among different process or virtual machines on the
same server.” It can be disabled globally for EVE on this page. It is recommended to keep

UKSM enabled.

Template

Cisco vIOS

Number of nodes to add Image

1 vios-adventerprisek9-m-15.6.2T

Name/prefix

vios

Icon

@ Routerpng

UuIiD

cPutimit [ v

CPU RAM (MB) Ethemnets
1 1024 4
limit.
Reference:

CPU Limit — CPU limit is used to limit CPU
overloads during the nodes run time. It acts
like a smart CPU usage option. If a running
node reaches 80% CPU utilization, the CPU
Limit feature throttles CPU use for this node
to 50% until process usage drops under 30%
for a period of 1 minute.

It is recommended to keep the Global CPU
Limit option enabled.

CPU Limit can be turned for individual nodes
in a lab. EVE node templates are set, by
default, with the recommended CPU limit
settings. An Unchecked CPU Limit option
means that this node will boot without CPU

https://searchservervirtualization.techtarget.com/definition/KSM-kernel-samepage-merging

7.4.4 System logs

FIOL S e The System logs page, under the System Dropdown, will

Add folder

display EVE server log information

In the menu you can select a specific log file for inspection.

© EVE-NG LTD

Page 106 of 263


https://searchservervirtualization.techtarget.com/definition/KSM-kernel-samepage-merging

GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 49

Next Generation

System logs o gus ©

System log viewer

Select log file Number of Lines Searchtext

:» | | n—

File output st

The Stop All Nodes option, under the System Dropdown, is an
option that stops all running nodes on the EVE server. This
option is accessible only by Admin users.

Same can be achieved issuing cli command:

/opt/unetlab/wrappers/unl wrapper -a stopall

7.5 EVE Information Dropdown menu

ESystem~ @ information - € Licensing ~ : The Eve Information Dropdown contains links
to the EVE Website, EVE forum, EVE YouTube
channel, and the web-based EVE Live Help
chat.

To join the EVE Forum, in order to make posts
or download materials, a forum user account
must be created.

To join the EVE Live Chat for support, please use your Google account for access, or create a
new user account for this chat. Please note the forum and live chat use separate user accounts.

7.6 EVE Licensing Dropdown menu

@ Information ~ @ Licensing ~ ©2018 Eve-NG

The EVE Licensing dropdown contains options for
managing your EVE license.

Add folder
The License Information Window will display the
expiration date along with the number of licenses that
have been activated

License information display:

License information

Expirity Date: 20190518
Admins: 2
Editors: 1

Users: 1
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For License Request and License Upload, please refer to section 4.5 for more information.

7.7 Other Tab line info

22:24 & admin ® Signout

Other items on the top menu are: Real-time clock, a shortcut to edit the currently logged in user,
and a sign-out button.

7.8 Lab preview and global settings

Once you click on a lab in the folder tree, a main window on the right side will display schematic
content of the lab as well as lab management options like open, edit, and delete.

The actual lab topology appears after 3-5 seconds.

v | C SD-WAN Lab

amsxesana r— eve
et s

U B BN BN BN BN N N AN BN AN

7.8.1 Lab preview window
The lab preview window displays the schematic position of nodes and their connectivity. The

actual lab topology appears after 3-5 seconds. The Scale option allows you change the lab
preview size.
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C SD-WAN Lab
Scale

eve
300%

Remate Sie 2 o
- / 125%
s oo

auto-scale

-

Lab Path: /SD-WAN/C SD-WAN Lab.unl

Version: 1
UUID: T9509bce-37€3-410b-bT51-beb9229568a4
Author:

Description:

7.8.2 Lab preview buttons

In the lab preview, these buttons allow you to manage the selected lab.

Button Description
m Opens the Lab to the Topology Canvas
Opens the Labs Global Settings. Refer to section 7.8.4 for more info.
Deletes the lab

7.8.3 Lab preview information
Description, version, UUID etc.

Lab Path: /test_labl.unl Description:

Version: 12 Here is short description of Lab
UUID: 95692558-5ach-4308-ab66-64fab4obd31f

Author: John Tester

7.8.4 Lab Global Settings

Lab Global Settings Page is opened when you click on the #80 Edit button below the Lab

preview window or

© EVE-NG LTD Page 109 of 263



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 49

Next Generation

from the TOiOIOii iacl;e Side bar:

Path ftest_lab1.unl Description 6.  Hereis short descrintion of La

Author

Config Script Timeout 4 0 Seconds

Lab Countdown Timer 5 1 Seconds

This page allows you to fill out important information about the lab. The red numbers in the
picture correlate with the numbers listed below
1. Lab name.
2. Version: Version numbers allow a lab author to assign a value to a unique state of a
lab. Increase the number to correspond to new developments in the lab. If left unfilled,
EVE will assign a value of 1 automatically.
3. Author: You can add a lab author name in this field
4. Config Script Timeout: It is the value in seconds used for the “Configuration Export”
and “Boot from exported configs” operations. Refer to section 11.3 for more

information.

5. Lab Countdown Timer: It is the value in seconds to provide a time limit (countdown
timer) for completing a lab. Refer to section 11.4 for more information.

6. Description: In the Description field you can write a short description of the lab.

7. Tasks: In the Tasks field you can write the task for your lab.

The Lab details window can be opened from the Topology Canvas page
sidebar during labbing, to read the Tasks for the lab.

LAB DETAILS

TEST_LAB1

ID: 95692558-5ach-4308-ab66-64£9b40bd31E
Here is short description of Lab

Here are tasks for your ab. Task 1, Please configure Routers with IP addressing Task 2. Canfigure IGP, EIGRP rauting on all nodes Task 3. Configure windows Hast to receive DHCP IP address
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8 EVE WEB Topology page

Once you open a lab, the topology page for that lab will open.

+
a
Al

8.1 Side bar functions

Move your mouse pointer over to the left on top of the minimized sidebar to expand the
interactive sidebar as shown in below screenshot

=+ Add an object

(02 Logout

8.1.1 Add an object

The “Add an object” menu can be accessed in two different ways, from the sidebar and by right-
clicking on the Topology Page
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B 1ods

2 Network

[ Picture

O Custom Shape
Aot

=»Line

£ auto Align

8.1.1.1 Node object

The Node object opens the “Add a new node” window. Only nodes that appear blue in the
dropdown menu can be added. A grey image name signifies that you have not yet properly
uploaded an image to the proper folder. A blue image name means that at least one image
exists in the proper folder for this template. If the “Show unprovisioned templates” is checked,
EVE will display unloaded image templates. To hide it, uncheck “Show unprovisioned
templates” checkbox or follow section Error! Reference source not found.

ADD A NEW NODE

Template I Show unprovisioned templates

Nathing selected =

>

Mothing selected
A10vThunder <—

Apple OSX

Arista vEOS

Aruba ClearPass

Aruba Os-CX Virtual Switch

ArubawiFi Controller

Barraccuda MGIPS

Brocade wADX

CheckPoint Security Gateway VE
Cisco aCs =

Cisco AP Cloud

Cisco Application Policy Infrastructure

Cisco ASA

8.1.1.2 Network object

The Network object opens the “Add a new network” window. This function is used to add any
kind of network (Cloud, Bridge or NAT). For details on these, please refer to section 10
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ADD A NEW NETWORK

Number of 1
networks to add

Name/Prefix Net
Type bridge -
Left 0
Top 0

Save Cancel

8.1.1.3 Picture object

The picture object opens the “Add Picture” window and allows you to upload custom topologies
in jpg or png format. After uploading, you can edit these pictures and map selected areas to
nodes from the topology to use your own designs as a lab topology from which you can directly
connect to the nodes. For details, refer to section 11.2

ADD PICTURE

Name MyTopology

Picture anycon_lab.PNG

Add Cancel

™+

LOGICAL MAPS

EBW Y

RCAeNLEARNEOLOMN

8.1.1.4 Custom shape object

The Custom shape object allows you to add shape elements onto the topology; these currently
include squares, round squares and circles. For details, refer to section 11.1
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ADD CUSTOM SHAPE

Type

square v
Name ‘ Name ‘
Border-type solid o
Border-width 5 s

s | S—

color

Cancel

8.1.1.5 Text object

The Text object allows you to add MS Office elements onto the topology. For details, refer to
section 11.1.3

B ode

¥ MNetwork
o DB B & @

B I USHXx &1

]
<&
.

Lal Picture

n
[
i

L
-
-
I

0 Custom Shape P EE == 8§ = N EmMm=EO00H
AText Styles - | Format - | Font - | size - A- B E

——————
= Line New Text

£ Auto Align

8.1.1.6 Line object

The Line object allows you to add line elements onto the topology; these currently include single
arrow, double arrows and simple lines. For details, refer to section 11.1

ADD LINE

width

Arrow Style o+ sincie arraw

Paint Style

Line Style

Hine Color I

Line Label

8.1.2 Nodes

The Nodes object in the sidebar opens the “Configured Nodes” window.
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CPUUSAE  CPULIMIT IDLERC WVRAMKE) RAM(ME) RAMUSAGE ETH

CONFIGURED NODES *
® TenpLATE — o — 0 [ET——
inet enterprisexs Mz, 157_3 may 2018 - &

In this window, you can make changes for nodes that are on the lab topology. More options
can be found in the detailed node specific menu, for details refer to section 9.1.2.

L NOTE: Running nodes are highlighted in Blue, their settings cannot be changed. You
can only change settings of nodes that are not currently running.

You can change the following values:

e Node Name

Boot image

Number of CPUs for the node

Live CPU usage

Enable or disable CPU Limit (Refer to section 7.4.3)

IDLE PC for Dynamips node

NVRAM in Kbyte

¢ RAM in Mbyte

e Live RAM usage

e Ethernet quantity. NOTE: The Node must be disconnected from any other nodes to
make this change. You cannot change the interface quantity if the node is connected
to any other node.

e Serial interface quantity, IOL nodes only. You cannot change Serial interface quantity
if the node is connected to any other node.
Type of Console
Node Icon that appears on the Topology

e Startup configuration to boot from

Actions Buttons (Stopped node):

ACTIONS

rEOE2E W

Start node

Stop node

Wipe node

Export the nodes config
Networks

Edit node

Delete Node

Actions Buttons (Running node):
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ACTIONS

DORaiE @

Console to the node
Stop node

Wipe node

Export the nodes config
Edit node

Delete Node

8.1.3 Networks

The Networks object in the sidebar will open the “Configured
Networks” window.

The “Configured Networks” window will only show networks that were specifically added to the
topology; it will not show node interconnections. The example below is showing information for
networks on the Topology. For Cloud networks and how to connect EVE labs to a network
external to EVE, please refer to section 10

NAT WCSRY T Mgt

CONFIGURED NETWORKS b

D NAME TYPE ATTACHED NODES AcTiOoNS
1 NAT nate 1
rgmt pret 1 ¢ ®

3 vwiteh bridge 3

ACTIONS

G (1]

e Edit Network
e Delete Network

8.1.4 Startup-configs

The Startup-configs object in the sidebar opens the “Startup-configs”
window.
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This window will show you startup-config for each node (for PRO it shows the startup configs
of the current config set) and if the node is set to boot from it (ON) or not (OFF).

The “Startup-configs” window in the EVE Professional version contains additional features,
please refer to section 11.3.

STARTUP-CONFIGS »

Configset  [Default OB - - an
[ # = ce edieor @l
o : -
Serial Number: 123456789AB
[« IR L4 Hardware: ASAS520, 3584 MB RAM, CPU Pentium Il 1000 MHz
Written by enable_15 at 17:47:17.629 UTC Wed Jul 26 2017
o ¢ :
& v 4 m ‘Q»\\aem-'mgﬂlsﬂﬁ

ord BRy2Yjlyt7RRXUZ4 encrypted
eny tcp anyd anyd

ion deny tep anyd any6

ion deny tcp any6 any4

ion deny tcp any6 any6

eny udp anyd anyd eq domain

xlate per-session deny udp any4 any6 eq domain

late per-session deny udp any6 anyd eq doma

xlate per-session deny udp any6 anys eq doma

interface Ethernet1
channel-group 1 made active

8.1.5 Logical Maps

NOTE: The Logical Maps object will only appear in the sidebar after
you have uploaded a custom topology picture to the lab EVE lab
(Please refer to section 8.1.1.3). The Pictures object in the sidebar opens the “Picture

Management” window.

For details on the Picture / custom topology feature, refer to section 11.2

8.1.6 Configured Objects

T The “Configured Objects” window will display a list of all objects that
e are added onto the topology. For details on different objects, refer to

section 11.1

NOTE: You will not see any objects in this window if none have been added to the lab yet.

CONFIGURED OBJECTS

8.1.7 More actions

The More actions menu in the sidebar has a submenu with the following functions.
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222 More actions
P Start all nodes

H Stop all nodes

< Wipe all nodes

>_ Console To All Nodes

X Export all CFGs

' Edit lab

B Topology Screenshot

4 Set nodes startup-cfg to default configset
:: Ful ¥ Set nodes startup-cfg to none
‘ Hic < Delete default startup-cfgs

(, Dark Mode

8.1.7.1 Start all nodes

P Start all nodes The “Start all nodes” action will start all nodes on your topology, taking
the (configurable) startup delay of each node into consideration.

L IMPORTANT. Starting many nodes at once can seriously spike your CPU utilization.
Please make sure that you are not using the “Start all nodes” option for heavy labs or
that you have configured a proper delay between the nodes. For heavy nodes and
large quantities, it is recommended to start them in smaller groups, wait for them to
finish booting and then start another small group of nodes.

8.1.7.2 Stop all nodes

B Stop all nodes Stopping all nodes will power off all nodes on your topology.

L NOTE: It is recommended to save your (running) configurations on the nodes in your
lab before you stop the lab if you want to continue where you left off the next time.
Stopping the nodes will leave the images in a temporary folder and will take up space
on your drive until they have been wiped.

8.1.7.3 Wipe all nodes

The “Wipe all nodes” action will wipe the NVRAM or currently saved
image of all your nodes in the current lab.

S Wipe all nodas

Example: You have saved the nodes configuration by saving the running configuration to the
startup configuration. The Wipe command will delete the saved NVRAM startup configuration
and on the next boot it will boot from factory defaults.

The same applies to images without configurations, e.g. a linux node. If you make modifications
to the system and afterwards wipe this node, the next time it will boot from the original base
image again as the modified image was deleted.

The “Wipe node” action is commonly used with initial startup configuration modifications. The
Wipe node action does not delete configured startup configurations or sets. Please refer to
section 11.3
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8.1.7.4 Console to All Nodes

“Console to all nodes” will open a console to all of your running
nodes in the current lab. This includes all different kinds of
configured console types for lab nodes like VNC, Telnet and RDP.

> Console To All Modes

8.1.7.5 Export all CFGs

The “Export all configurations” action will export current configs to
the EVE startup-configs.

X Exportall CFGs

Export configurations are supported for:

Cisco Dynamips all nodes Juniper VRR
Cisco IOL (I0S on Linux) Juniper VMX
Cisco ASA Juniper vMX-NG
Cisco ASAv Juniper vVQFX
Cisco CSR1000v Juniper vSRX
Cisco Nexus 9K Juniper vSRX-NG
Cisco Nexus Titanium Mikrotik

Cisco vIOS L3 PFsense FW
Cisco vIOS L2 Timos Alcatel
Cisco XRv VEOS Arista
Cisco XRv9K

For a full explanation of exporting configurations, please refer to section 11.3

8.1.7.6 Edit lab

# Editlab Opens the Edit lab window. Refer to section: 7.8.4

EDIT LAB
. Description "

8.1.7.7 Topology screenshot

(0] Topology Screenshot Feature to export actual topology in o
— pl’]g fOrmat wh:t efox do with this file?

Phatas (default)

8.1.7.8 Set node’s startup-cfg to default configset

Sets nodes to the default startup-config. NOTE: If you have
nothing saved in the default config set for any node, that node
will boot from factory default instead. This is commonly used with the wipe nodes function so
the node will boot from the configured startup-config on next boot and not from the startup-
config in its NVRAM in case the node was started before already.
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8.1.7.9 Set node’s startup-cfg to none
% Set nodes startup-cfg to none Setting all lab nodes to boot from factory default. Used

commonly with the wipe nodes function. The example below
shows the steps to set a lab to boot from factory default.

Step 1: Wipe all nodes
Step 2: Set all nodes to startup-cfg none

Please refer to section 11.3

8.1.7.10 Delete default startup-cfgs

<& Delete default startup-cfgs

A WARNING: this action will delete all configurations saved to your saved default config
set. Please make sure that is what you want to do before you execute this.

8.1.8 Refresh Topology

Sometimes it is necessary to refresh the topology if many objects are
added on the topology.

8.1.9 Lab page zoom/unzoom

@ - ol + This action is used to zoom or unzoom a large topology in EVE.

IZ_I.I

W vEOST W vEOS2

e

Internet

8.1.10 Status

Opens the EVE Status window.

Especially useful while working with labs to monitor your EVE’s resource utilization. It shows
EVEs CPU, RAM and disk utilization in real time. You can also see the number of running
nodes per node type. For details on UKSM and CPU Limit, please refer to section 7.4.3
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STATUS *

EVE-NG version: 2.0 .4-37-PRO -~ - -~
QEMU version: 2.4.0 12% 14% 0% 16%
UKSM Status: =~ @
CPU Limit Status: m CPU usage Memory usage Swap usage Disk usage on /
Role: admin
POD: 0 0 0 3

running IOL nodes running Dynamips nodes running QEMU nodes

0 0
running Docker nodes running VPCS nodes

8.1.11 Lab details

Lab details Lab details display information about a lab, its UUID, description and
o lab tasks. To edit the lab description and lab tasks, please refer to

section 7.8.4 and 8.1.7.6

LAB DETAILS

ARISTA MLAG INTEGRATION

8.1.12 Lab Tasks

Opens a Lab Task feature. The EVE LabTasks is a feature that allows
users (including admins and editors) to to create task or workbook for
the Labs. Detailed how to create lab workbooks please refer Secton 11.5

8.1.13 Lab Chat

Opens a Lab chat session between users on the same EVE server.
To activate the chat, click "Lab Chat" on the sidebar. To close and exit
from the chat, click "Lab Chat" on the sidebar again. The EVE Lab
chat is a feature that allows users (including admins/teachers) to communicate with each other
during lab sessions. LAB CHATROOM

10:42:52] widis joined

[ ]

[10:43:18] admin joined
[10:43:24] admin: hello uldis
[ ]

10:43:34] uldis: hello admin

8.1.14 Lock Lab with password

“Lock Lab” disables some of the functions on the lab topology. If the lab is locked, you cannot
move any node or object nor edit any node settings. Basically, the whole lab will be in read-
only mode except for the lab settings itself, which you can still edit as Administrator or Editor
from the main menu. The Lock Lab function is also used in conjunction with the countdown
timer function, for details on this please refer to section 11.4
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i.' Lock Lab _

Password

Lab is unlocked and all operations are
working

Enter and confirm your lab lock password

To unlock a Lab, simply press on the red “Unlock Lab” button with an Administrator or Editor
account.

Enter passward o unlock lab

Lab is locked and all operations are password
restricted

Enter lab unlock password to unlock lab.

Warning: Please remember your Lab lock password. In case of a lost password, you will not be
able to recover it. Unlocking a lab / removal of password can be done by EVE-NG support only.

8.1.15 Fullscreen

“Fullscreen” Fullscreen function is stretching your lab to the full monitor
screen. To get back to normal web screen hit “ESC” or press

“Fullscreen” again.

8.1.16 Hide interface labels

Show labels

@ Hide labels

Hide interface labels for lab nodes Show interface labels for lab nodes

8.1.17 Dark mode or Light mode

€ Dark Mode 48 Light Mode

Sets your lab background to the dark mode = Sets your lab background to light mode
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8.1.18 Close lab

Closes the lab topology. The lab can be closed while the nodes in
i the lab are still running as well. It will appear as running lab under
the Running folder. Please refer to section 7.2.1.1

8.1.19 Logout

G Logout Log out from the EVE WEB GUI session.

8.2 EVE Lab topology menus

Right-clicking within the EVE topology can open new menus with various functions and options
for managing nodes.

8.2.1 Lab topology menu

Right-clicking on the (free/unused) canvas of the EVE topology opens
Brice a new menu. (Add-) Node, Network, Picture, Custom Shape and Text
# etwork are the same functions referred to in section 8.1.1.

L&l Picture
0O Custom Shape

Aot Auto Align. This function will help align objects on the topology. The
i lab creator does not need to worry about small displacements of
objects. AutoAlign will align all objects to a virtual grid with a single click
and can make neatly arranged labs look even neater.

£ Auto Align

8.2.2 Connection menu

Right-clicking on the connection between nodes allows you
to delete this connection.

8.2.3 Cloud or Bridge network menu

Right-clicking on a Cloud or Bridge network allows you to edit or delete it.

o M vome |
& Edt & ot

i Delete

1 Delete

Gi1
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EDIT NETWORK If you have ch_osen Edit, the Network edit window
will open a window where you can change the

placement, network type or name/prefix.

oz
Name/Prefix mMamt
Type Management(Cloudo) -
e (] For details on how to operate EVE Cloud networks
o | T and external connections, please refer to section 10

MNAT

8.2.4 Stopped node menu

Right-clicking on a stopped node also opens a menu:

—

Gk

"9 P Start

S Wipe

G Edit

T Delete

Start node: This will start the selected node in this lab

Wipe node: Wiping a node will erase the NVRAM
(running config) or the temporary image snapshot
depending on the type of node. This option is used to
clean up a node in order to boot it from factory
defaults or a custom set of configurations.

Edit node: Opens the Edit node window (picture on
the right). For details please refer to section 9.1.2

Delete node. Deletes the node from the lab. It is

recommended to disconnect (delete connections to it)
the node before you delete it.

© EVE-NG LTD

EDIT NODE

Template

Cisco CSR 1000V =

D

3

Image

es5r1 000w-universalkd.03.17.04.5.156-1.54 =

Name/prefix
CSR3

Icon

& CSRv1000png -

uuiD
67FeaB87-b30d-4ad0-b314-826808038533

CPU Limit D
cPU RAM (MB) Ethernets

1 3072 4
QEMU Version QEMU Arch QEMU Nic

tpl(2.12.0) - tpl{b_64) - tpl(e1000) -
QEMU custom options

-marhine type=pr-1.0,accel=kum -serial manistdio -nographic -nadefconfig -nodef
Startup configuration

None =
Delay (s)

o
Console

telnet -
Left Top

472 365
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8.2.5 Running node menu
h Right-clicking on a running node also opens a menu:
> B Stop
@ Wipe

X Export CFG
@

¥ Capture
¥ Graph

Stop. Blue arrow: clicking on Stop will stop the node depending

@%m- on the method the node supports (power off / shutdown are auto-
" selected based on the template)

B Shutdown

X Export CFG O Power off .
. H Fbermeto Stop menu. Red arrows: There are more options to stop a node,
3 Graph clicking on the chevron on the left side of “Stop” opens a

submenu.

e Shutdown: Perform an orderly shutdown of the node if that node supports it
(shutdown signal is sent down to the node)

e Power off: Kills the running nodes process within EVE (hard poweroff).

e Hibernate. Save Node state (Disk and Memory are saved in an internal snapshot).
Used for fast boot of a node. The hibernation process can take some time. Once the
hibernation process is completed, the node will turn grey (shutdown state).

Wipe node: Wiping a node will erase the NVRAM (running config) or the temporary image
shapshot depending on the type of node. This option is used to clean up a node in order to
boot it from factory defaults or a custom set of configurations.

Export CFG: This function is used to export the saved running configuration to the EVE
startup configuration sets. Reference section 11.3

== = Capture. Integrated live Wireshark capture. Select the interface
R0} y which you wish to capture. Reference section 12

B Stop

< Wipe

P CE1

X Export CFG

¥ Capture

< Graph
Q e0/0
Q e0r
Q 8012
Q803

CE1 (1)

Py ‘ Graph. Integrated live interface activity monitoring. Displaying
Sue live interface utilization activity.
Ep 3 Export CFG
> Capture
€ Graph gf—

Q00
Q e0
Q e0r2
Q e0r3
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8.2.6 Selected nodes menu and features

Itis possible to select many objects or nodes at once in EVE. Using your mouse, you can select
an area which will cover your nodes and/or you can click on nodes while holding the CTRL key
on your keyboard.

Group of C5R1, CSR2

P Start Selected
B Shutdown Selected
<& Wipe Selected

»_Console To Selectsd Nodes

X Exportal CFGs
[ Set nodes startup-cfg to default configset

B Set nodes startup-cfg to none

B Horizontal Align

& Vertical Align

@ Circular Align

T Delete nodes startup-cfg

i Delete Selected

Start Selected: This will start the selected nodes in this lab.
Stop Selected: This will stop the selected nodes in this lab

Wipe Selected: The Wipe Selected nodes action will wipe the NVRAM or currently saved
image of the selected nodes in the current lab.

Example: You have saved the nodes configuration by saving the running configuration to the
startup configuration. The Wipe command will delete the saved NVRAM startup configuration
and on the next boot it will boot from factory defaults.

The same applies to images without configurations, e.g. a linux node. If you make modifications
to the system and afterwards wipe this node, the next time it will boot from the original base
image again as the modified image was deleted.

The Wipe node action is commonly used with initial startup configuration modifications. The

Wipe node action does not delete configured startup configurations or sets. Please refer to
section 11.3
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Console To Selected Nodes: Console To Selected Nodes will open a console to all selected
running nodes in the current lab. This includes all different kinds of configured console types
for lab nodes like VNC, Telnet and RDP

Export all CFGs: The Export all configurations action will export current configs of selected
nodes to the EVE startup-configs.

For a full explanation of exporting configurations, please refer to section 11.3

Set nodes startup-cfg to default configset: Sets nodes to Default startup config, used
commonly with the wipe nodes function. NOTE: If you have nothing saved in the default config
set for any node, that node will boot from factory default instead. This is commonly used with
the wipe nodes function so the node will boot from the configured startup-config on next boot
and not from the startup-config in its NVRAM in case the node was started before already.
Please refer to section 11.3

Set nodes startup-cfg to none. Setting selected lab nodes to boot from factory default. Used
commonly with the wipe nodes function. The example below shows the steps to set selected
nodes to boot from factory default.

Step 1: Wipe selected nodes
Step 2: Set nodes startup-cfg to none

Please refer to section 11.3
Horizontal Align. Aligns the selected nodes in one horizontal line.
Step 1: Select the nodes you wish to align.

Step 2: Right click on one of the selected nodes and choose Horizontal align, this will align all
nodes to the selected node.

Picture before:

- viost W w052 Bwvasa

ioss 9
Wviose Ll W vioss @
mviosto

vi0s6

Picture after:

.

Vertical Align: Aligns the nodes in one vertical line.
Step 1: Select the nodes you wish to align.

Step 2: Right click on one of the selected nodes and choose Vertical align, this will align all
nodes to the selected node.

Picture before Picture after
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Circular Align: Aligns the nodes in a circle.
Step 1: Select the nodes you wish to align.

Step 2: Right click on one of the selected nodes and choose Circular Align, this will align all
nodes in a circle, the midpoint of the circle will be at the coordinates the selected node was at

before.
Picture Before Picture After
= =
ﬁ L == ==
|
;;d 'EJ == == =~
e b e
= 2 B =
s = 2 2

Delete nodes startup-config.

A WARNING, this action will delete the configurations of the selected nodes that are
saved to your Default config set. Please make sure that is what you want to do before
you execute this.

Delete selected: This will delete the selected nodes from your current lab.

Selected nodes can be moved as a group across the topology.

Example: You can select nodes and objects to better position them on the Topology.
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8.3 EVE Lab node states and symbols

8.3.1 Stopped (non-running) nodes

% Grey colour and a square symbol below a node means that the node is stopped
and not running. Once you will start it, the node will change to one of the running
states below.

A grey node with an exclamation mark inside a triangle below the node means
% that there was a problem during the boot process, this could be a corrupted boot
image, insufficient resources or problems with the initial configuration. A node in
this state cannot be started again.

Workaround: Right-click on the node and wipe it, the symbol will then change to a grey colour
with a square symbol below it. Then edit the node and make sure you have configured sufficient
resources and the correct settings for this node, if it has startup-configs you can check them as
well. Afterwards start the node again.

8.3.2 Running nodes

% The blue color and black Play triangle symbol means that the node is started and
~ running, the node is in a working/functional state.

A running node with a clock symbol below the hode means that the node is waiting

@ to finish loading from the set exported/startup configuration. Once the configuration

Om has been successfully applied, the node symbol will change to a Play triangle

symbol. If the node has finished booting but the clock symbol does not change to

the Play triangle symbol, the problem could be in the uploaded startup configuration. For how
to use exported configurations and boot nodes from them, please refer to section 11.1

% A running node with a turning red gear symbol means that the node is either in the
- process of hibernating the node or it has sent the shutdown signal to the node and

is waiting for it to turn off. Once this process has successfully finished, the symbol
will turn into a grey node with a black square symbol below it (stopped state).

A\ NOTE: If the node does not support a system shutdown or does not recognize the
shutdown signal (example: Cisco router), after clicking on Shutdown, the node can

© EVE-NG LTD Page 129 of 263



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 49

Next Generation

stay with a turning red gear symbol below it indefinitely.
Workaround: Use Stop or Stop/PowerOff to stop the node.

Example nodes where Stop/Shutdown is supported: Microsoft Windows and most Linux nodes
as well as a lot of appliances based on linux.

8.3.3 Node connector symbol
Connector symbol: If you move your mouse pointer on top of a running
or stopped node, an orange connector symbol appears. It is used to
> R1 mR1 connect nodes on the topology in a drag and drop style. Drag the
symbol from one node and release the mouse pointer on the second

node. A new window will appear where you can select the
= - interfaces the link should connect to.

mR1

8.4 Other

8.4.1 Notifications area

The Notification area in the top right is displaying
informational or error messages.

Success 1 Error 1

Unwrapped notifications:

Success @ Error (@

Daocker: Eve Unlicensed (98).

Lab has been saved (60023).

The Notification messages bar appears automatically for any EVE-PRO activity made on
Topology.

Success message counter. For review, click on green ball to unwrap
notifications. To wrap notifications, click to the ball again or click at any
point of topology

Error message counter. For review, click on red ball to unwrap
notifications. To wrap notifications, click to the ball again or click at any
point of topology

Unwrap or wrap notifications bar.

Close notifications bar. Note: Notifications bar appears automatically on
any EVE topology activity.
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9 Working with EVE labs

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 17

9.1 Creating alab

Step 1: Click Add new lab. For more information on creating new labs, please refer to section
7.2.2.1

o File manager  current position | root

Add folder

Step 2:

Fill out the lab information. Name and Version are required fields. Next hit Save. Refer to
section 7.8.4 for more information about the different fields in the Edit lab window.

Config Script Timeaut 300 Seconds

1. canfigure stat oute to the Interme -
FR——

9.1.1 Adding nodes to the lab

The new Topology page will open. There are two different ways to add nodes to the topology
canvas:

Step 1: Object/Add Node

Left Side Bar > Add object > node. Refer to = Right click on a free area of the topology
section 8.1.1.1 for more information. page and click on “Node” to add a new node.
Refer to section 8.2.1 for more information.

Add a new object

B ode

“ Network

Ll Picture

O Customn Shape

A Text

53 Auto Alian
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Step 2: The Add new node window will appear. You can scroll down to choose which node you
wish to add to the lab topology, or you can type the node name to filter through the node list.

A NOTE: It will only be possible to select and add nodes that have images preloaded in
EVE. These nodes will be displayed in a blue font. To prepare images for EVE, refer
to section 0

ADD A NEW NODE

Template

MNothing selected

Nothing selected

ADD A NEW NODE

Template

ciscal i

Nothing selected
A10vThunder
Apple 05X
Aruba ClearPass
Aruba WiFi Contraller

Ariska vEOS

Barraccuda NGIPS

Brocade vADX

CheckPaint Security Gateway VE
Cybernarm Fw

Dackeria

Cizco ACS

Cisca AMP Cloud

Cizco ASA

Cisco ASAY

Cisco Application Policy Infrastructure
Cisco Context Directary Agent

Cisco CER 1000V

Cisco CSR1000Y (Denali and Everest)
Cisco IPS

Cizco CUCHM

CiscoISE

Cisco 105 1710 (Dynarnips)

Cisco 108 3725 (Dynamips)

Cisco 108 P206WXR. (Dynamips)

Cisco 0L

Cisco N¥-05v (Titanium)

Cisco MOy 9K

Cisco FirePower

Cizco AMP Cloud

Cisco ASA

Cisco ASAw

Cisco Application Policy Infrastructure
Cisco Cantext Directary Agent
Cizco CSR 1000V

Cisco C5R 1000V (Denali and Everest)
Cisco [PS

Cisco CUCK

Cisco ISE

Cizca 1051710 (Dynarmips)
Cisco 108 3725 [Dynamips)
Cisco 105 7206V3R (Dynamips)
Cisco 101

Cisco M¥-0Sv (Titanium)

Cizrn hi-05u 9K

Cisco FirePower

Cizco FirePawer &

Ciscovl0S

CiscoviOs L2

Cisco yMAR

CiscoviALC

Cisco VIAAAS

Cisco Prime Infra

Cisco Email Security Appliance (ESA)

Cisco Web Security Appliance (WSA)
Cisco ¥Ry

Cisco XRw 3000

Step 3: Edit “Add a new node” settings. Please refer to the picture and table below.
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Template 17,

Cisco C5R1000Y =
Number of nodes to add 2. Image 3.

1 csr000v-universalks.03.17.04.5.156-1.54 =

MName/prefix 4.
SR

lcon §,

& CSRw1000.png -

wip 6.

CPU Limit D 7.

cpu 8. RAM (MB) 9. Ethernets 10.
1 3072 4

QEMU Version 11. QEMU Arch 12, QEMUNic 13
tpliz.12.0) - tplixgs_64) - tpl(e1000) -

QEMU custom options 14.

-machine type=pc-1.0,accel=kvrn -serial mon:stdic -nographic -nodefconfig -re

Startup configuration 15.

Mone <

Delay (s) 16.

il

Console 17.

telnet -

Left Top

639 210

Cancel

9.1.1.1 Node values Table

Description

Template menu. Choose which node template to add
| to the topology
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Number of nodes to add
> , Chose the number of nodes of this type you want to add
’ to the topology
Image
el izsis ety Choose your preferred version from preloaded images
3. csr100B-universslka,03.17.0%.5:156-1.54 list (if you have more than one image loaded for a
single template).
Name/prefix
3R Type your preferred
node name. If you are
adding more than one, EVE will automatically append numbers to the nodes
name.
4,
Example. We are adding 5 CSR nodes with the name R. On the topology they
will appear as R1, R2, R3, R4, R5. Later using the the Nodes window, you can
edit the node names per your needs. Refer to section 8.1.2 or edit the node
individually, refer to section 9.1.2.
) - Node icons can be changed from the
B sicrng " default per your preference, simply choose
5. '2;“[59 the preferred icon from the dropdown list.
O o . Node icons can be changed later per your
needs. Refer to section 8.1.2
e The UUID number is
assigned automatically after
6. a node is created. You may
also set it manually in case you are using a license that is tied to a particular
UUID.
CPU limit per node. This option is already set
7. CPU Limit |:| (checked/unchecked) per EVE recommendations. Refer to
section 7.4.3
cPU Each node template has a pre-set CPU value that aligns
8. 4 with vendor requirements. This value can be changed per
your needs.
RAM (MB) Each node template has a pre-set RAM value that aligns
9. S with vendor requirements. This value is displayed in MB
and may be changed per your needs.
Ethernets
10. 4 The number of ethernets interfaces.
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A NOTE for IOL nodes:

Ethernet interfaces for IOL nodes are placed into groups of 4. A value of 1 for
Ethernet means your node will have 4 interfaces.

The serial interface option is available for IOL nodes only and follows the same
grouping structure as ethernet interfaces. A value of 1 for Serial means your

node will have 4 serial
Ethernet portgroups (4 int each) Serial portgroups (4 int each) intel’faces

1 1

Custom MAC address for Qemu nodes only. You can define your own MAC
address for first interface:

11. First Eth MAC Address
aabbicc:00:dead
QEMU Version EVE will pre-set the best recommended QEMU version
12. pl(2.42.0) for each node template. This value can be changed per
your needs.
EMU Arch . . .
° " Qemu architecture is pre-set per image vendor
13. tplixas_o4) ~  recommendations. This value can be changed per your
needs
QEMU Nic
e Type of Qemu NIC is pre-set per image vendor
virtie-net-pel recommendations. This value can be changed per your
14. o St needs.
21000-82545em
wirixnet3
tpl{vrmxnet3)
QEMU custom options i
-rnachine type=pc-1.0,accel=kvm -cpu Mehalern -serial mon:stdio -nographic -r Qemu CUStom Optlons are pre'set
15. per image vendor
recommendations. This value can be changed per your needs
Startup configuration . .
- . Startup configuration: Value can
16. be changed to set your node to
boot from saved configurations. Refer to section 11.3 for more details.
e The Delay value is set in seconds and can
be used to delay a node from booting after
17 it is started. Example: if the value is set to 30, the node will wait 30 seconds

before processing its boot sequense. This feature is useful in conjunction with
the “Start all nodes” function if your lab requires certain nodes to start up before
others or to avoid a mass-start of very heavy nodes.
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Console Console types for each
telnet - template are pre-set with
recommended settings.
The setting can be changes per your needs.
18.
A NOTE: The Docker template contains a wide variety of images,
therefore, please refer to section 14.1.3 for recommended console
types for each docker image. Windows nodes can use either RDP or
VNC but RDP needs to be enabled in Windows itself.

First Eth MAC Address OPTIONAL: Templates for
Cisco FirePower, F5, Linux,
and Citrix have the option to

19. | manually set the MAC address for the first ethernet interface. This will enable

the use of licenses that are tied to a particular MAC address.

MAC Address format must be like: 00:50:0a:00:0b:00

9.1.2 Edit node
EVE provides two ways to edit nodes after being added to the topology canvas.

% NOTE: A node must be wiped each time an image or startup configuration has been
changed.

9.1.2.1 Edit nodes globally

From the Topology page. Click “Nodes” from the left sidebar to bring up the nodes list. Refer to
section 8.1.2 for more details.

= Startup-configs

9.1.2.2 Edit node individually.

ﬁ Right click on the node and click Edit

B Star
@wips

G Ecit

i Delets

The “Edit node” window will appear. It is very similar to the window that is displayed when you
add a new node. To change values for the node, refer to the nodes value table in section
9.1.1.1.
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EDIT NODE

Template

Ciscovl05 =

D

1

Image

vins-adventerprisek3-m-15.6.2T -

Name/prefix

Wios

Icon

& Routerpng -

uuIiD

bSFa3320-98ed-4234-3d21-627d427bBaka

CPU Limit D

CPU RAM (MB) Ethernets
1 1024 4
QEMU Version QEMU Arch QEMU Nic
tplidefault 2.4.00 ~ tpl(izgea) - tpl{e1000) -

QEMU custom options

-machine type=pc-1.0,accel=kurn -serial monistdio -nographic -nodefconfig -nodef

Startup configuration

MNone =

Delay (s)

0

Console

telnet -

Left Top

G349 28

Cancel

9.1.3 Wipe Node

The “Wipe node” function will clear the NVRAM of the node. Each time
iy a node setting is changed (CPU, RAM, boot image or startup

;:;a” configuration) a wipe must be issued on that node. For more information
& \EE .
refer to section 11.3
@ Edit
i Delete

9.1.4 Interconnecting nodes

To connect nodes on the lab, use the drag and drop style method
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Connector symbol: Moving the mouse over a node will make an orange male plug
appear. The male plug is used to connect nodes on the topology, drag and drop
R style. Release the mouse pointer on the second node.

- — - —db
ER1 i

P viOs

The connection window will appear. Choose the interface you want to use to interconnect the
nodes. Click Save when finished.

ADD CONNECTION BETWEEN R1

AND R2

Gion GioA @
N source 0: 1 % Giog) Giow)

H R HR2
@ Source Name: R1

type - Node

Choose Interface for R1

‘ Gio/o i
Giof1

Go/2
GI0/3

cio/o ¥

Destination ID: 2

Destination Name: R2

type - Node

Cancel

9.1.5 Edit connection link style

Right click on the connection link and choose Edit Style

RIP Z
\ 7 - Connectlon
, X & Edit Style

p.4.12/30g
B DSW- | & Edit Quality
m 10 Suspend Link
M Delete
c Po13 o

81010
IP 10332

Management insicte Zone

053101

Straight link style

Style: network_id:25 m Cancel
Style Linkcolor  Posethd  Pose0t  Link Style Link Label  Pos Label  Stub

Solid « 1 ] L Straight T‘ VPN1O L 0 %

Bezier link style
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Style:ifacenode23:1 ano
e e rgn v i ki i G B -
Solid [ ] v L} Bezier ~ L] 150 &
Flowchart link style
Style: network_id:25 m Cancel

Styls Linkcolor  Posethd  Pos it Link Style Link Labsl  Pos Label  Round Midpoint

Solid | I L] L Flowchart v VPN [} 0 2 (]

A ———e

Style: Allows you to choose solid or dashed style for link. This can be edited later in the “Shape
Edit” menu.

Link colour: Allows you to choose a colour for the link. This can be edited later in the “Shape
Edit” menu.

Pos “interface” label: Allows move and position interface label

Link Style: Allows you to choose a style Straight, Bezier, Flowchart or StateMachine for the
link. This can be edited later in the “Shape Edit” menu.

Link label: Allows you to add a label on the link. This can be edited later in the “Shape Edit”
menu.

Pos Label: Allows move and position Link label, position it on the link
Curviness: Link curviness feature for Bezier style link

Midpoint: Link mid point change, Flowchart style only

Round: Link round angles, Flowchart style only

Stub: Stub link connection beside node, Straight style only

For edit Link style use mouse right click on link to call out link style editor.

9.1.6 Edit connection link quality

Right click on the connection link and choose Edit Quality. This function will allow apply on live
connection Delay in ms, Jitter in ms, Packet loss in % and rate in kbs.

RIP £
- Cunne(tlon
& Edit Style p.4.12/30y
i 1\ & Edit Quality
10 Suspend Link
E

T Delete
J:l) Po13 \H\\

It is recommended to apply value divided by 2 on both link interfaces to achieve precise
connection quality. In the example below is applied 25% and 25% packet loss, which gives
result of 50% packet loss in connection between nodes.

Link Quality: vEdge21 - SW2 m Close

Interface  Dalay (ms)  Jittsr (ms} Leum/ Rate{kbps) Interface  Delay (ms)  Jittar (ms)  Loss (%),# Rata(kbps)

geliz 0 =N ] = s 3 o E ] 0 s 0 s | %
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The EVE-Pro has integrated feature to detect connection state on the interface.

Right click on the connection link and choose Suspend Link. This function will suspend
connection between the two nodes. Literally, it will act like disconnected cable from the node,
and interface will detect it as ho connection. Suspended link will be marked with red dots.

To resume link connection, right click on the link connection and choose Resume Link

& Edit Style .4.1]

» DSW—1\ & Edit Quality

@:2 5 suspended link connection % 2z
I ] i LD S
Connection o NI
. 1.

(e31p) 18 Suspend Link
—_—
i Delete
J > Po13 ‘K\

connected
nected
ted
connect
nected

nected

© EVE-NG LTD

trunk
trunk
trunk
1

trunk

trunk

DHCP Server

EIGRP 10 (IPv4
RIP Zone {IPvE

a-full
a-full

auto RJ45
5

. .z
e — ar éonnectinn

’, & Edit Style 2412

» nsw4\ £ Edit Quality

P Resume Link
EDD —
| M Delete
T~ T
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Supported nodes with suspend/resume feature:

Not supported

Supported nodes for Link Suspend/resume

IOL Arista

viOS NXOS 9k

XRvIK ASA ported

CSR XRv

CSR SD-WAN Old Juniper vMX
ASAv Juniper vQFX
Firepower FTD Dynamips

Juniper vSRX 12.1X47 Titanium Nexus 7.x
Juniper vSRX NG
Juniper vMX VCP/VFP
Juniper VRR

Nokia Timos SR 19.5.1
Windows All

Linux All

Apple OSX

Mikrotik

Palo Alto

F5

Fortigate

Checkpoint

Cumulus

Cyberoam FW
Sophos FW

SonicWall FW

Viptela

Velocloud

Versa Networks sd-wan
pfSense

Brocade VADX
Barracuda NGFW

HP VSR1000

A NOTE: Avoid use Link suspend feature if you have configured:

IOL L3 router image with:

If the IOL L3 node interface is configured as DHCP client (ip dhcp), IOL node is attempting
to bring up interface in up/up state. If you have enabled Link suspend feature on such
configured interface, the node will flap link connection up/down/up.

Same behave is observed if your Serial interface is configured with PPP encapsulation.

Other observations:

vlOS L2 image has minor internal issue. LACP protocol does not detect interface state as
down/down

9.1.8 Delete connection between nodes

g To delete a connection, right click on it and hit “Delete.”
=i

W Cshi
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9.1.9 Delete Node

St — To delete a node, right click it and hit “Delete.” This is a non-reversable

Ry function
<aipe
o NOTE: It is strongly recommended to delete connections from a node
Moeste before deleting the node itself.

9.2 Running labs

9.2.1 Starting lab
Nodes inside a lab may be started individually, in groups, or all at once.

P Start all nodes The Start all nodes option will start all nodes on your topology.

A IMPORTANT. Starting all the nodes at once can result in major spikes in CPU
utilization. Please make sure you are not using the “Start all nodes” option for heavy
labs. Instead, it is recommended to start nodes in small groups.

Starting a node or group of nodes:

Right click on single node or node group and hit “Start.”

P Start <
<@ Wipe

i Group of R1, R2
P Start Selected =

G Edit

i Delete W Shutdown Selected

Running nodes will turn blue. Refer to section 8.3 for node states

& -

> R1 > R2
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9.2.2 Interconnecting running nodes (hotlinks)

Ev<_a Professional offgrs the hotlinks ft_aature ADD CONNECTION BETWEEN R1
which allows you to interconnect node in the AND R2
running state.

R1 Source ID: 1

Connector symbol. Moving the = source tame:
. 1
mouse over a node will make an @ brpe -Node
Choose Interface For R1
e orange male plug appear. The male - t
plug is used to connect nodes on the
topology, drag and drop style. Release the
mouse pointer on the second node
Choose Interface For R2 *

Giojo v

Destination ID: 2

e — Destination Name: R2
type - Node

> R1

9.2.3 Link quality delay, packet loss, jitter and rate feature

Please refer to Section 9.1.6

9.3 Saving labs

To save a running lab, refer to the vendor recommended save commands for each node.
Example:

Cisco: “copy run start”

Juniper “commit”

Your current work will be saved in the nodes’ NVRAM and the lab can be stopped safely.
Starting the lab again will allow you to pick up from where you left off.

A WARNING: Using the wipe action on a node will clear its NVRAM. This is similar to
doing a factory reset on a device.

The configurations of nodes can be exported and used as initial or startup configurations for
your labs. To export configurations and configuration sets for labs refer to section 11.1

9.4 Stopping labs

B Stop all nodes

The Stop all nodes option will stop all nodes on your topology.
NOTE: It is recommended to save your running configurations before you stop your nodes.
Stopping a node or group of nodes:

Right click on single node or node group and hit “Stop.”

For individual node Stop options refer to section 8.2.5
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9.5 Start saved lab

Select the lab you want to start and click “Open”. To start Lab refer section 9.2.1

test_labl

= ) *
[0 e myLabFolde 18 May 2018 17:24 (_é
[ msharec 18 May 2018 15:16 N\,
0O 3 Labs 22 May 2018 11:00 \0
O ( 18 May 2018 14:31
[0 WFirePower FTD 623 FoC Multihomed HA.un 19 May 2018 01:49
[0 Emylaba. 23 May 2018 02:06
[ Btest_lablunl 22 May 2018 01:19
[J Wtest_labz.un 22 May 2018 11:15 Lab Path: fiest_lablunt
io
[ Wtest_lab3.unl 22 May 2018 12:59 uuio: Jatb-4308-3b65-6419bA0bd31E

9.6 Working with multiple running labs

Refer to section 7.2.1.1

9.7 Importing labs

Refer to section 7.2.2.6

9.8 Exporting labs

Refer to section 7.2.2.5

9.9 Deleting labs

Refer to section 7.2.2.2

9.10Moving labs

Refer to section 7.2.2.4
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10 EVE Clouds and Networks

10.1 Bridge Network

The EVE Bridge interface acts like an unmanaged Switch. It supports passing along tagged
dotlq packets.

Example: We have to connect many nodes in a flat (dot1q) network

Step 1: Add a Bridge Network onto the topology. There are two ways to do this: Right-clicking
on the topology area and selecting “Add Network” or in the sidebar click “Add an Object” and
then select “Network.” Please refer to sections 8.2.3 and 8.1.1.2

Add a new object

B 1ode

* Metwork

Edl Picture

0 Customn Shape
ATerdt

£58 Auto Align

Step 2: Name/prefix can be changed in order to rename your Bridge network. Make sure your
network type is set to bridge.

ADD A NEW NETWORK

Number of 1
networks to add

Narne /Prefix et T
Type bridge —
Left 1089
Top 476

Cancel

Step 3: Connect your nodes using the drag and drop connector. Refer to sections 9.1.4 and
8.2.3
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10.2 Internal Network

Internal cloud network is used as an extended connector between nodes inside of one lab. It is
isolated cloud which not visible for other labs or users.

Step 1: Add two internal cloud networks onto the topology.

ADD A NEW NETWORK

Number of 2 —

networks to add
NamejPrefix internal —
Type internal - —

Left 1345
Top 306

Save Cancel

Step 2: Connect your lab nodes to internal cloud.
Your configured nodes will work like being
connected to the same switch (or the same bridge
in EVE). CDP works. It is convenient if it is
necessary to have connections across the lab and
you don’'t want to have connections going from
one end of the lab to the other.

10.3 Private Network

Private cloud network is used as an extended
connector between labs in the one user POD. ADD A NEW NETWORK

Private cloud is isolated and not visible for other

Number of 1 -—
users. networks to add
Name/Prefix Private —

Example: one user is running multi labs (Labl

and Lab?2), and want interconnect it. Rl (L= “ i
Left 1345

Step 1: Add private cloud network onto the

topology Labl.

Top 306

Save Cancel

Step 2: Add private cloud network onto the
topology Lab2.

Step 3: Connect your lab node to Private cloud. Your connected nodes in Labl and Lab2 will
work like being connected to the same network. CDP works. It is convenient if it is necessary
to have connections across the multi labs.

L\ NOTE: Using Private cloud, avoid to connect nodes with same ID to it. It will raise MAC

address collision in your connection. Pic below shows correctly interconnected Node
ID1in Labl and Node ID5 in Lab2.
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LAB1 LAB2

» Start - P start

@ Wipe Q@ wipe
@ Edit G Edit
i Delete 1 Delete

10.4 NAT Network

EVE-NG PRO has an embedded NAT interface with the subnet 172.29.129.0/24. This feature
is similar to the VMWare NAT interface, but EVE is translating the 172.29.129.0/24 (this subnet
is hardcoded in EVE and is not configurable) subnet to EVE’s management interface pnetO.

To add a NAT Cloud onto the EVE topology:
Step 1: Add A New Network onto the topology. There
are two ways to do this: Right-clicking on topology area
| Nomberor 1 and selecting “Network” or in the sidebar, “Add an
Object” and then select “Network.”

Name/Prefi I —
e I Step 2: Name/prefix can be changed in order to rename
e | s your NAT network. Make sure your network type is set
Top 30 to NAT.

Step 3: Connect your nodes using the drag and drop connector. Refer to sections 9.1.4 and
8.2.3

e tme g ttur s If your EVE management is

O e et ? R ; connected to the Internet, adding
a NAT cloud onto the EVE lab
enables you to have internet
access from within your EVE lab
using NAT.

EVE NAT Gateway IP is:
172.29.129.254/24

DHCP is enabled on the EVE
NAT Cloud.
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10.5 Management CloudO interface

EVE management interface is also known as the Cloud0
network for labs. The CloudO interface is bridged with your
EVEs first NIC. “Cloud” is used as an alias to pnet. Pnet is
the bridge interface name inside of EVE.

Cloud0 is commonly used inside EVE labs to get management access to nodes running inside
EVE from a host machine external to EVE.

L IMPORTANT NOTE: For EVE VMs running on ESXi, make sure your management
interface bridged with the vSwitch (Port group) has the security settings for
Promiscuous Mode set to Accept. Any port group or vSwitch used to connect an
external network to an EVE Cloud network needs to have the Promiscuous mode set
to “Accept’!

vSwitch Settings

7/ Edit standard virtual switch - vSwitch1

S8 Add uplink
MTU 1500 1%
Uit vmnic1 v

» Link discovery

~ Security

Promiscuous mode

Click to expand

® Accept O Reject

MAC address changes

Forged transmits

» NIC teaming

¥ Traffic shaping

® Accept O Reject
@ Accept O Reject
Click to expand

Click to expand

Portgroup Settings

(3 Management 90 UD

& Refresh

/ Edit settings

= vSwitch topology

€3 Managerment 30 UD

VLAN ID: 4095
= Virtual Machines (7)

£3 Actions

= Security policy
Allow promiscuous mode

Allow forged transmits

wm Physical adaplers
]— mm vmnic1, 100 Mbps. Ful

Allow MAC changes

— * NIC teaming policy
Notify switches

i Policy

Reverse policy

a Rolling order

~ Shaping policy
Enabled

EVE CloudO bridging table.
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Route based on ori
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EVE

Lab name interface
name (inside)

CloudO/pnet0 is bridged with your primary
EVE ethernet port. It is assigned a
management IP address used for WEB
GUI access. The EVE management
subnet can be used as a management
network in labs.

Cloud0 pnet0 Bridged

A Question: How can | obtain my CloudO subnet and gateway IP. Many EVE VMs only
have a DHCP address assigned on the pnet0 interface.

Answer: SSH to EVE and type the following from the CLI:

Example: We want to use Cloud0 as a management network for an ASAv node in an EVE lab.
From the above-obtained information, we know that our Cloud management subnet is
192.168.90.0 with a mask of 255.255.255.0 and the Gateway IP is 192.168.90.1.

Step 1: Add A New Network onto the topology.
There are two ways to do this: Right-clicking on

Number of | 1 topology area and selecting “Network” or in the
etworks to 244 sidebar, “Add an Object” and then select “Network.”

Name/Prefix Marnt
e ([ —— Step 2: Name/prefix can be changed in order to

rename your Cloud0 network. Make sure your
network type is set to Management(CloudO).

Left 37

Top 163

Step 3: Connect your ASAv using the drag and drop
connector to the CloudO network. Refer to sections
9.1.4and 8.2.3

Step 4: Start the node and configure the interface connected to CloudO with an IP address from
the management subnet (192.168.90.0/24 in this example). Make sure you do not assign
duplicate IPs.
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P
@ Myney
——

Mgmt
P ASAY

[ AsAy

File  Edit View Options Transfer Saipt Tools

Window Help

timeout is

ent (5-5), round-trip min.

Telnet: 1 13, 19 [13 Rows, 81 Cols  |VT100 | [capnom] )

The native management host (home PC) can be used to manage nodes in the EVE lab over

https. Example below showing http connection to Fortigate FW node in the EVE lab from native
PC using Chrome browser.

jists 0 x +
bzl = ¢ C 0 O Nets 19216890116

o « @
e L0 @ advin-

WME4-KVM

Top Usage LAN/DMZ
= FGVMEVTXINNIOGLT
Security

FortiCare Support

Firmware & General Updates
System Events. w6.2.2 build1010{GA} Ps
S Security Fabric > NaT
> 2019/11/29 14:1321
> 00:00:03:10
& System > Unknown
B Policy & Objects >
@ Security Profiles > - .
2PN >
& User & Device > Not Supported
Wl Log & Report > Allocated vCF 1/1 Foy
P N -

NOTE: Cloud interfaces can be used to connect multiple nodes to a single cloud instance on

the topology.
G
i Mamt mR1
P ASAv

!
&

M C5R

10.6 Other cloud interfaces

Other cloud interfaces can be used to extend a lab connection inside of EVE or bridged with
other EVE interfaces to connect external networks or devices.
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EVE Cloud bridging table.

EVE : VMware
Lab cloud interface =2 VM. Workstation Bare HW
Type corresponding .
name name . corresponding Server
. interface .
(inside) interface
Cloud0/pnet0 is bridged with
] your primary EVE ethernet port.
First It is assigned a management IP
. Network Network ethernet address used for WEB GUI
Cloudo Pneto bridged adapter 1 Adapter access. The EVE management
EthO subnet can be used as
management network in the
labs.
Cloud1 can be bridged with your
EVE second ethernet port to
Second achieve connection to another
i Network Network ethernet network or device. The IP
Cloud1 Pnetl bridged adapter 2 Adapter 2 address is not required to be
Ethl configured on it. It will act like a
pure bridge your external
connection with EVE lab node.
Third
) Network Network ethernet
Cloud2 Pnet2 bridged adapter 3 Adapter 3 Same as Cloudl
Eth2
Fourth
. Network Network ethernet
Cloud3 Pnet3 bridged adapter 4 Adapter 4 Same as Cloudl
Eth3
. Network Network
Cloud4-9 Pnet4-9 bridged adapter 5-10 Adapter 5-10 Same as Cloud1

If some of the clouds (e.g. Cloudl) are bridged to another ethernet (VMnet) you can connect
your EVE lab to an external VM or physical device (like e.g. a switch, IP phone or access point).

A For ESXi make sure that you have set Promiscuous mode security settings on the
vSwitch and Port group to Accept. Please refer to section 10.5

The next sections will explain how you can use Cloud networks in EVE to connect to other
external (e.g. VMWare) VMs or physical devices.
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10.7 Connecting external VM machines to the EVE Lab

10.7.1 ESXi VM machines
External ESXi VM machines can be connected to EVE labs using cloud interfaces.

A NOTE: A single Cloud interface can be used to connect more than one external VM to
the EVE lab.

Example: Connecting a Web Security Appliance (WSA) to the lab using the Cloudl interface.
Step 1: Create a new or use an existing portgroup on your ESXi and assign it to EVE and WSA
VMs as shown below. Make sure you have set Promiscuous mode on the vSwitch (portgroup

WSA-MGMT) to Accept.

A NOTE: VM machines must be in a powered off state to assign network interfaces.

Portgroup WSA-MGMT (with vSwitch5 as parent) settings:

) WSA-MGMT

/ Editsettings (¥ Refresh | ¥ Actions

WSA-MGMT

i Accessible Vs
J  virtual machines 2

Virtual switc [}
WLAN ID) 0

Active parts 0

+ vSwitch topology

~ Security policy

Allow promiscuous mode

€3 WSA-MGMT No physical adaplers

Allow forged transmits

VLAN ID: 0
~ Virtual Machines (2)
EVE-PROV24

)]

§1 coeus-10-1-3-033-5000V

Parent vSwitch5 settings:

(3 vSwitchs

S Adduplink / Edt setfings | (' Refresh | £F Actions

vSwitch5
. Sngard vowien
o '
= vSwitch Details
MTU 1500
Poris 4352 (4319 available)
Link giscovery Unknown
Aftached VMs 2 (D active)
~ NIC teaming policy
Notify switches Yes
Paiicy Route based on originating port ID
Revarse policy Yes
Rolling crder No
« Security policy
Allow promiscuous mode Yes
Allow forged transmits Yes
Allow MAC changes Yes

EVE and WSA VMs settings

© EVE-NG LTD

Allow MAC changes

~ NIC teaming policy
Notify switches
Policy
Reverse policy

Rolling order

~ Shaping policy
Enabled

~ vSwitch topology

‘Q WSA-MGMT
VLAN ID: 0
~ Virtual Machines (2)
EVE-PROV24

coeus-10-1-3-033-S000V

Route based on originating port ID
Yes

No

No

No physical adapters
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EVE VM, second port is assigned to
portgroup WSA-MGMT. It is Cloudl on the

EVE topology.

~ Hardware Configuration

» @ cru 16 vCPUs
8 Memory 32GB

» 2 Hard disk 1 40 GB

* 2 Hard disk 2 150 GB
USB controller USB 2.0

8 Network adapter 1 Management 90 UD (Connecled)

+ M Network adapter 2 WSA-MGMT (Connected)
» [ video card 4MB

+ [l Others Additional Hardware

EVE Lab connected to the WSA (Cloud1l)

Cisco Web security appliance (WSA),
Management port is assigned in portgroup
WSA-MGMT.

~ Hardware Configuration

» [ crPu 1vCPUs
8 Memory 4 GB
» 2 Hard disk 1 250 GB

» B Network adapter 1 WSA-MGMT (Connected)

» E Network adapter 2 UNUSED (Connected)
» E Network adapter 3 UNUSED (Connected)

» K Network adapter 4 UNUSED {Connected)

» K Network adapter 5 UNUSED {Connected)

A NOTE: ESXi WSA VM obtained the IP 192.168.10.3 from the DHCP pool on the lab

switch. The gateway is 192.168.10.1

A NOTE: The Firefox Docker node user for management obtained the IP 192.168.10.2
from the DHCP pool configured on the lab switch.

=

» Docker_management » switch
DHCP POOL

192.168.10.0/24
SVI10 as Gateway 192.168.10.1

Cloud1

WSA External ESXi VM
Port M1

VLAN 10
B 192 - 192.168.90.23:58855 - Remote Desktop Connection = a X
‘.;». Cisco Web Security Virtu. X | + /
(€)= e @ D 8 hitps/192.168.10.357 w -0 me =
@ Lovisdinas; admin on ronport. o

My Faverites . Options

P Rey Web Security Manager Securty Services Network

My Dashboard

Attention — 4 You c: mize

System Administration

this "My Dashboard" page by adding report modules from different reports.
are added for you by default. The Overview page can be accessed from Reporting

cpu sa% |
Ram 530%
Reportng / logaing disk: 5.2% |

B Frintavle POF 9

o data was found In the

@ Firefox automatically sends some data to Mozilla 5o that we can improve your experience.

10.7.2

Choose What I share | X

VMWare workstation machines

External (meaning not running inside EVE) VMWare workstation machines can be connected

to EVE labs using cloud interfaces.

A NOTE: A single Cloud interface can be used to connect more than one external VM to

the EVE lab.
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Example: Connecting Web security Appliance (WSA) to the lab using Cloud2 interface.

A NOTE: VMs must be in a powered off state to assign network interfaces.
Step 1: Open your VMWare Workstation Virtual Network Editor and configure the VMnet
interface for the Cloud and WSA VMs. If necessary add a new VMnet. The example below is

showing VMnet2 Settings in VMWare workstation. DHCP must be disabled for VMnet2.

Virtual Network Editor settings:

9 Wirtual Network Editar *

Marme Tvpe Extemal Cormection Host Connectian
Eridged Intsl(R) FROJL000 BT Dual Bort Server Adaptsr -

Eridged Intel(R) FROJLODD PT Dual Port Server Adap.
B Connacted
‘Connected

>

Add Network.. Remove Network | Rename Network...

#ines Infarmatian
O Bricged (connect WM directly to the external nstwork)

Bridged to: IntalfR) PROJL000 Y Dual Port Server Adapter

(ONAT (shared host's TP address with Vi) AT Sattings

® Host-arly {connect Vs incernally in a private network)

[A Connect & host virtual sdspter to this netweork.
oSt vituai sdapter name: Yiare Metwork Adapter Yhinet2
[Use local DHCP service to ditribute IP address ba ¥ DHCP Setting

Subnet 1 [ 192,168 38 . 0 Subnet mack: [ 255 255 258 . 0

Racirs oafaks o T =

EVE and WSA VMs settings

EVE VM, the third port (Network adapter 3) is Cisco Web Security Appliance (WSA),
assigned to VMnet2. This is Cloud?2 inside your Management port is assigned to VMnet2
EVE labs.

Virtusl Machine Setting: x
Hardware  Options
% ware ogt
Hemory
Specky the ameunt af memory dlocated to ths urtual
Memory maching, The memory sze must be a mukipe of 4 M.
Specty the amount of memory alecatesto s el SHard Dk (5C51) 20 Menmory For this vitusl machine: | 1096 [2 ] vp
machie, The en it ba 3 mkl of 4 ME. G
— histnark Adspter Custom (VWinet2) e
rierdDsk (3650 emory for this vetuslmachine: | 29570 3| v Stitnork Adapter2 Bridoed (Automatie) .
JCDIDVD (5ATA) Sltitnork Adapter 3 Bridged (Automatic) o P
S tvcrk Adspter . Netnork Adapter 4 Bridged (Automat) ee
ineswork Adspter 2 sae < Sietwork Adapter S Bridged (Automatic) 868 H Masimum recommended memory
lelhetwork Adspter 3 v W Moty Auto detect var (Mesmory swapping may
3 Uss Controller P I Maximum recommendsd memery o aceur beyond this size.)
Sourd Card i
i ‘e 160
iy 2 sme
Svisploy . a4 o g @ ecommended venory
szve d w2ome o
e sanie ) Guest 05
e am Qg
e ) Guest 05 recommended rinioum sme
=me sizie Mg
sme ame
e
e
8y The virtual machine must be powered of to reduce the
emaurt of memary.
il use up to 768 M8 of this memory for
changs this amourt i the Display
Add..,

Add...

o o[ o

EVE Lab connected to the WSA (Cloud?2)

A NOTE: ESXi WSA VM obtained the IP 192.168.10.3 from the DHCP pool on the lab
switch. The gateway is 192.168.10.1

L NOTE: The Firefox Docker node user for management obtained the IP 192.168.10.2
from the DHCP pool configured on the lab switch.
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SRR
v
|

» Mgmt_Docker P switch
S VLAN 10 WWSA VM Workstation
Chrome Deskiop DHCP IP 192.168.10.3

SVIM0 192.168.10.1 as G\
Management Docker station DHCP POOL VLAN 10 GW 192.168.10.1
DHCP IP 192.168.10.2 Cloud?2 as connection to External ¥M
& 172 - 172.25.1.21:33285 - Remote Desktop COHM — O X

|/ cisco web security \ x \{ | /

< C \A Not secure \Akps:,*r192.168.10.3ﬁ}fmcn\torw‘/sa_user’_r'eport | ¢

Cloiud2z

-||| |]|. Cisco S000V. Logged in as: admin on ironport.example.com

My Favorites . Options - Support and Help -
Web Security Virtual Appliance y [ L Ip

" Reporting Web Security Manager Security Services Network System Administration

No Changes Pending |
My Dashboard

W Frintale FOF

Attention — 4y You can customize this "My Dashboard" page by adding report modules from different reports.
some modules are added for you by default. The Overview page can be accessed from Reporting
> Overview.

System Overview

Overview > Web Proxy Traffic Characteristics | Overview > System Resource Utilization

Average transactions per second in past minute:
cPuU: 75% |

ram: s04% [
Reporting / logging disk: 5.2% |

Average bandwidth (bps) in past minute:

Average respanse time (ms) in past minute:

Total current connections:

System Status Details

Time Range: I

22 May 2018 20:00 to 23 May 2018 20:10 (GMT)

Overview > Total Web Proxy Activity Overview > Web Proxy Summary
No data was found in the selected time range No data was found in the selected time range
Overview > L4 Traffic Meniter Summary.

No data was found in the selected time range

10.8 Connecting EVE Lab to a physical device

10.8.1 ESXi EVE

To connect a physical device (e.g. router, switch) to an EVE lab over a cloud interface, we have
to bridge the ESXi NICs ethernet port to a VMnet interface.

A IMPORTANT NOTE: Make sure that you have set Promiscuous mode security settings
on the vSwitch and Port group to Accept.

A IMPORTANT NOTE: If you are building trunk between EVE lab node to real Switch,
please make sure you have set your ESXi vSwitch interface to accept all vlans.
Reference: https://kb.vmware.com/s/article/1004074

The Example below is showing ESXi Server settings of the virtual network bridged to the
physical interface.

Logical chain of the networking bridge:

EVE Lab Cloud0 ->Portgroup “Management 90 UD”>vSwitch 1->Physical Adapter ethl
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vSwitchl settings bridged with Server Ethernet port vmnicl (physical adapter)

3 wSwitch1
B Add uplink / Edit settings | (' Refresh | £} Actions
— vSwitch1
Type: Standard vSwitch
o
Uglinks:
= wSwitch Details = vSwitoh topology
MU 1500 =
‘Management 30 UD mw Physical adaplers
Ports 4352 (4317 available) [£2 Marag el
L— mm vmnic1, 100 Mbps, Full
Link discavery Listen / Cisca discovery profacal (CDP) -
Atached Vs 7 (4 active) —]
Beacon nferval 1 a
~ NIC teaming palicy a
Molify switches Yes
Policy Route based on originating port ID |
=d
Reverse policy Yes 'l
Rolling order No
—a
~ Security policy o
Allow promiscucus mode Yos —
Allovs forged transmils Yo3 - L
2

Portgroup “Management 90 UD” Settings associated with vSwitch1

() Management 90 UD

/' Edit seitings

& Refresh

£} Actions

Management 90 UD

“rcesal Vet

Virtual switch

VLAN 1D
Active ports

~ vSwitch topology

€3 Management 90 UD
VLAN ID: 4095
~ Virlual Machines (1)
$1 vCentre 90,95
E $2016 EVE 90.201

C Address D0:0c:29:60:c4:5b

-PRO.98.100

MAC Address D0.0c.29.00:22.0e

& EVE-PROV24

Virtual machine:

s
]

4005

~ Security policy

Allow promiscucus mode

Allow forged transmits

mu Physical adaplers
] mm vmnici, 100 Mbps, Ful

Allow MAC changes

~ NIC teaming policy
Notify switches
Policy
Reverse policy

Rolling order

&1 Cisco Identity Services Engine

EVE VM Settings

DDD%]E]D

~ Shaping policy

EVE VM CloudO is connected to Portgroup “Management 90 UD”

~ Hardware Configuration
» [l cpPu
1 nemory
» - Hard disk 1
» 2 Hard disk 2
USE controller
» B Network adapter 1
» ME Network adapter 2

4 Video card
v Ji Others

16 vCPUs
32GB

40 GB
150 GB
UsB 2.0

Management 90 UD (Connected)

WSA-MGMT (Connected)
4 MB

Additional Hardware

EVE Lab Connected to a physical device

Physical Topology

© EVE-NG LTD

Route based on originating port ID
Yes

No
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Cisco 887M device port Fastethernet 3 is physically connected to Server port ethl.

Dell R610 Server
VM Ware ESXi 6.0

o
S
Fastethernet3 ¥ 4
p—" —— &
[ ooy VSwitch1associated
NIC port with Portgroup
Cisco 887M oth 1 Managsment 50 UD EVE VM

and bridged with NIC
Port eth1

VMnet 1 associated
with Portgroup
“Management 90 UD"

Cloud0

Lab SW M

EVE Lab Topology

EVE lab switch port GO/0 is configured as trunk and connected to CloudO over bridged chain
to the physical Cisco 887M Router switchport Fastethernet 3

View Options Transfer Scipt Tools Window

d
EEREEE A © 4af ? 8

itch X

v Help
2

10.8.2 VMWare workstation EVE

Similar to the ESXi connection, it is recommended to have a second ethernet interface on your
PC. It can be a USB ethernet extender as well. Not all ethernet adapters fully support a layer2
connectivity over it. MS Windows OS itself strips off any tags added to the packet. Even if your
NIC supports 802.1q VLAN tagging, Windows 10 strips these tags off. The example below will
show a Windows 10 host connected to a physical 3750G-24 switch. The Windows 10 Host has
an Intel (R) PRO/1000 PT Dual port server adapter and is bridged with VMWare workstation
(version 14) VMnets.

Virtual Network Editor Settings, Bridged VMnet interfaces with Real NIC Ports
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Q virt *
Name Type External Connection Host Connection DHCP Subr|
|uMnem Bridged  Intel(R) PROJ1000 PT Dual Port Server Adapter - - -
WMnetl  Bridged  Intel(®) PRO,1000 PT Dual Port Server Adapter #2 - - -
VMnet2 Hostonly = Connected - 192,
VMnet8 NAT NAT Connected Enabled 192,
< >

Add Network... Remove Network Rename Network...

VMnet Information

Bridged (connect VMs directly to the external network)

Ericgsd to: | Intel(R) PROJ1000 PT Dual Port Server Adapter

NAT (shared host's IP address with VMs)

Host-only (connect YMs internally in a private network)

Automatic Settings. .

NAT Settings...

Connect a host virtual adapter to this network
Haost virtual adapter name:

Use local DHCP service to distribute IP address to VMs DHCP Settings...
Restore Defaults oK. Cancel Apply Help

EVE VM Settings. Network adapter is bridged to VMnetO (ethernet Intel Pro 1), and Network

adapter 2 is bridged to VMnet1 (ethernet Intel Pro 2).

Responding cloud interfaces on EVE VM:

Cloud0->Network Adapter->VMnet0->IntelPro

Cloud1->Network Adapter 2->VMnetl->IntelPro#2

Virtual Machine Settings

Hardware  Options

Physical connection scheme and VMware bridging.

© EVE-NG LTD

Cancel

Memary
Deviee Summary
- = Specify the amount of memory allocated to this virtusl
machine. The memory size must be 2 multple of 4.
[ Processors 8
A Hard Disk (5CSI) 100 GB Memory for this virtual machine: | 24576 -3 MB
“)CD/DVD (SATA) Auto detect
T Network Adapter Custom (VMnetd) e
Tlnetwork Adapter 2 Custom (VVinet1) 2o g4
FNetwork Adapter 3 Custom (YMnet2) es
a2
USB Controller Present scB 3 Maximum recommended memory
&) sound card Auto detect
468 (Memory swapping may
SPHHW Present ren occur beyond this size.)
Display Auto detect
ee a B.0GE
szuB
4 @ Recommended memory
256 MB
168
128 MB
sHHE [ Guest OS recommended minimum
2Me 512MB
16 B
EME
4 ME
i) The virtual machine wil use up to 768 MB of this memory for
graphics memory. You can change this amount in the Display
settings page.
Add Remove

Help
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Internet f

Home LAN

Bndgedm real NIC Verg{gﬂ? EVE Management
Cloud0
Intel Pro1 eth [§ VMnetO _J
VMnetO
g? Fo/24 Intel Pro2 eth VMnetl
Cl 1
Real Cisco SW EVE M OUJ
WS-C3750V2-24PS Bridged to real NIC Wmdows 10
G0/0
|
LAB SW vIOS L2
EVE Lab scheme.
Connection lo Real SW 37506
o
L fandt
& Console - SecureCRT - o x
Fle Edt View Opbons Tamsfes Scopt Taols Window Help
ERAR A AR e b

o Console X 4 b (W05 SW X 4

Ready Seriak COM3,9600 13, 1113 Rows, B2 Cols _ ¥T100

The following solution allows Windows hosts to transmit tagged packets over ethernet. This
has been used in the example above.

L\ Warning. You are making changes to your Windows registry files! This is at your own
risk.

https://www.intel.co.uk/content/www/uk/en/support/articles/000005498/network-and-i-
o/ethernet-products.html

10.8.3 Bare metal server EVE

A physical server usually has more than one ethernet port, free ports
can be bridged with EVE clouds and used for external connections.
EVEs internal interface settings are already bridged in order, pnet0-9
are mapped to eth0-9. Refer to the bridging table in section 10.6

cat /etc/network/interfaces
Basically, your servers physical port ethO is bridged to pnetO which is CloudO in your labs, ethl
is bridged to pnetl which is Cloudl in your labs (and so on). Refer to the bridging table in
section 10.6

The example below shows how to connect a bare-metal EVE server with a physical Cisco
3750E switch.
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Physical connection topology:

EVE Server

Cloud1

5 GigabitEthemet1/0/25

Cisco WS-C3750E-48PD

GigabitEthermnet0/0

4

EVE Lab virtual SW

The EVE lab switch’s CDP neighbor is the 3750E switch’s port Gig 1/0/25: A trunk has been
configured between the EVE lab switch and the physical 3750E switch.

Switch X
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11 Advanced EVE Lab features

11.1Lab designh objects

EVE Pro has drawing elements integrates to add drawings and text information to the lab
topology. Objects can be placed on the topology in two ways.

Example below, EVE lab with design elements:

GVG FirePower 6.2.2 FMC and NGIPS Lab Devices Used in Lab:
j > Created by UD, EVE 2018
Emulated Virtual Environment Firepower FMC 6.2.2

Next Generation

Firepower NGIPS 6.2.2
SWIOL L2 IRON 15.2
L3 router IOL 15.4.2.T

A——
EI — Windows 7x86 host
- eo622 Mgmt Windows Server 2008R2
o NAT
Internal -~ TExternal "
A

m@@“

192.168.101. 1!24 u RZ

VLAN 101 .I

192.168.101.2i24] > 5w

- [172.16.1.124
/
-
-
o
_ -
L oF = R 2.16.1.100224
- _a—
DHCP POOL VLAN10  *M1 11 10 192.168.10.1/24 DNSIFTP
DHCP POOL VLAN 20 .
OSPF 1 Area0 B www
Authentication MD{
VLAN 10 (e0)
VLAN 20 e
‘
:*: @2
P sw2 Node Interface  |IP
R1 e0/0 10.1.1.1/24
VLANZ
R1 e0/1 192.168.1.1/24
E R2 =0/0 192.168.10.1/24
@
—
P win7-1 P win7-2
IDHCP VLAN 10| DHCP VLAN 20
Option 1: Side bar -> Add an object Option 2: Right-click on a free area on the

topology canvas to add an object.

Add a new object

B rode

€ Network

&l Picture

O Customn Shape
Aext

= Line

g Auto Align

11.1.1 Custom shape

There are three custom shapes that can be added to the topology: square, round square and
circle (sphere).
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Type: Square, round square or circle

Name: This field can be filled with your preferred shape’s name. If the field is left empty, EVE

will generate a name for the shape.

Border type: Two options: line or dashed

ADD CUSTOM SHAPE

Example: Added a circle and square on the topology. Shapes can be moved
around the topology drag and drop style (click and move with mouse).

Border width: Increase or decrease the width of the
border. This can be edited later in the “Shape Edit” menu.

Border colour: Allows you to choose a colour for the
shape’s border. This can be edited later in the “Shape
Edit” menu.

Background colour: Allows you to choose a colour to fill
your shape with. This can be edited later in the “Shape
Edit” menu.

11.1.2 Resize square or circle objects

-
Move your mouse over the right bottom corner of the object until a =
corner symbol appears. Left click and drag your mouse to change “
object size or style (rectangle, sphere) /

11.1.3 Text

Itis also possible to add text or other MS Office objects to your EVE topology.

Add a new object

& Node

Rich HTML Office option allows you to copy texts from MS Word, Excel or = etwork

Visio.

© EVE-NG LTD

Ed Picture
O Custor Shape
A Text

= Line

i Auto Align
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DR X¥XHERBIMBG = g
B I USX x| L|;=:= |l B2 = = 21 W E @ NEE=Q6® M@
Shyles - | Normal ~ | Font v | Size - A- B | &l
Your text. Can be copied from MS
Office. Similar like in MS office
you can edit this text here
Example: Excel table on topology: e
R1 je0/0 10.11.1/24
Rl leo/1 192 168 1.1/24
R2 [£0/0 192,168 10.1/24
o
» wWin7-2
My information text
Cloud? Configure nodes .
Example: text objects added to the topology.

lo0 192 168.100.100/3]

Example: Visio object added to the topology

Visio icon Tunnel |

[= |
=

mFMC-622
192.168.90.70/24

NAT
i - 192.168.97.7124
Y

o)
192.168.101.1/24] -“ﬁl
172.16.1.1/24)

-7 172.16.1.100/24)

L ETRVINE Il oo11.10 152.165.10. 1724
pHep PooLLANZo D
OSPF 1 Area 0

[Trunk]
Authentieation MDE

11.1.4 Add picture to the topology
Custom images may be added by using HTML editor:

Step 1: Add a text object to the topology and press Image button for import
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DB B &m @ = | -
B I US x x*|& L |i= = (9 W E =2 S E|[ 0 EE|e FEE};%Q;‘E
Font - | Size - A- B2

Styles - | Format -
[Mew Text

Step 2: User browse to import your image.

Image

General Advanced

D URL:

[[] Uploat
No file selected

saneu

Step 3: Double click on object you wish to resize, then change width and height.

image

General Advanced

Alternative Text

Width Height
240 96 Lock Ratio
\

VSpace

Align
<nut551> 0

11.1.5 Custom object linking with telnet or other protocol

This feature allows you to link your eve topology object with external source. It can be web site
or other protocol like Telnet to call out console for external object.

Step 1. Add the text or picture using HTML editor. Sections 11.1.3 or 11.1.4.

© EVE-NG LTD Page 165 of 263



G. A G EVE-NG Professional Cookbook
Version 4.9

Emulated Virtual Environment
Next Generation

Example: Custom icon added from
MS Visio.

{ b

90.0/24 @ . A
o Internet

192.168.90.71/24 o NAT s . .
.. eammm s - Step 2. Position your object in place
where you want it to be.

LAN 101 _!:@I EE-@TE‘I
192.168.101,1 24 TP

7
172.16.1.1124
-

N
T

Step 3. Highlight text or activate object.

DIR|%¥B B & @ EiC2 /

B I USx x*|& L=z Elp Bz = 0B e iz

]
2
S
3]

Styles -~ Mormal - Font - Size

Step 4. Use link button to assign custom protocol for your object. Example: Protocol Other, type
in URL: telnet://10.1.1.10

Link
Link Info Target Advanced

Display Text

Link Type
URL

Protocol URL

<DthEr> telnet/10.1.1.10

Cor I

Step 4. Tab Target, Example: Target/New Window

Link /
Link Info Target Advanced

Target

Newr Window (_dlank)
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Step 5. OK for Save.
N

A\ NOTE to edit picture object assigned with link, use mouse mark area
of object and it and double click on area beside object.

11.1.6 Line object
Line object allows you to draw and design lines on the topology.

Step 1. Add a Line object to the topology

B \Width: Increase or decrease the width of the
ADD LINE line. This can be edited later in the “Shape

_ Edit” menu.
Width > s
Arrow Style = single arrow - Arrow Style: Allows you to make arrows to
paint Syt your Line object. Single arrow, Double arrows
aimnt e Solid - . . . .

or no Plain. This can be edited later in the
Line Style Straight - “Shape Edit” menu.
tine color I

Paint Style: Allows you to solid or dashed
style for line. This can be edited later in the
“Shape Edit” menu.

Line Label

Cancel

Line Style: Allows you to choose a style Straight, Bezier, Flowchart or StateMachine for the
line. This can be edited later in the “Shape Edit” menu.

Line colour: Allows you to choose a colour for the line. This can be edited later in the “Shape
Edit” menu.

Line label: Allows you to add a label on the line. This can be edited later in the “Shape Edit”
menu.

Example, Dashed, Bezier, double arrow line with label:

Positioning and moving line object. Line object has
invisible connection points at the ends. Use mouse to find Oe---.. |
that point, drag and drop move line connection point to f

your preferred lab location. Use mouse to move other line 1
endpoint on lab location. e

To move all line, use CTRL to mark line endpoint and move line over topology to position it.

Edit Line object. Right click on line to call out edit window:

L EJ O

& Edit Style

T Delete
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—
romre—— B2 -

Stylo Linkcolor  Pasge0i0  Pos nia Link Stylo Link Label  Pos Labal  Curviness

sio v EEEE v ' Bezier v ’ 0

11.1.7 Nodes connection links design

Refer Section 9.1.5

11.1.8 Cloning objects and overlay positions

Right click on the object you want to clone and choose “Duplicate”. You can also change the
object’s overlay position using the “Send to Back” or “Send to front” options.

My information text
Configure nodes

W Duplcate

& Send To Back

11.1.9 Objects Editing

& Edit

W Delete

Right click the object and choose “Edit” for additional options.

00/32
#

Wi Duplicate

& Send To Back
2 Send To Front
G Edit

i Delete

At the bottom of the “Topology Canvas” page, additional object options will appear

Border-type  Border—color Background-color Transparent Rotate

-1 = 1 = dashed |v| DN [ | off 0 & | sauare2

Z-index: Used to change the object’s overlay position on the “Topology Canvas.” An object
with a higher numerically valued z-index will cover an object with a lower
numerically valued z-indexed.

Example: The blue object has a z-index of -1 and the orange object’s z-index is 0.
Orange object is top over blue object.

Border width: Used to change the object’s border width.

Border type: Used to change the border style of the object between solid and dashed.
Border colour: Used to change the colour of the object’s border

Background colour: Used to change the background colour of the object

Transparent: Turns off background colour (filling) and makes the B
object transparent. A e
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Rotate: Used to rotate the object on the topology.
Name: Used to change the object’s name.

To save the object, press Save (green button). ﬂ gz

11.1.10 Lock objects movement

The “Lock Lab” feature prevents objects from being moved around on the canvas (among other
things). For more information about this feature, refer to section 8.1.14.

11.2 Custom design logical topology

EVE Pro includes a feature to upload your own custom topology picture and map nodes to it
for easy access.

PG Output Optiens x

11.2.1 Custom design upload

sground co (g
[m} o coter: ]
Before you upload a custom picture in the lab, make sure it is
in .png or jpg format with resolution 130-150x130-150 pixels. I S——
TIP: It is best is to create a topology in the MS Visio and after S
convert it to the .png picture format with resolution 140x140.  *
canc

Step 1: Open “Add an Object” and then “Pictures” from the left sidebar or
right click on a free area on topology canvas and hit “Add Picture.” B iode

#* Network

Eal Picture
0 Custom Shape\
AText

5 Auto Align

Step 2: Browse your PC for a .png or .jpg file and hit “Add”.

ADD PICTURE

Name Topology

Picture Arista-MLAG_lab EVE2 P

Once the picture is added to the topology canvas, the sidebar will display a new option: “Logical
maps”
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Step 3: Open the “Logical maps” menu item.

Pictures window management
Delete uploaded picture from the lab

=

G Image Map: Map nodes to places in the
picture

Topology Display uploaded picture. Work with lab and
custom topology

Zoom/unzoom uploaded custom topology

Makes the window transparent to see the
n “Topology Canvas” behind it. Clicking again
returns to the normal view.

. Close “Pictures” window.

11.2.2 Custom topology mapping
This feature allows you to map the lab nodes to your custom topology picture.
Step 1: Open the Image Map window:

i %;:::‘L:u: y

Step 2: Select a node, from the dropdown menu, that you want to map to the topology.

Step 3: Move your mouse over a node icon on the “Image Map” and click to map it. The grey
circle means that the node is mapped.

DH(P €0 10110/24

1 es
@ £=—{pat
NZ e

ASA

Nw“ﬁ 230 A(bwedvh 2030

Step 4: Continue mapping the rest of the nodes.
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Nz
152368200/26

_DHCP0 105

i oubot eSS 7 Ssaiahen
SEeD ‘—A,_,_el - m.ﬂ
: 2. '
o// 2] & Win7 Mgmnt
ASA

5125 ‘ ¥
T

:::::

20/0 > 20/1 o 00

e wss ,,,
12168 00/2¢ 20/2°

VIOS-SW1 vi0S-sw2 Win7
DMZ 52008

Step 5: OPTIONAL. You can also add a mapping for a device external to your EVE server in
order to telnet, VNC, or RDP to it. This way you can open sessions to all your devices (whether
external or internal) in one place.

Select from menu:

Nodes ‘ CUSTOM , NODE outside lab

And map with node on topology. homesg

uter

172.25.1.25

Change image map adding protocol, IP and port.

Image MAP <area shape='circle' alt="img" coords="102,286,30" href="proto://CUSTOM_IP:CUSTOM_PORT">

Image MAP <area shape='"circle’ alt="img’ coords="102,286,30" href="telnet:;//172.22.7.18:23">

Step 6: Save your mapping and refresh the browser with F5.

EEW  Cancel

11.2.3 Delete topology or mapping

To delete a single node mapping, right click on node mapping circle and click “Delete.”

Map

Y fiDetete

To delete the entire custom topology, click delete.

11.3Multi-configuration sets export feature

Eve Professional/Learning Center includes a "Multi-configuration Set" feature that allows you
to save and manage multiple sets of configurations in a single lab. The "Configuration Export"
and “Startup-configs” features will allow you to set these saved configurations as startup configs
for your nodes when they boot.

A IMPORTANT NOTE: Before you start using the “Multi-configuration Set” feature, you
must complete at least one configuration export.
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Nodes will be greyed out without the option to enable “Startup-

------ i configs” until you complete at least one configuration export for

.. each node.
: ‘
a
Node boot order:
Start node

Boot from NVRAM persist Check NVRAM
NVRAM

NVRAM Wiped

P~ G Check if node is
Cfgisset ———  set boot from
conﬁguratlon set

Cfg is not set

Boot from factory
default

NVRAM: NVRAM is used as writable permanent storage for the startup configuration. During
the boot process, the node will always check NVRAM for a saved configuration. Saving the
configuration to NVRAM requires a vendor specific command. Cisco: copy run startup (wr),
Juniper: commit, etc. It is MANDATORY to save a node’s configuration before you can export
it.

Exported configuration: A node configuration that has been exported from the node. It can
be used to backup configurations or to set them as startup-configs.

Wipe node: Wiping a node will erase the NVRAM (running config) or the temporary image
shapshot, depending on the type of node. Upon a successful wipe, the node will boot with the
factory default configuration or the configuration included in the base image you are using. If
you have the “Startup-config” feature enabled for the node, then it will boot with the chosen
config set. You must wipe a node after changing certain node template settings like the image
or startup-config. You also must wipe the node the first time you want to enable the “Startup-
config” feature.

Factory default configuration: The base configuration that is applied from the manufacturer.

11.3.1 Supported nodes for configuration exports

Cisco Dynamips all nodes
Cisco IOL (10S on Linux)
Cisco ASA

Cisco ASAv

Cisco CSR1000v

Cisco Nexus 9K

Cisco Nexus Titanium
Cisco vIOS L3

Cisco vIOS L2
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Cisco Viptela vEdge, vSmart, vBond
Cisco XRv

Cisco XRv9K
Juniper VRR
Juniper VMX
Juniper vMX-NG
JunipervQFX
JunipervSRX
Juniper vSRX-NG
Mikrotik

PFsense FW
Timos Alcatel
VEOS Arista

11.3.2 Startup config management

11.3.2.1 Global commands

Configurations can be managed via the “Startup-configs window which can
be accessed from the sidebar menu while on the Topology page.

= startup-configs

Topology page, More Options:
Export all CFGs — Exports all supported node configurations.

Set nodes startup-cfg to default configset- Sets all
supported nodes to boot from the default configuration set.

Set nodes startup-cfg to none - Sets all supported nodes to
boot from NVRAM configuration.

Delete default configuration set. Warning, this will delete
your exported default configuration set for all nodes.

11.3.2.2 Individual node commands

Select node, right click

SRr——

¢ e Wipe: Wipes the NVRAM for a single node

< Wipe

Eovonore Export CFG: Exports the configuration for a single node
? Capture
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11.3.2.3 Multiple selected nodes commands

Wipe Selected: Wipes the NVRAM for selected nodes
Export all CFGs: Exports the configuration for selected nodes
Set nodes startup-cfg to default configs set: Set selected nodes to the default config set

Set nodes startup-cfg to none: Set nodes to boot from NVRAM or from factory default if
wiped.

Delete nodes startup cfg: Delete selected node’s startup cfg. (clean default set)

11.3.2.4 Startup-configuration window

No configuration exports or manual configs loaded for nodes

STARTUP-CONFIGS .

Config Set Default ~| oaen - - a.

ooee

Startup-configs are exported and the “Configuration Export” feature can be used.

STARTUP-CONFIGS *

Conigse betas © ogn - - oD

coee
aaaa

11.3.2.5 Startup-config window information

Config Set Config set menu
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No configuration is available for node. Grey
node

Configuration is available and can be used.
Blue node. Exported configuration persist

Configuration persist but it is disabled. Node
will boot from NVRAM or factory default if it
is wiped

Configuration persists and node will boot
from the configuration after being wiped

CONFIG SET

uuuuu

Add new config set.

CONFIG SET
Name o

Rename config set. The Default Config Set
cannot be renamed.

1P Addressing ~

Config Set

Select a Config Set and delete it. You
cannot delete the Default Config Set. The
Default configuration set can be cleaned
using the sidebar / More options / Delete
default configuration set

Upload configuration set from your local PC

Download configuration set to your Local
PC

Apply Config Set button: Sets all nodes to
boot from the chosen config set.

Config Reset button: Sets all nodes to boot
from none. Node will check boot order. If the
Wipe function is used, nodes will boot from
factory default.

Individual node export or import
configuration. Configuration export/import
file format is .txt.
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vawes e oo 7 meowwe @ | Ace Editor. Different vendor configuration
edit option. Just Text visual format.

11.3.3 Export Default configuration set

!\ NOTE: The default configuration set is hardcoded. It is mandatory to export a nodes config
before you can start building custom configuration sets.

Example:
&= 5

m (w00)

Step 1. MANDATORY: Configure your nodes and make sure you applied the vendor specific
command to save the running configuration to NVRAM. If you do not save the configuration, it
will not be exported and in the notification area, you will receive an error message stating the
node cannot be exported.

In this example the nodes have been configured with hostnames only and the configurations
have been saved to NVRAM.

Step 2: Chose any method to export configurations to the Default Config Set. You can use
export a single node, a group of nodes, or all nodes. Only supported nodes configurations will
be exported.

Step 3: In the example below a group of nodes were selected to export configurations.

= Export All: done
Group of R1, R2, SW1, SW2...
P Start Selected
R1: config exported
W stop Selected
<& Wipe Selected
R1: Starting export, please wait
> Console To Selected Nodes
& Export all CFGs R2: config exported
P Set nodes startup-cg to default configset
[ Set nodes startup-cig to none R2: Starting export, please wait
e Horizontal Align
SW1: config exported
& Vertical Align
@ Circular Align
SW1: Starting expor, please wait
T Delete nodes startup-cfg
1 Delete Selected SW2: corfig exported

SW2: Starting export, please wait

Export Selected: Starting

Default configuration set is completed. The notification area will display
“Export All: done” when complete.

NOTE: you can configure your nodes with your preferred configuration and make it the default
configuration set.
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11.3.4 Boot nodes from exported Default config set
Step 1: Stop all nodes

Step 2: Open sidebar and click Startup-configs. Make sure your config is set to default and the
nodes config switch is green (switch on/off beside node). Press the green “Apply Config Set”
button (Set all nodes to selected config set) and all your nodes will boot with the default config
set after wiping them.

STARTUP-CONFIGS
Config Set oen - - f

B Ri
& R
£ swi
3 swe

R S

Step 3: Wipe nodes. For more information refer to section 9.1.3

Step 4: Start nodes

11.3.5 Export new custom config set

This section will describe how to create a new custom configuration set for the same example
above.

L Make sure your nodes are running and booted from the default set.

Step 1: Create new custom named (e.g. “IP Addressing”) configuration set, Press Add new
config set.

Config et /ﬂﬂﬂ BE

Name it and press Add.

CONFIG SET

Name IP Addressing
\
ﬂcm
The new configuration set is created.

A NOTE: It will duplicate the default configuration set under your IP Addressing config
set.

Step 2: Select newly created Config set IP Addressing and hit the green confirm button (Set all
nodes to selected config set) on the right.
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Contig et oEn - - /l'

Default
1P Addressing

Step 3: Make sure your nodes have the Startup-config slider switched to “ON” and verify the
config set menu has the “IP Addressing” set selected.

Confiases Al 7] ogn - - oo

HHUI
L

Step 4: Return back to your lab and continue configuring nodes until your preferred
configuration is complete. In this Example, the IP addresses are configured on the nodes.

Step 5: IMPORTANT: YOU MUST save the configuration on all nodes, even if the configuration
was not changed.

Step 6: Use any method (individual, group or all) to export the new configurations to the IP
Addressing set.

Step 7: You can verify that the configs were exported by re-opening the “Startup-config”
window.

Make sure the correct config set is selected, and check if the configuration is exported for the
node or nodes.

STARTUP-CONFIGS

oEn - -

Config Set 1P Addressing

AN

STTY

* v

Repeat steps 1-7 of this section for the next configuration set.

11.3.6 Edit exported configurations
It is possible to edit your configurations for the nodes manually.

Step 1: Select a config set and apply it with the green confirm button (Set all nodes to selected
config set) on the right.

Conlg et aoan - - )

Default
IP Addressing

Step 2: Select the node you want to edit the configuration of and make your changes. Click
“Save” when you are finished.
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STARTUP-CONFIGS *

ottt [ oon - - oo

i 2 Ace Editor (G

+ o+ o+ =

Step 3: Apply the config set to all nodes with the green “Apply Config Set” button Fn
on the right (Set all nodes to selected config set).

A NOTE: you can manually copy/paste any configuration into the config set editor and
apply it to your node. Make sure your configuration interfaces match the lab node’s
interface names.

11.3.7 Set lab to boot from config set
To set your lab nodes to boot from the exported configuration, follow the steps below:

Step 1: Wipe nodes. Refer to section 11.3 for information about wiping nodes and the order of
operations during boot.

Step 2: Open the “Startup-configs” window from the left sidebar.

Step 3: Select your preferred config set and apply it by pressing the green
“Apply Config Set” button on the right (Set all nodes to selected config set). P

Step 4: Start nodes.

11.3.8 Set lab to boot from none
To reset your lab nodes’ configuration to factory default follow the steps below:

Step 1: Wipe nodes. Refer to section 11.3 for information about wiping nodes and the order of
operations during boot.

Step 2: Open the “Startup-config” window from the left sidebar

Step 3: Press the red “Config Reset” button on the right (Set all nodes to no ﬂﬂ\
startup-config).

Step 4: Start nodes
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11.3.9 Delete a config set

Select the config set you want to delete and click the “Delete” button. You cannot delete the
default config set.

Config Set IP Addressing ¥ ” F3 X

11.3.10 Rename a config set

Step 1: Select the config set you want to rename. Change the name and hit “Save.” You cannot
rename the default config set.

Config Set IP Addressing ~ n F 3 &

Mame | IPAddressing newl

N

/m Concel

11.3.11 Export a config set to your local PC
It is possible to export configuration sets to your local PC.

Step 1: Select the config set you wish to export.

Config Set IP Addressing v ﬂn 3 & \

Opening IP Addressing zip X

You have chosen to open:

B IP Addressing.zip
which is: WinRAR ZIP archive (5.7 kB)
from: blob:

‘What should Firefox do with this file?
O Qpenwith | WinRAR archiver (default) i
@ ave File

[ Do this sutomatically for files like this from now on.

Cancel

Step 2: Save it on your local PC.

NOTE: You can open this archive and edit your node configs manually. Archived configs are
saved in txt format. After editing you can archive it back to .zip format and import it in EVE.

11.3.12 Import config set from local PC.

It is possible to import config sets to your lab. u; R
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UPLOAD CONFIG FILE

Mame

Browse to the file on your PC, select the archive or config
set and upload it.

File

@ Fie Upload x

Uploaded config sets without a Name will appear in the
config set menu with the name “Import”. To rename config
sets, refer to section 11.3.10

4 [« Deskion » Exports v @ | Sexch Export »
Orqurice v Mew okl - m e
A Hame

B 0Rp cigsetom

gm.,m..-_m_a:m/

M NEW P Addressing o0

Rio

B ThisPC
B 30 Otjects
I Desktop
Documents
& Downloads
File name: NEW [P Addressing zip | A

11.3.13 Export a single nodes config to your local PC

Open the “Startup-configs” window from the Side bar. Select the node that you want to export
the configuration of and click the “Export” button.

Opening Rt %

Vou have chosen to oper:

\ et Document (13 k5) [ Rt |
e e - B
& w LB e o
@ swi #( ) | serialrestartdelay0 Do e ity o e m
[ swe #( B | ipforwardprotocol nd ] =
11.3.14 Import a single nodes config from your local PC

Open the “Startup-configs” window from the sidebar. Select the node that you want to import
the configuration to and click the “Import” button. Browse to the file on your local PC and click

“Upload.”
UPLOAD CONFIG FILE
File
W Uoiosd  Cancel
@ File Upload x
\ 4 || « Desktop > Exports > vlo
— T - | PR Orize > Newfoldr
[ This PC “
& R2 idl :m . B 30 Objects EIGRP cfgset 2
hostname R1
[ Desktop. =} RW\
. ! =
g swi (e -
boot-start-marker 4 Downloads >
[ JETE #( B bootendmarker ot

1

NOTE: The configuration must be in txt file format.

11.3.15 Set lab nodes to boot from different config sets

The “Multi Configuration set” feature allows you to set nodes to boot from different config sets
in the same lab.

Option 1: Open the “Nodes” list from the left sidebar. Choose your node and select a config set

from the dropdown. Stop the node, wipe it and start it again. Your node will boot from the
selected config set.
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CONFIGURED NODES

Option 2: Stop the node, right-click on the node and click “Edit.” Select your preferred config
set for the node and click “Save.”

Startup configuration \
Default -
None

P Addressing

NEW IP addressing

11.3.16 Lab config script timeout

Lab config script timeout is used when nodes are waiting to boot from a config set. The node
will literally wait during boot until the configuration is applied from the config set.

Hit “More actions” and then “Edit lab” from the sidebar. Set the config script timeout in seconds.
By default, this timer is set to 300 seconds for new labs.

A NOTE: For heavy labs and nodes with

long configurations, you can raise this  config Script Timeour 800 Seconds
timer to 600 seconds or higher.

11.4 Lab Timer

For self-controlled lab timing, EVE Pro has integrated a “Lab Timer” feature.

1141 Set the Lab Countdown Timer
Step 1: Click “More Options” and then “Edit Lab” from the sidebar.

Step 2: Set the “Lab Countdown Timer” in seconds for the time you wish to display on the
topology and confirm by clicking “Save”. 7200 seconds = 120 minutes.

Config Script Timeout 800 Seconds

Lab Countdown Timer 7200 \ Seconds

Step 3: To start your lab, be sure all nodes are running.

Step 4: Hit “Lock Lab” from the sidebar. A red sign means that the lab is locked. Unlock Lab

Step 5: When ready to start, click “Refresh Topology” from the
sidebar. The countdown timer will be displayed on the “Topology
Page” in the top left corner.
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11.4.2 Stop the Lab Countdown Timer
Step 1: Click “Unlock Lab” Grey means that the lab is unlocked.
Step 2: Hit “Refresh Topology” from the sidebar

A NOTE: The lab timer does not stop nodes or disconnect sessions from the lab.

11.5 Lab Tasks

Lab task or workbook creation feature.

1151 Creating a new simple task

Step 1: On the side bar click on “Lab Task(s)” to open the Lab Task(s) management window.

Step 2: Click on the “+” sign to create a new task. Enter the name of the task name and click
on “Add” to create the task.

LAB TASK(S)
Q\/Taak

LAB TASK

Name ‘ 1. Switching ‘

Cancel

11.5.2 Edit a simple task

Step 1: Press the edit button next to the name of the newly created task.

LAB TASK(S)

W G 1 Switching

== New Task

Step 2: Use the rich text editor Window to create your Task / Workbook. It is a recommended
option to copy/paste task content from MS Word. Save your Task content by clicking on the
“Save” button.
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LAB TASK(S)

RREl o] & source 1B @B EEE « LR &
BIUGNXS|#LL|E=:= 2 Y a8 vuE ecEE@BREQO@D
+ NewTes)
A @ B3

Task 1.1 Basic configuration
Objectives
+ Conligurs switches' hosinames accordingly diagram

B2

N

+ Configure VTP mode accordingly tabie belom:

Devce VTP mode vEfso«I VIPdoman | TP passward
WOz transparent
AL51
bady div table thady w w p span span span span

11.5.3 Create a multi tabs task (task on multiple tabs/pages)

Step 1: Click on the “+” sign to create a new task. Enter the name of the task name and click
on “Add” to create the task.

LAB TASK(S)
-‘twask

LAB TASK

Name ‘ 1. Switching ‘

Cancel

11.5.4 Edit a multi tabs task (task on multiple tabs/pages)

Step 1: Press the edit button next to the name of the newly created task.

LAB TASK(S)

W & 1 Switching

=+ New Task

Step 2: Click on the “Insert tabs” button.
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LAB TASK(S)

uRe] o] Bswee |B O B

a
®
7
&
1)
.
@

B I USx x = E(v B 2 E S E9NE = "Rl =00 @0
+ New Task

Styles - | Fomat - | Font - | sie -l A- B2

Insert Tabs

New Teut

Step 3: Enter the name of your new task group and choose the number of tabs (must be
between 2 and 9). Tab names can be changed later.

Bootstrap Tabs x
Add Tabs when activity content can easily be segmented into
separate tabs to allow for more efficient use of space

Tah Set Ttie

ytab

Number of Tabs

2

a Tah

ea Tabto Remove v

w oo oa oo oo B

Step 4: To save your your tabbed task, press “Save”.

LAB TASK(S)

o Bsoues [ D B @D CRCRCERNERE -2
B I USX x|& L == iy Bz =10 E e mEm=00@0D
= New Task
Styles - | normal - | Font - | size Sl A B OH
Tab 1 Name Tab 2 Name Tab 3 Name Tab 4 Name
Tab 4 Content
ew Text
body div p
Cancel

11.5.5 Edit tabs (Multi tabbed task).

Step 1: Activate the tab for which you want to edit its content and press the edit button.
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LAB TASK(S)
n‘l‘n' el | Switchi g
& Tah 1 MName Tah 2 Mame Tab 3 Name Tab 4 Name
= New Task Tab 1 Content
Mew Text

Step 2: Rename your tab,

il G B source DE® B XDEBEE

B I UGS X x| L =:=|% % »

=+ new Task

Task 1.1 Basic configuration
Objectives

« Configurs switches’ hostnames accordingly diagram

Step 3: Press the “Show Blocks” button, this will help find the right place to create the task tab

content. Make sure that you are copying or creating the tabbed task content into the correct
place (Tab 1 Content)

NOTE: It is strongly recommended to use “full screen” for the rich html text editor when you are

working with tabbed tasks. Press the “full screen” button to work with tasks. Press it again to
exit full screen mode.

|
[0l source Daa b XhHhEEEB « o

B I USx x|« I,

L |= = £y Blzlz = =91 5% = ™ Em=08&
Styles - Mormal(.. < | Font - | sz - A B Ml e—
f Show Blocks
B o ! |
D /

Task 1.1 Basic configuration Tab 2 Mame Tab 3 Mame Tab 4 Mame

3
e Text

Step 4: Save your modified task by clicking on “Save”. To edit another tab, repeat steps 1-3.

11.5.6 Create atask with your PDF workbook

Step 1: create new Task and name it and press Add:
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LAB TASK(S)

=+ New Task

LAB TASK

Name EVE cockBook

F Cancel

Step 2: Press edit Task and locate PDF button, Press it

LAB TASK(S)

*EF [ Source DR & B @ GE @& B %
BI US X ¥ I =3z E 1y B |E2 =221 NE = mEm@E=09QFO
+ New Task
Styles - | Fomat <+ Font v Sae v A- B BHE

Mew Text

Step 3: Navigate to your pdf document, Press OK.

EVE-NG PDF plugin X

Choose PDF File to import.

This will replace the content of the current Task

A Cisco SD-WAN Lab EVE-PRO.pdf

& o

Step 4: To view your uploaded book, use, Side Bar/Tab Tasks/your taskname

Workbook

Emulated Victual Enviconment

Cisco SD-WAN Lab A
EVE-NG Pro Lab guide

Author Uldis Dzerkals
EVE-NG Pro, 2020
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11.5.7 Create a task with Online document (PDF or HTML)

Online document or web site task (https ONLY, iFrame allowing use Secure http only)

Step 1: Have ready your link to online web site or document. Example:

https://www.eve-ng.net/images/EVE-COOK-BOOK-latest.pdf

Step 2: create new Task and name it and press Add:

LAB TASK(S)
\ LAB TASK

Name Online PDF|

~”

F Cancel

Step 3: Press edit Task and locate iFrame button, Press it

LAB TASK(S)

& [B) source DRalB B & @

E‘-‘ c00kBOO
B I USX x| «L[iZ:
F

+ New Task

g e o M@

Q8 w0

IFrame

i
i
-
>

Styles - | Format

Step 4: Type the path to your online document, set Width to 100%, and Height resolution to
10000.

The path location is https://www.eve-ng.net/images/EVE-COOK-BOOK-latest.pdf, which
prepared in Step 1. Press OK for iFrame properties and Save Task, Press Save

IFrame Properties »

General Advanced

URL
https:/iwww eve-ng.netimages/EVE-COOK-BOOK-latest pdf

Width Height Align

=notset> | »

I:‘ Enable scrallbars

¥

Long Description URL

D Show frame border
Name /
100% |

Advis ory Title
| 10000

h Cancel

Cancel
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Step 5: To view your uploaded book, use, Side Bar/Tab Tasks/your taskname

— + Automatic Zoom

Emulated Virtual Environment
Next Generation

EVE-NG Professional
Cookbook

Version 1.16

Author-

11.5.8 Delete a task

Step 1: From the Side bar click on “Task Management”:

™ Logout

:: Esat Ful

Step 2. Click on the delete symbol next to the task name which you want to delete.

LAB TASK(S)

/]T]I' @4 1. Switching

=+ Mew Task
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12 Wireshark capture

All EVE-NG Professional and Learning Centre console types have the integrated Wireshark
capture feature. This means that it is not necessary to have Wireshark installed on the client
machine you are using to access EVE with.

EVE-NG Professional currently supports ethernet interface capturing only.

12.1 Native Console Wireshark capturing

Step 1: Right click on the node you wish to capture, Eam
choose “Capture” and then the relevant interface.
The capture will open in an HTML session. EVE-
PRO supports capture for ethernet and serial
interfaces.
Select the interface frame type which will be
captured:
e Ethernet for Ethernet, Fast Ethernet,
Gigabit Ethernet.
e Serial interface frames: HDLC, PPP or
Frame Relay.

Console externalize Node hostname and
to Browser tab captured interface

Branch Office

RA-CE (5)

@
Fs Gio2)
= Q€ £
RN
¥ [Car: ~) Expression... | +
. Destnmton Protocol Lengttinfo .
498 209.656438724 40.1.1.2 20.1.1.2 TCHP 78 Echo (ping) reply  ide6x
499 209.664189721 192.168.30.253 40.1.1.2 P 78 Echo (ping) request id=6x
500 209.664457574 40.1.1.2 192.168.30.253 1P 78 Echo (ping) reply id=0x
N

501 209.976050074 192.168.20.253 40.1,1.2 1w ) request id=0x

562 209.976410059 40.1.1.2 192.168.20.253 aHP ) reply  id=tx
563 212.429293501 50:02:00:05:00:01  50:62:00:05:00:01  LOOP

504 212655675991 192.168.30.253 .1.1.2 1o (ping) request id-ox
505 212.656098018 40.1.1.2 192.165.30.253 10 78 Echo (ping) reply  id-x~
e 1: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface @
HQDC 1 » Ethernet 11, Src ), Dst: )
» Internet Protocol Version 4, Src: 192.168.20.253, Dst: 40.1.1.2
2 » Internet Control M Pro
Prlmary Internet Control Message tocol

» FID-DC1

5002 00 0500 01 50 02 00 06 00 0208 00 4500 P P €
0040 18 83 00 00 fe 01 a5 91 co a8 14 fd 28 01 @ (
0020 01 02 08 00 f0 e0 IEWEE 00 O1 00 00 00 00 Oc 28 =

80 ac ab cd ab cd ab cd ab cd ab cd ab cd ab cd
ab cd ab cd ab cd ab cd ab cd ab cd ab cd

1
1
1
1
1
1
1
|
1
1
1
1
1
1
1
1
1
1
1
1
1
\

(Giin)-
o) ]
x 7 Ready to load or capture Packets: 505 - Displayed: 505 (100.0%) Profile: Default

Gon : e ;
1
‘
!
(@) a— 1
F 1 Area 0 Ell 3] !
Captured node tab. o .
. » LNX-DCZ !
’

&l Singleclickopensit. |59 s
Double click close

Step 2: To save the captured file to your client PC, stop the capture and choose File/Save As
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Q o == aqaqq™=
X Qe EF S Q Q&

(

No. Time Source Destination Protocol Length Info
2 4.665564570 COP/VTP/OTP/PAGP/UD-.. COP 369 Device I0: A2 Port ID: Ethernctd/0
3 COP/VTP/DTP /PAGR/UD.. COP 383 Device I: RL Part ID: Etherneto/o
1 5_910308670 oo asibbc Loop 60 Reply
5 10.000389088 aa:bb:cc:08:01:00 aa:bb:cc:08:01:08 LooP 68 Reply

» Frame 1: 66 bytes on wire (489 bits), 60 bytes captured (480 bits) on interface &

b Ethernet II, Src: aa:bbicc:00:01:00 (aa:bb:cc:00:01:60), Dst: aa:bbicc:00:61:00 (aa:bbicc:@0:01:00)
» Configuration Test Protocol (loapback)
» Data (40 bytes)

W Go Capture Analyze Statistics Telephony Wireless Tools Help
oper ctrivo = — =@ aaF
’ =% == AR R

»

[ Merge.
I Import from Hex Dump. stination Protacol Lengthinfo
1

Close culew bb:cc:00:01:00  LOOP 60 Reply
save i ctiss
File set »
Export Specified Packets.
Export Facket Dissections »
vk
Export 5L Session Keys...
Export Objects »
print crier
Quit ctirQ

» Frama 1: 66 bytes on wire (480 bits), 60 bytes capturad (480 bits) on interface 8
» Ethernet II, Src: aa:bb:cc:60:02:00 (aa:bb:cc:00:02:68), Dst: aa:bb:cci00:82:00 (aa:bb:cc:80:02:60)
» Configuration Test Protocol {Loopback)

» Data (40 bytes)

Step 3: Choose the location where you want to save the captured file
IMPORTANT:
/nobody/thinclient_drives/GUACFS/Download

Enter a name for your captured file and press Save. Your browser will offer to download your
capture fil and save on your local PC. Refer Section 12.2

12.2HTMLS5 Console Wireshark capturing

Step 1: Right click on the node you wish to capture,
choose “Capture” and then the relevant interface.
The capture will open in an HTML session. EVE-
PRO supports capture for ethernet and serial
interfaces.
Select the interface frame type which will be
captured:
e Ethernet for Ethernet, Fast Ethernet,
Gigabit Ethernet.
e Serial interface frames: HDLC, PPP or
Frame Relay.
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Branch Office

Console externalize
to Browser tab

Node hostname and
captured

interface

File Edit View Go Capture Analyze Statistics Tele»hony Wireless Tools Help
AR Z©® ™ X € Q &= A=
(W IFoply 2 dspiy fiter <co 5
No. Time urce Destination Protocol_Lengtt Info B
498 209.656438724 40.1.1.2 20.1.1.2 1P Echo (ping) reply a0
m 299 ssuwu m :sa 30.253 40.1.1.2 ICHP 78 Echo (ping) request idex
1.2 192.168.30.253 1P 78 Echo (ping ly a0
Sﬂl 29‘9 976850074 Hl 163 20.253 46 1.1.2 ple 3 78 Echo (ping) request id=0x
L 2 192. 15 .20.253 ICHP 78 Echo (ping) repl d=0x
E H LoOP 60 Reply
40.1.1. 2 [CHP 78 Echo’ (ping) request id=6x
505 212.656098018 40.1.1.2 192.168.30.253 ICHP 78 Echo (ping) reply  id=8x+
< »
* Eee 1= T bytes o wiva 1624 BLaT, 78 Byian capiined (604 BEAT we dntertece @
» Ethernet 11, s )
» Internet Prnto:ol Version 4, Src: 192.168.20.253, Dst: AB.\. .
» Internet Control Message Protocol
2 00 05 60 61 50 62 00 06 00 02 08 60 45 00 P E
1 llls 3 00 00 fe 01 a5 91 c0 a8 14 fd 28 01 (
0020 01 02 08 00 0 e0 FEREE 00 O1 00 00 00 60 Oc a8 =
e ac ab cd ab cd ab cd ab cd ab ¢d ab cd ab cd
0 ab cd ab cd ab cd ab cd ab cd ab cd ab cd
7 Ready to load or capture Packets: 505 - Displayed: 505 (100.0%) Profile: Default
(cor) '
1
(D i
@no) '
(&) [l
F 1 Area 0 EII !
1
Captured node tab. |
'

Single click opens it.

Double click close

Step 2: To save the captured file to your PC, stop the capture and choose File/Save As

File Edit View Go Capture Analyze Stafistics Telephony Wireless

Tools Help

QA QE

Protocol Length Info

A ® = X € Q @ =
(R[Apply = dis® i
No. Time Destination
10.000000000
2 4.665564570 02:00
3 5550412451 o1:08
s.o19304670 o

5 lo-eamoo8s aaibhce 0s.o1.00

o 0:01.08 __L0OP
COP/VTP/DTP/PAgP/UD... CDP
COR/VTR/DTF/PAgR/UD... COP

aa:bb:cc:00:01:08

60 Re
369 Device ID: Rz Port Il
383 Device ID: RL Port T
66 Reply
68 Reply

Ethernetd/0
Ethernete/e

Loop

Qi 5 ) A T (), 0 i () i) i e

b Ethernet II, Src: aa: 00:01:00
» [T e iae e e T ot ki
» Data (40 bytes)

dit View Go Capture Analyze Statistics Telephony
ope [T R p—
" PE S
Open Recent ,

Merge...

I Import from Hex Dump.

Close

File Set 3
Export Specified Packets..

Export Packet Dissections ’
Export Packet Bytes... culer
Export PDUS to File

Export SSL Session Keys.

Export Objects 3
ctriep

cuiv

print
Quit

»
» Ethernet II, Src: aazbb:cc:00:02:00 (aa:bb:cc:0:02:00), Dt
» Configuration rm “Protocot. (Loopback)

} Data (40 bytes|

Wireless Tools

{a2:bb:cc:00:01:00), Dst: aa:bbicc:00:81:00 (aa:bb:cc:@0:01:60)

Help

Q Q|

Protocol Lengthinfo
007 60 Rep!
L00P 60 Reply

Erame 1: 60 bytes an nire (430 bits), 60 bytes captured (490 bits) on interface o

a:bb:cc:00:62:00 (aa:bb:cc:80:02:00)

Step 3: Choose the location where you want to save the captured file

IMPORTANT:
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/nobody/thinclient_drives/GUACFS/Download

Enter a name for you captured file and press Save.

File Edit view Go Capture Analyze sStatistics Telephony Wireless Tools Help
AdAmiomRRE Qe EF =aaalf

(N[ Apply = dispiay fiter — <ct

No. Time
1 0.000060000
2 4.665564570 A
35.550412451  aa:bb:cc:0:01:08
45.910304670  aa:bb:cc:08:02:08
5 10.000389088 aa:bb:cc:0a:01:08
615922996208 aa:bb:

7 20.004233085 aa:

8 25.927447959

Protocal_Length Info

60 Repl
369 Device ID: RZ Port ID: Ethernetd/B
coP. 383 Device ID: RL Port ID: Ethernete/e

Loop 66 Reply
Loop 68 Reply
Loop 60 Reply
Loop 60 Reply

5 30.004695844 2a:bb:cC:00:01:00  LOOP 60 Reply
10 35.835243118 aaibbicc:0:02:00  LOOP 60 Reply
ri ve Captre Fil 5
Loak in: / [ /nobodythinelient_drives/GUAC/Download -0 900 @EE
[ Computer||_Name. v Size  Type  Date Modified

9 nobody

Frame 1: 6|
Ethernet I
Configurat
vata (48 by

File name: [mycapturedfild  # = Save
cancel
Saveas: | Wiresharki... - pcapng “l hep

Compress with azip.

0200 aa bb cc 9@ 01 @9 aa bb <c 08 01 08 90 60 90 00
0510 @1 00 00 0@ 00 €0 00 69 00 00 0 0O 00 60 90 00
0020 60 60 00 00 00 0O 00 60 00 00 00 60 G0 60 00 00
3 80 60 0O 00 00 6O 6O 69 00 00 0 0O

Step 4: A window will open that will allow you to save your captured file on your client PC. If
the client PC’s browser is set to download automatically, your captured file will be saved in the

default browser download folder.

Opening mycapturedfile.pcapng
You have chosen to open:

- mycapturedfile.pcapng
which is: Wireshark capture file
from: http://172.22.7.18

What should Firefox do with this file?

Wireshark (default) ~

() Save File

Do this autematically for files like this frem now on,

Cancel
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12.3HTML5 Desktop Console Wireshark capturing

Z  DSW-_edl

Step 1: Right click on the node you wish to
capture, choose “Capture” and then the relevant
interface. The capture will open in an RDP session.
EVE-PRO supports capture for ethernet and serial
interfaces.
Select the interface frame type which will be
captured:
e Ethernet for Ethernet, Fast Ethernet,
Gigabit Ethernet.
e Serial interface frames: HDLC, PPP or
Frame Relay.

EVE | Topology - Mozilia Firefox

®

DHCP NAT Cloud
169.254.254.024
10.1.1.02¢

o
192168201 (@)

VLAN 20
SVI20 192.166.20.1

P

Step 2: Stop capturing with the STOP button.

FreeRDP: 172.17.0.1:52025

i) Edit view Go Capture Analyze Statistics Telephony Wireless Tools Help

Open cul+o = — = @ oa a T
PE4 L =AQAQAQ
Open Recent »
" merge. -] Expression... +
I Import from Hex Dump... stination Protocol Length info —-
Close Clrlrwt bbicc:00:01:00  LOOP 60 Reply
Save Ctri+s b/VTP/DTP/PAgP /UD.. CDP 369 Device ID: R2 Port I0: Ethernetd/n
Mm caicties Lok s neply
SEFEIASE St b cciea:01:88  LOOP 68 Reply
File Set »|bbicciee:6ziee  LOOF 68 Reply
bbiccioeiolioe  LooP 66 Reply
Export Specified Packets. bbiccioe:02:00  LOOP 66 Reply
. bb:cci00:01:08  LOOP 60 Reply
Expart Packat Dissactions ¥ 2/\TP/DTP/PAG/UD.. COP 383 Device 10: RL Port I0: Etherncto/o
Export Packet Bytes.. Ctri+H bb:cc:00:02:00  LOOP 60 Reply
Export PDUS to File bb:cc:00:01:08 LOOP 60 Reply
Export S5L Session Keys... es captured (480 bits) on interface 8

Export Objects »[c:08:02:68), Dst: aa:bbicc:60:62:00 (aa:bb:cc:80:62:80)

Print. crri+p
Quit Ctri+Q

aa bb cc 63 02 08 a2 bb cc 00 02 @9 00 80 80 08  ........ .......
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Step 4: Chose the path to save the captured file,

IMPORTANT:

/nobody/thinclient_drives/media/nobody/thinclient_drives/GUACFS/Download/

Enter a name for captured file. Press Save.

E FreeRDP: 172.17.0.1:34985 |

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dmieomBERG Qe EFEJEFAQQE

(R [Aprly = dapiay fiter —<cutrs T3 expression...  +
No Time Source Destination Protacol_Length info

16.000000000 aa:bbicci00:01:0  aa:bbicci08:01:00  LOOP 60 Reply

26257457261  aa:bbicci68:61:86  CDR/VTR/DTR/PAGR/UD. CDP 383 Device Ib: R1 Port I0: Ethernets/s

lookin: |9 Y g [Download ~ooco@mEME

B computer|| Name - Sze  Type DateModified

9 nobody

File name: [mycapturedfile |2 save
Cancel
Saveas: | Wireshark/... - pcapng I e
Compress with gzip
@ 7 wireshark eth0_20180517183544 uyvLsB Packets: 2 - Displayed: 2 (100.0%) Profile: Default

Step 4: A window will open that will allow you to save your captured file on your client PC. If
the client PC’s browser is set to download automatically, your captured file will be saved in the

default browser download folder.

Opening mycapturedfile.pcapng *
You have chosen to open:

4 mycapturedfile.pcapng
which is: Wireshark capture file
from: hitp://172.22.7.18

What should Firefox do with this file?

: pen withi | Wireshark (default) ~
() Save File

Do this automatically for files like this from now on.

Cancel
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13 Thinclient File Exchange

A\ NOTE: Thinclient file exchange feature is available for HTML5 or desktop HTML5 consoles
only. Make sure you are logged in EVE with one of it.

The Thinclient file exchange feature allows you to transfer files between your native client
workstation and the integrated Docker Desktop. It is used when managing EVE via HTML5
consoles. This feature eliminates the need for file transfer software on your client workstation
and makes it very easy to import/export labs or download Wireshark captures.

13.1 Thinclient files downloading

The Thinclient file exchange feature allows you to download files from your EVE Server over
an HTTP/HTTPS session to your client PC. Examples below will show you how to download
exported lab files. This feature is not restricted to just lab files or Wireshark captures. It can be
used to download or upload any miscellaneous files you may need.

Example: HTML5 console to server-gui Docker node: We want to export our test.txt file and
download it to our client PC over HTMLS5.

Step 1: Create and save test.txt file on your HTML5 server-gui station.

* @
TueDec18,17:59 7 |

[ Create Folder test.txt
Create Launcher...

W Create Document No templates installed
Organize Desktop by Name || Empty File
~ Keep Aligned

I paste
Change Desktop Background

www

Step 2: Navigate to the desktop of the HTML5 server-gui station and double click
thinclient_drives and navigate to: thinclient_drives/GUACFS/Download/

Step 3: Drag and drop the test.txt file from right to left.
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File Edit View Go Bookmarks Help
root's Home
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#* @
TueDec18,18:03 [ |

& Back v «Prorward v @ @ & B | - 100% (2 Icon View

Places

v % [A| | Eroot| I thindlient_drives | GuACFs |[Download

=]
TFTP

Computer

root

Desktop

[ File system

@ Trash

[ thinclie... =
Network

Browse Net... .

=

thinclient_drives|

(=
wWw

Oitems

‘ ‘ Download |

test.txt

Step 4: A window will open that will allow you to save your captured file on your client PC. If
the Native PC’s browser is set to download automatically, your selected file will be saved in the

browsers default download folder.

15) Applications Places System @

File Edit View Go Bookmarks Help

$°Back v 3 Forward v

> @G

=8 | - 100% () lcon View -Q

Places

“x 2

Giroot| L thinclient_drives | GUACFS |[Dawnload

Computer
root
Desktop
[ File system
@ Trash
[ thinclie... =
Network

test.txt

& Browse Net... | Opening test.txt

thinclient_drives
You have chosen to open

= 7] test.txt

which is: Text Document

from: https:/feve-pro.alora.lv

What should Firefox do with this file?

@Qpen W\th Notepad (default)

i)gave File

Do this automatically for files like this from now on
| |D Download

Cancel

NOTE: Please refer to section 12 for downloading Wireshark capture files from EVE HTML5

consoles.

13.2 Thinclient File upload

Sometimes it is necessary to upload files to your EVE labs. The Thinclient file exchange feature
allows you to upload files from your client PC to the EVE HTML5 server-gui station. The
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example below will show you how to upload a text file to the EVE HTML5 server-gui station.
Any other files can be uploaded the same way.

Step 1: Adjust your browser so that you can see it and the file that you want to transfer.

pro.alora.lv/le:

Step 2: On the EVE HTML5 Desktop navigate to: thinclient_drives/GUACFS/ and drag and
drop the file from your client PC to opened location on HTML5 Desktop.

pro.alora.hv/|

E= 100% - konview  v|Q

-8
] ] Boron]_ hnctent s [cmers

Step 3: Next you will see a natification in the bottom right corner.
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* @
Tue Dec 18, 17:47 1 |

cations Places Systeme

s GUACFs

File Edit View Go Bookmarks Help

4o Back » P Forward * @ @ & = | =) 100% 2/ Icon View ~|Q
Places v o @ 4 ‘ ruut‘ ] thinclient_drives | GUACFS
Computer —
Desktop Download
() File system
(@ Trash
(J thinclie... =
Network

Browse Net... .

thinclient_drives|

eve to do.kxt

FILE TRANSFERS
GUACFS

eve to do.txt

Step 4: To finish the operation and see the uploaded file in the HTML desktop station, press
the refresh button. Our Text file SW.txt has been uploaded.

gui

ications Places System Q

TueDec18,17:47 [ |

GUACFS
File Edit View Go Bookmarks p

GeBack v sHForward v @ @ B | o) 100% (o) lcon View | Q
Places > % @ ] | root‘ (] thinclient_drives | GUACFS

Computer [ -— vl

& root ‘i}_ﬁ'gl

[ Desktop Download eve to do.txt
(] File System

@ Trash

[ thinclie... =

! Network

'S Browse Net... |

thinclienk_drives|

eve to do.txt

FILE TRANSFERS

GUACFS. cve ko do. bxt 32k8

13.3 Other Thinclient file operations

Files that have been uploaded via the thinclient feature can also be transferred to nodes inside

your EVE labs via TFTP. In the example below we have uploaded a config file (sw.txt) and
would like to transfer it to node R1.

Step 1: Add the eve-gui-server docker node to your lab and edit its settings. Set the console
type to RDP and configure the IP address settings (DHCP or static) accordingly so that the
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docker node can reach the destination node (R1 in this example). For Docker IP addressing
please refer to section 14

Template

Dockerio

)

Image

eve-quiserveriatest

Name/prefix
Docker

Icon
@ severpng

RAM (MB)
256

Enable DHCP on Etho

Ethernets

1

Startup configuration

None

Delay (s)

console

£ ol

+

Thu May 17, 2127 0

DHCP AT Cloud
168.254.254.0124
1011020

EEM YW

=@

i o
Hnuzm ﬂ:um
oo a2 0001

,,

Step 3: Open the thinclient_drives location where you uploaded your file to:
/thinclient_drives/media/nobody/thinclient_drives/GUACFS/

Next, drag and drop your file to the desktop folder named TFTP.
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) GUACFS

File Edit view Go Bookmarks Help

Back ~ ) Forward v o @ (o

1] File system
@ Trash
O thinclie... = 3

g Network

1 Browse Net.
thinclient_drives

2items

[ [tftp]

File Edit Vview Go Bookmarks Help

) tftp
File Edit View Go Bookmarks Help

iBack v «pForward v @ @ (& B | o) 100% (2 Icon View ~|Q
~ % _B] Olnlfme

Desktop

[ File system

@ Trash

(I thinclie... =
Network

%) Browse Net.

1 item, Free space: 245.0 GB

| [trtp] [E5 trep O] B

3] | £3 Guacrs

DHCP NAT Cloud FroeRDP: 172.17.0.1:36557

Weaasan \f spiem @

1041024

(@7 1s2.168.202

T it

Flle Edit View Go Bookmarks Help

Q

2 U

File Edit View Go Bookmarks Help
P rorward - ® EE ook kenview  v|Q

R

G

= @Y

(]

9

=

A item, Free space: 26TB

9 [[00W@HTMLDesklop:...
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14 Dockers

14.1 EVE integrated docker stations

EVE-NG Professional and Learning Centre edition have integrated Docker stations that allows
your server to use its resources more efficiently. Dockers offer the advantage of not having to
duplicate processes already running on the host system. With a Docker, you run only the
processes you need for the hosted application. In comparison, virtual machines have to
run a complete guest operating system, including many of the same processes that are
already running on the server host.

\ IMPORTANT NOTE: EVE Docker stations for html console access are using network

172.17.0.0/16. Please avoid use this network on the EVE management or other clouds or
interfaces.

14.1.1 Docker Machines
eve-gui-server (default)

o Fully featured Linux workstation with integrated Thinclient. For more information on the
Thinclient operation please refer to section 13.

e napalm
e ansible
e python

e RDP console
e DHCP or Static IP address
o WWW Server (web page home directory www is located on desktop)

e TFTP Server (for access to TFTP server, root/eve or nobody/eve, home directory TFTP
is located on desktop)

e FTP server (for access to FTP server, root/eve, home directory for ftp is root)

e Java Integration for ASDM access to Cisco ASA/IPS. For access to ASDM where Java
is required, please follow this reference link:

https://192.168.100.5/admin/public/asdm.jnlp

Where 192.168.100.5 is the ASA IP for ASDM connection

NOTE: Older ASA require to configure extra SSL encryption to communicate with Java
on the docker station. ASA 9.1.5 CLI:

ssl encryption aes256-shal

Example: Access to ASAv ASDM from Docker server-gui station
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FriNov 29, 2263 |0

10.1.1.5 @ rmme =

Cisco ASDM 7.13(1) for ASA- 10.1.1.5

7| | @ wasning: Potentisise... [T Gisco ASOMT. 1301 For...

eve-firefox (default)

e A Docker for hosting a Mozilla Firefox browser. Useful for accessing another nodes
management interface using http or https. The browser already has Java integrated
so that you can utilize GUIs that require it, like ASDM for Cisco’s ASA.

e RDP console

e DHCP or Static IP address

eve-wireshark (default)

o Fully featured Wireshark workstation with integrated Thinclient. For more information
on the thinclient operation please refer to section 13.

e RDP console

eve-chrome (extra install, section 14.5)

e A Docker for hosting a Google Chrome browser. Useful for accessing another nodes
management interface using http or https. The browser already has Java integrated so
that you can utilize GUls that require it, like ASDM for Cisco’s ASA.

e DHCP or Static IP address

eve-kali-large (extra install, section 14.5)

e A Docker for hosting a Kali Linux. Fully featured Security vulnerability and penetration
test machine

DHCP or Static IP address

Java Integration for ASDM access to Cisco ASA/IPS. For access to ASDM where Java
is required, please follow this reference link:

https://192.168.100.5/admin/public/asdm.jnlp

Where 192.168.100.5 is the ASA IP for ASDM connection
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= Docker_Kali

@ Applications Places System Fri Nov 29, 22:53

v v
g ¢ I,\

% Usual applications

®. 01 - Information Gathering

. 02 - Vulnerability Analysis

" 03 - Web Application Analysis

> Do;dm:( xali », 04 - Database Assessment

B . 05- Passw > « Offline Attacks
2’ 06 - Wireless Attacks « Online Attacks

& 07 - Reverse Engineering « Passing the Hash tools
A 08 - Exploitation Tools » « Password Profiling & Wordlists
<% 09 - Sniffing & Spoofing » cewl

1‘. 10 - Post Exploitation » B crunch

*r 11 - Forensics » n hashcat

= | 12 - Reporting Tools 4 john

1‘. 13 - Social Engineering Tools » ﬂ ncrack

ophcrack

* wordlists

eve-ostinato (extrainstall, section 14.5)

e A Docker for hosting a Ostinato 0.9 GUI. Fully featured Ostinato 0.9 packet generator
and network traffic generator machine

e DHCP or Static IP address

o Fully featured Ostinato GUI

= Docker_Ostinato

\61 File View Help
s i Ports and Streams

£ o Port Group 0 [127.0.0..  welcome to Ostinato
b @ Port 0: etho ()

The port list on the left contains all the ports on which you can transmit packets.

Ports belong to a port group. Make sure the Port Group has a “ next to it. then double click the port group to show or
hide the ports in the port group.

To generate packets, you need to create and configure packet streams. A stream is a sequence of one or more packets.

To create a stream, select the port on which you want to send packets.

» Docker_Ostinato
Don't see the port that you want (or any ports at all) inside the port group? Get Help!

Port Statistics

Transmit _:l ;” Stats _J _I Ql [ Capture _1_' il _I [ ARPIND _;I _”

Port 0-0
Link State up
Transmit State off
Capture State off

———— e

14.1.2 Docker DHCP IP address setup

EVE integrated Docker stations have two options for setting an IP address.
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DHCP IP address option. ADD A NEW NODE

Step 1: Add the node to the topology and make sure ...
the DHCP option is enabled under the edit node Dockerlo

window. Refer to section 14.2 for the correct console  yumber of nodes to aad Image
type 1 eve-gui-serveriatest
Name/prefix
Step 2: Ensure the docker's DHCP request can reach pocker
a DHCP server either in your lab or externally through ~ r=»
a Cloud Network like CloudO. A
RAM (MB)
256
Enable DHCP on Eth0 _._—-—-—P-J
Ethernets
1
startup configuration
None
Delay (s)
5
Console
tdp /
Left Top
1283 247
[

14.1.3 Docker Static IP address setup

Step 1: Add the node to the topology and make sure the DHCP option is disabled under the
edit node window Reference section 14.2 for the correct console type.

Step 2: On the left sidebar menu open Startup-config and use the example syntax below to set
the ip for your Docker node. Make sure you are using the exact syntax for your static IP setup:

# Set ip address and Default route
ip addr add 10.100.100.103/24 dev ethO || true
ip route add default via 10.100.100.1 || true

# Set DNS server

cat > /etc/resolv.conf << EOF
nameserver 8.8.8.8

EOF
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» —fa

Step 3: Press the Save button below and switch the node to boot from the startup-config.

14.1.4 Docker multi interfaces setup

Step 1. Add the node to the topology and make sure the DHCP option is disabled under the
edit node window Reference section 14.2 for the correct console type.

Step 2: On the left sidebar menu open Startup-config and use the example syntax below to set
the ip for your Docker node. Make sure you are using the exact syntax for your static IP setup.
It is recommended to add static routes under interfaces to reach specific networks if required.

# Set ip address ethO

ip addr add 192.168.1.200/24 dev eth0 || true
ip route add default wvia 192.168.1.1 || true

# Set ip address ethl

ip addr add 172.16.1.201/24 dev ethl || true
# Set static route for ethl
ip route add 10.100.100.0/24 via 172.16.1.1 dev ethl || true

# Set ip address eth2

ip addr add 10.1.1.10/24 dev eth2 || true
# Set static route for eth2
ip route add 10.10.10.0/24 via 10.1.1.1 dev eth2 || true

# Set DNS server

cat > /etc/resolv.conf << EOF
nameserver 8.8.8.8

EOF

14.1.5 Docker server-gui custom WEB page

Step 1: Add the node to the topology and make sure the DHCP option is disabled under the
edit node window Reference section 14.2 for the correct console type.
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Step 2: On the left sidebar menu open Startup-config and use the example syntax below to set
the ip and html page for your Docker node. Make sure you are using the exact syntax for your
static IP setup and custom HTML values:

# Set ip address and Default route
ip addr add 10.100.12.100/24 dev eth0
ip route add default via 10.100.12.10

r

|| true
|| true
# Set DNS server

cat > /etc/resolv.conf << EOF

nameserver 8.8.8.8

EOF

# Create a Default web page
# Use 'EOF' do avoid variable from expanding

# Delete default index page
rm /var/www/html/index.html || true

# Create a Default web page

# Use 'EOF' do avoid variable from expanding
cat > /var/www/html/index.php << 'EOF'
<center>

<?php

echo gethostname () ;

?>

<hr>

<img width="596" height="239" src="data:image/png;base6d, - —-
imagecode ommittedg==">

<hr>

<?php
//whether ip is from share internet
if (!empty($_SERVER['HTTP_CLIENT_IP']))
{
$ip_address = $ SERVER['HTTP CLIENT IP'];
}
//whether ip is from proxy
elseif (!empty($ SERVER['HTTP X FORWARDED FOR']))
{
$ip_address = $_SERVER['HTTP_X_FORWARDED_FOR'];
}
//whether ip is from remote address
else
{
$ip address = $ SERVER['REMOTE ADDR'];
}
echo 'Client Address:'.$ip address;
?>
</center>
EOF
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STARTUP-CONFIGS

Swil

Swiz

[ %]

[ +]

8 Mgrmt-Host
@ 5P

[ +]

SW_M

@ Dmzsz \

8 ne

*‘:m ah E3

R E e
s D

4 - |
A - |
4 - )
4N - |
A - |

Step 3: Press the Save button below and switch the node to boot from the startup-config.

dmz1.eve.lab

» DMZ-$1

12 Applications Ph

3 Mozilla Firefox

dmz2.eve.lab

DMZ Servers Zone
Lt

» DM2-52

PoC FirePower ASAv FTD Active/Standby lab with ISE and SGT SXP
MAB and Dot1x users SGT tagging
Created by UD, EVE-NG, 2018

X3
Tue Dec 18, 18:53 1
(=1cix]

10.100.12.100/
€« C @ ¥ 10.100.12.100 o o n o =
DMZ-S1
1
I
! .
[
[ u e .
| e »
1 o I
I
1|
: Emulated Virtual Enviconment
! Next Generation
1]
|
| Client Address:10.100.12.100
[
\
@ Firefox automatically sends some data to Mozilla so that we can improve your experience. Choose WhatIShare X
[ [@ mozilla Firefox N 3
o o o
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14.2Docker Consoles

To set consoles for EVE Docker stations, right click on  faslg@ii{e]s]3

node and click Edit. Set the required console type
Template
Dockerio
= | e
eve-gui-server:latest
Ll | b Start Name/prefix
Docker
W Stop
Icon
< Wipe @ serverong
X Fxport CFG RAM (MB)
» Capture B
Enable DHCP on Eth0 O
/ G Edit Ethemets
T Delete !
Startup configuration
Default
Delay (s)
0
e
Left Top
1283 247
p—
Docker Station Console type
eve-gui-server (napalm, ansible) RDP
eve-chrome (optional) RDP
eve-wireshark RDP
eve-firefox RDP
eve-kali (optional) RDP
eve-kali-large (optional) RDP
eve-ostinato (optional) RDP

14.3Docker cli root access
All EVE docker stations have the following configured CLI root account.

Username: root
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Password: eve

A\ NOTE: The root login for SSH can be commented in sshd file. Use vi to edit and remove
comment “#” for PermitRootLogin

vi /etc/ssh/sshd _config
PermitRootLogin yes

Regular user (root user) SSH access to EVE Docker:
Username: nobody

Password: eve

14.4Dockers re-install/update

To install or fix docker stations in the EVE Pro issue the following commands from the CLI of
EVE.
When dockers are properly installed, your EVE CLI command dc images output must show:

12 minu
13 minu
15 minutes ago

please use reinstall dockers command:

apt install --reinstall eve-ng-dockers

Reference for Dockers reinstall and upgrade: http://www.eve-ng.net/documentation/eve-ng-
upgrade

14.5Extra docker packages

NOTE: Not included in the default EVE Pro installation. This can take some time depending
on your Internet connection and disk speed.

Kali Linux Full, to install issue command:

apt update
apt install eve-ng-kali-large

Chromium Linux http, to install issue CLI command:

apt update
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apt install eve-ng-chrome

Ostinato docker, to install issue CLI command:

apt update
apt install eve-ng-ostinato

Docker-in-docker (DinD) docker. This docker is dedicated for complex docker stacks. Refer
section: 14.6.2. To install issue CLI command:

apt update
apt install eve-ng-dind

To verify Installed dockers, issue CLI command

dc images
root@eve-ng:~# dc images

REPOSITORY TAG IMAGE ID CREATED SIZE
eve-dind latest 6e067b53b145 3 days ago 747MB
eve-gui-server latest 0c764bb836£9 2 months ago 3.69GB
eve-kali-large latest 6982b7fa25el 2 months ago 11.8GB
eve-wireshark latest 413aae02d43d 4 months ago 1.62GB
eve-firefox latest 8882ac260clf 4 months ago 2.15GB
eve-ostinato latest 63497fd2da4dd 4 months ago 1.79GB
eve-desktop latest b041al87ded9 4 months ago 3GB
dockergui-rdp latest be03£3b46439 4 months ago 1.29GB

root@eve-ng: ~#

14.6 Third parties dockers

Starting EVE-NG Pro version 2.0.6-52, the third party dockers can be installed on the EVE.
However, some limitation still exists. You are free to evaluate by yourself if a specific one is
working.
Two main categories of dockers require each a specific method for EVE integration:

+ Simple Docker

« Docker's Stack

14.6.1 Simple docker installation

Simple docker is the classic docker running in a standalone mode. You could find large choice
of docker images on https://hub.docker.com or create the Docker by yourself.

Complete guide about dockers can be found on https://docs.docker.com/
Note: Internet access is a must. For simple docker, you only have to use:
dc pull <dockername>

Note: “dc”is EVE-NG alias for docker -H tcp://127.0.0.1:4243 which simplify docker operations
in the EVE.

Once your new docker is pulled, you are able to use it in EVE-NG topologies. EVE-NG will start
it using correct parameters automatically.

Example: SSH to your EVE. Install adosztal AAA docker:

root@eve-ng:~# dc pull adosztal/aaa
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root@eve-ng:~# dc images
REPOSITORY TAG IMAGE ID CREATED SIZE
eve-dind latest 6e067b53b145 3 days ago 747MB
adosztal/aaa latest 862d42alc8f5 8 weeks ago 311MB
eve-gui-server latest 0c764bb836£9 2 months ago 3.69GB
eve-kali-large latest 6982b7fa25el 2 months ago 11.8GB
eve-wireshark latest 413aae02d43d 4 months ago 1.62GB
eve-firefox latest 8882ac260clf 4 months ago 2.15GB
eve-ostinato latest 63497fd2dadd 4 months ago 1.79GB
eve-desktop latest b041al87ded9 4 months ago 3GB
dockergui-rdp latest be03£3b46439 4 months ago 1.29GB

root@eve-ng:~#

New docker use: Open a new lab, add docker and select adosztal/aaa with console in tenet

mode.
_ = !I’ e |—©— - o
> asn W » mgme
Template / D Show unprovisioned templates ()
Docker.io -
Number of nodes to add Image
1 0] adosztal/aaa:latest v
Namefprefix
Docker
Icon
@ serverpng -
CcPU RAM (MB)
1 1024
Enable DHCP on Eth0 l:‘

Ethernets

1

Startup configuration

None B

Delay (s)

0

Console /

telnet =

14.6.2 Docker stack installation

Docker’s Stack is a complex structure of multi intercommunicating dockers. For example, a
Web service docker is using another Database Docker service.

To avoid involve EVE host internal process and network, the new add-on docker is provided:
“eve-dind”. This add-on is a dedicated docker container allowing to build complex stack. The
classic method is based on docker-compose.

The example below illustrates how to build complex docker LibreNMS, Network Management
System.

Note: Internet access is a must. SSH to your EVE as root.

Sample:
Step 1: On eve cli, type:

apt update
apt install eve-ng-dind

Note: install eve-ng-dind add-on docker and is required only once.
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Step 2: Create a new lab
Step 3: Add on the lab:
a. NAT network
b. Docker eve-dind (set console to 'telnet' and enable dhcp)
Step 4: Connect docker to NAT network
Step 5: Start Docker
Step 6: Open Docker Console
Step 7: Type in console:

git clone https://github.com/librenms/docker.git librenms-src
cp -r librenms-src/examples/compose librenms

rm -fr librenms-src

cd librenms

docker-compose up -d

Commit your created docker with new name.

Step 8: Open a cli access to your EVE server

Step 9: Type within the EVE cli:
Find your current running container ID using eve-dind image

dc ps -a

Exited (0) 16 hours

Step 10: IMPORTANT: On the Lab Ul stop docker. Do not wipe, but stop.
Step 11: Commit your created docker with custom name.

dc commit <containerid> eve-librenms

Step 12: On LAB UI: Stop all nodes, Close Lab, Delete Lab

Note, when you add newly created docker in lab, use vendor advised settings, x4 CPU and
8GB Ram for librenms docker. Console: Telnet. Graphic Interface https.
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libreNMS

Applications _Places System (@

Librenms - Mozl Firefox
& Problem loading page X | ) Librehis x [+

€ ca © & 101145900/ —
L breNMS
NN I
\l\l

Remember Me

0| [ LibreNMs-MozillaFir . 3 [reot@mgmi: -]

WSUINCAISE BECRSS O S8 Shall FEI 11 usr NADAE B CAPINGI A M) BrOSECuIOn

14.7Customize docker image with your own changes.

Step 1. Connect your existing docker node to the internet

Sometimes you may have your own packages to be installed on the docker and kept for future
labs. For this connect your docker to the Internet. It can be achieved connecting docker to
Management CloudO or NAT cloud. Example below, Sever-gui docker is connected to Cloud

NAT.

EDIT NETWORK

ID
Name/Prefix
Type

Left
= Docker

15) Applications Places system @
- root@Docker: ~

Top

File Edit View Search Terminal Help
E: Unable to locate package geniso
rootgDocker:~# apt install genisoimage
Reading package lists... Done
Building dependency tree
Reading state information... Done
Suggested packages:
wodin cdrkit-doc
The following NEW packages will be installed:
genisoimage
6 upgraded, 1 newly installed, 6 to remove and 81 not upgraded.
Need to get 316 kB of archives.
After this operation, 1,598 kB of additional disk space will be used.
Get:1 mirror://mirrors.ubuntu.com/mirrors.txt xenial/main amd64 genisoimage ands
4 9:1.1.11-3ubuntul [316 kB]
Fetched 316 kB in 0s (1,663 kB/s)
Selecting previously unselected package genisoimage.
... 118576 files and directories currently installed.)
../genisoimage_9%3al.1.11-3ubuntul_amd64.deb ..
1

(2.7 ).
setting up genisoimage (9:1.1.11- 3uhuntul)
root@Docker : ~#

root@Docker: ~

Step 2. Make your installs, packages. Example:

In the screen above | did install genisoimage package
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apt install genisoimage
Step 3. Obtain your RUNNING docker container ID:

From EVE CLI issue command:

MAND CREATED STATUS

sbin my_init" 33 ago Up 2 minutes

Step 4. Commit your prepared docker image with new name. example below | called it eve-
geniso

dc container commit <containerid> <newimagename>
dc container commit 0d4b3f8c314c eve-geniso
Step 5 check if new Docker image is created

dc images

D@ @ @ @

Step 6. Optional, If you want to keep this image and later load in other EVE installs, then you
must create exportable .tar image.

dc image save -o /root/mysuperimage.tar <image name>

Step 7 Optional, upload your .tar file in new EVE root, and install it in Dockers location.

dc image load -i /root/mysuperimage.tar

14.8Delete docker image from EVE

Step 1. From EVE CLI issue command to check docker ID to be removed.

dc images
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Step 2. Use command: dc rmi -f <id of docker image>.

dc rmi -f e6dd56c3b26¢c

Step 3. Check with dc images if docker is removed.

Step 4. Finish removal with apt remove --purge eve-ng-kali, where eve-ng-kali is your
docker repository name.
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15 EVE Cluster System

The EVE-NG cluster refers to a group of EVE-NG nodes working together as a single entity to
provide users with better scalability and availability.

The EVE-NG cluster model is designed to work as a one + many systems, the EVE-NG
management server is acting as "Master" node, EVE-NG installations as "Satellite" can be
members of this cluster.

One "Master" EVE-NG can have several satellites joined into its cluster but each satellite can
only be joined to one Cluster/Master.

Any existing EVE-NG Pro installation is already a EVE-NG "Master", cluster members will need
to be installed as "satellite” and can then easily be joined.

15.1EVE Cluster design models

15.1.1 Bare metal servers cluster

Design 1 EVE-NG Cluster Bare HW servers, recommended

EVE Cluster 208 vCPU, 896GB RAM, 16TB SSD. Cluster members can be different HW configuration.
The 1GB LAN connection or better is required

EVE MASTER Node EVE SAT1 Node EVE SAT2 Node EVE SAT3 Node
2x ES-2680v4 28 Cores/ 2x E5-2680v4 28 Cores/ 2x E5-2680v4 28 Cores/ 2x E5-2650v3 20 Cores/
56 Threads) 256G RAM, 56 Threads) 256G RAM, 56 Threads) 256G RAM, 40 Threads) 128G RAM,
4TB SSD 4TB SSD 4TB SSD 2TB 55D

LAN Switch 1Gb

15.1.2 ESXi Virtual Machines cluster

Design 2 EVE-NG Cluster VM Ware ESXi Virtual Machines

EVE Virtual ESXi Cluster 112 vCPU, 384GB RAM, 8TB SSD. Cluster members can be different VM
configuration and located on same or different ESXi servers

EVE MASTER VM Node ~ EVE SAT1 VM Node EVE SAT2 VM Node EVE SAT3 VM Node

ESXi-01 Server, Master ESXi-01 Server, SATL VM, ESXi-02 Server, SAT2VM,  ESXi-02 Server, SAT3 VM,
VM, 32x vCPU, 128GB 32x vCPU, 128GB RAM, 24x vCPU, 64GB RAM, 24x vCPU, 64GB RAM,
RAM, 2TB SSD 2TB SSD 2TB 55D 2TB 55D

VM VM I - VM I VM
LAN Switch 1Gb
cad
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15.1.3 Hybrid cluster

Design 3 Hybrid EVE-NG Cluster Bare metal and VM Ware ESXi Virtual Machines

EVE Hybrid Bare HW and ESXi Cluster 120 vCPU, 384GB RAM, 6TB SSD. Cluster members can be
different VM configuration and located on same or different ESXi servers

EVE MASTER Bare Node EVE SAT1 VM Node EVE SAT2 Node
2x E5-2650v3 20 Cores/ ESXi-01 Server, SAT1 VM, ESXi-02 Server, SAT2 VM,
40 Threads) 128G RAM, 32x vCPU, 128GB RAM, 48x vCPU, 128GB RAM,
2TB SSD 2TB SSD 2TB SSD

VM

LAN Switch 1Gb

15.1.4 VM Ware workstation light cluster

Design 4 Light EVE-NG Cluster Desktop PCs and Wifi Laptop with VM Ware
workstation and Virtual Machines
Light EVE Cluster with Desktop PCs and Laptop Wifi.

EVE MASTER VM Node EVE SAT1 VM Node
16 vCPU 32G RAM, 8 vCPU 16G RAM, 500GB
500GB SSD SsD
Laptop

Home Desktop
LAN 1Gb

Home Wifi router

15.1.5 Google Cloud cluster

Design 5 EVE-NG Cluster Desktop PCs VM Ware workstation VM and Google
Cloud VMs

High speed internet is required

EVE MASTER VM Node

16 vCPU 32G RAM, EVE SAT1 VM Node on GCP
500GB 55D 16 vCPU 32G RAM,
500GB 55D

Home Desktop

Home Wifi router
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15.2EVE Cluster pre-requisites

15.2.1 Firewall rules between Master and Satellite nodes

Protocol Direction Destination
MASTER TCP 22 ingress and egress :YI:(‘;-I;ER ﬁ?(;l’elil_lll_jl;l'E
MASTER UDP all ingress and egress r':Ao'Ac\ji-l;ER ﬁg\c;l'eESLIII_DI;I'E
SATELLITE TCP 22 ingress and egress ﬁ?JeEIII‘DLITE I\NA':‘(;TIER
SATELLITE UDP all ingress and egress ﬁ?JeEIII‘DLITE I\NA':‘(;TIER

15.2.2 EVE Cluster internal management network

An EVE Cluster for internal management is using network 172.29.130.0/24. Please avoid use
it in your network

15.2.3 EVE Cluster Member’s hardware requirements

Any suitable Hardware or virtual device. Please refer Chapter 2

15.3EVE Cluster MASTER Node Installation

A\ Mandatory Prerequisites: Internet must be reachable and DNS must resolve from your EVE
Server. EVE ISO installation requires internet access and DNS to get updates and install the
latest EVE-PRO version from the EVE-NG repository, to check it, do a named ping, for example
ping www.google.com

Any existing EVE-NG Pro installation is already a EVE-NG "Master", cluster members will need
to be installed as "Satellite" and can then easily be joined. Please refer Chapter 3

15.4ESXi EVE Satellite VM installation

Download EVE-NG Professional ISO distribution image:
https://www.eve-ng.net/index.php/download/
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15.4.1 EVE-NG Satellite ESXi VM Setup and Settings

Step 1: Upload EVE ISO image to the ESXi | Step 2: Create NEW VM
store.

Select creation type
How weud ou i fo create 3 i3l Uachine?

Step 3: Enter the name for your EVE- Step 4: Select Location where your EVE VM
SATO01 VM and select Guest Operating will be stored in HDD.
system Linux and version: Ubuntu 64-bit o pee—

Solect a name and guest OS

s
"
. L
Speaty a uniqus name and 05
aatastoret
" HOD_A BI075GE  43103GB WWFSs @ .
Hoo 8 8107508 MB0IGE  VWFSS | Su o
ot a1 Co U 10 B0 chractors e hay s i it ch ESYG natanos. Jnems
o in
[T —
1 L
st 05 varsian [T——
Back Finsh ol

Step 5: IMPORTANT Customize your EVE | Step 6: Assig desirable RAM for your EVE
VM CPU Settings. Set CPU Number of Satellite

Cores and number of cores per processor.
Set Intel VT-X/EPT Virtualization to ON
(checked).

1 Select cresicn

e Customize settings
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+ 1 Select creaton type
vz
3 Select storage.
v

Customize settings

Contiure e w

assitons optons

[TiraFaraware | s Getons.
B Aadhana disk G network scsciee (@ A ohar Sbvce
~ @Ry

5 Heady lo complels

ML
Cores porSocwst -
cPuHGFRy [ nstis CPU Hot s
Fusenaton
e Uniimitad v M
snares v
Beoss ha auestos @

Nrlormance counters [ Enatie wiuakzed CPU performance courbers.

Scnscuing ety Hypertreasing Status: acve

Back Hext Fin Cancal

Step 7: Set the size of HDD for your new
EVE Satellite VM. It is recommended to set
“Thick Provisioned eagerly provisioned”.
Server EVE HDD is recommended to set at
least 500Gb

Customize settings

Conbure he vl maching hardware and vitual machine addRonal oglons

I Reserse sil guest memaory il locked)

anares

Limi-10Ps

Step 8: Set your Management network.
Adapter type VMXNET3

1 Selectcraation ype Customize settings
2 Solocta namn and guest 0 naching harauara
3 Select so
1 ﬂmn s Dice Nook £Ca conroler 0 sC8i 00)
Disxiace Depsnent
+ B =CSI Canbler 8 L8 Logs st
B s conmuner
) use certoter .
- . ek Adastar 1
Stoms
sdagterTyve o
WAC Adcrezs -
+ [ vicea Cane Spedly asstom setings
dack || Mew | Fnsn || Cance

Step 9: Add new device to your EVE VM,
CD/DVD

Customize settings

Congure the sl machne hardware 3nd wissl machine adaitonsl opbons

aoter | S A3 otmer savice
Wl LN

‘@ o| 2 rownaraask
2 Exsting naro sk
- . omary
= Lo | . o aosper
) CODND ae
Resereabon
& Flopprame.
DR o senaipon
Umt 1 B Pt port
) UsB convoter
sn

O @ soumaconvome

20

@ SO contrller

‘SATh contober E
LE - bt || rmun || Cwcn

Step 10: Set DVD drive to “Datastore ISO
File” and browse your uploaded EVE-
PRO.iso. Make sure that Status is checked
ON, “Connect at power on”

1 Select creation type.
2 Sekect a name and guest 05
¥ 3 Sesect storage

Customize settings

Contgure the vkl machine harcware and il machis acabonal optons
S8 contrter 1
- etk A 1
st
Adagter Tipe
AC Aderesz
« 5 New CODVD Drve
stats
CODVD Ueda o

Viensa Device Node

+ e Cart
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15.4.2 EVE-NG Satellite ESXi VM Installation steps

A\ Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE
ISO installation requires internet access to get updates and install the latest EVE-PRO
version from the EVE-NG repository. DNS must work as well, to check it, do a named

ping, for example ping www.google.com

Satellite EVE ESXi VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)

Step 1: Power ON EVE VM. Chose English
and confirm with Enter.

Language

Amharic
fArabic
Asturianu

bvarapckun
Bengali
Tibetan
Bosanski
Catala
Gestina
Dansk
Deutsch
Dzongkha
EAMWLKE
English
Esperanto
Espanol
Eesti
Euskara
Wops
Suomi

Benapyckaa

Francais
Gaeilge
Galego
Gujarati
iy
Hindi
Hrvatski
Magyar
Bahasa Indonesia
Islenska
Italiano
BAE
Joboyee
Kasak
Khmer
3373
30|
Kurdi
Lao
Lietuviskai
Latviski

MakeaoHcku
Malayalam
Marathi
Burmese
Nepali
Nederlands
Norsk bokmal
Norsk nynorsk
Punjabi (Gurmukhi)
Polski
Portugués do Brasil
Portugués
Romé&na
Pycckuit
Samegillii
#Te20®
Slovencina
Slovensctina
Shaip

Cpnckun
Svenska

Tamil
S0
Thai

Tagalog
Turkce
Uyghur
YKpaiHcbka
Tiéng Viét
L )
37 (HH8)

Step 2: Be sure if “Install Eve Agent” is
highlighted. Confirm with Enter.

Install Eve Agent

Language:

6o Back

Choose the language to be used for the installation process.
also be the default language for the installed system.

(Simp1if ied)

Step 3: Make sure if English is selected and
confirm with Enter.

The selected language will

Space) selects;

Enter activates buttons

Step 4: You can select your own Location,
or later, after management IP assignment,
location will be set automatically. You can
leave United States. Confirm with Enter

your time zons

The selected locatlon will be used to e and
em Lo iormally t 1d be the country shes

r example to help
select the system L live.

This is a ‘other" if

your locat

tions based on the language you selected. Choose
is not

Country, territory or area:
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Step 5: Configure keyboard, select NO Step 6: Leave United States. Confirm with
confirm with Enter. Enter

T°11)’ GonfLgure: the Kesboard |
The layout of keyboards varies per country, with some countries having multiple common
layouts. Please select the country of origin for the keuboard of this computer.

Country of origin for the keyboard:

Banbara 2
Bangla
Belarusian
Belgian
Berber (Algeria, Latin)
Bosnian
Y fraille
Bulgar ian

You can try to have your keyboard layout detected by pressing a series of keys. If wou do Burnese
not want to do this, you will be able to select your keyboard layout from a list. chinese
Crozt ian
Detect keyboard layout? Czech
Danish

Dhivehi
<GB0 Back> <vesy [ <10} hits
Dzongkha
English (Australian)
English (Cameroon)
English (Ghana)
English (Nigeria)
English (South Africa)
English (UK

<60 Back>

buttons

Step 7: Select English US confirm with Step 8: DHCP ENABLED, EVEs hostname
Enter. by default is eve-ng. You can change it if

you wish. Using the Tab key select continue
and confirm with Enter. Continue to Step 15

[1] Conflgure the keuboar
Please select the layout matching the keuboard for this machine.

Keyboard layout:

Eng - Cherokee
English (US) - English (Colemek)

English (US) - English (Ovorak)

English (US) - English (Dvorak, alt. intl.)

English (US) - English (Dvorak, Intl., with dead keys)

English (US) - English (Dvorak, left-handed)

English (US) - English (Dvorak, right-handed)

English (US) - English (Macintosh)

English (US) - English (US, alt. intl.)

English (US) - English (US, eura on 5)

English (US) - English (US, Intl., with dead keys)

English (US) - English (Horkman)

English (US) - English (Horkman, intl., with dead keus)

English (US) - English (classic Dvorak)

English (US) - English (intl., with Alt6r dead keys)

English (US) - English (programmer Dvorak)

English (US) - English (the divide/multiply keys toggle the layout)

Please enter the hostname for this system.
The hostname is a single word that identifies your system to the network. If you don't
knouw what your hostname should be, consult your neEtwork administrator. If you are setting
up your oun home network, you can make something up here.

Hostnane:

English (US) - Russian (US, phonetic)
English (US) - Serbo-Croatian (Us)

<60 Back> <Cont inue>

<60 Back>

es buttans

Step 9: DHCP DISABLED/Static IP setup. If | Step 10: Confirm selection “Configure
you have not enabled DHCP in the network, | network manually” with Enter

you must assign an IP address manually.
Confirm Continue with Enter.
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Network autocon iguration failed
Your netuork is probably not using the DHCP protocol. Alternatively, the DHCP server may
be slow or some network hardware is not working properly.

From here you can choose to retry DHCP network autoconfiguration (uhich may succeed if
your DHCP server takes a long time to respond) or to conflgure the network manually. Some
DHCP servers require a DHCP hostname to be sent by the client, so you can also choose to
retry DHCP network sutoconfiguration with a hostnase that you provide.

Network conf iguration method:

Retry network autoconf igurat lon
Retry network autoconfiguration with a DHCP hostnase

Do not configure the network at this time

<Go Back>

Step 11: Enter your desirable EVE
management IP, using the Tab key select
“Continue” and confirm with Enter

The 1P address Is unlgue to your computer and may be:

« four numbers separated by periods (IPvd);
» blocks of hexadecimal characters separated by colons (IPve).

You can also optionally append @ CIOR netmask (such as "/24").

If you don't know what to use here, consult your network administrator.
1P address:

TR e sl

Cont inue>

Step 12: Correct your subnet mask, using the
Tab key select “Continue” and confirm with
Enter

The netmask is used to determine which machines are local to your network. Consult your
network administrator If you do not know the value. The netmask should be entered as
four nunbers separated by periods.

Hetmask :
e — 1

<Go Back> <Cont inue>

Tab key select “Continue” and confirm with
Enter

The gateway is an IP address (four nurbers separated by periods) that indicates the
gatewsy router, also known as the default router. ALl traffic that goes outside your LAN
(for Instance, to the Internet) is sent through this router. In rare circumstances, you
may have no router; in that case, you can leave this blank. If you don't know the proper
ansuer to this guestion, consult your network administrator.

Gatewsy:

<Cont inue>

<Go Back>

ates buttons

Step 13: Correct your Gateway IP, using the

Step 14: IMPORTANT. Name server must
respond to the Internet and will be used
during the next install steps. Enter your
name server IP. Using the Tab key select
“Continue” and confirm with Enter

The name servers are used 1o look up host names on the network. Please enter the 1P
addresses (not host names) of up to 3 name servers, separated by spaces. Do not use

The first name server in the 1ist will be the first to be queried. If you don't
want to use any name server, just leave this fleld blank.

Name server addresses:
L

<Continue»

G0 Back>
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Step 15: EVE hostname by default is eve-
ng. It can be changed if you wish. Using the
Tab key select continue and confirm with
Enter

Please enter the hostname for this system.

The hostname is a single word that identlfles your system to the network. If you don't
knou what your hostname should be, consult your network administrator. If you are setting
up your oun home network, you can make something up here.

Hostname:
S e

o Back» <Cont lnue>

Step 16: Enter your network domain name.
You are free to use any, for example:
eve-ng.net

Using the Tab key select continue and
confirm with Enter

The domain name is the part of your Internet address to the right of your host name. It

Is often something that ends in .com, .net, .edu, or .org. If you are setting up a home
network, you can make something up, but make sure you use the same domain name on all
your computers.

Domain name:

<Go Back> [ccontinue)]

Step 17: If your DNS IP settings are correct,
Ubuntu will detect your location from
Internet. Confirm with Enter.

Based on your present physical location, your time zone is Eurcpe/Riga.
If this is not correct, you may select from @ full list of time zomes instead.
Is this time zone correct?

B0 Back> o <Ho>

Step 18: Select Continue and confirm with
Enter.

1f you need to use @ HTTP proxy to access the outside world, enter the proxy information
here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
“httpz// [ [user] [:pass) el host [:port) /",

HTTP proxy information (blank for none):

<Continue>

<Go Back>

Step 19: Select no automatic updates and
confirm with Enter. Security updates can be
run later manually from EVE cli.
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Applying updates on

a frequent basis is an mportant part of keeping your system secure.

nagement tools.
y dounload and Install
r the web as part of a group

1y U automat ically
anage system with Landscape

EVE Satellite VM Installation Phase 2 (EVE Satellite installation)

Step 20: Continue with Enter, the EVE VM | Step 21: Once EVE login screen appeared,
will reboot and finish the installation phase 2 | login in CLI with root/eve and follow

installation Phase 3

tnstallation comlete

Installation is complete, so it is boot inta your new system. Make sure to remove
the i jon media (CD-ROM, flopples), so that you boot into the new system rather
than ng the installation.

EVE Satellite VM Installation Phase 3 (Management IP setup and updates)

Step 19: Setup EVE Management IP | Step 20: After your EVE is rebooted,
address. A Static IP address setup is

preferred Login to EVE Satellite CLI and type:

Follow steps in section 3.5.1 for static IP apt update
apt upgrade

NOTE: To verify your EVE Satellite server installation type “dpkg -l eve-agent” it should display
latest EVE Agent/Satellite version:

root@eve-sat0l:~# dpkg -1 eve-agent
Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-
aWait/Trig-pend

|/ Err?=(none) /Reinst-required (Status,Err: uppercase=bad)

| | / Name Version Architecture Description
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4+ - - -

ii eve-agent 3.0.1-78 amd64 Agent
for EVE-NG Sat Cluster member
root@Reve-sat0l:~#

NOTE: If your newly installed satellite shows nothing like above, you must check your internet
reachability and verify DNS configuration on your Satellite server.

root@eve-sat0l:~# ping www.google.com

PING www.google.com (172.217.22.164) 56(84) bytes of data.

64 bytes from arn09sll-in-£f164.1el00.net (172.217.22.164): icmp seg=1
ttl=120 time=8.84 ms

64 bytes from arn09sll-in-£f164.1el00.net (172.217.22.164): icmp seqg=2
ttl=120 time=8.84 ms

~C

--- www.google.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms

rtt min/avg/max/mdev = 8.848/8.848/8.849/0.094 ms

root@eve-satl:~#

Launch Satellite installation manually

root@eve-sat0l:~# cd /etc
root@eve-sat0l:~# ./eve-setup

15.5Bare metal server EVE Satellite installation
Download Ubuntu 18 Server ISO distribution image:

https://releases.ubuntu.com/18.04/ubuntu-18.04.5-live-server-amd64.iso

N Mandatory Prerequisites: Internet must be reachable from your Server. This ISO installation
requires internet access to get updates and install the latest EVE-PRO version from the EVE-
NG repository. DNS must resolve names!

15.5.1 Ubuntu Server Installation Phase 1

Step 1: Create a bootable DVD disk or USB | Step 2: Select “Update to the new installer”
flash drive with an Ubuntu server image. Confirm with Enter

Boot your server from ISO. Make sure that —————

English is selected, Confirm with Enter ).

Willkommen! Bienverue! Helcome! Jofpo noxanoeaTh! Helkom! [ Help 1

Ise UP, DOWN and EN to select your language
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Step 3: Make sure that English is selected
and confirm Done with Enter

Keyboard conf iguration

Step 4: It is strongly recommended to use
Static IP address for bare metal server.
Use Tab key and select ensXXX ethernet
interface to edit, confirm with Enter

Network connect ions

[ ens160
DHCPva

Step 5: Select “Edit IPv4”, confirm with enter.

Network connect ions

Step 6: Hit Enter, to select IPv4 method. Use
down arrow key to select Manual. Confirm
with Enter

Edit ens160 IPv4 configura

IPv4 Method:  |[NAUEGRETIENIDHCRINTN]

1Pvd4 Method:

Step 7: Using Tab key fill your network
settings. Select Save and confirm with
Enter. The name server must be able to
resolve public DNS entries!

Network connect ions

Step 8: Using Tab key select “Done” and
confirm with Enter

Network connections

[ gone
[ Back
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Conf igure proxy

If this system reguire

[ Help ]

ts detail

Step 10: If your network and DNS is
configured properly, Ubuntu install will offer
ubuntu mirror address from closest source.
Continue with Enter.

Configure Ubuntu archive mirror

[ Done
[ Bac

Done and confirm with Enter.

Guided storage configuration

[ oone
Back

Step 11: Leave all default settings. Make
sure is selected “Use entire disk” and “Set
up this disk as LVM group”. Unselected
“Encrypt the LVM group with LUKS”. Select

[ Help ]

Step 12: Verify your HDD setting, select
Done and confirm with Enter

Storage conf iguration

FILE SYSTEM SUMMARY

[ Done
Reset

Back

“Continue” and confirm with Enter

Storage conf igurat ion

1
[ Continue ]

Step 13: Using Arrow down key select

[ Help 1

Step 14: Using the Tab key fill your user
details, select Done and confirm with Enter

[ Help ]

Profile setup
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Step 15: IMPORTANT: Using Spacebar key | Step 16: Using Tab key select Done and
select “Install SSH OpenSSH server. Using | confirm with Enter

the Tab key select “Done” and confirm with I T

Enter ; :

SSH Setup

ur SSH keys from Github or

[ Done
Back

[ Dane
[ Bac

Step 17: Wait till your server finish Ubuntu Step 18: Remove your installation media
install. Using Tab key select Reboot Now from server and confirm with Enter
and confirm with Enter po

Install complete! [ Help ]

view full log ]

[
[ Reboot Now ]

Step 19: Use your previously created Step 20: Login in the server as root:
username and password to login in server. sudo su
Example in this how steps was user/eve [sudo] password for user: eve
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Step 21: Create root user password. Step 22: Allow SSH access for root user.
passwd root nano /etc/ssh/sshd config
Enter new UNIX password: eve
Retype new UNIX password: eve Navigate with arrow down key to
‘ uncomment
root@eve-ng:"# passwd root PermitRootLogin prohibit-password
Enter new UNIX pe jord: Changeto

3 PermitRootLogin yes

Retype new UNIX p ord:
password updated successfu

To save edited sshd_config use keys
combo:

[Ctrl][+[o] Letter o (oscar)

Enter

[Ctrl]+[x] Letter x (x-ray) for exit

Step 23: Restart SSH service on the server.

service sshd restart

Step 24. IMPORTANT: expand your server LVM partition to use all size of the HDD volume.
Use Putty or other native terminal access as root to the server:

apt clean
lvextend -1 +100%FREE /dev/ubuntu-vg/ubuntu-1v
resize2fs /dev/ubuntu-vg/ubuntu-lv

g1

lume ubun

mounted on on-line resizing required

now 032 (4k) blocks long.
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Step 25: IMPORTANT: Edit network interface name

g written by

nano /etc/netplan/00-installer-config.yaml

change interface name “ensXXX” to “eth0”

To save edited 00-installer-config.yaml use keys
combo:

[Ctrl][+[o] Letter o (oscar)

Enter s t g written by 'subiquity’
[Ctrl]+[x] Letter x (x-ray) for exit

Step 26: Update interface names with single line command:

sed -i -e 's/GRUB_CMDLINE LINUX DEFAULT=.*/GRUB_CMDLINE LINUX DEFAULT="net.ifnames=0
noquiet"/' /etc/default/grub

Step 27: Update GRUB

update-grub

Step 28: Reboot your server Step 29: use Putty or other SSH terminal,
login in your Server as root. Run update

reboot and upgrade commands

apt update
apt upgrade

N,

Confirm “y

15.5.2 EVE Satellite Installation Phase 2

Step 30: Launch EVE-Satellite (agent) Internet installation

wget -O - https://www.eve-ng.net/repo-bionic/install-eve-agent.sh | bash -i

Verification: Verify your EVE-Satellite server installation, type “dpkg -l eve-agent” command,
it must display latest EVE Satellite version

root@eve-sat0l:~# dpkg -1 eve-agent

Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-aWait/Trig-pend
|/ Err?=(none)/Reinst-required (Status,Err: uppercase=bad)

||/ Name Version Architecture Description

+++-

ii eve-agent 4.0.1-3 amd64 Agent for EVE-NG Sat Cluster
member

root@eve-sat0l:~#

Step 31: Reboot EVE-Satellite (agent)
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reboot

Step 32: After your Satellite is rebooted, login to the Satellite CLI and type:

apt update
apt upgrade

15.6 Google Cloud EVE Satellite installation

15.6.1 Preparing Ubuntu boot disk template

Step 1: Navigate: Navigation Menu/Compute Engine/VM Instances

Step 2: Open the google cloud shell and press: “START CLOUD SHELL”

= Google Cloud Platform & EVE Test w Q  Search resources and products - o e o H g
{e} Compute Engine VM instances

B VMinstances

Google Cloud Platform 2+ EVE-PRO-PROJECT *

{=F compute Engine VM instances
a

Compate Engine
VM instances

H  image B o meon o Tsethequokein

Step 3: create a nested Ubuntu 18.04 image model. Copy and paste the below command into
the shell. Use copy/paste. crtl +c/ctrl +v. It is single line command (copy all command below
in cli). Confirm with “enter”:

gcloud compute images create nested-ubuntu-bionic --source-image-
family=ubuntu-1804-1ts --source-image-project=ubuntu-os-cloud --
licenses https://www.googleapis.com/compute/vl/projects/vm-
options/global/licenses/enable-vmx

X" Terminal

You will get the following output when your image is ready:
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%' Terminal  f(eve-test-27650%) x  + - # Open editor & = i B x

15.6.2 Creating VM

Step 1: Navigate: Navigation Menu/Compute Engine/VM Instances and press “Create”

= Google Cloud Platform ¢ EVETest @ Search resources and products - ® e O : g
Home M instances
&} Compute Engine LI
instances
-
Kubernetes Engine > Instance groups

Instance templates Compute Engine
()  Cloud Functions

Sole-tenant nodes VM instances
)»  Cloud Run
Machine images
Image Comp you use virtual machi on Google's
Disks Create i larger instances
STORAGE Windows or other standard images. Create your frst VM instanca,
snapshts import it using a migration service or try the quickstart to buld a
p sample app.
%/ Bigtable

Images

o Import  of  Take the quickstart
Datastore > TPUs

—~ Committed use discounts
= Firestore

Step 2: Assign the name for your VM
Step 3: Set your own region and zone

Step 4: Edit your Machine Configuration. General-Purpose. Choose the series of CPU platform,
Preferred are Intel CPUs Skylake or Cascade.

Step 5: Choose your desirable CPU and RAM settings.
IMPORTANT: “Deploy a container image” must be UNCHECKED.
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Name
Name is permanent
eve-1 \
Labels (Optional)
| + Add label
Region Zone
Region is permanent Zone is permanent
europe-west2 (London) v europe-west2-c v

AN

Machine configuration

Machine family

General-purpose = Memory-optimised = Compute-optimised

Machine types for common workloads, optimised for cost and flexibility

Series /

N1 A

Powered by Intel Skylake CPU platform or one of its predecessors

Machine type /

n1-standard-16 (16 vCPU, 60 GB memory) v
\/ vCPU Memory
v 16 60 GB

CPU platform and GPU

Container
Q&ploy a container image to this VM instance. Learn more

Step 6: Select Boot disk. Press Change

Boot disk

Image

‘ ——  New 10 GE standard persistent disk
~ ‘ Debian GNU/Linux 9 (stretch) Change

Step 7. Select Custom images and the custom boot image you created previously. Choose
HDD disk type and size. HDD size can vary depends of your needs.
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Boot disk

Select an image or snapshot to create a boot disk; or attach an existing disk. Can't find what you're looking for? Explore hundreds of VM solutions in Marketplace.

Public images = Customimages Snapshots Existing disks
Show images from

EVE Test -

Show deprecated images
Image
nested-ubuntu-bionic -

Created on 22 Jun 2020, 22:50:36

Boot disktype 1 g Size (GB) 1 N

SSD persistent disk - 60

Step 7: Allow https traffic and create VM

Identity and APl access

Service account
Compute Engine default service account A

Access scopes

® Allow default access
Allow full access to all Cloud APIs
Set access for each AP

Firewall
Add tags and firewall rules to allow specific network traffic from the Internet

Allow HTTP traffic
™ Allow HTTPS traffic <&

Management, security, disks, networking, sole tenancy

Your free trial credit will be used for this VM instance. GCP Free Tier [7

Cancel

15.6.3 EVE GCP Satellite installation

Step 1: Connect to the VM with the first option “Open in browser window”

= ter Vi t Columns =
Name -~ Zone Recommendation Inuse by Internal IP External IP Connect
& evel europe-west2-c 10.154.0.3 (nic0) 35.189.102.127 (7 SSH | ~ I H
Open in browser window

Open in browser window on custom port
Open in browser window using provided private SSH key
View gcloud command

Related Actions Use another SSH client
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L2

© & https;//ssh.cloud.google.com/projects/eve-test-276509/zones/europe-west2-a/instances/eve-pro?authuser=0&hl= ==« & ¥ =

sermitted by

Step 2: Launch installation with:

Type the below command to become root:
sudo -1

Start EVE-Satellite installation
wget -O - https://www.eve-ng.net/repo-bionic/install-eve-agent.sh | bash -i

Step 3: Update and upgrade your new EVE-Satellite
apt update

apt upgrade
Confirm with Y

press “Reconnect”

Step 4. Reboot EVE. Allow some time for reboot and then

uf ”anlg flle I *Eﬂtup/compnse I“n 8959 iy 1nc oo

Pw version . ) _ .
w version The SSH connection to VM instance 'eve-pro’ was lost. Learn more about improving
W version SSH session persistence.

fw version

[ version Reconnect Dismiss
fw version

bnsole-setup (1.1

bmfs: deferring

f=tro-info-data (0.28ubuntud.il) ...
buntu-minimal (1.361.3) ...

Step 5: VERY IMPORTANT: Setup IP
Once the IP wizard screen appears, press ctrl +c and type the below command to become root:
sudo -1

R Pass
Type the Rt BoeEEses

Now follow the IP setup wizard, section: 3.5.2.
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IMPORTANT: set IP as DHCP!

Your EVE-Satellite public IP will be used for join satellite to the MASTER node.

= Filter VM instances Columns ~
Name ~ Zone Recommendation In use by Internal IP External IP Connect
@ evepro europe-wesi2-c 70.154.0.2 (nic0) 35.246.119.90 [ SSH ~ :

15.6.4 GCP Firewall rules for Cluster

Step 1: Navigate: Navigation menu/VPC Network/Firewall rules

= Google Cloud Platform 8 EVE-PRO-PROJECT ¥

f

Home

¥ Pins appear here @ X
STORAGE [

@ Bigtable

558 Datastore >
5\: Firestore >
=  Storage >
€ sa
'J:l‘ Spanner
E 43 Memorystore
& Filestore
NETWORKING
n VPC network >
VYPC networks
it Network services > External IP addresses
R . Firewall rules
-} Hybrid Connectivity >

Routes

\3 Network Service Tiers VPC network peering

Step 2: Create new firewall rule

Firewall rules CREATE FIREWALL RULE C REFRESH @ DELETE

Firewall rules control incoming or outgoing traffic to aninstance. By default,
incoming traffic from outside your network is blocked. Learn more

Note: App Engine firewalls are managed here.

Step 3: Create an ingress and egress FW rules; allow UDP ports all and TCP 22
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= Name Type Targets Filters Protocols/ports Action Priority Network 4+ Logs
D egress-eve Egress Apply to all IP ranges: 0.0.0.0/0 tcp:0-65535 Allow 1000 default off
sat-1-rule-egress Egress Apply to all IP ranges: 0.0.0.0/0 udp Allow 1000 default Off
D default-allow-http Ingress http-server IP ranges: 0.0.0.0/0 tcp:80 Allow 1000 default Off
O default-allow-https Ingress https-server IP ranges: 0.0.0.0/0 tep:443 Allow 1000 default off
D ingress-eve Ingress Apply to all IP ranges: 0.0.0.0/0 tcp:0-65535 Allow 1000 default Off
sat-rule-ingress Ingress Apply to all IP ranges: 0.0.0.0/0 udp Allow 1000 default Off
O default-allow-icmp Ingress Apply to all IP ranges: 0.0.0.0/0 icmp Allow 65534 default Off
D default-allow-internal Ingress Apply to all IP ranges: 10.128.0.0/9 tcp:0-65535 Allow 65534 default off
udp:0-65535
icmp
D default-allow-rdp Ingress Apply to all IP ranges: 0.0.0.0/0 tcp:3389 Allow 65534 default off
default-allow-ssh Ingress Apply to all IP ranges: 0.0.0.0/0 tep:22 Allow 65534 default Off

15.7 Cluster Management

15.7.1 Join Satellite nodes to the Master

Step 1: Make sure that you have reachability between Master and Satellite nodes and firewall
rules are configured in your network if FW is set between them. Firewall rules Section 15.2.1

Step 2: Navigate: System/Cluster Management

# Main # Management ~ & system ~ @ Information ~ @ Licensing ~ ©2021 Eve-NG

&4 File manager  current position  root

Add folder

O B «» ¥ @8 & & @ ¢

Step 2: Press Add Member

Cluster management & Ao
Cluster members I o |
@ Hame et P saga (81 Marmary (68} Mamory saga (%] Sounp (c] — i Sizn (08) bisk ssage action
1 [] 1 18 |
B [ ] ! s ] Boe
. ! w ] ' s m Boe

Step 3: Press Add Member and fill your Satellite details:

Member’'s Name: use any suitable name for your satellite node
IP address: Your satellite IP. In GCP version it will be public IP
Member’s Root Password: Your Satellite node password
Press Add Member

Add New Cluster Member

Member's Name

sat01 5
IP address
10.1.1.10 =

Member's Root Password

ssssesesen 3
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Step 4: After certain of time Satellite will join to the Master

Cluster management PP

Cluster members
4 Har ===

ot P Usage 5] Memary (G8) Mamary Usage () Swap (8] Swap tsage (%] Diksismias]  biskusa e Astion

L]

15.7.2 Remove Satellite nodes from the Master
Step 1: Navigate: System/Cluster Management

Step 2: Press Remove Member

Cluster management PP
W Hame o cPUUngts)  Mamery (o) Mamary Usags (%) Swap fa81 Swap Usage %] Dk size 8] Bisk usage Action
o masters - 187 ] 1 ™y
) sle - B o n 1 300 [ s | Be e
) s 5 1 & 1 ' m _oRlec

15.7.3 Re-join Satellite nodes from the Master

Step 1: Navigate: System/Cluster Management

Step 2: Press Remove Member

Cluster management . b
W e o cuvmgr  semeny (ca) [re——— sunpice) P——— —— Diskusage action
Py e . 151 1 1 108
3 mue n B o a 1 a e ] BHec
waze . 1 o 1 w m _Asc

Step 3: Go to Satellite node CLI and rest IP address. It is necessary to refresh SSH key for re-
join Satellite to the Master.

CLI:

Login as root to the Satellite node and type:

rm -f /opt/ovf/.configured
su -

EVE Satellite will initiate 1P setup wizard. Follow Section 3.5.1

Step 4: Join Satellite accordingly Section 15.7.1

15.7.4 Users assignment to the dedicated Satellite

Step 1: Navigate to Management/User Management

A Main # Management ~ & system ~ @ Information ~ O Licensing ~ ©2021 Eve-NG

0% o
“luster management here you can  PSSEREE R

& Node management

& Lab management

Cluster members

Step 2: Create or Edit existing user
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w  anos untims . e ons [
‘‘‘‘‘‘ . aiiter o om unlimited unlimited T |

Step 3: Choose the Satellite to be assigned for this user.

Step 4. User will be locked and will use only selected Satellite node. Editor and User roles
cannot change or choose other satellite members.

Satelite[any | g

any
Account master
POD sat2

15.8Creating EVE labs in Cluster

Step 1: Create new or edit your existing lab

g
—
{earc) SW-1 (2)
ms!

Step 2: On lab Node right click/edit e

VLANTTA | 2Wiee
(G Edit ~f—

T Deleta

Step 3: Select preferred Satellite node and click save

Startup configuration Satellite
Default v master -
Delay (s) = master
0 = satl
= sat2
Left
= any
1434

m Cancel

Option to assign cluster nodes for single lab devices.

Lab Side bar/Nodes, column SATELLITE, Select your cluster satellites for devices in the lab.

CONFIGURED NODES *

[E—.

NVRAM (KE) RAM(MB) RAMUSAGE ETH

STARTUP-CONFIG  AETIONS

st massd ol W ’ wze e " o e [3 Switchis2png - oetsstr rEsLE &

W mam 1 L) , 2 R - i Switchzpng - Detasit rudic &
3 adminee P e ™% a, B Desktoplpag - Detsstr rusic 8
& M mate Hresowers P ” w0 E " @ AsAZpng * Hene rueic @
s seR mesd ol prisexaMz 15 | wa T i w 2s wes % . o e @ Routerzpng - petsa rusic &
& oMzsever  mastes | docker surserveriate ™ n N oz L e K Server WEBLpng-  Defasic rueic B
7w . ! o e . awss ™ ' W e A Desktopaprg  +  hane rusic @
8 swmr mesd ol cpraskamassA @ wa % e nze wes % . o e B Switchzpng -+ petse rustc @
P a2 Nresousrs - e " T W = FMCpng rEoLG &
o e dackar o i " i wes % N A Dusktopzpng v Defadt rusic @
1l dack larged P w w0 1 S - Killpng - Delstt (v pERLG @
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15.8.1 Master images synchronization with Satellites

Once you have assigned certain lab device to use cluster Satellite node and start it, the
automatic rsync process is initiated from Master node copy necessary image to the Satellite
cluster member. During rsync process between Master and Satellite lab device will display
“Clock” sign beside device. After image rsync process is completed, Lab device will turn sign
to “Play”, running state.

» AsAv

/@AsAv L

Large size lab devices/images, rsync process can take some time. It depends of the network
speed between the cluster members.

Once the image is copied into Satellite node, lab device will start immediately. RSYNC process
initiates only once if particular device image does not exist on Satellite node.

15.9Cluster system monitoring

15.9.1 Cluster Monitoring page

Navigate: System/Cluster Management
Information columns displaying live information about cluster members utilization
Satellite nodes have option to reboot or shutdown.

If the cluster is healthy and fully functional, the Status column will display “GREEN” dot beside
the cluster members.

Cluster management ! #  Fsystem - fhcluster managemen
Cluster members
id  Name cPUs CPUUsage (%)  Memory (GB) Memory Usage (... Swap (GB) SwapUsage (%)  Diek Size (GB) Disk usage Action
o masters . 157 H 1 1688
| satle = 4 63 19 1 308 13 ] o e
5 sat2e e ! 63 H 1 308 ] BHec

If the Satellite node is down or not reachable, the Status column will display “RED” dot

Cluster management e —
Cluster members
1d  Name cPus CPU Usage (%) Memory (GB) Memory Usage (... Swap (GB) Swap Usage (%)  Disk Size (GB) Disk usage Action
o masters o 157 4 1 1689
y  satle 2 i 63 B 1 308 B Bec
) sat2e =— 2 ; 63 4 1 308 11} a

If the Satellite node is reachable but malfunctioning, Agent service is stopped or crashed,
Status will be displayed as Yellow DOT. (stop/reboot possible)

Cluster management rersye. can mansss B 0

Cluster members

14 Name cpus €PU Usage (%) Memory (GB} Memory Usage {%] Swap (6B} Swap Usage (%) Disk Size (68 Disk usage Action

]
]
[
Q
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15.9.2 Satellite disaster recovery

Use case: If a satellite node crashed, was powered off while lab devices were running on it or
the connection to the satellite was lost, the Master node will still have these nodes in a running
state even if this is no longer the case.
To remediate this situation, you have to purge the local state information about the satellite
before recovering the satellite, booting it back up or recovering the connection.

Step 1: To verify status of lab nodes:
Navigate Management/Nodes management. If you observing that crashed Satellite nodes are
still alive and visible follow Step 2

Node management

Running node(s)

Labname

JA_Trunka
JA_Trunka
JA_Trunka
/A_Trunka
#A_Trunka
JA_Trunka
JA_Trunka
A_Trunka
#A_Trunka
#A_Trunka
/A_Trunka

JA_Trunka

Step 2. Navigate: System/Cluster Management
Use Purge Button to clean crashed Satellite devices from the Master.

Lab1D

Cluster management

Cluster members

Id  Name

o masters

p  satle

2 sat2e

CPUs

Username

uldis «
uldis «
uldis
uldis. e
uldis e
uldis
uldis «
uldis «
uldis e
uldise
uldis e

uldise

CPU Usage (%)

master
master
master
master
sat2

master
sat2

master
master
master
master

sat2

Memory (GB)

Node Name

P52
PC5-1
PC10-2
PC10-1
sw2
PC5-1
Swa
PC10-1
PC5-2

sw3

PC10-2

Memory Usage (%)

Are you sure you want to remove all running consoles satellite 27

15.9.3 EVE Cluster Status

Cancel

Navigate: System/Cluster Management

© EVE-NG LTD

CPU usage (%)

Swap (GB)

RAM usage (%)

Swap Usage (%)

Disk usage (GB)

0.0035

0.0035

0.0035

0.0035

0.0101

0.0031

0.0101

0.0035

0.0031

0.0101

0.0101

[

Disk Size (GB)

# - FManagement - odes managemen

¥ Template Action
docker = ox
docker Lol
docker Qx
docker D x
viosl2 &=
docker Ll
viosl2 Lok
docker Qx
docker o x
viosl2 e x
viosl2 D%
docker [
L #FSystem i o
Disk usage Action
17 Boc
! a-
Purge member
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System status

Il System status

running IOL nodes running Dynamips nodes running QEMU nodes

5 0 6

running Docker nodes running VPCS nodes

B 2

15.9.4 Cluster monitoring cli commands

On EVE Master:
Cluster System CLI Commands:

Check Cluster status:

root@eve-ng:~# unl wrapper -a showcluster

Jan 31 23:56:52 Jan 31 23:56:52 Online Check state: Valid
Cluster Status:

FHtdH At F a4 At E A A AT E A A RS A A AR A A S AT

0 master Online ( Local )

1 satl Online

2 sat?2 Online

iF i st

root@eve-ng:~#

SSH to the Satellite node from the Master status:
ssh 172.29.130.<satId>

#4#4#Example SSH to SAT1#####

root@eve-ng:~# ssh 172.29.130.1

Welcome to Ubuntu 18.04.5 LTS (GNU/Linux 4.20.17-eve-ng-uksm-wg+
x86 64)

* Documentation: https://help.ubuntu.com
* Management : https://landscape.canonical.com
Support: https://ubuntu.com/advantage

* Canonical Livepatch is available for installation.
- Reduce system reboots and improve kernel security. Activate at:
https://ubuntu.com/livepatch
Last login: Sun Jan 31 22:24:06 2021 from 10.6.6.14

root
root@eve-satl:~#

15.10Cluster system upgrade
Pre-requisites: The Master node must reach internet and resolve DNS.

On the EVE Master CLI run commands:
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apt update
apt upgrade

The cluster Satellites will upgrade automatically with EVE master. There no need any extra
upgrade run for Satellite nodes.

To update manually Satellite nodes from Master EVE:

root@eve-ng:~# unl wrapper -a updatesat

Feb 01 00:03:24 Feb 01 00:03:24 Online Check state: Valid

Feb 01 00:03:24 update sat 1

ii eve-agent 3.0.1-71 amdo4 Agent for EVE-NG Sat
Cluster member

Feb 01 00:03:24 update sat 2

ii  eve-agent 3.0.1-71 amd64 Agent for EVE-NG Sat
Cluster member

root@eve-ng: ~#
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16 EVE Troubleshooting

16.1CLI diagnostic information display commands

16.1.1 Display full EVE Pro diagnostic

eve-info

16.1.2 Display the currently installed EVE Pro version:

dpkg -1 eve-ng-pro

kvm-ok

16.1.4 Display EVEs CPU INFO:

lscpu

enuinelntel

n(R) CPU

16.1.5 Display EVEs CPU manufacturer:

Ismod | grep “kvm

© EVE-NG LTD Page 246 of 263



eCr YA EVE-NG Professional Cookbook
Version 4.9

Emulated Virtual Environment
Next Generation

If the /boot only has a little space left you can refer to section Error! Reference source not
found.. If the eve—ng—vg—root reaches 99% or 100% then you will need to expand the HDD
in order to continue using EVE. The Solution to expand your HDD is described in section 16.1

brctl show

systemctl list-unit-files --state=enabled

enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled

A IMPORTANT NOTE: DO NOT expand your current/existing HDD on your EVE VM!
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16.2.1 HDD space alert

Important: by default, EVE will trigger alerts if there are 3GB or less HDD space available.
Additional nodes will not start until more space is added or freed up. A link is provided in the
notification bubble on how to properly add an additional HDD.

Notifications

w03 Insufficient disk space (30090).

Alert Only 2GE free on EVE HDD
Flease add new HDD to continue { Help )

To edit HDD space threshold for the alert is customizable. please follow section: 7.4.1

System settings

Radius Server #1 P Port Searet
0.0.0.0_ 1812 S ssssss
Radius Server #2 P Port Secrat
0000 1812 F eesees
Proxy Server P Port
0.0.00__ 8080 o
Template visibility unprovisioned images| Disable v |

Disk critical size Minimal fres space (GB)
—_—

5 s

16.2.2 Expand HDD on VMware Workstation
Expanding your EVEs system HDD is achieved by adding an additional HDD to your EVE VM.
Step 1: Stop all your labs and shutdown EVE.
Use EVE CLI command: shutdown -h now

Step 2: Go to edit VM settings and add a new Hard drive.
Then click Next.

Step 3: Leave the recommended SCSI HDD option and then ~ = =
click Next o

Step 4: Make sure you have selected the option “Create a
new Virtual disk.”

Step 5: Set your desirable HDD Size; example 200GB.

Step 6: Make sure you have set the option “Store Virtual disk as a single file” and then click
Next

Step 7: Optional: Specify the location of where your new HDD will be stored, then click Finish.
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Step 8: Boot your EVE VM, HDD size will be expanded automatically. To verify, use the
command to verify HDD utilization referenced in section 16.1.5

16.2.3 Expand your HDD on ESXi
Expanding your EVEs system HDD is achieved by adding an additional HDD to your EVE VM.
Step 1: Stop all your labs and shutdown EVE.
Use EVE CLI command: shutdown -h now

Step 2: Go to edit VM settings and add a new Hard
drive. Then click Next

Step 3: Make sure you have selected the option “Create
a new Virtual disk.” Then click Next

Step 4: Set your desirable HDD Size; example 200GB.
Step 5: It is recommended to set the Thick Provision Lazy Zeroed HDD option.

Step 6: Specify the location of where your new HDD will be stored and then click Next
Step 7: Leave the recommended SCSI HDD option as is and click Finish.

Step 8: Boot your EVE VM, the HDD size will be expanded automatically. To verify, use the
command to verify HDD utilization referenced in section 16.1.5

16.2.4 Expand your HDD on a Bare Metal EVE Server

It is a complicated process to expand a HDD for a bare metal EVE server. Please open a ticket
in our Live chat support for advice.

https://www.eve-ng.net/index.php/live-helpdesk/

Use a google account to join in the Live Chat or create new chat account.

16.3Reset Management IP

Type the following commands into the CLI followed by enter:
rm -f /opt/ovf/.configured

su —

http://www.eve-ng.net/documentation/installation/bare-installlP address setup wizard. Please
follow the steps in section 3.5.1 for Static IP or 3.5.2 for DHCP IP setup.

16.4EVE PRO SQL Database recovery

Starting EVE PRO version 3.0.1-21 and later, you can recover SQL user database in case of
disaster:
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unl wrapper -a restoredb

Below is SINGLE LINE Command to restore SQL Database.
unl wrapper -a restoredb ; grep -q default time zone
/etc/mysql/mysqgl.conf.d/mysgld.cnf || echo

"default time zone='+00:00'" >> /etc/mysql/mysqgl.conf.d/mysqgld.cnf ;
systemctl restart mysqgl

16.5EVE PRO Migration from host to host
Step 1: On newly installed EVE navigate to:
cd /opt/unetlab/scripts

Step 2: Run migration script migrate.sh where source IP is your old EVE host IP and root
password of old EVE. [./migrate.sh -s <old eve ip> -p <root password>]

Example:
root@eve-ng:/opt/unetlab/scripts# ./migrate.sh -s 192.168.1.100 -p eve

Step 3: After migration is completed, deactivate EVE license on old host, and load license in
the new EVE machine.

https://www.eve-ng.net/index.php/documentation/howtos/recover-rehosting-eve-ng/

16.6 EVE Log files

EVE log Files can be obtained from the System Logs page under the System dropdown menu

®  StopAllNodes

Add folder

Use the menu to collect log file data you are interested in.

System logs

System log viewer

Select log file Number of Lines Search text

access.txt v | 20 View
api.txt \

error.ixt

php_errors.bct
unl_wrapper.txt

cpulimit.log Null

16.7EVE cli diagnostic info

Use EVE cli to obtain your EVE information:
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eve—-info
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17 EVE Extras

17.1EVE Pro Radius server setup for user authentication
A Mandatory Prerequisites: Updated EVE-PRO version 2.0.6-1 or later.

Please follow section: 7.4.1

System settings

Radius Server #1 P Port Secrat
0.0.0.0__ 1812 s sssses

Radius Server #2 P Port Secrat
0.0.0.0__ 1812 < sssses

17.1.1 EVE User setup for Radius authentication

Step 1: Open the User management submenu. Management>User management and click Add
user

Step 2: The Add New User management window will pop up. Fill in the main information about
your EVE user. Make sure that you're the username of the account created in EVE matches
with the Radius server database.

Step 3: Enable the External Auth (Radius) checkbox. Any existing password will be removed,
because the authenticator will check with the Radius server for credentials.

Add New User

User Name’

test

External Auth  Radius }[£] \

Password

------------------

cccccccccccccccccc

Step 4: If you have purchased licenses for different EVE user roles, you can choose the
preferred user role. For licensing and user roles please refer to section 4

Name
John Tester

Role | Administrator

Administrator

From | jcer 0 o 1 0
poD

1

Step 5: Set the access date and time From - to. If the fields are left empty (untouched), your
user will have no time restrictions for accessing the EVE Server. Account validity with time
settings is available for Editor and User roles only.
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A Admin accounts have no time limit for account validity, and Account Validity time cannot
be set.

Account Validity

From 2018-05-18 op00 T 2018-05-20 01:00

POD

1

Step 6: The POD number is a value assigned to user accounts automatically. POD numbers
are like user profiles inside of EVE and are a unique value for every user Think of PODs like a
virtual rack of equipment for each user. Admins can assign a preferred number between 1-128.
Please keep POD numbers unique between users!

Step 7. Press ADD m Cancel

Step 8. The username created inside EVE must match the username on the Radius server

Example: EVE user authenticated with ISE 2.1 Radius server.

User management

Database of users

EVE Pro Radius user

Authentication Details

Source

Received Timestamp
Policy Server

Event

Username

User Type

Authentication Identity Stare

Authentication Methad

Authentication Protacol PAR_ASC

Network Device

Devics Type

Location
NAS IPv4 Address 192.168.90.228
Authorizatien Profile PemitAccess

Response ime

17.2Lab Chat

Refer section: 8.1.12

LAB CHATROOM

[10:42:52] widis joined

]
[10:43:18] admin foimed
[10:43:24] admin: hello uldis
]

[10:43:34] uldis: hello admin
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17.3Custom MAC address for node management
NOTE: Custom first MAC is supported for Qemu nodes only.

Qemu nodes has option to change first interface MAC address.

EDIT NODE =

Template

CiscowlOS -

D
15

Image

vins-adventerprisekd-mSPA 1 56-1.T - . . 145

\I\-\'E\-IH'JHT,‘—H

Name/prefix
e

Icon
& Routerpng -

uuIb

314c922c-9d95-42d3-63c1-187994390538

CPU Limit l:l

cPU RAM (MB) Ethernets
1 1024 4

First Eth MAC AddjS/
agbbicciDdead

QEMU Version QEMU Arch QEMU Nic
tplidefaulc 240) ~ tpl(i388) - tplie1000) -

QEMU custom options

-machine type=pc-1.0,accel=kvm -serial monistdio -nographic -nodefconfig -nodef

Startup configuration

Mone =

Delay (s)
0

Console

talnat -

17.4Windows node settings for Wifi dongle
Using a Wifi USB dongle, you can connect a WiFi-adapter to windows host inside EVE.
Step 1. Connect your USB Wifi dongle to your EVE server.

Step 2. Issue the following command on the EVE CLI to obtain BUS and host numbers which
your USB WiFi is connected to:

1susb

© EVE-NG LTD Page 254 of 263



GVG EVE-NG Professional Cookbook

Emulated Virtual Environment Version 49

Next Generation

Step 3. Add the windows node onto the topology and edit the Qemu line:

Change the type value:

type=q35

Add a comma and then the following line:

if=virtio -usb -device usb-host,hostbus=2,hostaddr=2

Where hostbus is your Bus value and hostaddr is your Device ID as seen in the figure above.
Full Windows host gemu line will look like this:

-machine type=qg35,accel=kvm -cpu

host, +pcid, +kvm pv_unhalt,+kvm pv eoi,hv spinlocks=0x1fff,hv vapic, hv
_time,hv reset,hv vpindex,hv runtime,hv relaxed,hv synic,hv_stimer -
vga std -usbdevice tablet -boot order=cd -drive
file=/opt/gemu/share/gemu/virtio-win-

drivers.img, index=1, if=floppy, readonly,if=virtio -usb -device usb-
host, hostbus=2, hostaddr=2
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Template

Windows -

D

6

Image

-7 -x86-IPCC -
Mame/prefix

Win
Icon

B Desktop.png -

uuID

eee724a7-53F3-45cb-8101-c1fecaé7ded30

CPU Limit |:|

CPU RAM (MB) Ethernets

1 4098 1

First Eth MAC Address

50:02:00:06:00:00

QEMU Version QEMU Arch QEMU Nic

tpli2.0.2) - tplixg6_64) - tpl{e1000) -

QEMU custom options ( reset to template value )

-rnachine type=q35,accel=kym -cpu germuéd,+Fsgsbase -wga std -usbdevice tablet

Startup configuration \

Maone -

Delay (s)
i}

Console

rdp-tls -

Left Top

516 312

Cancel
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18 Images for EVE

Images must be uploaded and prepared before they can be used in labs. The best way to
upload images is to use the WinSCP tool for Windows environment or FileZilla for MAC OSX
and Linux.

Link to download WinSCP:

https://winscp.net/eng/download.php

Link to download FileZilla:

https://filezilla-project.org/

To access EVE, use SSH protocol (port 22).

Supported images for EVE are stored in the three locations:
e IOL (I0S on Linux), /opt/unetlab/addons/iol/bin/
e Dynamips images, /opt/unetlab/addons/dynamips

e Qemu images, /opt/unetlab/addons/gemu

18.1 Qemu image naming table

L\ IMPORTANT NOTE: Intel VT-X/EPT must be enabled to run Qemu nodes in EVE. For
information on how to enable this option, Refer to section 3: EVE Installation.

The directory names used for QEMU images are very sensitive and must match the table below
exactly in order to work.

Ensure your image folder name starts as per the table. After the "-" you can add whatever you
like to label the image. We recommend using the version of your image.

Folder name examples:

firepower6-FTD-6.2.1
acs-5.8.1.4

The image hdd inside the folder must be named correctly:
Example: hda.qcow?2 or virtioa.qcow2

Full path Example: opt/unetlab/addons/gemu/acs-5.8.1.4/hda.qcow?2
The table of proper folder names is provided in our website:

https://www.eve-ng.net/index.php/documentation/gemu-image-namings/

Supported HDD formats and Qemu versions for the EVE images:

HDD Format HDD name example
Isi([a-z]+).qcow Isia.gcow
hd([a-z]+).qcow hda.gcow
virtide([a-z]+).qcow | virtidea.qcow
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virtio([a-z]+).qcow virtioa.qcow 24.0
scsi([a-z]+).qgcow scsia.qcow 25.0
sata([a-z]+).qcow sataa.qcow 2.6.2
2.12.0
3.1.0
4.1.0

18.2How to prepare images for EVE
How to add EVE-NG images please refer to:

https://www.eve-ng.net/index.php/documentation/howtos/

18.3How to add custom image template

A IMPORTANT NOTE: Upgrade from EVE version 2.0.5-XX to 2.0.6.-XX automatically will
convert old config.php to new yml formats: If you had already custom templates in old php
format, these templates will be automatically converted to custom_templates.yml file during the
upgrade process!

18.3.1 Templates folder choice

A\ IMPORTANT NOTE: Starting from EVE-PRO Version 2.0.6-42, EVE installation is
autodetecting what kind of CPU manufacturer has your server: Intel or AMD, to choose proper
templates set. You can check it manually on EVE cli: example below, showing that EVE has
Intel CPU.

root@eve-ng:~# lsmod | grep “kvm
kvm_intel 212992 74
root@eve-ng: ~#

e If you have Intel CPU, then your template files are in
"lopt/unetlab/html/templates/intel/"

e If you have AMD CPU, then your template files are in
"lopt/unetlab/html/templates/amd/"

18.3.2 Prepare template file

A\ NOTE: For templates development use templates folder which is matching your EVE server
CPU.

Example below will be based for Intel CPU EVE custom image template. Use EVE cli or
WinSCP/Filezilla to create template.

Step 1: Navigate to EVE location: /opt/unetlab/html/templates/intel/

Step 2: Choose your most suitable template from which you want to make copy and create own
image template. (example: newimage.yml)
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Jopt/unetlab/html/templates/intel/
Name .
I kerio.yml
Jlinux.yml
Imikrotik.yml
Inewimage ym| i
Insvpx.yml
Insx.yml
Inxosv3k.yml
loliveym
lostinate.yml
losxyml

Step 3: Make a copy from source template newimage.yml. Example: Using CLI create template
and name it ngips.yml.

cp /opt/unetlab/html/templates/intel/newimage.yml /opt/unetlab/html/templates/intel/ngips.yml

You can create new template using WinSCP or Filezilla as well.

opt,unetlab/html/templ

IMPORTANT: The new name of your template will be related to your image foldername. Your
image foldername must start with prefix “ngips- “

Example: image foldername under /opt/unetlab/addons/qemu/ngips-6.5.0-115

ise-2.6.0.156.SPA-L
junipervrr-19.2R1-52.2
kerio-control-9.3.2
linux-mint-18.3-cinnamon-64bit

arubacx-10.04-1000 linux-slax-64bit-9.3.0
aruba-VMC_8.4.0.3 linux-slax-64bit-9.3.0.tar.gz
asa-915-16-k8-CL-L mikrotik-6.44.5

asav-9131-100 ngips-6.5.0-115

asav—-971-001 nsvpx-12.0.53.13

18.3.3 Prepare interface format and name lines

EVE Pro has included option to create various interface names, sequences and numbering.
Please refer table below.

Formula Template line format | Will
example produce

Gil/0
eth_format: <prefix>{<first value for slot: example | eth_format: Gi{1}/{0-8} Gil/1
1>}<separator>{<first value for port>-<number of Gil/2
port per slot: example 8>} Gil/3
Gil/4
Gil/5
Gil/6
Gil/7
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Gi2/0
Gi2/1

Ge0/0
eth_format: <prefix>{<first value for slot: example | eth_format: Ge{0}/{0-4} | Ge0O/1
0>}<separator>{<first value for port>-<number of Ge0/2
port per slot: example 4>} Ge0/3
Gell0
Gel/2
Gel/3
Ge2/0
Ge2/1
Ge2/2

Gio
eth_format: <prefix>{<first value>} eth_format: Gi{0O} Gil
Gi2
Gi3

GO0/0
eth_format: <prefix>{<first value>} eth_format: GO/{0} G0/1
GO0/2
GO0/3

eth_name: M1
eth_name: <prefix: Interface custom name> -M1 T1
-T1 T2
-T2

eth_name: MGMT
eth_name: <prefix: Interface custom name> - MGMT DATA
- DATA TRAFFIC
- TRAFFIC

Combined first named interface following by formatted interfaces Example: We have to
set first node interface name “ethO/mgmt” and next following interfaces must start from eth1
and change sequence accordingly. eth1, eth2,....,ethx

As your node first interface will be custom named (ethO/mgmt), therefore in the template
“eth_name:” must be added before “eth_format:”

eth name:
- eth0/mgmt
eth format: eth{l}

This adding will produce Node interfaces.
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ADD CONNECTION BETWEEN

NGIPS AND SWITCH

Source ID:9
Source Name: NGIPS

type - Node

ia

Choose Interface For NGIPS

[

eth2

mgmt/etho
Choose Interface For Switch

Giofo v

ek

Switch Destination ID: 8

Destination Name: Switch

type - Node

18.3.4 Edit your new template file:

For edit newly created template you can use WIinSCP, FileZilla or cli. Example below shows
template edit using cli and nano editor

cd /opt/unetlab/html/templates/intel/
nano ngips.yml

Change content, setting for various images can vary depends of vendor requirements. The
interface name lines please refer Section: 18.3.2

H= o3 e e S S 3 3 S S S S 3 3k S h S S 3k S H S e 3k

Copyright (c) 2016, Andrea Dainese
Copyright (c) 2018, Alain Degreffe
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

* Neither the name of the UNetLab Ltd nor the name of EVE-NG Ltd nor the
names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL <COPYRIGHT HOLDER> BE LIABLE FOR ANY

DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND

ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

type: gemu =
name: NGIPS =s=— Node name on the Topology
description: Cisco FirePower NGIPS -#— Nodelistname

cpulimit: 1
icon: IPS.png
cpu: 4

ram: 8192
ethernet: 3
eth name:

= nces

ADD A NEW NODE

Template

Nothing selected

NGIPS

Barraccuda NGIPS

Cisco FireRower NGInS A7

eth0/mgmt

eth format: eth{l}
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console: vnc

shutdown: 1

gemu_arch: x86_64

gemu_version: 2.4.0

gemu_nic: e1000

gemu_options: -machine type=pc,accel=kvm -serial none -nographic -no-user-config
-nodefaults -display none -vga std -rtc base=utc -cpu host

Note: Qemu options in the line may vary per image requirements. Please check manufacturer
advice how to run KVM image

18.3.5 Prepare new icon for your template:

Step 1 Use Filezilla or Winscp to copy your custom icon IPS.png (icon filename IPS.png used
in ngips.yml)

This icon should be about 30-60 x 30-60 in the png format (switch.png is for example 65 x 33,
8-bit/color RGBA)

Step 2 Copy this new icon into /opt/unetlab/html/images/icons/

18.3.6 Template use

Step 1 Create directory /opt/unetlab/addons/gemu/ngips-6.5.0-115

mkdir /opt/unetlab/addons/gemu/ngips-6.5.0-115

Step 2 Upload image NGIPS, Refer Section: 0

18.4How to hide unused images in the node list

Please follow section 7.4.1 or 8.1.1.1
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19EVE Resources

For additional updated information please follow our web site: https://www.eve-ng.net

How to updates: https://www.eve-ng.net/index.php/documentation/howtos/

How to videos: https://www.eve-ng.net/index.php/documentation/howtos-video/

https://www.eve-ng.net/index.php/documentation/knox-hutchinson-videos/

FAQ: https://www.eve-ng.net/index.php/faq/

Live support chat: https://www.eve-ng.net/index.php/live-helpdesk/

For access to live chat use your Google account or create new chat account.

EVE forum: https://www.eve-ng.net/forum/

To access forum resources, please create a new forum account.

EVE YouTube channel:
https://www.youtube.com/playlist?list=PLF8yvsYKPZQ0myW7aVMZ80k8FU04UUgjV

EVE Professional downloads: https://www.eve-ng.net/index.php/download/

EVE Community version downloads, free: https://www.eve-ng.net/index.php/community/

EVE Supported images: https://www.eve-ng.net/index.php/documentation/supported-images/
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