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Linux external SFTP server setup

Install Ubuntu Server with OpenSSH service

The Ubuntu server 20.04 or newer version will fit for SFTP server needs. The static IP for this server is
strongly recommended. Access from this SFTP server to the EVE and back is mandatory. Don’t forget
that you must be root user for following setup below.

Step 1. Setup static IP for your SFTP server, syntax below for netplan is mandatory

root@sftp-test:~# nano /etc/netplan/00-installer-config.yaml

Setup your network for static IP:
# This is the network config written by 'subiquity'

network:
ethernets:
ens34:
addresses: ["192.168.70.32/24"]
gateway4: 192.168.70.254
nameservers:
addresses: ["8.8.8.8", "1.1.1.1"]

version: 2

+ To save netplan settings use: CTRL +o [letter o]; Enter; CTRL +x [for exit]
+ Run test the new network settings, enter

root@sftp-test:~# netplan try
« Apply new network settings and reboot

root@sftp-test:~# netplan apply

root@sftp-test:~# reboot

Setup SFTP client user and home directory

Step 2. Edit and paste the following lines at the end or bottom of the file:
root@sftp-test:~# nano /etc/ssh/sshd config

Match group sftp
ChrootDirectory /home/
X11lForwarding no
AllowTcpForwarding no
ForceCommand internal-sftp

«» To save netplan settings use: CTRL +o [letter o]; Enter; CTRL +x [for exit]
root@sftp-test:~# systemctl restart ssh

### Create sftp group for sshd users
root@sftp-test:~# addgroup sftp
Adding group "sftp' (GID 1001)

Done.




### Create sftpuser and add it in sftp group defined in sshd config.
root@sftp-test:~# useradd -m sftpuser -g sftp

### Set sftp user password
root@sftp-test:~# passwd sftpuser

### Or for existing user
root@sftp-test:~# usermod -a -G groupName username

Directory permissions for sftp user

Step 3. Assign read-write permissions for sftp user directories

root@sftp-test:~# chmod 755 /home
root@sftp-test:~# chown sftpuser:sftp /home/sftpuser
root@sftp-test:~# chmod 755 /home/sftpuser

Test access to your SFTP server

Step 4. Use any sftp application like WinSCP or FileZilla to test SFTP access to your SFTP server.
Note: Your SFTP server must be reachable from and to the EVE server.

/sftpuser/
Name - Size Changed Rights
.. 02/03/2024 12:30:38 [WXL-X[-X
.cache 02/03/2024 12:30:53 rwWx------
ssh 02/03/2024 12:30:47 WX
.bash_history 1KB 02/03/2024 12:33:58 rW-------
| .bash_logout 1KB 25/02/2020 12:03:22 rw-r--r--
bashrc 4 KB 25/02/2020 12:03:22 rW-r--r
.profile 1KB 25/02/2020 12:03:22 rW-r--r--
.sudo_as_admin_successful 0 KB 02/03/2024 12:31:01 rW-r--r--

Windows host SFTP server

SFTP Server installation

Step 1. Download Solarwinds SFTP server tool.
https://www.solarwinds.com/free-tools/free-sftp-server

Run the Solarwinds Putty SFTP server application and select backup directory. Make sure you have
appropriate HDD space to do the EVE backup.


https://www.solarwinds.com/free-tools/free-sftp-server

' SFTP/SCP Server Settings

General TCP/IP Settings Users  Startup & System Tray

Root Directory
DAEVE_BACKUP_SOLAR < Browse...
Enter the local filesystem directory that the SFTP/SCP server will use as root ("/").
Allowed Protocols
Both . Choose the file transfer protocol(s) to allow:
Secure Copy (SCP), Secure File Transfer Protocol (SFTP), or both.
SSH2 ~ Choose the SSH protocol version(s)to allow.

Pemitted File Transfer Operations
@ Upload File
@ Allow existing file to be overwritten
@ Automatically rename existing files on overwrite

Select the file transfer operations that the SFTP/SCP server will allow.

@ Download File @ List Directory Contents *

@ Delete File * @ Create Directory

@ Rename File * @ Delete Directory * * Only applies to SFTP
OK Cancel

If you have issues detecting the new disk, just perform a reboot and it should then display correctly. In

SFTP Server IP setup
Step 2. Check TCP/IP Settings, bind to your local IP will be your Windows machine IP
&5 SFTP/SCP Server Settings

General TCP/IP Settings Users  Startup & System Tray

TCP Port |22 =1 Specfies the TCP port number that the SFTP/SCP server will use to listen for connections.
IP Address Configuration

© Bindto all local IP addresses
(O Use custom IP address binding

? 0.0.0 Remove
Clear
Add
Keep Alive Interval (seconds) 0
0K Cancel

Create the SFTP user for backup

Step 3. Select tab Users and create SFTP user account



& SFTP/SCP Server Settings X

General TCP/IP Settings Users  Startup & System Tray
Configure user authentication details forthe SFTP/SCP server.

(CJ Allow anonymous login

Currently Configured Users
Remove
Clear
New User
User Details
Usemame: solaruser Apply Changes
Password: *** Discard Changes
oK Cancel
Step 4. Modify your Windows Defender Firewall settings to allow pass TCP 22.
ondows Defender Firewall with Advanced Security - [m] X

File Action View Help
e 0@ =

@ Windows Defender Firewall with | [T el 1 | Actions

IR linioixel Rilée Name Group » Profile Enabled Action  Override F M
&3 Outbound Rules
B4 Connection Security Rules || @ SFTP_ACCESS il L Allow EggNo ‘I & New Rule.
> % Monitoring SFTP_ACCESS Properties X Privte - Yes Alow - No S Fiterby Profile »
Domain  Yes Allow No [
General Programs and Senvices Remote Computers Domain  Yes Allow No L T Filter by State '
Protocolsand Pots  Scope  Advanced  Local Principals ~ Remote Users Private  Yes Allow No C T Filter by Group 4
Domain  Yes Allow No ¢
Rroiocois and pets Domain  Yes Alow o ¢ e '
s Protocaltype: Tcr v Public Vs Alow Mo ¢ ||@ Refresh
Poincrlnamher 6" Private  Yes Allow No [ & Export List..
Public Yes Allow No C Help
Private  Yes Allow No L
== Spodiic Ports = Public  Yes Alow  No (|sFRaccess e
2 Public  Yes Alow Mo [ || # DisableRule
Example: 80, 443, 5000-5010 Private  Yes Allow No ¢ ¥ cut
Remote port: Al Ports v Private Yes Allow Ne ¢ o
Public  Yes Allow  No ¢ || Copy
Eamari 80 443/5000 5010 Al Yes Mlow  No ¢ || %K Delete
Public Yes Allow No ¢ Properties
Intemet Control Message Protocol Customize Public  Yes Allow No ¢
(ICMP) settings: . Help
Public Yes Allow No 4

Test access to your Win SFTP server

Step 4. Use any sftp application like WinSCP or FileZilla to test SFTP access to your SFTP server.
Note: Your SFTP server must be reachable from and to the EVE server.

Name ~ Size Changed Rights Owner

-

h.. 02/03/2024 13:51:22 rW-rw-rw- 0
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