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Pref ace

When | first heard about EVE-NG | was skeptical. Back then | used to Lab mainly with ESX by
deploying many virtual Devices and connecting them manually by separate vSwitches for Point-
to-Point connections. The Problem with that was, that it was extremely time-consuming and did
not scale - for every new Device | had to create multiple vSwitches to interconnect them with
the virtual Machines - a Nightmare. | was in the middle of my JNCIE-Exam-Prep when | first
saw EVE-NG on Twitter - | downloaded the Community Edition, which was the only Edition
back then and | was amazed how easy Labbing all of a sudden was. No more deploying of
vSwitchestoint er connect nodes and boy did it Scaleé
If you follow me on Twitter you know, that I'm one of the hardest Juniper Fanboys and of course
my Goal was to "Juniperize" EVE. | started to get in touch with UD and Alain and found myself
into the Position as one of the Juniper Test Guys. Meanwhile | added nearly all Juniper related
Devices (including vSRX and JATP) and | still test a Lot - but now on EVE-Pro.

The Pro-Edition was a big step forward for the Project. It added some nice Features like "hot-
add-interconnect" and the Ability to use EVE-NG with multiple Users. Especially Companies
will love EVE as it is THE Solution for Labs and PoC's. | have successfully run over 30 PoC's
in EVE and over 100 Labs (Job-Related and Personal Labs) - and | still enjoy it every day
thanks to EVE and the amazing Team behind it. When the Guys asked me to write the
Introduction, | was of course honored and now this Book is finally coming out to help you on
your Quest to Setup, Run and Manage EVE-NG in a lot of possible ways.

Well - enough from my Side. | hope you enjoy this Cookbook and use it wisely for your Everyday
EVE Work. If you have Problems there is always the EVE-Forum and Live-Helpdesk - you will
also find me there from time to time ;)

| wish you happy reading and if you think, that this Product is amazing feel free to support it by
buying the PRO-Edition or Donating a bit T it helps to expand this already cool Product even
more and it also honors all the work that the Guys spent in it.

Christian Scholz
@chsjuniper
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11 ntroducti on

1.1 What is EVE-NG?

To describe what Emulated Virtual Environment 1 Next Generation (EVE-NG) is without solely
stating dry facts about features, we need to elaborate more on what EVE-NG can be used for
and whom it would be useful for.

In some trivial dry words, EVE-NG gives you tools to use around virtual devices and
interconnect them with other virtual or physical devices. Many of its features greatly simplify the
usability, re-usability, manageability, interconnectivity, distribution and therefore the ability to
understand and share topologies, work, ideas,con c e pt s darb s3tiswgn kimplyiinean
it will reduce the cost and time to set up what you need or it might enable you to do tasks you
would not have thought could be done this simple.

1.2 What is EVE-NG used for?

This is the real question but there is no finite answer, the possibilities are almost limitless and
depends on what you want to use it for.

It can be used for studying all kinds of technologies. You can learn about general technologies
or vendor specific topics. You can test new technologies like network automation, SDN, etc.

It can be used to recreate corporate networks and test changes before putting them into
production. You can create proof of concepts for clients. You can troubleshoot network issues
by recreating them and e.g. use Wireshark to inspect packets.

Itis most definitely not just for networking, it can be used to test software in simulated networks,
test out security vulnerabilities of any kind, system engineering like LDAP and AD servers and
many more areas.

You could set it up to automate sandboxing unknown files/software and use software to analyse
short- and long-term behaviour for malicious intent much simpler than without EVE-NG.

The list of what EVE-NG can be used for could go on indefinitely, possibilities are limited by
knowledge and imagination only. Both of which can be improved with EVE-NG.

To get a very small idea of what can be done with EVE-NG, check out the tested/supported
images (many have not been tested, almost everything virtual should run on EVE-NG) and refer
to section 17.

EVE-NG helps you achieve what you want to and more.

1.3 Who is EVE-NG for?

EVE-NG is for everyone working in the Information Technology Sector, period.

It is for very large enterprise companies, training facilities, service providers, consultants,
people who want to train themselves; it is for everyone, it is for YOU!

Use-cases that are more than worth it, almost priceless even, can be found everywhere.

The EVE-NG community version is free for everyone; while the paid professional version adds
a few things that make your life easier. AlImost everything can still be done with the free version,
just less conveniently and therefore more time-consuming.

However, with the free version, the possibility to train yourself with technologies, hone your
skills and become an expert even with very no monetary possibilities. For some this is and has
been life changing.
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2 System requirements

EVE-NG software is available in the 1SO file format. The ISO is an open standard for packaging
and distributing install media. It can be used to deploy a VM in hypervisors like VMware
Workstation, Player and ESXi. Please note that installing EVE as a Virtual Machine (VM) will
mean any nodes deployed within EVE will be nested. Nested virtualization causes degraded
performance in deployed nodes. This should be fine for lab purposes as long as the host meets
or exceeds the resource requirements for the deployed nodes.

EVE-NG can also be installed directly on physical hardware, without a hypervisor, using the
provided ISOimage. Thi s is referred to as anostiemmendakt al 06 i ns't
method of installing EVE-NG.

2.1 Hardware requirements

A\ NOTE: It is myth when people are saying: | have 128GB RAM and it is good server
and can run a lot. It is not true.

The EVE-NG hardware priorities are:

1. CPU, and as more CPU cores you have assigned for EVE server as better.
2. Fast HDD drive like SSD, No external drives

3. and only then is RAM

If you have 4 CPU assigned for EVE server and it also has 64GB RAM, your RAM becomes
useless, because, your VM CPU cannot hold the labs!

2.1.1 Minimal Laptop/PC Desktop system requirements
Prerequisites:

CPU: Intel CPU supporting Intel® VT-x /[EPT virtualization
Operating System: Windows 10, 11 or Linux Desktop
VMware Workstation 16.0 or later

VMware Player 16.0 or later

PC/Laptop HW requirements

CPU Intel i7 (8 Logical processors vCPU), Enabled Intel
virtualization in BIOS
RAM 16Gb
HDD Space 500Gb or more
Network LAN/WLAN
EVE Virtual machine requirements
CPU 1/8 (Amount of processors/Number of cores per processor)

Enabled Virtualize Intel VT-x/EPT or AMD-V/RVI and
virtualize IOMMU options

RAM 16Gb or more
HDD 120Gb or more
Network VMware NAT or Bridged network adapter

Note: Minimal/small PC Desktop/Laptop will be able to run small Labs. The performance and
guantity of nodes per lab depend on the types of nodes deployed in the lab.
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Example:
IOL image-based nodes: up to 30- nodes per lab

Dynamips image-based nodes: up to 20-25 nodes per lab
vlOS image-based nodes: up to 8-10 nodes per lab
CSRv1000 or XRv image-based nodes: up to 2-3 per lab

2.1.2 Recommended Laptop/PC Desktop system requirements
Prerequisites:

CPU: Intel CPU supporting Intel® VT-x /EPT virtualization
Operation System: Windows 10, 11 or Linux Desktop
VMware Workstation 16.0 or later

VW Ware Player 16.0 or later

PC/Laptop HW requirements

CPU Intel i7 (16 Logical processors), Enabled Intel virtualization in
BIOS
RAM 32Gb
HDD Space 500Gb or more
Network LAN/WLAN
EVE Virtual machine requirements
CPU 1/16 (Amount of processors/Number of cores per processor)

Enabled Virtualize Intel VT-x/EPT or AMD-V/RVI and virtualize
IOMMU options

RAM 32Gb or more
HDD 300Gb or more
Network VMware NAT or Bridged network adapter

Note: PC Desktops/Laptops will be able to run small to medium Labs. Performance and
quantity of nodes per lab depend on the type of nodes deployed in the lab.

Example:
IOL image-based nodes: up to 120 nodes per lab

vlOS image-based nodes: up to 20-40 nodes per lab
CSR image-based nodes: up to 10 per lab

2.1.3 Virtual Server system requirements
Prerequisites:

CPU: Intel Xeon CPU supporting Intel® VT-x with Extended Page Tables (EPT)
Operation System: VM Ware ESXi 6.7 or later, Proxmox VM 8.x or later

Server HW requirements

CPU Recommended CPU 2x Intel Xeon (48 Logical processors) or
better supporting Intel® VT-x with Extended Page Tables
(EPT)

Minimum CPU is any Intel Xeon CPU supporting Intel® VT-x
with Extended Page Tables (EPT) or better

RAM 128Gb
HDD Space 2Tb
Network LAN Ethernet
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EVE Virtual machine requirements

CPU 2/24 (48) (Number of processors/Cores per socket) Set
Expose hardware assisted virtualization to the guest OS to ON
(checked) and set Expose IOMMU to the guest OS to ON

(checked)
RAM 64Gb or more
HDD 800Ghb or more
Network vSwitch/VMnet

Note: Performance and quantity of nodes per lab depends from the type of nodes used in the
lab.

Example:

120 IOL image-based lab
20 CSRv1000 image-based nodes per lab

2.1.4 Dedicated Server (bare metal BM) system requirements
Prerequisites:

CPU: Intel Xeon CPU supporting Intel® VT-x with Extended Page Tables (EPT)
Operation System: Ubuntu Server 22.04 LTS x64

Server HW requirements

CPU Recommended CPU Intel Xeon (48 Logical processors) or
better supporting Intel® VT-x with Extended Page Tables (EPT)
Minimum CPU is any Intel Xeon CPU supporting Intel® VT-x
with Extended Page Tables (EPT)

RAM 128Gb
HDD Space 2Tb
Network LAN Ethernet

Note: Performance and quantity of nodes per lab depends from type of nodes used in the lab.

2.1.5 Nodes per lab calculator

Itis recommended to uset h eodd$ per lab calculatoroto achieve best performance and avoid
overloading your EVE system.

https://www.eve-ng.net/index.php/download/#CALC

2.1.6 EVE Management Networks

NOTE: Please make sure if these subnets are NOT used in your network outside of EVE.
172.29.129.0/24 (NAT Interface)

172.29.130.0/24 (Cluster VPN subnet, wgO0 interface)

172.17.0.0/16 (Dockers consoles)

To change these networks please refer chapter 7.4.1
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2.2 Supported virtualization platforms and software

E I E ]

VMware Workstation 16.0 or later

VMware Player 16.0 or later

VMware ESXi 6.7 or later

Ubuntu Server 22.04 LTS as platform for bare metal

Google Cloud Platform

AMD CPU based PC or Server (5950x, 7950x, 9950, etc series)

2.3 Unsupported hardware and systems

The following are currently not supported officially:

=4 =4 -4 _a_-8_9_9_-2

© EVE-NG LTD

Oracle VirtualBox virtualization

Citrix XenServer

Microsoft HyperV

MAC OSX M Series CPU

External HDD, like OneDrive, USB external HDD, DAS, NAS or SAN.
AWS Cloud VM

VM Ware NAS or DAS HDD system

Wireless NIC for Bare server EVE installation
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3l nstall ati on

3.1 VMware Workstation or VM Player

3.1.1 VMware Workstation VM installation using ISO image

Download EVE-NG Professional Full ISO distribution image:
https://www.eve-ng.net/index.php/download/

3.1.1.1 EVE VM Setup and Settings

Step 1: Create a New Virtual machine and Step2:Sel ect A lthewpedating i n

select Custom, Next. Select your Virtual system | atero

Machine hardware compatibility (Example

175) Following by Next. New Virtual Machine Wizard X
Guest Op ing System

Nev Vil Machine Wizad x e et L pei ot

vmware Install from:

WORKSTATION Welcome to the New Virtual Installer disc:

PRO™ Machine Wizard

1 7 No drives available

What type of configuration do you want?

= ) Installer disc image file (is0):
() Typical (recommended) I Pelinas =)
Create a Workstation 17.5.x virtual D:\1 EVE\ISO EVE\eve-pro-v5.20230326.iso ise.
machine in a few easy steps.
© Custom (advanced) °
1 will install the operatin: em later.
Create a virtual machine with advanced peiatia o1
options, such as a SCSI controller type, The virtual machine will be created with a blank hard disk.

virtual disk type and compatibility with
older VMware products.

Help < Back Next > Cancel

Help < Back Next > Cancel

Step 3: Select a Guest Operating system: Step 4: Enter the name for your EVE-
Linux and select the version: Ubuntu 64-bit | NG-PRO VM and select Location where

your EVE VM will be stored on the host
PC.

© EVE-NG LTD Page 16 of 272
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New Virtual Machine Wizard X New V ichine Wi
Select a Guest Operating System Name the Virtual Machine
Which operating system will be installed on this virtual machine? What name would you like to use for this virtual machine?
Guest operating system Virtual machine name:
() Microsoft Windows EVE-PE
© Linux
() VMware ESX Location:
() Other D:\EDU\EVE-PE-VM e
Version The default location can be changed at Edit > Preferences.
Ubuntu 64-bit ~
Help < Back Next > Cancel < Back Next > Cancel

Step 5: Select Number of processors,
maximum what your PC supports and set
Number of cores per processor as =1. New Virtual Machine Wizard

Step 6: Assign desirable memory

Memory for the Virtual Machine
New Virtual Machine Wizard

X How much memory would you like to use for this virtual machine?
P sscfr Configuration L i Specify the amount of memory allocated to this virtual machine. The memory size
Specify the number of processors for this virtual machine. must be a multiple of 4 MB.
——— lég gz Memory for this virtual machine: 16384 = MmB
Number of processors: 8 > 32 GB <
16 e @l
Number of cores per processar: v 8GB M Maximum recommended memory:
4GB < 27.8GB
Total processor cores: 8 2GB
1GB W Recommended memory:
512 MB 4GB
256 MB
128 MB o~ s
64 MB Guest OS recommended minimum:
32 MB 2GB
16 MB
8MB
4 MB
Help < Back Next > Cancel
Help < Back Next > Cancel

Step 7a: Select your desirable Network

Step 7b: Select your desirable Network
Adapter. For Laptop PC

Adapter. For Desktop PC

NOTE: It is recommended to choose the
NAT adapter option for Laptops to avoid
EVE management interface IP changes.
This can happen anytime the laptop is

NOTE: Desktop PC EVE management
interface can be either NAT or Bridged to
home LAN subnet. Internet and DNS
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connected to a different SSID. Internet and
DNS reachability is a MUST.

New Virtual Machine Wizard X

Network Type
What type of network do you want to add?

Network connection

() Use bridged networking
Give the guest operating system direct access to an external Ethernet network.
The guest must have its own IP address on the external network.

© Use network address translation (NAT)
Give the guest operating system access to the host computer's dial-up or
external Ethernet network connection using the host's IP address.

(") Use host-only networking
Connect the guest operating system to a private virtual network on the host
computer.

(', Do not use a network connection

reachability is a MUST.
New Virtual Machine Wizard X

Network Type
What type of network do you want to add?

Network connection

© Use bridged networking
Give the guest operating system direct access to an external Ethernet network.
The guest must have its own IP address on the external network.

() Use network address translation (NAT)
Give the guest operating system access to the host computer's dial-up or
external Ethernet network connection using the host's IP address.

() Use host-only networking
Connect the guest operating system to a private virtual network on the host
computer.

() Do not use a network connection

Help < Back Next > Cancel
Help < Back Next > Cancel
Step 8: Leave /O controller Type as Step 9: Leave recommended Disk Type:
recommended (LSI Logic). SCsI
New Virtual Machine Wizard x New Virtual Machine Wizard X
Select I/0 Controller Types Select a Disk Type

Which SCSI controller type would you like to use for SCSI virtual disks?

1/O controller types
SCSI Controller:
BusLogic (Not available for 64-bit guests)
O LI Logic (Recommended)
(_)LSI Logic SAS
() Paravirtualized SCSI

Help < Back Next > Cancel

What kind of disk do you want to create?

Virtual disk type
(@) 03
O scst
() SATA
) NvMe

(Recommended)

Help < Back Next > Cancel

© EVE-NG LTD
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Step 10: Select fCreate a new virtual disko .

New Virtual Machine Wizard X

Select a Disk
Which disk do you want to use?

Disk
© Create a new virtual disk

A virtual disk is composed of one or more files on the host file system, which
will appear as a single hard disk to the guest operating system. Virtual disks
can easily be copied or moved on the same host or between hosts.

) Use an existing virtual disk
Choose this option to reuse a previously configured disk.
() Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk. Requires administrator privileges.

Help < Back Next > Cancel

Step 11: Type your desired HDD size and
sel ect iStore virtual
recommended to set not less than 200GB
HDD. Click Next, 2 times.

New Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

Maximum disk size (GB): 200 =
Recommended size for Ubuntu 64-bit: 20 GB

__| Allocate all disk space now.

Allocating the full capacity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the space
now, the virtual disk starts small and grows as you add data to it.

© Sstore virtual disk as a single file
() split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

Help < Back Next > Cancel

Step 12: IMPORTANT Press Customize
Hardware

New Virtual Machine Wizard X

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Ubuntu
64-bit,

The virtual machine will be created with the following settings:

Name: EVE-NG-PRO
Location: D:\EVE-PRO-VM-DATA
Version: Workstation 17.5.x

Operating System: Ubuntu 64-bit

Hard Disk: 200 GB

Memory: 16384 MB

Network Adapter:  Bridged (Automatic)

Other Devices: 8 CPU cores, CD/DVD, USB Controller, Sound Card

Customize Hardware...

< Back Finish Cancel

Step 13: Assign desired memory

Hardware ®
Device Summary Memory
S ———
{_FProcessors 8 size must be & multiple of 4 MB,

e e T uta st s
Crecomsy oo AT o
[%]USE Contraller Prasent
14 Sound Card Auto detect 126 GB
it e e =
= | <
16 G 4 W Maximum recommended memory
e e
4GB - oocur beyond this size.)
268 waGe
512 MB W Recommended memory
™
e e T

16 MB
amB
4HB

Add.,

© EVE-NG LTD
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Step 14: IMPORTANT Set Processors
ANumber of processor
cores per
VT-X/EPT or AMD-V/RVI to ON (checked)
and set Virtualize IOMMU (checked)

NOTE: VMware Player will display only one
CPU option: Number of processors.

Hardware

Device

Summary Processirs
E=lMemary 16GB Number of processces 3
{{Processors 8
e CO/DVD (SATR)  Auto detect Wumber of ores per proceaser |1
- Network Adapesr Bridged (Automatc) Total processer cores: [l
USB Cartroier Present
Sound Card Auto detect Virtuskzation engine
Covsgay Auko detat 8 Virtusize Intel WT-2/EPT ar AMD-V/RVE
‘Vitusize ChU performance counters
B Vitusize 10MMU (1D memory mansgement unit)
..

Pet Wralizedndet 0O .

Step15:Sel ect

qi

J

CD/ bvD Op
mage file. o Br owslkul/{
EVE-PRO.iso (actual name will be different)
file

e x
Device: Sumimary Device status
== Memary 1668 Connextes
Lt Procaszors & 8 Conmexct at powar on
3 Now COIDWD.(SATA) o detect

€5 Network Adapter

= Birdged {Automatic) Cannection

[)us8 Controter Presert: "
50 o o Use physicaldie
Ioispiay Auto detect o

© Use 15D image fle
Di1 EVEVISO EVE\eve-pro-v5.20230326. 150

Advanced..

Ad. Remave

Step 16: Confirm VM Settings.

Step 17: Optional VM machine boot settings.
If you are using Firmware type UEFI, make
sure that enable secure boot is disabled.

Virtual Machive Settings

Hardware  Options

Summary
EVEPRO

Process priotities
Irput grabbed:  Dafaut
Disabied Irput ungrabised: Defiwit
The defouit settings are speaciied n it Prefererces » Prceity.
Setings
Gather debugging foemaion: Default

Disstie memary page Lining

Log irtual maching pragress periodicaly

Enable Tempiate mods {10 ba U

T 5B debugong

Frmare tpe
£ Cranging fiemwiars might cawsa the Instaled guast
operating system o become unibsotable.
8105

Quer

3.1.1.2 EVE-NG VM Installation steps
EVE VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)

© EVE-NG LTD
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Step 1: Power ON EVE VM. Chosefi | n st
EVE NG Pro Serverdand confirm with

Enter.

Step 2: Make sure that English is selected
and confirm with Enter.

Willkommen| Blenvenue! Welcome! Aofipo nowasoeath! Welkom!

[ Help ]

Step 3: Make sure that English US
Keyboard is selected and confirm with
Enter.

Keyboard conf igurat ion [ Help ]

Step 4: Select fACont
Enter. After completion of this task, the EVE
installation will autoreboot to continue
Phase 2.

Installing sustem

Continue 1

EVE VM Installation Phase 2 (EVE-NG installation)

Step 5: Please wait, the EVE-NG
installation Phase 2 will start
automatically.

Do NOT login in this stage!

e install in progress....

Step 6. After installation EVE VM will auto
reboot and EVE login screen will appear, login
in CLI with root/eve and follow installation
Phase 3

© EVE-NG LTD
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EVE VM Installation Phase 3 (Management IP setup and updates)

Step 7: Setup EVEs Management IP
address. A Static IP address setup is

MUST
Follow steps in section:

3.7.1 for static IP, 3.7.2 for DHCP IP

preferred. Internet and DNS reachability is a

Step 8: Internet and DNS reachability is a
MUST

After your EVE is rebooted,
Login to EVE CLI and type:

apt update
apt upgrade

If required, follow steps in section: 5.1, 5.2

NOTE: Verify your EVE-NG ser ver
must display latest EVE Pro version

root@eve - ng:~# dpkg -leve -ng-pro

i nsdplkgl }levei ong-prodby pe mfmand,

Desired=Unknown/Install/Remove/Purge/Hold
| Status=Not/Inst/Conf - files/Unpacked/halF - conf/Half - inst/trig -

aWait/Trig - pend

|/ Err?=(none)/Reinst - required (Status,Err: uppercase=bad)
[|/ Name Version  Architecture Description

+++- - -

ii eve -ng-pro 6. 3. 0- XX amd64 A new generation software

for networking labs.
root@eve - ng:~#

Step 9: Proceed to section 4 it Btain EVE-NG Professional licenseo

L IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 17

3.2 VMware ESXi

3.2.1 VMware ESXi EVE VM installation using ISO image

Download EVE-NG Professional Full ISO distribution image:

https://www.eve-ng.net/index.php/download/

L IMPORTANT NOTE: Make sure
that you have set Security Policy
(Promiscuous mode, forged
transmits and MAC changes)
settings on the vSwitch and Port
group to Accept.

# Edit standard virtual switch - vSwitchQ

B Add uplink

L) 1500

Uplink 1 vmnico - Up, 1000 Mops v

> Link discovery Click to expand
v Security

Promiscuous mode ® Accept O Reject

MAC address changes ® Accept () Reject

Forged transmits. ® accept O Reject

A\ IMPORTANT NOTE: For EVE VMs running on ESXi, with NIC Teaming Network,
please follow the steps below to edit the reverse path settings

© EVE-NG LTD
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x  From the Navigator window select Manage > System > Advanced settings.
x  Scroll down or use the search bar to go to the

Net.ReversePathFwdCheckPromisc option.
x  Select Net.ReversePathFwdCheckPromisc and click Edit option.
x  In the Edit option - Net.ReversePathFwdCheckPromisc window update

the New value field to 1 and click Save.

A IMPORTANT NOTE: For EVE VMs running on ESXi, with NIC Teaming Network,
managed by vCenter and VDS Network please follow the steps below to edit the
reverse path settings

x  From the Side Inventory select the ESXi host where the EVE VM is installed
Configure > System > Advanced System Settings.

x  Edit Advanced System Setting

x  Scroll down to find Net.ReversePathFwdCheckPromisc option.

Net.ReversePathFwdCheckPromisc 1

x  In the Edit option - Net.ReversePathFwdCheckPromisc window update
the New value field to 1 and click Save.

x  Reboot ESXi host

x  Select the VDS Workgroup used for EVE VM networking

x  Edit VDS Workgroup security setting to allow promiscuous traffic

Distributed Port Group - Edit Settings = DPortGroup-VLANIO

anced Promiscuous mode

MAC address changes Accept

Forged transmits A

Download EVE-NG Professional ISO distribution image:
https://www.eve-ng.net/index.php/download/

3.2.1.1 EVE-NG ESXi VM Setup and Settings

Step 1: Upload EVE ISO image to the ESXi | Step 2: Create NEW VM
store.

4B New virtual machine

| 1 Sebect creation type: Select creation type

o wosst yout 146 10 Craats  Witusd Maching?
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Step 3: Enter the name for your EVE-PRO Step 4: Select Location where your EVE VM
VM and select Guest Operating system will be stored in HDD.
LanX and VerSIOn Ubuntu 64_b|t *E New virtual machine - EVE-NG-PRO-01 (ESXi 8.0 virtual machine)

1 Setect craston type Select storage
Seiect

2 Setect 8 name am guest 06
@ New virtual machine - EVE-NG-PRO-01 (ESXi 8.0 virtual machine) 3 selet storage

4 Custo

| 1 Select crestion type Select a name and guest OS

Speciy a unius nsrme and 0

2 Select & name and gust OS.

Name © Capscity « Free  w Type . Thinprovisic Acomr
stare0t 3FTE 33T VMESS  Suposrisd | Simie
stare0z 33T SIEEGE  VMFES  Supporied  Single

stare0d 343TE  0308GE  WMFSS  Suparied  Single

Step 5: A IMPORTANT OPTION for ESXi | Step 6: Assig desired RAM for your EVE
6.7.x or later.

¥ New virtual machine - EVE-NG-PRO-01 (ESXI 8.0 virtual machine)

Set Processors fiNUMDE [:mmmme s
Set fiCores per Socket |.ooi. e
dual CPU, then Cores per socket will be e N o S

divided by 2. Example below, shows dual S

CPU Server VM setup with 48 CPU with 24 - .

cores per socket (2).

Set Expose hardware assisted virtualization
to the guest OS to ON (checked) and set B e
Expose IOMMU to the guest OS to ON canca [ | [oee ]

(checked)

#& New virtual machine - EVE-NG (ESXi 8.0 virtual machine)

1 Select creation type Customize settings

2 Setocts nams ana guest 0 GOV the virial maching hardare and virkua machine ddiicnsl optons

3 Select storage
Bl v options

4 Customize settings

Y e et [ClAdaharddick T, Addnetwork adapter  [F| Add other device
€ cru w - @
© ook 2 Seckets 2
CFU Hot Plug [ Enabile CPU Hat Add
Fescriatio . .
it e e
LT Nor
Hardmars vituaizal )
oMU
Pestorn

cances [ anex | [wer |

Step 7: Set the size of HDD for your new Step 8: Set your Management network.
EVE VM. It is r ecomm|Adaptertype VMXNET3
Provisioned eagerly
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EVE HDD is recommended to set at least b e g
Pl ag [}
500Gb 0 e

2 Sebect s name and guest 05
3 select storsae
4 custorize sstings

+B New virtual machine - EVE-NG-PRO-01 (ESXi 8.0 virtual machine) O

Customize settings

Canfiure the Wil machine hardware and vetual machine scdiicral options

‘Y & O &
¢ 3 % 3

Qo = o &, Network A4
St
iz e !
Acapter Type
8 ®
i MAC Address

<<<<<< E IE
NOTE: Additional Network Adapters can be

added for further use.

cances [mwe | [t |

Step 9: Set DVD driv¢Step 10: Set DVD dri
Fileo and br owsel-EYE®e ui Fi | mddrovese your uploaded Full-EVE-
PRO.iso (ISO name can vary). Make sure PRO.iso (EVE ISO name can vary). Make
that Status is checkdgsure that Status 1is

power ono powerHiothnot he AFinishg
*@ MNew virtual machine - EVE-NG-PRO-01(ESXi 8.0 virtual machine) *@ MNew virtual machine - EVE-NG-PRO-01(ESXi 8.0 virtual machine)
.
-
& Metwork Adaater 1 Sl nd guest O '8, Network Adsater 1| *

@ co/ovD Dime ) Datastore 150 e [ e @ CoiVD D)

Step 11: IMPORTANT If you are using ESX Step 12: Start VM and follow by 3.4
8.0 or later, select the Edit your VM and
switch Otpd i fdvfidvare EFI Boot.

Foll ow to fiBodesel€&pti o
(uncheck) AWhet herUEBIr
Secure boot for this V
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& Edit settings - EVE-NG-PRO-01 (ESXi 8.0 virtual machine)

Virtual Hardware m

Genaral Options VM Name: EVE-NG-PRO-O1
> VMware Remote Console Options. Lock the guest operating system when the last remote user disconnects
VMware Tooks Expand for VMware Tools settings
Power management Expand for power management settings
Boot Options
Firmware Choose which firmware should be used to boot the virtual machine:
EFl
Enable UEF! secure boot [ Whether or not to enable UEFI secure boot for this VM
Boot Delay Whenever the virtual machine is powered on or reset, delay boot by
millseconds
Force BIOS setup [ The next time the virtual machine boots, force entry into the BIOS setup screen.
Falled Baot Recovesy. [J When the virtual machine fails to find a boot device, automatically retry boot after

seconds

3.3 Proxmox VE

3.3.1 Proxmox VE EVE VM installation using ISO image

Download EVE-NG Professional Full ISO distribution image:
https://www.eve-ng.net/index.php/download/

3.3.1.1 EVE-NG VM Setup and Settings

Step 1: Upload EVE ISO image to the Step 2: Create NEW VM, and set the name
Proxmox VE store. for your VM. Following by Next.

" 9 ' N Create: Virtual Machine
Storage 'local’ on node "prox

os
& Summary Upload Download from URL Remove Node: oo Resource Pool

VM ID: 103
2 Backups
. p Name Name: MY-EVE-PRO
8 VM Disks eve-pro-prod-bm-6.2.0-20-full.iso - N -

Start at boo Star/Shutdown
Ge CT Volumes OPNsense-25.7-dvd-amd64 iso order

Startup delay. default

@ ISO Images Shutdown fimeout:  default
(e CT Templates _“‘_“Tl_‘: +
[@ Snippets
o' Permissions

@ Help Advanced [ N |

Step 3: OS tab. Select storage and ISO Step 4: System tab. Check the Default
image. Following by Next. (SeaBIOS) is selected. No other selections
required. (Optional) OVMF UEFI BIOS can
be selected for installation as well. Uncheck
Add EFI Disk. Following by Next.
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Create: Virtual Machine

General [EEJ  system

® Use CDIDVD disc image file (iso) Guast OS:
ige:  local Type: Linux
|SOimage:  eve-pro-prod-bm-6.2.0 Version 6.x- 2.6 Kemel
Use phy D Drive
Do not use any mecia
Advanced Bock | Next |

Greate: Virtual Machine
General  0S Disks
Graphiccard:  Default SCSI Conroller. | VIfIO SCS single
Machir Detault (i440fx)
Firmware
8I0S: Default (SeaBIOS) Add TPW

Step 5: Disks tab. Select the storage where
your EVE VM HDD will be located. Select
the size of your EVE VM. Recommended is
to select 300GB or more. Following by
Next.

Create: Virtual Machine
General 05 System RO cPU

‘sosi) a

Bandwidth
Bus/Devica scst o Cache: Default (No cache)

Controller: VirtlO SCSI single Discard

local 10 thread:
o (GIB): 300
Format: QEMU image format
55D emulation: Backup:
Read-anly: Skip replication
Async 10: Detault (io_uring)
© Hop ravanced 1 ([ B2

Step 6: CPU tab. Select the Sockets your
Proxmox VE server have and select the
cores per socket. In the example below is 1x
socket with 32 cores per socket.
IMPORTANT: Your Proxmox VE CPU must
support nested virtualization. Select Type:
Host. Host will read all flags from your HW
CPU and will use it for VM. Following by
Next.

Create: Virtual Machine

General  0S  System

Disks B0 Memory

Sockols =i 1 Type host .
Cor — 32 Total cores: 32
/CPUs: 3 CPU units: 100
CPU limit unlimited Enable NUMA
Extra GPU Flags:
Default (e mddlear Required la et the guest O know if MDS is mitigated correctly
Default @+ ped Meltdown fix. cost reduction on Westmere, Sandy-, and lvyBridge Intel
PUs
Default o spec-ctrl Alows improved Spactre mitigation with Intel CPUs
Default 0 ssbd Protaction for “Spaculative Store Bypass™ for Intel modals
Defaull 5, iopb Allows improved Spectre mitigation with AMD GPUs.
Default @ virt-ssbd Basis for "Speculative Store Bypass” protection for AMD models

Step 7: Memory tab. Set the size of Memory
in MB. Following by Next.

Step 8: Network tab. Set your Management
interface network. Following by Next.
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Create: Virtual Machine

General OS5  System Disks  cPu [N Network
Memary (MiB): 65536
Minimum memory (MiB): 65538

Ballooning Device:

@ Help

Advanced

E3 N

Create: Virtual Machine

General  OS  System Disks CPU  Memory [[ELNEL Confirm

No network device

Bridge: internal Model VirlO (paravirtualized)
VLAN Tag o VLAN MAG andress:  auto
Fireweall
Disconnect: Rate limit (MBis): unlimited
MTU: 1500 (1 = bridga MTU Multiqueue:

Start after created

Create: Virtual Machine

Step 9: Confirm tab. Check your VM settings.
Following by Finish

General OS  System Disks CPU  Memory  Network
Key Value

cores 32

epu host

ide2 localisolave-pro-prod-bm-6 2.0-20-full iso media=cdrom
memary 65536

name Book-EVE-PRO

neto virtio,bridge=intemal firewall=1

nodename prox

numa 0

ostype 126

scsio SlowDatastore: 300, iothread=on

scsitw sirtio-scsi-single

sockats 1

vimid 103

Step 10: Start VM and follow by 3.4

3.4 EVE-NG VM Installation steps

EVE VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)

Enter.

Step 1: Power ON EVE VM. Chose Install
EVE-NG Pro Server and confirm with

Step 2: Select English language. Confirm with
Enter.
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GHU GRUB version 2.0 Hillkommen ! Blenvenue! Welcome! 4ofpo noxanoeaTs! Helkom!

Install EVE-N6 Pro Server -20
11 21 1i h.2

T
Het.

Step 3: Make sure if English US keyboardis | St ep 4 Select ACont i
selected and confirm with Enter. Enter.

Installing system

Keuboard conf iguration [ Help |

EVE VM Installation Phase 2 (EVE-NG installation)

Step 5: Please wait, the EVE-NG Step 6. After installation EVE VM will auto

installation Phase 2 will start reboot and EVE login screen will appear, login

automatically. in CLI with root/eve and follow installation
Phase 3

Do NOT login in this stage!

EVE VM Installation Phase 3 (Management IP setup and updates)

Step 7: Setup EVEs Management IP Step 8: Internet and DNS reachability is a
address. A Static IP address setup is MUST
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preferred. Internet and DNS reachability is | After your EVE is rebooted,
a MUST
Login to EVE CLI and type:
Follow steps in section:
apt update

3.7.1 for static IP, 3.7.2 for DHCP IP apt upgrade

If required, follow steps in section: 5.1, 5.2

NOTE: Verify your EVE-NG ser ver i nstal-legetng-pmo 0 t y@mmdrdgp,k gi t mu
display latest EVE Pro version (please note that version of EVE-PRO will be newest)

root@eve - ng:~# dpkg -leve -ng-pro
Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not /Inst/Conf - files/Unpacked/halF - conf/Half - inst/trig -
aWait/Trig - pend

|/ Err?=(none)/Reinst - required (Status,Err: uppercase=bad)

[[/ Name Version Architecture

Description

+++- - - =

ii eve - ng- pro 6. 3. 0- XX amd64 A

new generation software for networking labs.
root@eve - ng:~# root@eve - sat0l.~#

NOTE: If your newly installed EVE-PRO shows nothing like above, you must check your
internet reachability and verify DNS configuration on your EVE-PRO server.

root@eve - ng:~# ping www.google.com
PING www.google.com (172.217.22.164) 56(84) bytes of data.

64 bytes from arn09s11 -in - f164.1e100.net (172.217.22.164): icmp_seq=1
ttI=120 time=8.84 ms

64 bytes from arn09s11 -in - f164.1e100.net (172.217.22.164): icmp_seq=2
ttI=120 time=8.84 ms

"C

---  www.google.com ping statistics

2 packets transmitted, 2 received, 0% packet loss, time 1001ms
rtt min/a  vg/max/mdev = 8.848/8.848/8.849/0.094 ms
root@eve - ng

Step 9: Go to section 4 to obtain a license for EVE-NG Professional

L IMPORTANT NOTE: If your Network interfaces order has been changed, please follow
instruction to section 16.7

L IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 17

3.5 Bare hardware (BM) server installation

3.5.1 BM Server installation EVE ISO

X\

% IMPORTANT NOTE: The bare server HDD system Raid, etc or single virtual drive,
must be set before you start installation!
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Download EVE-NG Professional Full ISO distribution image:
https://www.eve-ng.net/index.php/download/

Phase 1 (Ubuntu installation)

Step 1: Create a bootable DVD disk or

USB flash drive (Rufus tool is strongly Step 2: Select English language. Confirm
recommended) with a Full EVE ISO with Enter.

image. Boot your server from 1SO. Chose

Bare metal Option, following by Install BM Wil omen! 8

EVE-NG Pro Server and confirm with e

Enter.

NU GRUB  ver

Install EVE-NG P
Install EVE-NG S
Bare Heta

t volune
are Settings

NU GRUB wversion ]

Install B EVE-HG Pro Server 6.2.0-20
nstall BM EVE-NG Satellite 6.2.0-2

Step 3: Make sure if English US keyboardis | St ep 4: Select [ X] d
selected and confirm with Enter. [X] Set up this disk as and LVM group
confirm with Enter. For advnaced (multi
Kestoard confguration U helo 1 hdd as single LVM) setup it can be Custom

C ateleatty i o et Tty koo 1o storage option selected. For Custom
storage selection, please refer to the
Ubuntu official documentation or

https://www.eve-ng.net/wp-
content/uploads/2023/03/EVE-Doc-3023-
LVM-HDD-systems.pdf
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Guided storage configuration

EVE VM Installation Phase 2 (EVE-NG installation)

Step 5: Please wait, the EVE-NG Step 6. After installation EVE VM will auto

installation Phase 2 will start reboot and EVE login screen will appear, login

automatically. Do NOT login in this stage! | in CLI with root/eve and follow installation
Phase 3

EVE VM Installation Phase 3 (Management IP setup and updates)

Step 7: Setup EVEs Management IP Step 8: Internet and DNS reachability is a
address. A Static IP address setup is MUST

preferred. Internet and DNS reachability is a

MUST After your EVE is rebooted,

Follow steps in section: Login to EVE CLI and type:

3.7.1 for static 1P, 3.7.2 for DHCP IP apt update

apt upgrade

If required, follow steps in section: 5.1, 5.2

Verification: Verify your EVE-NG s erver instal-llesetng-pmo o ty@rmmdrdd,k gi t
must display latest EVE Pro version

root@eve - ng:~# dpkg -leve -ng-pro
Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf - files/lUnpacked/halF - conf/Half - inst/trig - aWait/Trig - pend
|/ Err?=(none)/Reinst - required (Status,Err: uppercase=bad)

||/ Name Version Architecture

Description

+++-
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ii eve - ng- pro 6. 2. 0- XX amd64 A
new generation software for networking labs.
root@eve - ng:~#

Step 9: Continue to section 4 to obtain your
EVE-NG Professional license

A IMPORTANT NOTE: If your Network interfaces order has been changed, please follow
instruction to section 16.7

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 17

3.5.2 BM Server Installation Ubuntu legacy ISO

L\ IMPORTANT NOTE: The bare server HDD system RAID, etc or single virtual drive,
must be set before you start installation!

A\ Mandatory Prerequisites: Internet and DNS must be reachable from your Server. This
ISO installation requires internet access to get updates and install the latest EVE-PRO
version from the EVE-NG repository. DNS must resolve names!

Download Ubuntu Legacy Server installation image/ISO
https://releases.ubuntu.com/jammy/

Phase 1 (Ubuntu installation)

Step 1: Create a bootable DVD disk or USB
flash drive (Rufus tool is strongly Step 2: Select Option Update to the new
recommended) with an Ubuntu server image. | installer, following by Enter.

Boot your server from ISO. Select English
language. Confirm with Enter.

Hillkommen ! Blenvenue! Welcome! 4ofpo noxanoeaTs! Helkom!

Installer update available

ENTES

[ Update to the
[ Cont ith

Step 3: Make sure if English US keyboard is Step 4: Select Option Ubuntu Server [X],
selected and confirm with Done/Enter. following by Done/Enter.
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Choose type of install [ Help 1

Step 5: If your network has DHCP
ENABLED, Continue to Step 11

Step 6: If your network has not DHCP.
Static IP setup. If you have not enabled
DHCP in the network, you must assign an
IP address manually. Use arrow UP key to
select your interface for IP
address.assignment.

work connect ions

Step 7: Confirm interface selection with
Enter , select AEdit
Enter again.

Netuork connect ions

[ ensis0 eth -
DHCPvd -

P

Step 8: Hit Enter on IPv4 Method and
sel ect AfManual o0, con

Network connect lons. [ Help ]
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Step 9: Enter your A
iGat eway | Po, fiDomai
iSearch domaino. Sel
with Enter. NOTE, it is very important that
your DNS (Name servers) will resolve
Internet names.

Netwark. connect lons

: EERTEREEN

ted

T
.

Bl oozl con
Doma Ln

[

Step 10: Select fADonNg¢
Enter

Metwork connections

Step 11: If your DHCP [P settings are
correct, select Done and confirm with Enter.

Network connect lons [ Help ]

o other machines,

Step 12: If you have proxy in use for your
internet, assign your network proxy settings.
If no proxy in use, with Tab key select
Continue and confirm with Enter.

Configure proxy

Stepl13: Select [ X] dAUs
[X] Set up this disk as and LVM group
confirm with Enter. For advnaced (multi

hdd as single LVM) setup it can be Custom
storage option selected. For Custom

storage selection, please refer to the

Ubuntu official documentation or

Step 14: Select i Cont
Enter.
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https://www.eve-ng.net/wp- Installing systen
content/uploads/2023/03/EVE-Doc-3023-
LVM-HDD-systems.pdf

Guided storage configuration [ Help ]

[ Continue ]

Step 15: Confirm your HDD configuration Step 16: Select ficont
Done/Enter Enter.

Storage configuration Installing system

[ continue
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Step 17: Fill the non-root user profile Step 18: Skip Ubuntu Pro installation
following by Done/Enter Continue confirm with Enter.

Profile setun [ Heln ]

Upgrade to Ubuntu Pro

this

Step 19: Sel ect [ X]|Step 20: Sel ect i Cont
Server o and confirm Enter.

SSH Setup [ Help 1 Installing system

Step 21: DO NOT Select any other services | St ep 2 2: Sel e c tconfir® with t
confirm Done/Enter. Enter.
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Featured Server Snaps [ Help 1 Installing system

PACE

[ Continue

Step 23: After the U|Step 24: Remove CD/DVD ISO Media
sel ect fiReboot N o w 0 | following by Enter.
continue.

Install complete! [ Help ]

Step 25: Login into your Ubuntu server with Step 26: IMPORTANT: Set root user
previously created non-root user: password, Example:
eveuser/test123
sudo su
Install complete! t eSt123
passwd root
eve
eve

[sudo] ':I ;UI\_M‘\J fr - = er:
rootdey home/eveuser# cd
) swd root
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Step 26: Allow permissions for root Step 27: IMPORTANT: Set root user
administrator user SSH to your server. password, Example:
nano /etc/ssh/sshd_config sudo su
Edit to: PermitRootLogin yes test123
ctrl+o Enter for save passwd root
crlr +x for exit eve

eve

restart ssh service
service sshd restart

EVE Installation Phase 2 (EVE installation)

Step 28: SSH to your EVE IP using Putty or other SSH
client. Log in as root user execute:

apt update
apt upgrade

Step 29: Run EVE Pro online installation script. (it is single line command below)

wget - O - https://www.eve - ng.net/ jammy/install - eve - pro.sh | bash -

At the end of eve server installation, reboot eve

EVE Installation Phase 3 (Management IP setup and updates)

Step 30: After reboot SSH to your EVE IP Step 31: After your EVE is rebooted,
as root and Setup EVE Management IP
address. A Static IP address for BM setup is | Login to EVE CLI and type:
preferred.
apt update

apt upgrade
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Follow steps in section : 3.7.1 for static IP,
3.7.2 for DHCP IP

aptremove netplan.io

Verification: Verify your EVE-N G
must display latest EVE Pro version

root@eve - ng:~# dpkg -leve -ng-pro
Desired=Unknown/Install/Remove/Purge/Hold

server

| Status=Not/Inst/Conf - files/Unpacked/halF - conf/Half - inst/trig - aWait/Trig - pend
|/ Err?=(none)/Reinst - required (Status,Err: uppercase=bad)

||/ Name Version Architecture

Description

+++-

ii eve - ng- pro 6. 3. 0- XX amd64 A

new generation software for networking labs.
root@eve - ng:~#

Step 32: IMPORTANT After update, Step 32
is completed, continue with type:

apt install eve - ng- dockers
This can take some time depending on your
Internet connection and disk speed.

Your output after install must look like:

dc images

Step 33: (Optional) If after dockers first install
(Step 32) in the output
seeing some docker name in the list as
<none>,

please run the command:

apt install - - reinstall eve - ng- dockers

NOTE: If you are installing EVE in the locked
environment and cannot install dockers
online, please contact with us: info@eve-

ng.net for offline dockers installation option.

Step 34: Continue to section 4 to obtain
your EVE-NG Professional license

L\ IMPORTANT NOTE: If your Network interfaces order has been changed, please follow

instruction to section 16.7

L\ IMPORTANT NOTE: You must prepare and upload at least a couple of images to start

building your labs. Refer to section 17

3.6 Google Cloud Platform

3.6.1 Google account

i nstal-llegetng-pmo 0 t y pramardd .,k gi t

Step 1: Connect to Google Cloud Platform (GCP)
https://console.cloud.google.com/getting-started
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= Google Cloud EVETest v Search (/) for resources, docs, products and m Q search + B @ ® o
’ A .

Step 2: Sign into GCP. Create a new GCP account if you do not already have one.
Step 3: Open your Google Project which assigned to your Google account

2y Welcome,

3.6.2 Preparing Ubuntu boot disk template

Step 1: On the left side navigate to Compute Engine and press fActivate Cloud Shello

5.\60 gle Cloud | & MyFirst Project Search (/) for resources, docs, products and more Q_ search + 0§ @ @ i .
{é}‘\Compute Engine & Overview Create instance B view instances Is this page helpful? (g Nl C Refresh
B ovenview

| System health A~

Virtual machines A

Service Health
B VMinstances

Get started with Service Health

Y Marketplace
Enable the Service Health API to view details for future incidents
B Release notes Enable Service Health API

CLOUD SHELL

% Terminal  (bemboo-storm-457508-0) X+ -

# Open editor B 8 B @ i _ B x

Step 2: Create a nested Ubuntu 22.04 image. Copy and paste the below command into the
shell. Use copy/paste. crtl +c/ctrl +v. It is single line command. Confirm with fAentero:

gcloud compute images create nested - ubuntu - jammy -- source -image -
family=ubuntu - 2204-Its -- source -image - project=ubu ntu - os- cloud -- licenses
https://www.googleapis.com/compute/vl/projects/vm -
options/global/licenses/enable - Vmx

3.6.3 Creating VM

Step 1: Navigate: Navigation Menu/Compute Engine/VMI| nst ances CGREATEpr ess i

INSTANCEO
= Google Cloud 3¢ My First Project Search (/) for resources, docs, products and more Q_search 4+ i @ ® .
{i} Compute Engine 2 VM instances & Import VM C Refresh ® Learn
B  Overview Instances Observability Instance schedules
Virtual machines - VM instances
| a ~, = Filter Enter property name or value ® ]
8 instance templates [ status Name 4  Zone Recommendations  Inuseby  Internal P ExternallP  Connect

B  Soletenant nodes
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Step 2: Assign the name for your VM

Step 3: Set your own region and zone

Step 4: Edit your Machine Configuration. General-Purpose. Choose the series of CPU
platform, Preferred are Intel CPU Cascade Lake. Series N2 CPU

& Create aninstance

e Machine configuration
n2-standard-8, europe-
west2-a

e 0OSand storage

Debian GNU/Linux 12
(bookworm)

e Data protection

Snapshot schedules

e Networking
1 network interface
e Observability
Install Ops Agent
e Security
e Advanced

#: Create VM from...

Machine configuration

Name *

eve-vé ®
 Region * Zone *

europe-west2 (London) v ® europe-west2-a - ®

Region is permanent Zone is permanent

+ General purpose Compute-optimised Memory-optimised Storage optimised GPUs

Machine types for common workloads, optimised for cost and flexibility

Series @ Description vCPUs @ Memory @ CPU Platfor
O C4 Consistently high performance 2-192 4-1488GB Intel Emerald
O C4A Arm-based consistently high performance 1-72 2-576 GB Google Axion
O cap Consistently high performance ~ 2-384 3-302468 AMD Turin
O N4 Flexible and cost-optimised 2-80 4 - 640 GB Intel Emerald
O C3 Consistently high performance 4-192 8-1,536 GB Intel Sapphire
O C3D Consistently high performance 4-360 8 - 2,880 GB AMD Genoa
O E2 Low-cost day-to-day computing 0.25-32 1-128GB Intel Broadwe
@ N2 Balanced price and performance 2-128 2 - 864 GB Intel Cascade

Step 5: Choose Machine Type your desirable CPU and RAM settings.

Machine type

Choose a machine type with preset amounts of vCPUs and memory that suit most workloads. Or, you can create a
custom machine for your workload's particular needs. Learn more [

Preset | Custom

L

n2-standard-8 (8 vCPU, 4 core, 32 GB memory) hd
vCPU Memory
8 (4 cores) 32GB

9

Step 6: Edit your OS and Storage configuration. Press Change

Machine configuration

n2-standard-8, europe-
west2-a

0S and storage
Debian GNU/Linux 12
(bookworm)

Data protection

Snapshot schedules

Operating system and storage

Name eve-vé

Type New balanced persistent disk

Size 10GB

Snapshot schedule (3 default-schedule-1

Licence type (@ Free

Image @ Debian GNU/Linux 12 (bookworm)

Step 7. IMPORTANT Select Custom images, select OS nested-ubuntu-jammy you created
previously. Choose Boot Disk type: HDD disk type and size. HDD size can vary depends of

your needs.
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Boot disk

Select an image or snapshot to create a boot disk, or attach an existing disk. Can't
find what you're looking for? Explore hundreds of VM solutions inMarketplace [2

Public images Custom images Snapshots Archive snapshots

Source project for images *
bamboo-storm-457508-i0 @ Change

D Show deprecated images

~ Image *
nested-ubuntu-jammy \ -
xB6/64,
~ Boot disk type *
SSD persistent disk \ -
~

Compare disk types

~ Size (GB) *
100
=,

Provision between 10 and 65536 GB \

“ Show advanced configuration

Existing disks

Step 8: Edit your Data Protection, select No backups.

e 0S and storage Back up your data

nested-ubuntu-jammy

¢ Data protection Backup plan

No backups

more [4

®  Networking O Snapshot schedules

1 firewall rule, 1 network
interface

® No backups -
*  Observability

Step 9: Edit your Networking Allow https traffic.

You can automate recurring backups through a backup plan or snapshot schedule. Learn more (2

Back up the full VM. These immutable backups are secured by backup vault against accidental or malicious deletion. Managed
by Backup and DR Service, a separate service from Compute Engine with independent certifications and accreditation. Learn

Back up disks only. This provides foundational protection at a lower cost. Learn more [3

Neither VM ner disks will be backed up. If data is deleted or corrupted for any reason, you won't be able to recover it.

* Machine configuration Networking
n2-standard-8, europe-
westza Firewall @

e 0Sand storage Add tags and firewall rules to allow specific network traffic from the Internet
nested-ubuntu-jammy [ Allow HTTP traffic

Allow HTTPS traffic -~
e Data protection

[] Allow load balancer health checks

No backups
¢ Networking ‘ Network tags @ |
1 firewall rule, 1 network
interface
‘ Hostname © |

®  Observability
Install Ops Agent

Set a custom hostname for this instance or leave it default. Cheice is permanent

Step 10: Edit Security and Disable Secure Boot and vTPM
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«  0S and storage Confidential VM service 3

nested-ubuntujammy @ Confidential Computing is disabled on this VM instance
* Data protection ‘ Enable ‘
No backups Shielded VM (2

. Turn on all settings for the most secure configuration.
® Networking

1 firewall rule, 1 network D Turn on Secure Boot ()
interface
[ TumonvTPM @ ~
*  Observability Turn on integrity monitoring @

Install Ops Agent

VM access

. 2
Security Manage how users connect to the VM

Step 10: (Optional), Skip this step if your EVE VM will not a part of EVE-NG Cluster.
Before to select MTU1500 network please follow steps how to create it 3.6.7

Select Networking/Network Interfaces.
Edit network interface and select created network: MTU1500

Network interfaces @

Network interface is permanent

Edit network interface A
Network *

[mtu1 500 - @ l

- Subnetwork *

‘ mitu1500 IPv4 (10.154.0.0/20) - @ ‘

Step 11: Create VM.

3.6.4 EVE-NG Pro installation

Step 1: Click VM Instances to get access SSH to your VM, Connect to the VM with the first

option DbDOpeseirnwi ndowo

Name -~ Zone Recommendation Inuse by Internal IP External IP

& evel europe-west2-c 10.154.0.3 (nic0) 35.189.102.127 (7

Related Actions

© EVE-NG LTD
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Gonnect
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Open in browser window
Open in browser window on custom port

Open in browser window using provided private SSH key
View gcloud command

Use another SSH client
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{e} SSH-in-browser

"
L]
-]
@
L]

Step 2: Launch installation with:

Type the below command to become root:
sudo -

Start EVE-PRO installation
wget - O - https://www.eve -ng.net/ jammy/ install -eve-pro.sh |bash -i
Step 3: Update and upgrade your new EVE-Pro

apt update

apt upgrade
Confirm with Y

Stepd. Reboot EVE. Allow some time for reboot and the

ccngig il

—setup,‘campcse.ISO—?EEB— inc ...

The SSH connection to VM instance ‘eve-pro’ was lost. Learn more about improving
SSH session persistence.

buntu-minimal (1.

Step 5: IMPORTANT: Setup IP
Once the IP wizard screen appears, press ctrl +c and type the below command to become root:
sudo -i

Root
Type the Root B

1oggoaoae

Now follow the IP setup wizard.
IMPORTANT: set IP as DHCP!

Step 6: Reboot
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Step 7: Dockers installation. After EVE is rebooted, reconnect the SSH session:

Type command to become root:
sudo -

Type command to update EVE
apt update

Type command to Install Dockers
apt install eve - ng- dockers

3.6.5 Access to Google Cloud EVE-PRO

Use your public IP for accessing EVE via https.

Columns ~

Name ~ Zone Recommendation Inuse by Internal IP External IP Connect

@ evepro europe-west?-c 10.154.0.2 {nic0) 35.246.119.90 [7 SSH ~

Default web login: admin/eve
Note: It is strongly recommended that you will change admin password on GUI! Do not delete
default admin user account!

3.6.6 Optional: GCP MTU 1460 Firewall rules for native console use

NOTE: If your GCP VM is using default network (MTU1460), then for native console use, you
have to create following FW rules.
Open the google cloud shelland press:fi Act i vate Cloud Shell o

Copy the following commands in SHELL Cloud console:

#iHH# Create default network (MTU 1460) Firewall rules for native
console use ###H#H#

gcloud compute firewall - rules create eve -all -out -- direction=EGRESS -

- priority=1000 -- network=default -- action=ALLOW -- rules=tcp:0 - 65535 -
- destination - ranges=0.0.0.0/0
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gcloud compute firewall - rules create eve -all -in -- direction=INGRESS -
- priority=1000 -- network=default -- action=ALLOW -- rules=tcp:0 - 65535 -
- destination - ranges=0.0.0.0/0

Firewall rules summary:

D Name Type Targets Filters Protocols/ports Action Priority Network 1‘ Logs
D eve-all-out Egress Apply to all IP tcp:0-65535 Allow 1000 default off
D eve-allHin Ingress Apply to all P tcp:0-65535 Allow 1000 default off

3.6.7 Optional: Network MTU 1500 settings and firewall rules for GCP

If your GCP VM is expected to be as a part of EVE-NG Cluster system please complete the
MTU network settings and firewall rules setup before creating the instance.

L NOTE: GCP VM by default has MTU 1460 set for the interfaces by default. You may
require to set VM machine custom MTU (1500) which is commonly known default
setting for ethernet. The MTU settings on the GCP interface must be adjusted if you
want it to use as the part of EVE-NG cluster system.

Open the google cloud shelland press: Pr ess fiActivate Cloud Shell o
Copy the following commands in SHELL Cloud console:
#HHH#H Create 1500 MTU subnet ###H#H

gcloud compute networks create mtu1500 -- subnet - made=auto -- mtu=1500
-- bgp- routing - mode=regional

H#i#Ht Create 1500 MTU firewall rules #t#t#

gcloud compute firewall - rules create wireguard -in -- direction=INGRESS

-- priority=1000 -- network=mtul500 -- action=ALLOW -- rules=udp:60569 -
source -ranges=0.0.0.0/0

gcloud compute firewall - rules create wireguard -out -- direction=EGRESS

-- priority=1000 -- network=mtul500 -- action=ALLOW -- rules=udp:60569 -
destination - ranges=0.0.0.0/0

gcloud compute firewall - rules create ssh -in  -- direction=INGRESS --
priority=1000 -- netwo rk=mtul1500 -- action=ALLOW  -- rules=tcp:22 --
source - ranges=0.0.0.0/0

gcloud compute firewall - rules create ssh -out -- direction=EGRESS --
priority=1000 -- network=mtu1500 -- action=ALLOW  -- rules=tcp:22 --

destination - ranges=0.0.0.0/0

Firewall rules summary:

D Name Type Targets Filters Protocols/ports Action Priority Network Logs

O ssh-out Egress Apply to all IP tep:22 Allow 1000 mtu1500 Off

D wireguard- Egress Apply to all P udp:60569 Allow 1000 mtu1500 off
out

D ssh-in Ingress Apply to all IP tep:22 Allow 1000 miu1500 Off

El wireguard- Ingress Apply to all P udp:60569 Allow 1000 mtu1500 off

n
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3.6.8 Optional: GCP MTU 1500 Firewall rules for native console use
Open the google cloud shelland press: Pr ess fAActivadte Cloud Shell o

Copy the following commands in SHELL Cloud console:

##### Create MTU 1500 firewall rules for native console use ####H#

gcloud compute firewall - rules create allow -all -in -- direction=INGRESS

-- priority=1000 -- network=mtul500  -- action=ALLOW -- rules=tcp:0 - 65535
-- source -ranges=0.0.0.0/0

gcloud compute firewall - rules create allow -all -out -- direction=EGRESS

- - priority=1000 -- network=mtul500  -- action=ALLOW -- rules=tcp:0 - 65535

-- destination - ranges=0.0.0.0/0

Summary FW rules.

D Name Type Targets Filters Protocols/ports Action Priority Network 4 Logs

D allow-all- Egress Apply to all P 1cp:0-65535 Allow 1000 miu1500 Off
out

D allow-all- Ingress Apply to all P tcp:0-65535 Allow 1000 mtu1500 off

in

3.7 EVE Management IP Address setup

A\ NOTE: Please make sure if these subnets are NOT used in your network outside of EVE.
172.29.129.0/24 (NAT Interface)

172.29.130.0/24 (Cluster VPN subnet, wgO interface)

172.17.0.0/16 (Dockers consoles)

A\ To change these networks please refer chapter 7.4.1

3.7.1 Static Management IP address setup (preferred)

A\ IMPORTANT NOTE: Internet and DNS must be reachable from your Server. The EVE-NG
Pro requires internet access to get updates and validate EVE-NG Pro License key. DNS must
resolve names!

The steps below will walk you through the network setup and assign a static management IP
for EVE.

Step 1: Log into the EVE CLI using the default | Step 2: Retype your root password again
login root/eve After login, type your preferred | and confirm with enter.

root password for EVE, default is eve.
Remember it for further use. Confirm with
enter

NOTE: Typed characters in the password
field are not visible.
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Root Passuord
Fepeat the Root Password:

Type the Root Passuord:
< ok ]

< 0K

Step 3: Choose your EVE VMs hostname. By | Step 4: Type your domain name for your
default, it is eve-ng. You can leave it as it is. | EVE VM. By default, it is example.com. The
Confirm with enter default value can be used as well.

Confirm with enter

DS domain nane
Type the DNS domain nane for the
system:

Hostnawe
Type the short hostname For the
systen:
[—

< 0K ]

eve-—ny . net

< 0K )]

Step 5: Using the arrow keys, select the Step 6: Type your desirable EVE
opti on A st gdurdselextionwitlm n f| management IP. Confirm with enter.
the space key, followed by enter

Type the IP address for
Hanagenent. Metuork:

172.25.1.20

Fanagement. Network IP Address
the l
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Step 7: Type the subnet mask of your EVE
management network. Confirm with enter.

Hanagenew
Tupe the Subnet Hask for the
Management Metwork:

it Network Subnet Rask l

Step 8: Type your networks gateway IP.
Confirm with enter.

nagenent Network Def teway
Type the Default Gateway for the
Managenent Network:

172.25.1.1_

Step 9: Type your networks primary DNS
IP. Confirm with enter.

IMPORTANT: DNS must be reachable and
resolve public addresses.

Primary DNS server
Type the IP IP address of prinary
server:

192 .168.90.201_

Step 10: Type your network Secondary
DNS IP. Confirm with Enter.

IMPORTANT: DNS must be reachable and
resolve public addresses.

Secondary server.
Tupe the IP address of sccondary DHS
server:
0.0.0.8

Step 11: Type your preferred NTP server IP.
It can be left empty as well; in this case, your
EVE VM will automatically assign the time
from its host.

HIF server
hostnane/IF address of NTF

Type the
for initial clock sunc (leave cnpty
if not used):

—

Step 12: Skip this step. By default, it is set
to direct connection (no proxy).

Confirm selection with enter. EVE will
reboot automatically.

A NOTE: If required, the Proxy settings
can be configured later using EVE
WEB GUI System/System Settings
described in section 3.7.3
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axy Server conf iguration
Choose hou the UM can comnect to the

Internet .

3.7.2 DHCP Management IP address setup

A\ IMPORTANT NOTE: Internet and DNS must be reachable from your Server. The EVE-NG
Pro requires internet access to get updates and validate EVE-NG Pro License key. DNS must

resolve names!

A\ IMPORTANT NOTE: EVE Docker stations for html console access are using network
172.17.0.0/16. Please avoid use this network on the EVE management or other clouds or

interfaces.

The steps below will walk you through the network setup and assign a management IP for EVE

via DHCP.

Step 1: Log into the EVE CLI using the default
login root/eve After login, type your preferred
root password for EVE, default is eve.
Remember it for further use. Confirm with
enter

NOTE: Typed characters in the password
field are not visible.

Type the Passuord:

Step 2: Retype your root password again
and confirm with enter.

Root Passuord
Repeat. the Root Password:

Step 3: Choose your EVE VMs hostname. By
default, it is eve-ng. You can leave it as it is.
Confirm with enter

Step 4: Type your domain name for your
EVE VM. By default, it is example.com. The
default value can be used as well.

Confirm with enter

© EVE-NG LTD

Page 51 of 272



Ermulated Virtual Enviconment

EVE-NG Professional Cookbook
Version 6.4-1 October, 2025

Hostname
Tupe the short hostnane for the
systen:

o

i< 0K ]

DS domain nane
Type the DNS domain nane for the
system:

< 0K |

Step 5: Using the arrow keys, select the
optidocpd ,A confirm your

space key, followed by enter

Use DHCP/Static IP Address
Use DHCF or Static IP Address for
the wetwork adapter on Management
Hetuark?

]
) static

Step 6: Type your preferred NTP server IP.
It can be left empty as well; in this case, your
EVE VM will automatically assign the time
from its host.

NP server

‘the hostname/IP address of NTP
for initial clock sync (leave enpty
if not used):

e

0K )

Step 7: Skip this step. By default, it is set to
direct connection (no proxy).

Confirm selection with enter. EVE will
reboot automatically.

A NOTE: If required, the Proxy settings
can be configured later using EVE
WEB GUI System/System Settings
described in section 3.7.3

x conf iguration
can

t comect ion

(3 anommous
€3 outhenticated prosy
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3.7.3 Internet proxy setup

Step 1: If you have a proxy in use for your Internet, login into your EVE WEB GUI using your

EVE IP https://aaa.aaa.aaa.aaa

Default username: admin
Password: eve

Step 2: Select Tab: System/System Settings

A Main W, Management ~ £ System ~

ExFile Manager  current Position / Root

Search

O Name Modified

Step3:Enter your
username and password.

@ Licensing = ®2025 EVE-NG

P ApplycdForRaothenticafedPrdxy wse yor by

% System Settings

Metwork Setiings

Cluster Network

172 2 129
RADIUS Settings
Primary Server

[ o 0 e 1812

0 f o o 112
Active Ditectory Settings
server

0 0 o Lo 389 Ons
Base N

de=com,de=example
active Diectory Groun

EVE Users

e

a o o e 0 Isername

3.7.4 Reset Management IP settings

User's Ingin contra

HTMLS Terminal Sattings

Golor scheme Font name Font size
BlackonWhite + | monospace = | 11

Management Interface Settings

[ Enatie pvs.

Wb Service Sattings

[] Enatie caching

CPUMemory Settings
Dedicated CPU for Services (Rebaol required)

(] wuma sslencing

If for any reason you need to change these settings after the installation, you can rerun the IP
setup wizard. Type the following command in the CLI and hit enter:

rm - f /opt/ovf/.configured

Then type:

Su -

Once you log into the CLI again, EVE will go through the network setup again. Please follow
the steps in section 3.7.1 for Static IP or 3.7.2 for DHCP IP.
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3.8 Native telnet console management setup

If you prefer to use a natively installed telnet client to manage nodes inside EVE, follow the

steps below:

3.8.1 Windows Native Console

Step 1: Download the EVE Windows Client
integration pack:

http://www.eve-ng.net/downloads/windows-
client-side-pack

Step 2: Install it as administrator

Open
E;" Run as administrator
Troubleshoot compatibility
Pin to Start
T-7in >

Step 3: Leave the option for UltraVNC
checked. UltraVNC is very tiny and the

preferred VNC client for Windows by EVE.
B

select Components
Which companents should be installed?

Select the components you want to install; dear the compenents you do not want to
install. Click Next when you are ready to continue.

plink 0.68
putty 0.68 ]
ultravne_wrapper.bat 1KB I
wireshark_wrapper bat 1KE
Modify Windows registry for putty, ultravne and wireshark k
Save on Disk crt, putty, ultravnc and wireshark reg files

[] wireshark 2.2.5 x54

UltraVMC 1.2.12 x64

Current selection requires at least 0.7 MB of disk space.

< Back Cancel

NOTE: The W.ireshark option for EVE
Professional is left unchecked, because
Wireshark is already integrated into EVE
PRO.

Step 4: Continue with Next. When it asks to
choose Ultra VNC Options, only leave the
UltraVNC Viewer checked, the rest is not
needed.

&l Setup - UltraVNC

Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
install, Click Mext when you are ready to continue.

‘ Custom installation

[] Ultra¥NC Server Silent

4.8MB
[ UltravNC Server 4.8MB
UltraVNC Viewer 2.7MB
[] UltravNC Repeater 0.2MB
[ Uparade 1.0.8/1.0.9 .. Upgrade can be done while vnc is running 7.5MB
Current selection requires at least 4.0 MB of disk space.
< Back ” MNext l [ Cancel

Step 5: Continue with Next and finish the
installation.

By default, EVE Windows Client Integration will install Putty as your Telnet Client. The default
location for the EVE Windows Client Integration software and .reg files is: AC:\Program

Files\EVE-NGoO

Set the default telnet program manually in Windows 10. Example: Secure CRT

Step 1: Go to: Windows Settings/Apps/Default Apps/Choose Default Apps by Protocol

Step 2: Set your default Telnet program:

TELNET
URL:Telnet Protocol

H; SecureCRT Application
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L NOTE: The first time click on the type of link that is used to access a running node
inside EVE via telnet, the browser will ask to choose the telnet program. If you have

prepared your default telnet program with the instructions above, you have to choose
your default Telnet program.

Example: Firefox browser:

Launch Application X

This link needs te be opened with an application.
Send to:

SecureCRT Application

Choose other Application Choose...

[ Remember my choice for telnet links.

Cancel Open link

Set your default application, checktheb o x A Remember my ¢ hodick®pert el net
link

3.8.2 Linux Native Console

The steps below will show how to setup the native consoles pack for Linux Mint 18 (Ubuntu):

Step 1: Go to the EVE Linux Side Step 2: Open the link to GitHub
integration pack download page:

https://github.com/SmartFinn/eve-ng-
http://www.eve-ng.net/downloads/linux- integration
client-side

Step 3: Scroll down to the installation part

Installation

Ubuntu and derivatives

You can install eve-ng-integration from the official PPA:

Step 4: Login as root to your Linux system and enter the commands below:

NOTE: An internet connection is required. Enter each command line below one after the
other

sudo add - apt - repository ppa:smartfinn/eve - ng- integration

sudo apt - get update

sudo apt - get install eve - ng- integration

A For other Linux native console setup options please refer to:
https://github.com/SmartFinn/eve-ng-integration
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3.8.3 MAC OSX Native Console
Download the EVE MAC OSX Client integration pack and install it:

https://www.eve-ng.net/index.php/download/#DL-OSX

3.9 Login to the EVE WEB GUI
EVE PRO is using https 443. Login to the EVE management Ul:

https://<your_eve ip>/

Default user access: User: admin Password: eve
A NOTE: You can change your EVE Admin password, please refer to section 7.3.1.2

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 17

2 eve

HTML console
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4 EVENG Professional Li ce

L IMPORTANT NOTE: Internet and DNS must be reachable from your Server. The EVE-NG
Pro requires internet access to get updates and validate EVE-NG Pro License key. DNS must
resolve names!

EVE-NG Professional and Learning Centre editions require purchasing and uploading a
license to activate its features. Licenses are based on an annual subscription.

EVE-NG permits up to 32000 accounts to be created but restricts the number of
simultaneous sessions per role to the licensed amount. To increase the number of active
sessions, please purchase additional licenses on top of the base license as shown below.

A Definition: Simultaneous session (1 license) means one active connection to the
EVE-NG Web GUI.

Example 1 EVE-Professional: The license
information page shows 2 Admin accounts. This
means 2 Admin u s e role-based accounts (2)
can be logged into the Web GUI simultaneously.
EVE-NG PRO can have up to 32K accounts, but
active sessions to the Web GUI are restricted to
the number of purchased licenses.

@ License Details

m Expiration Date: 22/04/2026
Admin Users: 2
2+ Editor Users: 0

= Regular Users: 1]

@ License Details Example 2 EVE Learning Centre: The license

information page shows 2 Admin, 3 Editor and 3
Lab user role accounts. This means 2 Admin, 3
Editor and 3 User accounts can be logged into
the Web GUI simultaneously. EVE-NG Learning
Center can have up to 32K accounts, but active
sessions to the Web GUI are restricted by the
number of licenses purchased.

m Expiration Date: 18/04/2026
Admin Users: 2

2+ Editor Users: 3

-

Regular Users: 3

4.1 EVE-NG Professional Base license

EVE-NG Professional Edition - 1 Year License

https://www.eve-ng.net/index.php/buy/

EVE-NG PRO features multi user support and assigns all accounts as Administrators.

The license allows for 2 simultaneous users. Screenshot below is for informational purposes
only. Actual price can vary depending of currency rates.
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Products in your shopping cart

X EVE-NG Professional Edition - 1 Year License
EVE-NG Professional Edition - 1 Year License
This license unlocks all Pro features and two active
Administrator accounts sessions.
The Administrator role can manage everything in EVE-NG
without restriction.
This includes creating, deleting, and modifying all folders,
labs, nodes and accounts.

| have a discount coupon

$109.66

Total price: $131.59

Total TAX/VAT (20%) : $21.93

For EVE-PRO Administrator role permissions, please see section 4.4.

4.2 EVE-NG Learning Centre licenses

EVE-NG Learning Centre Edition - 1 Year License
https://www.eve-ng.net/index.php/buy-corporate/

EVE-NG LC features multi user support and assigns accounts as Administrators, Lab-Editors

or Lab-Users.

The first minimal Base A license allows for 2 simultaneous Admin users. It is necessary to
use an Administrator account to create or manage EVE LC and other user6 s -bagdd e

accounts.

EVE-NG Professional Base - 1 Year License

This license unlocks all Pro features and two active
Administrator accounts sessions.

EVE-PRO allows up to 128 accounts to be created but
restricts the number of active sessions, per role, to the

eve.

licensed amount. To increase the number of
simultaneous account sessions, please purchase
additional licenses below.

Optional Licenses
EVE-NG PRO Administrator - 1 Year License
This license unlocks one additional active session for the
GVG . Administrator role.
The Administrator role can manage everything in EVE-
NG without restriction.
This includes creating, deleting, and modifying all folders,
labs, nodes and accounts.
The Administrator is the only role that can create or
modify accounts.

EVE-NG PRO Lab Editor - 1 Year License

This license unlocks one additional active session for the
GVG : Editor role.
The Editor role is restricted to a personal folder and is
authorized to create, delete, or modify additional folders,

labs, and nodes within it.

EVE-NG PRO Lab User - 1 Year License

This license unlocks one additional active session for the
GVG . User role.

The User role is restricted to a personal folder and is only
authorized to start, stop, and wipe nodes. An
Administrator account is required to manage folders and

labs within a Users folder.

© EVE-NG LTD
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Change quantity

*

99,00 €

Minimum Mandatory Base license

Remove from order
if no need this option

99,00€ m
350,00 €
300,00 €
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EVE-NG PRO i A Base License (Mandatory)

This license unlocks all Pro features and two active Administrator accounts sessions. This
license is mandatory for EVE LC edition.

The following licenses below can vary per your needs.
EVE-NG PRO - Administrator License

This license unlocks one additional active session for the Administrator role.

The Administrator role can manage everything in EVE-NG without restrictions.

This includes creating, deleting, and modifying all folders, labs, nodes and accounts.
The Administrator is the only role that can create or modify accounts.

EVE-NG PRO i Lab-Editor License

This license unlocks one additional active session for the Lab-Editor role.
The Lab-Editor role is restricted to a personal and the Shared folder and is authorized to create,
delete, or modify additional folders, labs, and nodes within them.

EVE-NG PRO i Lab-User License

This license unlocks one additional active session for the Lab-User role.

The Lab-User role is restricted to a personal and the Shared folder and is only authorized to
start, stop, and wipe nodes. An Administrator account is required to manage folders and labs
withina U s persénal folder.

Example: EVE Learning Centre Licensing for 1 Teacher and a 5 Students class.
Licence model below includes:
1 Two administrator accounts, necessary for EVE LC labs and other user account
management
1 One Lab-Editor-role based account, assigned to the teacher to create/manage labs
and assign them to the Shared folder for Students use. The Lab-Editor role is
restricted to a personal folder and is authorized to create, delete, or modify additional
folders, labs, and nodes within it.
Optional: If wanted / needed, the Lab-Editor account for the teacher can also be
replaced by an Administrator account instead.
1 Five Lab-User role-based Student accounts allowing running a class with 5
simultaneous students connected to the EVE HTML GUI.
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eve

eve

eve

For EVE-LC role permissions, please see section 4.4,

EVE-NG Professional Base - 1 Year License 1
This license unlocks all Pro features and two active

Administrator accounts sessions.

EVE-PRO allows up to 128 accounts to be created but

restricts the number of
licensed amount. To incr

simultaneous account sessions, please purchase

active sessions, per role, to the

additional licenses below.

EVE-NG PRO Lab Editor - 1 Year License ~ 1
This license unlocks one additional active session for the

Editor role

The Editor role is restricted to a personal folder and is

authorized to create, delete, or modify additional folders,

labs, and nodes within it

EVE-NG PRO Lab User - 1 Year License _ 5
This license unlocks one additional active session for the

User role.

The User role is restricted to a personal folder and is only

authorized to start, stop, and wipe nodes. An

Administrator account is required to manage folders and

labs within a Users folder

4.3 EVE-NG Corporate licenses

99,00 €

350,00 €

1.500,00 €

Essentially, this is EVE Learning Centre edition with Lab-Editor role-based accounts only.
This is recommended for corporate use to allow full permissions for EVE labs but to restrict
being able to manage other user accounts or labs. The Lab-Editor role is restricted to a
shared and a personal folder and has permissions to create, delete, or modify additional
folders, labs, and nodes within them.

EVE-NG Learning Centre Edition - 1 Year License

https://www.eve-ng.net/index.php/buy-corporate/

EVE-NG Corporate features multi user support and assigns accounts as Administrators or
Lab-Editors.
The first (mandatory) Base A license allows for 2 simultaneous Admin users. It is necessary

tohaveanAd mi ni strator

accounts.

Example: EVE Corporate Licensing for 5 Lab-Editor users.

License model below includes:
1 Two administrator accounts necessary for EVE Corporate labs and other user accounts
management (Mandatory Base license)

account

to

creat e lwbasednanage

1 Five Lab-Editor role-based accounts. The Lab-Editor role is restricted to a shared and
a personal folder and has permissions to create, delete, or modify additional folders,
labs, and nodes within them.

eve

eve
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EVE-NG Professional Base - 1 Year License
This license unlocks all Pro features and two active
Administrator accounts sessions

EVE-PRO allows up to 128 accounts to be created but

restricts the number of active sessions, per role, to the

licensed amount. To increase the number of
simultaneous account sessions, please purchase
additional licenses below.

EVE-NG PRO Lab Editor - 1 Year License

This license unlocks one additional active session for the

Editor role.
The Editor role is restricted to a personal folder and is

authorized to create, delete, or modify additional folders,

labs, and nodes within it.

99,00 €

1.750,00 €
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EVE Corporate role rights, please follow section 4.4.

4.4 User roles comparison chart

Feature Administrator Role | LabEditor/Teacher role | LabUser/Student role
User accounts management| yes no no

User Accounts visibility yes no no

User editmodal visibility yes no no

User Folder's management | yes no no

Full EVE root folder tree

access yes no no

Licencing module access yes no no

Nodes management module yes (only own running | yes (only own running
access yes nodes) nodes)
Labmanagement module yes (only own running | yes (only own running
access yes nodes) nodes)
Shared lab folder

management yes yes no

Shared folder access yes yes yes

Shared project yes yes no

Rename Folders yes yes no

Create labs yes yes no

Delete labs yes yes no

Edit Custom topology

mapping yes yes no

Use only Custom topology

mapping yes yes yes

Lab objects management ad

text, drawing on labs yes yes no
Export/import labs yes yes no

Nodes list management yes yes yes read-only
Networksmanagement yes yes yes read-only
Start labs yes yes yes

Stop labs yes yes yes

Search labs yes yes yes

Wipe nodes yes yes yes

Console to all nodes yes yes yes

Export all configs yes yes no

Edit lab yes yes no

Set nodes startwgfgto

default configset yes yes no

Set nodes startugfg to none | yes yes no

Topology refresh yes yes yes
Topology zoom yes yes yes

EVE status yes yes yes

Lab detaildJUID yes yes yes

See startup configs yes yes no

Delete default startugonfigs | yes yes no
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Create and manage

multiconfig sets yes yes no
Close labs yes yes yes
Lock labs yes yes no
System/Stop all nodes yes no no
Information tab access yes yes yes
Work with more than one lab| yes yes yes
Lab timer function yes yes no
Lab background dark mode | yes yes yes
Hide node labels yes yes yes
EVE Cluster admin,isEration yes no no
9+9 [/ fdzuSN a

assignment per user yes no no

4.5 License purchasing and activation

IMPORTANT NOTE: Internet and DNS must be reachable from your Server. The EVE-NG Pro
requires internet access to get updates and validate EVE-NG Pro License key. DNS must
resolve names!

L\ Before purchasing a license, the customer must have EVE-NG Professional
installed and readily accessible.

% Recommended browser for license operations is: Chrome or Mozilla Firefox

%\ You must be logged in to the EVE WEB GUI as Administrator.

Step 1: Obtain your license request from the Licensing tab of the top menu of the EVE PRO
WEB GUI. License requests will work only if the host machine (and hypervisor if running a
VM) has Intel VT-x/EPT enabled!

(See section 3 for details)

Step 2: Copy the content of the license request and keep it ready for the order process at
later Step 6. Orders without a license request cannot be processed.

£ system ~ © Information ~ @ Licensing ~ ©2025 EVE-NG

A Main ¥, Management ~

- @© License Details
E=File Manager Current Position / Root
Q, License Request

+  License Upload

Search Q

Q, License Request Code

Please copy the following license request code

I0] copy Code Close
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Step 3: Go to the EVE PRO or Learning Centre Purchase Portal and choose your Licenses
and quantity.

Licenses that are unnecessary for your EVE Learning Centre or Corporate Edition licensing
needs, can simply be deleted from your order by clicking on the cross next to them to remove
them. Refer to sections: 4.2 and 4.3

EVE-PRO Purchase Portal

EVE-Learning Centre or Corporate Purchase Portal

Step 4: Choose your preferred payment method. We currently support VISA, Mastercard,
Bank/Wire transfer and PayPal.

ack to shepping \
= -

v

Step 5: Complete the order form. If your license is for commercial/company use, you must
select Company option.

Billing Information
Licensed to: (®) Person Company
First name#:
Last name*:

Address*:

Step 6: At the end, please paste your license request content (including header and
footer lines) from Step 2 and please read and confirm the EULA agreement, which contains
vital information about licenses. For companies, if necessary, in the Order Notes you can add
additional information/reference, e.g. for your accounting department.

Additional Information

Order Notes
Order Notes

EVE-NG PRO A Base license

License Request*

— LICENSE FILE DATA —

\

Accept EULA*

Step 7: After a while (usually 10-30 mins), your license is sent to the E-Mail used in the order
form.

&

A\ IMPORTANT: Before loading the purchased license, make sure your EVE has
Internet access. Your EVE DNS settings must be configured properly to resolve the
FQDN. Internet connection is required to validate your EVE license with our EVE-NG
license server.

L\ IMPORTANT: If your EVE internet is using Proxy, make sure you have set the proxy

settings described in section 3.7.3

Step 8: Copy ALL Content of your received License. Important: License key mut include header
and bottom lines as well.
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EVE-NG Professional Edition - 1 Year License
- LICENSE FILE DATA -——

X26XBY SF

pOl
SFWpZmSodickB+YOztEVEOBC5UIPepY2
ZT0ddXr0ADjis SKKVdpSPvoSp8MYO/Th

7 KrKdz
1TQD8S+APIAMBT4CAeZ0uaEioeLkuAgs
1x/d13uaONkeALTSdniKNjsd4hXIAkfcq

HXpD8

REWtB4iCWPItYbslgtwguMJiAK11QQg0
Bprut’YELcBuP TVOmBQDHII2GJO0IXRpo
evacuHdg/kEvB9zL02Z7ywrMJOIZRNRK
1As78CSERvIXQUBSITZIBAQEFjIVvAOY
agvuHTgWjfm/9mTisf7GOTIPoxfKqJTT

uuuuu | TD: L
34nzQFDUSLOPyL4uLCx8V1rrYYaRxUct
a+RNzOKIyR42EeL OhrWFQwHIUQs0ajqs.
ming+JMrole7djyxkh/R8enxClmKnEVX
0ICaE ToaoJ3XxQAUZiQxy Xr7qxidoJt
HODAROVV1VOnsj/

Step 9: On your EVE WEB GUI, click on License Upload,

A Main &, Management ~ £ system ~ @ information ~ @ Licensing ~ ©2025 EVE-NG

E=File Manager  current Position / Root

0o
a,
+ cense Upload

Search Q

Paste your licence and click on Upload

4 License Upload

Please paste your license code below:

3 /IMIgbWtPQ7

xmC+Ab/ 9sxWdx

RXRP57Z
P2huqUlk

)

4.6 License deactivation
If you decide to deactivate EVE-PRO license on the host, please follow the steps below:
A Goto EVE CLI and type:

cd /opt/unetlab/html/
rm eve - ng.lic

cp eve - ng.nolic eve - ng.lic
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4.7 License term warning.

When your license term is close to expiration (30 days or less), you will notice yellow triangle
beside Licensing. If to point the mouse on this triangle, it will show your EVE-NG valid days left
till the expiration.

4.8 License Rehosting.
If you decide to re-install EVE-PRO or move it to another host, please follow the steps below:
L\ Pre-requisites:

1 EVE must have internet access!
1 Only ONE EVE host must be turned ON and connected to the internet, do NOT have
more than one EVE with the same license turned on at the same time!

Step 1. Make sure that you have only ONE EVE-PRO instance with this license running.

Step 2. Make sure you have unrestricted Internet access with a properly configured DNS
server from your EVE server.

Step 3. Load your purchased license onto EVE server you want to rehost to.
Step 4. Reboot your new EVE
Step 5. Wait approximately one hour for the licence validation process to finish on the host.

L NOTE: The re-hosted EVE server must have internet access to periodically validate
the license. EVE receives a token with a licence validity time of 24 hours. During
those 24 hours, the re-hosted EVE can be used offline. After 24 hours the token time
expires and you have to get EVE online again (for approximately 30 minutes) to
receive a new token.
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5 EVENG Professional Updat e &

A\ Prerequisites: Internet access and working DNS on your EVE-NG is required.

Verify your internet reachability with named ping. Example: ping www.google.com

ping www.google.com

If your ping is success, follow next step for update. If named ping has no success, please verify
your DNS IP assigned for EVE or firewall. Some cases ping can be blocked by FW, but Internet
and DNS are capable to make update/upgrade.

5.1 EVE-NG Professional Update

It is strongly recommended to keep your EVE-NG up to date. To update and upgrade, SSH to
your EVE CLI.

To verify your current EVE-NG v er si on, pdLledaagnestic finfofmlatiorwdisilay
commandsoin section 15.1.1. You can verify your current EVE version from the System/System
Status tab on the top menu of the WEB GUI as well.

a4 System Status

18% 7% 0% 16%

Number of CPU: 8 Total Memory: 31.3 GB Total Swap: 8.0 GB Total Disk: 202.0 GB

10L Nodes Dynamips Nodes Qemu Nodes Docker Nodes VPCS Nodes

0 0 0 0 0

The newest version of EVE-NG can be verified by checking the official website: http://www.eve-
ng.net. For update to the newest EVE-NG Professional version please follow the steps
https://www.eve-ng.net/index.php/1845-2/

Type the below commands followed by Enter
apt update

In case the prompt asks to confirm with Y/N, answer Yes.
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5.2 EVE-NG Professional Upgrade

L\ IMPORTANT NOTE: Make sure you have stopped all your running labs. All nodes in the
EVE must be stopped before upgrade!

For upgrade to the newest EVE-NG Professional version please follow the steps
https://www.eve-ng.net/index.php/1845-2/

Type commands followed by Enter
apt upgrade
In case the prompt asks to confirm with Y/N, answer Yes.

A\ IMPORTANT NOTE: If you are upgrading EVE PRO from older version, the installation may
ask you to confirm additional! Information:

onf iguration file 'setc/issue’
==> Modified (by you or by a script) since installation.
==> Package distributor has shipped an updated version.
What would you like to do about it ? Your options are:
Yor I : install the package maintainer’s version

Nor O : keep your currently-installed version
D : shouw the differences between the versions
Z : start a shell to examine the situation
The default action is to keep your current version.
issue (Y/I/N/0/D/2) [default=N1 7 _
Al [

Answer for prompt above is i N 0

{ Conf iguring grub-pc =

A new version (/tmp/grub.tj?zRCNt3z) of configuration file setcsdefault/grub is available,
but the version installed currently has been locally modified.

What do you want to do about modified configuration file grub?

install the package maintainer’s version

P gkcep the local version currently installed
show the differences between the versions
shou a side-by-side difference between the versions
show a 3-way difference between available versions
do a 3-way merge between available versions (experimental)
start a new shell to examine the situation

<0k>
/

Answer for grub-p ¢ v e r sKieapnhe losat verBiion currently installedo

After the completion of the update and upgrade, reboot your EVE Server. Type the following
command and hit enter.

reboot

i IMPORTANT NOTE: Do NOT make EVE updates or upgrades from within the HTML5
Desktop console!
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6 Types of EVE management con

A\ IMPORTANT NOTE: EVE Console TCP ports. EVE Pro uses a dynamic port range
between 1-65000. Dynamic means that every time you start a node on the lab, EVE assigns
any free port from this range for Telnet, VNC or RDP access. Static TCP port assignment for
Telnet sessions is not available in EVE PRO.

EVE Pro supports three different console types.

6.1 Native console

EVE Native console option requires locally installed software to
access your lab nodes. To use the Native console option, you must
have Administrator rights on your PC and ensure the TCP port range
1-65000 is not blocked by a firewall or antivirus software.

6.1.1 Native Console: telnet

Windows OS: You can use your preferred telnet program like Putty, SecureCRT or others.
Example: Putty as native telnet client on Windows.
To setup Windows native telnet client please follow section 3.8.1

10.1.1.254/24 T
N
¥ "X @

Ssw »sR Het7o

£ ISR - o ® \ o

Linux OS: You can use your preferred telnet program like the Native Terminal, SecureCRT,
or others.
Example: Telnet client from the native terminal on Linux Mint. To setup Linux native telnet
client please fqllow section 3.8.2
s W (o nas o, WESEEER
=2 i
ISR ) (a) (x . m

File Edit view Search Preferences Tabs Help I
| Mgmt70
hostname ISR

no aaa new-model
'
!

clock timezone GMT @ @
'
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MAC OSX: You can use your preferred telnet program like the native Terminal, SecureCRT,
or others.

Example: Telnet client from the native terminal on MAC OSX. To setup MAC OSX native
telnet client please follow section 3.8.3

6.1.2 Native Console: Wireshark

EVE Professional has an integrated Wireshark Docker station. This allows live captures
without having Wireshark installed on the client machine. The EVE Capture console uses an
integrated HTML session.

Right click on the node you wish to capture, choose capture and the interface. Capture Session
will open in a new browser window.

EVE-PRO supports packet captures on ethernet and serial interfaces.
Select the interface frame type which will be captured:

91 Ethernet for Ethernet, Fast Ethernet, Gigabit Ethernet.

9 Serial interface frames (IOL Only): HDLC, PPP or Frame Relay.

2] R-XE1_e0/0

Integrated HTML RDP for Wireshark capture

ecVe
Externalize Console Node hostname and
to Browser tab captured interface
€% -
p 1 ——
<! R-XE1_e0/0
e A Y A 2 (S CACAEHES WG ] = aqai
- P43 $10.20.20.0/30 "4
> N
e Pronars
H - H
e Ao
0000729 srtrr
e
= o
Pasaor o » |
um:{ .
\—f !
Home Network - .*.‘ - )
[192.168.101.0/24) »: mﬂ:%l’_’_‘i’. )
-
T (am = -
=, >

Example: R-XEL1 live interface e0/0 capture.
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To save the captured file on your local PC, please refer to section 11.1

6.1.3 Native Console: VNC

Windows OS: Recommended and tested is UltraVNC but any other compatible one can be
used.

Example: UltraVNC as Native VNC client on Windows. To setup Windows native VNC client
please follow section 3.8.1

Linux OS: Remote Desktop Viewer for VNC Sessions.
Example: Remote Desktop Viewer for VNC sessions on Linux Mint. To setup Linux native
Remote Desktop Viewer please follow section 3.8.2

MAC OSX: Preferred VNC program: Chicken VNC
Example: Chicken VNC as Native VNC client on MAC OSX. To setup MAC OSX native RDP
Viewer client please follow section 3.8.3

Emuloted Virtual Environment 3 104940024 __ @
Dok @ R
e T T DN, NTR, Cloud0 DHCP enabled
DHCP Server, Goteway  192168.70.0/24, GW 182.168,70.254
10.1.1.:254124 - 0
epmed TR D
0 o W )— Ny
»isa net7o
8 aeMu win11) = o x

SXDSE 007

HQu “Cm & ~ o T nedm O

Example: Windows Ultra VNC consoles, Linux and Windows

6.1.4 Native Console: RDP

Windows OS: Windows Native RDP.
Example: Windows RDP session to Winl11 host in the lab.
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Linux OS: Remote Desktop Viewer as RDP session to lab Winl1 host.
Example: RDP session to Winl1l host in the lab. To setup Linux native Remote Desktop
Viewer please follow section 3.8.2

-
=

FreeRDP: 172.17.0.1:55441

HQu =¢m & e

MAC OSX: Remote Desktop Viewer as RDP session to lab Win10 host.
Example: RDP session to Win10 host in the lab.
To setup MAC OSX native RDP Viewer client please follow section 3.8.3

6.2 HTML5 console

The EVE PRO HTML5 console provides a clientless
solution for managing labs and node sessions.
Management is achieved directly through the browser by
using the Apache Guacamole HTML5 Engine. It is very
convenient for Corporate users with restricted Workstation
permissions (Locked Telnet, vnc, rdp).

Sign in 1o start your session

HTML console
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6.2.1 HTML5 Console window functions

6.2.2 HTML5 Console: Telnet

HTMLS5 Telnet console is integrated and opens telnet sessions in the browser.
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