Ve

Emulated Virtual Enviconment
Next Generation

EVE-NG PE
Professional Edition
Cookbook

Version 7.7

Author:
Uldis Dzerkals

© EVE-NG LTD
The information contained in this document is the property of EVE-NG Limited
The contents of the document must not be reproduced or disclosed wholly or in part or used

for purposes other than that for which it is supplied without the prior written permission of
EVE-NG Limited.



eve

Ermulated Virtual Enviconment
lony

Mext Generati

EVE-NG Professional Cookbook
Version 7.7 June, 2026

Table of Contents

PREFACE . ...t ei ettt ettt ettt e et e e e s e s et e e e e e e s e s e re e et aaesesannrereeeeeeeseaannrreeeeaeeeaaanran 10
1 INTRODUCTION ..ettiiiitieeeiitte et e e et e et e e e s re e e e e s e s s ssnbee et e aeeesaannareeeeaaesesasnnnrneeeaaesens 11
1.1 WHATISEVE-NG? ... 11
1.2 WHATIS EVE-NG USED FOR? ...t 11
1.3 WHOIS EVE-NG FOR? ...t 11
2  SYSTEM REQUIREMENTS ... .ottt ittt e ettt et e e e s s st e e e e e e s e s nnreeeeeas 12
2.1  HARDWARE REQUIREMENTS ... .uuttttttteeeiaauttnttteteessaanstsseeetesesaansbseneeaeeesaannnssneeeeeessaannnes 12
2.1.1 Minimal Laptop/PC Desktop System requir€mMents........cccccceevevvvveeereeesessnvnnnenns 12
2.1.2 Recommended Laptop/PC Desktop system requirements...........ccceeeeeeeeeieennnn. 13
2.1.3  Virtual Server system reqUIrEMENTS..........uuuuuereereeeerererereeeeereeerererereeeeerererere——.. 13
2.1.4 Dedicated Server (bare metal BM) system requirements...........cccoeeeeeveeeeeeeennnn. 14
2.15 Nodes per lab CalCulator ..........ccooooiiieieie e 14
2.16 EVE Management NEtWOIKS.........oocuuiiiiiiiieeiiiiie ettt 14
2.2  SUPPORTED VIRTUALIZATION PLATFORMS AND SOFTWARE .....coivttiiireeeeessnenreeeeeneeesannnnes 15
2.3 UNSUPPORTED HARDWARE AND SYSTEMS ....etttteeeiiiiuutreeeeeeeessasntnneeeeessssansssnneeeseessnnnnnes 15
3 INSTALLATION ¢ttt sttt et s ettt e e e s e s e e e e e e s s st et e e e e e e s s sanntnaeeeaeeessannntnnanes 16
3.1 VMWARE WORKSTATION PRO....uuuiiiiiiiiiiiiiiii s 16
3.1.1  VMware Workstation Pro VM installation using ISO image...........ccccceeviveeeenne 16
3.1.1.1 EVE VM SETUP @Nd SETEINES .veiiiiiieeiiiic ettt ettt etee e e stte e e e tve e e eaba e e ssatae e sareeesabaeassnaaeennns 16
3.1.1.2 EVE-NG VM INStallation STEPS ..vvieeiuiiieiiiieeeiieeecieeeeiteeeeteeeestteeeeaveeeeabaeessssaeesnasesesasaeesnssnsennnns 21

3.2 VMWARE ESXI e 22
3.21  VMware ESXi EVE VM installation using 1ISO iMmage ........cccevevvveeeiiiiieeeiiiieeeene 22
3.21.1 EVE-NG ESXi VM Setup and SETHINGS ..cc.eeevveerieriieeiieriie ettt s 23

3.3 PROXMOX VE .. s 26
331 Proxmox VE EVE VM installation using ISO iMage ..........ccccoviveiiniieeiiiiieeeens 26
3.3.11 EVE-NG VM SetUP aNd SETHINES ....veeiieeeiieieeeieesie ettt estee et sieeste st e esaeesneeesseesveesnaeeseesnneenne 26

3.4 EVE-NG VM INSTALLATION STEPS ....uuuuuuuuuuunnnunnnnnninnnnnnannnn s 28
3.5 BARE HARDWARE (BM) SERVER INSTALLATION. ....uuuuuuuuuuuuunnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnes 30
351 BM Server installation EVE [SO ........cooiiiiiiiiiii e 30
3.5.2 BM Server Installation Ubuntu legacy 1SO .........cccoociieiiiiiiiiiiiiie e 33
3.6 GOOGLE CLOUD PLATFORM....uuuuuuuuuuuunuuunnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn s aaaaaaaaaaaeaaanns 41
3.6.1  GOOGIE ACCOUNL....ccutiiiee ittt ettt et e et e e e e abb e e e e sbb e e e e abeeeeeanes 41
3.6.2  Preparing Ubuntu boot disk template ............ocoeeiiiiiiiiiiii e 41
3.6.3  Cre@tiNng VM ... e e 42
3.64 EVE-NG Pro installation...........c..uueiiiieiiiiiieeee e 45
3.6.5 Access to Google Cloud EVE-PRO ... 47
3.6.6 Optional: GCP MTU 1460 Firewall rules for native console use ....................... 47
3.6.7 Optional: Network MTU 1500 settings and firewall rules for GCP.................... 48
3.6.8 Optional: GCP MTU 1500 Firewall rules for native console use ....................... 48
3.7 AZURE CLOUD PLATFORM. ...ttt s 49
3.7.1 YV A | (=3 Yo olo 11 ] o | TP PTPPRT TR 49
3.7.2 RESOUICE GIOUP......eeiiiieeiiee ettt ettt e et e e e st e e e e s e ee s 49
3.7.3 Create Virtual MacChiNg ..........oo oo 50
3.74 EVE-NG Software inStallation. ............cooiiiiiiiiiee s 54
3.7.5  Access to Azure Cloud EVE-PRO ...t e e 56
3.8  EVE MANAGEMENT IP ADDRESS SETUP ....uuuuuuuuuuuunnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnns 56
3.8.1  Static Management IP address setup (preferred).........cccoviiieiiiiiiiiiiiiiieneeenn, 56
3.8.2 DHCP Management IP addreSs SEtUP.........ueeeieeiiiiiiiiiieeiee et 58
3.8.3 INTEINEE PrOXY SEEUD ...vveeeieieiiititeie s 59

© EVE-NG LTD Page 2 of 285



GVG EVE-NG Professional Cookbook

e Version 7.7 June, 2026
3.8.4 Reset Management [P SELHNGS.......cvuvveiiiiiieeiiiie e 60
3.9 NATIVE CONSOLE MANAGEMENT SETUP «.euuiiitiitiieii et eei et ee st eeaas e st s st s s saessbseaneeans 60
3.9.1 WiINAOWS NALIVE CONSOIE ..uuueniiiiiieiiiie et e e e e e e e e eab s 60
3.9.2 LiNUX NALIVE CONSOIE ....cvvviiiii ittt et e e e e e e s e s aaab s 61
3.9.3 MAC OSX NatiVe CONSOIE........ceeeeiiiie i e s 62
3.10 LOGINTO THE EVE WEB GUI....ccueniiieeee ettt 62
4  EVE-NG PROFESSIONAL LICENSING ....coottiiiiiiei et e e e eeaa e 63
4.1 EVE-NG PROFESSIONAL BASE LICENSE ...cevuiiiitiiieieeiieeeeieeeseteeeeeet s e s eaaaneesebaeeseanneas 63
4.2 EVE-NG LEARNING CENTRE LICENSES ...uuiiuiitiiiiiiiiieetiieeaneesieesiessnesstnsesanessnnsesnesnns 64
4.3 EVE-NG CORPORATE LICENSES ....uitttiittiitiieitiieiiestieesstiesanessisestessnesstnsesnsssnsesanessns 66
4.4 USER ROLES COMPARISON CHART ..uuitttiittiitiee it seeaessaseatsesaaes st sesasssnsstasssansssneesnesens 67
4.5 LICENSE PURCHASING AND ACTIVATION ..uuuiiuiitiieiiniiiieeatsesanessteesssssnesstnsesanessneesnesnns 68
4.6 LICENSE DEACTIVATION ..euutittniitttettuesttteestesstesstasesanssssssssessnessttessetsnesstnseraessteeesnserens 71
4.7 LICENSE TERM WARNING. .. .cuuuuiiietineeeeetneseetieesstaeeseesnsesessnsesetssesessnsesssseseserneessssnrees 71
4.8 [Tt = NS = = 10 1S N 71
5 EVE-NG PROFESSIONAL UPDATE & UPGRADE......coi e, 72
51 EVE-NG PROFESSIONAL UPDATE ....iituiitiiiiieiiieiieseeeeasesae st sessessnesstnsesanessnessnessns 72
5.2 EVE-NG PROFESSIONAL UPGRADE .....ivttiiiiiiiiieiieiiieetieste st s eatiesaaes st sesanessnessanesans 73
6 TYPES OF EVE MANAGEMENT CONSOLES. ...t 74
6.1 N I A7 =070 ] N ST ] = 74
6.1.1 N E LY e ] g E{0] [ 1] | 1Y AT 74
6.1.2 Native Console: WIrESNAIK ........iiiiree ettt et e e e e e eeees 75
6.1.3 N E LY o] 101 [ 4 ] =T 76
6.2 o I LY T ] I = 77
6.2.1 HTML5 Console WINAOW fUNCHIONS .....couvuiiieie et e e e e e 78
6.2.2 [ YRS e ] g FYo] (S =] [ = N 78
6.2.3 HTMLS ConsSole: WIr€Shark.........ocuuiiiiiiiceiee et 79
6.2.4 HTMLS CONSOIE: VINC ..ottt e e e e eaa e aees 80
6.2.5 HTMLS CONSOIE: RDP ... e eeaa e ee 81
6.3 HTMLS DESKTOP CONSOLE ...otttiitiiiitietteiteetteeea et ssatsesanes st sestesanesstasesnessneeaneeans 82
6.3.1 Login to HTMLS5 DeSKtOP CONSOIE........ccouiiiiiiiiiieeiiiieee i 82
6.3.2 HTML5 Desktop Console: telNet.........oooiiiiiiiiiiieeiieee e 83
6.3.3 HTML5 Desktop Console: WIresShark ..........coocueeiiiiiieiiiiieeiiieee e 84
6.3.4 HTMLS5 Desktop Console: RDP ........uiiiiiiiiiiiiiiiee e 84
6.3.5 HTML5 Desktop Console: ThinClient Files exchange ...........ccocccvviiieiiiiiieeeenns 85

7  EVE WEB GUI MANAGEMENT ...ttt ettt e et e e et e e e s e e s st e e eeeaaas 86
7.1 EVE MANAGEMENT PAGE.....uiittiiiiiiiieeii et et e s e et e e e e e e et e st e s st e e et e s e e eaneeans 86
7.1.1 Management DULLONS .......ccoooiiiie i 86
7.1.2 Right click dropdOwWn MENU.......ccoooiiiiiiee e 87
7.1.3 ManagemMENt tabs ........ocooie i —————————— 88
7.2 FOLDERS AND LAB FILES MANAGEMENT ..vuuiiitiitiietietiteestiessnesstsessessnesstneessessneesnnesnns 89
7.2.1 [0 0 L=T E Y=V F= o =T 0 0= o | 89
7.21.1 Default fOlder RUNNMING ....coouiiiieeieeteece ettt ettt sttt st sbe e saseesneesnaeesaneeane 89
7.2.1.2 (DL =10 1 o] Lo LY ] o =T T PPNt 89
7.2.1.3 [D1=] £ 10 18 o] Lo LY G U K=Y SRR 90
7.2.1.4 (=T 1 (= o] [c [T SN 91
7.2.15 (DL = o] (o 1] TR U R UPPPUPUTRRRRRPIRt 91
7.2.1.6 VIOV FOIRT cuvvveiiiieeiieee ettt e et e e e e e e e taba e e e e e eeeesssaseeeeeenasaseeeeeseenssbanesesesensrrens 92
7.2.1.7 3o Yo T Al 1o o [ OSSR 92
7.2.1.8 T 0T oY o] o =T OSSR 93
7.2.2 Lab fileS ManNagemENt........cooiiiiiiiiiie e 93
7.2.2.1 (=T 1 (<3 -] « RS URRUP O UUTRRN 93
7.2.2.2 DEIETE LA ..uvvvieeeeieeeeiitee ettt ettt eeea e e e e e et e e e e e e e abbaaeeeeeeabbaeaeeeeeeanaraaaaeeeeannrrees 94
7.2.2.3 [0l oY s 1= 1= TR 94
7.2.2.4 1Y Lo X =N I o SRR 95

© EVE-NG LTD Page 3 of 285



eve

Ermulated Virtual Enviconment

7.2.25
7.2.2.6

EVE-NG Professional Cookbook
Version 7.7 June, 2026

[ oo T Al IF: | « TSP PPPRRTPPPOE
Import Labs

7.3 EVE MANAGEMENT DROPDOWN MENU .....evvveriieeeieneeeeeeeneeeseneseeensseesssssssnssnsnsssnsssnnnnnnnes 96

7.3.1
7.3.11
7.3.1.2
7.3.1.3
7.3.14
7.3.1.5

7.3.2
7.3.21
7.3.2.2

7.3.3
7331

EVE USer ManagemeNnt ......cocoiiieiiiiiiiieee ettt e eeatan s e s e e aana s 96
Creating a new EVE User
Edit EVE USEr....eeiiiieiieieeeeceeeee e
User session termination
User Monitoring ....ccccuvvveeeeiieiciiieeeeeeesiieeee e sinnees
User role assigNed 12D .....oo.ueii i e

EVE NOJE MaNQGEMENT .....ooiiiiiiiiiiiiie ettt
Node ManNagEMENT ACHIONS ..cciiuiiiiiiiee ettt et e et e st e e s bee e e sabeeeens
Node management filtering function

[ S - o 3 4 F= U F= To = 1 0 =T o | S
Lab Management @CtiONS .....cceveiiieriiieniictie ettt s

7.4 EVE SYSTEM DROPDOWN MENU .....cuuuuttieteseneresessseseneesnseennssssnssssnsssnnssssssssnsnnnsnsnnnnnnne

7.4.1
7.4.2
7.4.3
7.4.4
7.4.5

SYSIEM SEEHNGS -..eeeeiiiiei ettt
ClUStEr MANAGEMENL.......ciuiiiieiiiiie ettt eneeas
SYSIEM STALUS ..o
SYSIEM OGS .ttt
(o] o AN | N N o o 1= PSPPI

7.5 EVE INFORMATION DROPDOWN MENU......cuoeiiiitiieeeeuiiererieeeestnaeeeesneeseraeeesstaaeeesnnaees
7.6 EVE LICENSING DROPDOWN MENU ...ccutuiiiiiiiieeiiiieeeeat e seeneesstaeeeestnseesennneesesnneesssnnns
7.7 OTHER TAB LINE INFO ..ttt cttttieeettie e e ettt s e e etteeeeetaeessaaa s e e staneesataaesssansesesnneeeatnnaeennnnaes
7.8 LAB PREVIEW AND GLOBAL SETTINGS .cutuueiititietttieeeeatt e esenteesstaeeeestnsessnnnneesasnnaesssnnns

7.8.1
7.8.2
7.8.3
7.8.4

Lab preview WINAOW. .......coooo i
Lab preview DULIONS ...
Lab preview information...........c.coii i
[ Lol o] o] 01T ¢ =2 SO PO PO UU PRSPPI

7.9 SIDE BAR FUNCTIONS ..t ttutittettteettitetae st e ettt e saaes st se st s s sasean s san s st esasssnsesnsersnesstnrees

79.1
7.9.1.1
7.9.1.2
7.9.1.3
79.14
7.9.15
9.2
9.3
9.4
9.5
9.6
9.7
79.7.1
7.9.7.2
7.9.7.3
79.7.4
7.9.7.5
7.9.7.6
79.7.7
7.9.7.8
7.9.7.9
7.9.7.10
7.9.8
7.9.9
7.9.10
7.9.11
7.9.12
7.9.13
7.9.14
7.9.15
7.9.16

NNNANNAN

© EVE-NG LTD

Yo [0 I o o] ] [= ! A OO OU PP UOUPPPUPPPPPTN
[\ FoTo [=Ne] o] [=To1 USRS

StartuP-CoNfiIgS ..o
Configured ObjJECES ..o
TRAFIC FIIEEIS ...
MOPE ACLIONS ...ttt e e e e e e e et e e e e e e e nnbeeeeeas
Start all nodes
) o] o1 | I g To e 1T PRSP PRRUPPRTPRRIN
Wipe all nodes
CONSOIE tO All NOUES ..ottt ettt st sae e e te e snee et e e sareenneeeteesnneenne
EXPOIE @I CFGS ..eoneeeeieeiiteeiteeiteite ettt sttt sttt ettt et s e sate st e sas e e bt e sateesssesaneennneenseens
Edit lab
TOPOIOGY SCIEENSNOL ...uviiiiiiiectee et e st e e st e e e ssbaeeessbeeessssaaeens
Set node’s startup-cfg to default CONfIgSet ....ccuvevueerieiiieeeee e e 123
Set node’s startup-cfg to none
Delete default startUp-CfES ...ccuiiiiiiiiiiece e e e
REfreSh TOPOIOGY ... ..eeiiiiiiiiii i
Lab page ZOOM/UNZOOM .....cciiuiiiieiiiiieeiiieee ettt ettt sttt e e s s
Lab MiNi M ..t
(oo o= I o] o o] (o |V TP TSP
SHALUS -
Lab AELAIIS ... .eeeiee et
LAD TASKS .eeeeeeieeeieeete ettt
LA CRAL ...
Lock Lab With paSSWOI............uueiiiiieiiiiie e

Page 4 of 285



eve

Ermulated Virtual Enviconment

8

EVE-NG Professional Cookbook
Version 7.7 June, 2026

7.9.17 Locked Labs ACCESS TUIES ......coeveieeie ettt e e 127
AR I R T 0 1Yot (1= o T 127
7.9.19 Hide INterface [ADEIS .........coouuieiiiiiieeeeee e 127
7.9.20 Dark mode or Light MOAE ......coevveeiiiiiiiieeee e 128
AN T R O [0 ==Y =1 o T 128
ARSI W« o o 1) PR 128
7.10 EVE LAB TOPOLOGY MENUS uvuuiiiiiietetiieeeeeresstiissesesssesssasssssesssesssssansseesssssssssnnnnns 128
4% 0 5 R =T o 1 (o] o] (o o Y/ 1/ =Y o 10 S TP 128
% O R O] o [ a1=Tex 1o a W 0 01T o LU [T 128
7.10.3  NEIWOIK AQING....uteeeeiiiiiiee ittt e e e sbe e e s snreeeeaae 129
7.10.4 Bridge or Internal NetWOrk MENU..........ccuiiiiiiiiie e 129
7.10.5 Cloud and Private NetWOrK MENU..........ooovuiiiiii e 130
7.10.6  StOPPEA NOUE MENU.....itiiiiiiiiiiee ettt ettt ettt e e et e e s bb e e e e sebneeeeane 130
7.10.7  RUNNING NOGE MENU....ccciiiiiiiiiiieieeeieiciiteeeeee e e s s sinteeeeeee s s s s snntaeeeeaeeesassnraeeeeaeees 131
7.10.8 Selected nodes Menu and fEALUIES .........eviiiiiiieiieiiee e e ee e 133
7.11 EVE LAB NODE STATES AND SYMBOLS ..vuuuiiiiiiiiettiiieeeeesiestssisseessesssssansseesssssssssnnnns 135
7.11.1 Stopped (NON-FUNNING) NOUES ......eevvereieeieereeeeeeeeeeeeererererererererererrrerererr———.. 135
7.11.2 RUNNING NOUES .....ceuiiieieiiieeieeeeeereeeeaseseeeeeeesasesererreeeererererererrrerer 135
7.11.3 Node CONNECLOr SYMOI ........oviiiiiiiiiiiiiieieeeieeeeeeereeeeeeeeeeeeeeeeseseeeeeeessseserereaerarnne 136
7.11.4  NOGE ICON FESIZING .vveeeiitiieeeitiie ettt ettt e et e e e st e e e e sbre e e s sbneeeeane 136
7.12 L =1 = T 137
% 2 R [ {1 {[or= 10 ) 3= | (<= T 137
WORKING WITH EVE LABS ..ottt et e et st s e s s e s e s e 138
8.1 CREATING A LAB .1t iittiiitiett et te ettt e et e st e et s e s e e et s e et e s ab s e aa e saa e e e b e e sa s s abseanseraneastaees 138
8.1.1  Adding nodes to the 1abh .........ocuiiiiiiiiii e 138
8.1.1.1 [\ oTe [V [T = o] (=TSRSSt 140
8.1.2 o [0 0o [T 142
8.1.2.1 Edit NOAES BIODAIIY ..o e 142
8.1.2.2 Edit NOde iNdiVIAUAIIY. cc..eeeiieiieiiecee e s 143
8.1.3  WIPE NOGE ...t 143
8.1.4 INtErCONNECHING NOUES. .....eiiiiiiiie ittt e e 143
8.1.5 Edit connection lINK STYIE ........c.eeiiiiiiiii e 144
8.1.6 Edit connection linK qUality ..........cooooeiiiiiiiiiiee e 145
8.1.7 Suspend or resume link conNNection.............ccccooeeiiii 146
8.1.8 Delete connection BEIWEEN NOUES...........iiieeiiiiiee e 147
8.1.9 (DS =Y (=T 1 Lo o [T 147
8.2 RUNNING LABS ...iitiiitieii ettt e e et e e e ettt e s e ettt e st e e et e e aa e s ab e eaa e san s st e esnerannns 147
8.2.1  SHAMING lAD ..o s 147
8.2.2 Interconnecting running nodes (NOtiNKS) ... 148
8.2.3 Link quality delay, packet loss, jitter and rate feature...........ccccceveveeeiiviiiinnnen. 148
8.3 SAVING LABS ...uiitiiitieeteett et e e et e et e sttt eaa e s e s et s e et e s aa s e aa e sanes et s e saassebseanseransastneees 148
8.4 STOPPING LABS ...tuiittititietttette e et e et e sttt e ittt e s e s et se et s easeaa s tan s et sesanssenseansereneasrnrees 148
8.5 R R ST N7 = 0 N Y = TS 149
8.6 WORKING WITH MULTIPLE RUNNING LABS ..uuiittiiitiiiiteetiieiiieestieeaesstessniessnesstnsesnnesannns 149
8.7 IMPORTING LABS . ...t uiittiittieiti et etee e sttt e st e s st e e st et ab e ettt esaa s st s e st esatsstnteranesstaresaersnnns 149
8.8 EXPORTING LABS ...uuiittiittiiittettet ettt e et e s st e e et e s e e ettt e saa e s st e e st esaassantesanessbnsesaerannns 149
8.9 DELETING LABS .. ittuiitteiti ettt et ettt e ettt e sae s st e e st et ab e ettt e s s e e st s e st e sabssan e sanessbnsesnerannns 149
8.10 IMIOVING LABS ..ttiiitiiiiteett et et e et e e e et e e e e et e e et e s e e bt s e e s e s st s e aassabeeaa e raneestaees 149
8.11 YR N i = D md = (O N =0 /Y =T 149
8.11.1 Create Project Lab Share ... 150
8.11.2 REMOVE LAD SNAIE ... it e e e e 150
8.11.3 Working with shared 1ah.............ccooiiiiiii e 151
8.12 ASSIGNED SINGLE LAB....iuuittetteaiaettietseaeeaeeasetassnsea et eressnsrasetnsenessnsrnsetrsrnersnernns 152
EVE CLOUDS AND NETWORKS ...ttt et e e e s e e e eas 153
9.1 BRIDGE NETWORK .. citttiittitit et es e et e st e st e e st ettt e ettt e saa e s sba s e st esabssanseranesstnsesnnessnnns 153
9.2 THE SMART BRIDGE FEATURES ..uuiitttitttiiiteittieitiesetesstessaesstasesanesstnessnersnessteessaesans 153

© EVE-NG LTD Page 5 of 285



eve

Ermulated Virtual Enviconment

EVE-NG Professional Cookbook
Version 7.7 June, 2026

0.3 INTERNAL NETWORK ....cctttttttttttttttttettatttteesaeesesesessessessssssssessesessssssesssssssssssssssssssssnnnnses 154
9.4 PRIVATE INETWORK ...cettttitiititttitttteetteeetetetaeesesessesessesesssssssssessssssssesssssssasssssssssssnsnnnnnes 155
0.5 INAT NETWORK ...ttttteiutttitesttteeesttetee sttt e e sstte e e sstbe e e s snt e e e s snsbeeesannbeeesanbeeeeennbeeeesnnees 155
9.6 MANAGEMENT CLOUDO INTERFACE ....cutttteiuttieesntieeesansteeessnsteesssnseesssnsseesssnsssessssnsees 156
9.7  REMOVE CLOUD INTERFACES ....eiuttttteitttteesutteeesasstesesansteesssnsseessanssessssnsseesssnssseesssnsees 159
9.8  OTHER CLOUD INTERFACES . ....eteittttteiutteeesatttetesanstesesansteeesansseesssnsseesssssseesssnsseeessnsees 160
9.9  CONNECTING EXTERNAL VM MACHINES TO THE EVE LAB.....cvviiiiiiiie e 161
9.9.1  ESXi VM MACKINES ....eiiiiiiiiieiiiiii ettt 161
9.9.2 VMWare workstation machines .............ccceiiiiiiiiiiiiee e 163
9.10 CONNECTING EVE LAB TO A PHYSICAL DEVICE ... s 165
9.10.1  ESXIiEVE ..ottt sttt 165
9.10.2 VMWare WOrkstation EVE ...........coiiiiiiiiiiiiiieee e 167
9.10.3 Bare metal Server EVE ...t 169
10 ADVANCED EVE LAB FEATURES ...ttt 170
10.1 LAB DESIGN OBJECTS ..eeeiutttteeiutteeeessesetesassseeesansseeesanssesesansseessansseesssnssesessnsseeessnssens 170
10.1.1  CuStOM SNAPE ..o 170
10.1.2 Resize square or Circle ObJeCtS. ... 171
10.1.3  TeXt ODJECES..cciiiiiiieec e 171
10.1.4 Add picture to the topOolOgY .....ccoveeeieeeeeee e, 172
10.1.5 Custom object linking with telnet or other protocol ...........ccccccovviiiiiiiiieeeiinnns 172
10.1.6  LINE ODJECT. ...eeiiiiiieie ettt 174
10.1.7 Nodes connection liNKS deSigN ........coocuviiiiiiiiiiiiiie e 174
10.1.8 Cloning objects and overlay POSItIONS ........cc.ceeriiiiieiiiiieeeiiee e 175
10.1.9 ODbjects EditiNg StYIe......cooiiiiiie i 175
10.1.10  LOCK ODJECES MOVEMENT......ciiiiiiiieiiiiie ettt 175
10.2 CUSTOM DESIGN LOGICAL TOPOLOGY ... s 176
10.2.1 Custom design upload ...........ccooeeiiiiiiiiie 176
10.2.2  Custom topology MapPing ....ccceeeeeeieieeee e 177
10.2.3 Delete topology OF MapPIiNg ......ccccoeeiiieiiiiiieee e, 179
10.3 MULTI-CONFIGURATION SETS EXPORT FEATURE......uuuuuuuuuunnnnnnnnnnnnnnn s 179
10.3.1 Supported nodes for configuration eXPOrtS.........ccceeevriieeeiiiiieeniiiee e 180
10.3.2  Startup config ManNageMENT........cuuviiiiiiiee it 180
10.3.2.1 GlODAl COMMEANGAS ...ttt st b e st st e st e b e sareesaresneesanes 180
10.3.2.2 INdividual NOdE COMMANGS.......ccuiiiiieiieetieee et teesaee e b e sneeeeeesaneenee 181
10.3.2.3 Multiple selected NOdES COMMANS .......ccccviiiiiiiiieeie e e e e 181
10.3.2.4 Startup-configuration WINAOW........cccuieriieieeiieciesieeree et 181
10.3.2.5 Startup-config window information ... 182
10.3.3 Export Default configuration Set..........cccccooiuiiiiiiiiiiiii e 183
10.3.4 Boot nodes from exported Default config Set ..., 184
10.3.5 EXport new custom CONIG SEL........ciiiiiiiiiiiiiie e 185
10.3.6 Edit exported configurations ..., 186
10.3.7 Setlab to boot from config Set ... 187
10.3.8 Set lab to bOOt fromM NONE .......coooiiiiiiiiie e 187
10.3.9 Delete a config Set....ccoviiiiiiiii 188
10.3.10 Rename a config Set ......cooiviiiiiiiii 188
10.3.11  Export a config setto yourlocal PC...........cccooiiiii 188
10.3.12  Import config set from 10cal PC. .........ccoiiiiiiiiii e 189
10.3.13  Export a single nodes config to your local PC ...........cccociiiiiiii e, 189
10.3.14  Import a single nodes config from your local PC ...........ccccceviiiiiiiiieennnn. 189
10.3.15  Set lab nodes to boot from different config Sets.........cccoecvviiiiiiiiie e, 189
10.3.16  Lab config SCrPt tIMEOUL ........cvviiiiiiiiie e 190
10.4 YR Y= 190
10.4.1  Setthe Lab Countdown TIMEr .........ueiiiiiiiiiiiiiieee et 190
10.4.2 Stop the Lab Countdown TIMEr .........coiiiiiiiiiiiiieie e 191
10.5 LAB TASKS ..ttt s 191
10.5.1 Creating a New SIMPIE taSK........ccouuiiiiiiee e 191
10.5.2  Edit @ SIMPIE TASK .....coiiieiiiiiieee et 191
10.5.3 Create a task with your PDF WOrkbooK ...........ccccooieiiiiiiiiiiiiieiiee e, 192

© EVE-NG LTD

Page 6 of 285



GVG EVE-NG Professional Cookbook

e Version 7.7 June, 2026
O ST N B 1= (=] (Y= i v 1] R 193

11 TRAFFIC DETECTION & FILTERING ... ccoee ittt e e e 194
11.1 ] YN = Tl = T 1 = = 194
11.2 PACP FILTERING SYNTAX . ctttuutitettntetttteeeretseeeesstesesseeerstaessssnsssesessrsseersnaeerens 195
11.2.1  PACP GPT HEIP coeeieeiie ittt e e et e e e e e s e snntaae e e e e e e s ennnnes 195
11.2.2  Filter @XAMPIES..ueieiie et e e ee e s r e e e s e s e e e e e s e snnrrarreeeeeaannnne 195

12 WIRESHARK CAPTURE ...ttt et e e e e e eeneaaas 198
12.1 NATIVE CONSOLE WIRESHARK CAPTURING ....ccevvuniiiitieceieieeeeeeieeserieeesannseesnnnneesens 198
12.2 HTML5 CONSOLE WIRESHARK CAPTURING ....ccvuiiitiiiiieiiiieiiesiieesaessieesnsesanessnnnaes 199
12.3 HTML5 DESKTOP CONSOLE WIRESHARK CAPTURING ....cuuviiviiiiiiieiieiieeeeneeineesinees 201
13 THINCLIENT FILE EXCHANGE ... oot 204
13.1 THINCLIENT FILES DOWNLOADING ...uuiittiiitniiiiiettieiseeiieesiessnesssasesansssssssnsessnessnneees 204
13.2 THINCLIENT FILE UPLOAD .. .cttiiii ittt ettt e et e et e st s et e s st s s e s et s saaeasbaees 205
13.3 OTHER THINCLIENT FILE OPERATIONS ...cvuiitiittieiteeeteeetessieeesisessneestneesaessnsssnesnns 207
14 (D10 1O [ = = 3 T 210
14.1 EVE INTEGRATED DOCKER STATIONS. 1. itutiititiitiieeteieteestiessesstsessessneesnersnessneees 210
14.1.1 DOCKEI MACKHINES .....eiieeii it s e e e e s e raa e e ees 210
14.1.2 Docker DHCP IP address Setup .......ccoovveiiiiieiiieieeeeeeeeeeeeee, 212
14.1.3 Docker Static IP and MAC address SetUP ....cccoevveeeiiiiiiieeeeeeeeeeeeeeeee, 213
14.1.4 Docker multi-interfaces SEIUP .......uvveiiiiiieiie e 214
14.1.5 Docker server-gui custom WEB page.........cccccoviiiiiiiiiiciiiee e, 214
14.1.6 Docker server-gui SSL WEB PAJE ......c.coveiiiiiiiiiiiie it 216
14.1.7 Docker server-gui SSH root access activation ............ccccovcveeerniieeeiniieeennnne, 216
14.2 DOCKER CONSOLES ..uuitttiietieitiieitettt e ettt e tae s st s e st s saaseaa e saa s st e st sssasesnseraneestnrees 217
14.3 DOCKER CLI ROOT ACCESS ... itiiuiitiitttiieieneetietnettetaneentetsesetssrntetesterseersetassersnernns 218
14.4 DOCKERS RE-INSTALL/UPDATE ..ccvuutiiittieietiieeeaisesstaeessstasesssssssessssnesesssnsesssnnseesees 218
14.5 EXTRA DOCKER PACKAGES .. ..iituiiitiiittittieitieetteettesataesttiessnesstsestessteestnserssesnneees 218
14.6 THIRD PARTIES DOCKERS .. iituittiiiiteitiiettestieeettiesaesstsesaesstesstasesanssatessniesseestnees 219
14.6.1 Simple docker installation ... 219
14.6.2 Docker stack iNStAllatioN ..........oiiiviiiiiii e e 220
14.7 VENDOR DOCKERS’ INSTALLATION (XRD, VEOS, SR LINUX) ...ccvvveeeiiiiiiiiireeeeeienens 221
14.7.1 Cisco XRd (control plane CONtaINEr) ..........cccuveeiiiiiieiiiie et 221
14.7.2  Arista CEOS (LAD) ..cooiiiiiiiiiii e 222
T14.7.3  NOKIA SR LINUX ..iiiriiiiii ettt e e e e e e e e e s e e e aae s e s et e e esaaseaeeaaeesees 222
14.8 CUSTOMIZE DOCKER IMAGE WITH YOUR OWN CHANGES. .....c.cvvieeiiiieeeeeiieeeeevieeeeenann 223
14.9 CUSTOM DOCKER NAME TAGS ... ituniitteieneeettetteteaesetasesassstsesnsesanesstresnessaeeernsesans 224
14.10 DELETE DOCKER IMAGE FROM EVE ......oiiiiiiii e 225
15 EVE CLUSTER SYSTEM ..ottt ettt s et s e st eeraaa s 226
15.1 EVE CLUSTER LICENSING ....uuiittiitiiiiieei i eetee e ettt e ettt eeae st eesa e s b e st e saneesbaeees 226
15.2 EVE CLUSTER DESIGN MODELS .. .cuuiittuiittieitieettiiettetsiessniessessteessessneesseessnessnnnees 226
15.2.1 Bare metal SEIVEIS CIUSTEL .....uuiiiii et e e e ees 226
15.2.2 ESXi Virtual MacChingS CIUSTIET .........ciiiiiiiieiee et 227
15.2.3  HYDBFA CIUSTET ..ot 227
15.2.4 VM Ware workstation light CIUSEEr ..........ccoiiiiiiiiii e, 227
15.2.5 G00gle CloUd CIUSLET .....coiiiiiiieiiiiie et 227
15.3 EVE CLUSTER PRE-REQUISITES ....ctititttiiieeeieeeestinieseeeesesinnnaaseessesssnsnnnseeesessssnnnnns 228
15.3.1 Firewall rules between Master and Satellite NOdeS ...........cevveeeeviiiiiiiieiieeieeenns 228
15.3.2 EVE Cluster interface MTU SEtlNGS ......ocoviiiieeiiiiiee i 228
15.3.3 EVE Cluster internal management NEIWOIK...........cooiiiiiiiiieiiiniiiiiieee e 228
15.3.4 EVE Cluster Member’s hardware requirements .....................ccccccceeininnnnnn. 229
15.3.5 NTP Synchronization reqUIr€MEeNtS ...........oocuuiiiiiieeiiiiiiieee e 229
15.4 EVE CLUSTER MASTER NODE INSTALLATION .1uuivuniiiteiitieiiieeeteestessieeesnsessneesnnens 229
15.5 ESXI EVE SATELLITE VIM INSTALLATION .tituiittieiiciiieetiieeeeseteesaessnessnsesanessnnees 229

© EVE-NG LTD Page 7 of 285



. QV,V,EG . EVE-NG Professional Cookbook
T Version 7.7 June, 2026

15.5.1 EVE-NG Satellite ESXi VM Setup and Settings .........cccceevriiieenniiieenniieee e, 229
15.6 PROXMOX VE ... ettt s 232
15.6.1 Proxmox VE EVE VM installation using 1ISO image ........cccccceeviviivvineeeeeeiiiinnns 232
15.6.1.1 EVE-NG VM Setup and SELEINGS ..cccvveeiiiiieeiiieeciiee ettt eiee e eeivee e e ive e s s e e savaeesneaeeennaeas 232
15.6.1.2 EVE-NG Satellite VIM Installation STEPS .....coveeeiiiiiiiieieiie ettt 234
15.7 BARE HARDWARE (BM) SERVER EVE SATELLITE INSTALLATION ....cccerirrienniineeeninees 236
15.7.1 BM Satellite server installation EVE PRO Full ISO .....................l 236
15.7.2 BM Satellite installation Ubuntu 1egacy 1SO ..........cccoviviiiiiiiieniiie e 239
15.8 GOOGLE CLOUD EVE SATELLITE INSTALLATION ... 240
15.8.1  GOOQIE @CCOUNT.....eeieiiitiieeiiitiie ettt e ettt ettt e st e e et e e e e e e e 240
15.8.2 Preparing Ubuntu boot disk template ...........cccoeeeeeeiiiiiiiiiiiee e 240
15.8.3 Network MTU 1500 settings and firewall rules for GCP ............cccccvvveeeeeiinnns 241
15.8.4 Optional: GCP MTU 1500 Firewall rules for native console use ..................... 242
15.8.5  CreatiNng VIM ....coiiiiiic ettt e e e s e e e e e s s st e e e e e e s e snnbraneeeeeeaannnnes 242
15.8.6 EVE-NG Satellite installation ...........coociiiiiiiieieic e 245
15.8.7 GCP Firewall rules for CIUSIEN .........coiiiiiiiiiiiee et 246
15.9 CLUSTER MANAGEMENT ...ttt 247
15.9.1  Join Satellite N0des t0 the MaASEr..........ccoviiiiiiiiiieee e 247
15.9.2 Remove Satellite nodes from the Master..........ccccccovviiiiiiiiie e 248
15.9.3 Re-join Satellite nodes from the Master...........ccocoiiiiiiie e, 248
15.9.4 Change Satellite IP address ..........oooiiiiiiiiiiiiee e 249
15.10 CLUSTER ASSIGNMENT HIERARCHY ....ciiiiiiiiiiieiee e 249
15.10.1 Single Satellite server assignment..........cccceeviieiiieee e, 249
15.10.1.1 User assignment to the dedicated Satellite (Option 1) .....ccocviiiiiiiieiiie e, 249
15.10.1.2 Lab assignment to dedicated cluster Satellite (Option 2) .......cccceveevinienieneenienieneneeeee 250
15.10.1.3 Creating EVE labs in Cluster (OPtion 3) ...c..coiivirieriniereetenieetesie ettt 251
15.10.2  Multi Satellite servers’ asSignment...........c.cccovcveviiiiiiie it 252
15.10.2.1 Multi Satellites USEr Profil@s ....ccuiiveerieiieriieiee ettt 252
15.10.2.2 User assignment to the dedicated Satellites .......cccocvveeiiiieeiiii e, 252
15.10.3  Master images synchronization with Satellites ..........................ccl. 254
15.11  CLUSTER SYSTEM MONITORING ....ceiiiiiiiiieiieieeee e e e e e e e e e e e e e e e e e e e e e e 255
15.11.1  Cluster MONItOrING PAGE .. .veeeiiureeeeeiiiee et ettt ettt e e e anees 255
15.11.2  Satellite diSASIEr FECOVEIY ...ccoiiiiie ittt 255
15.11.3  EVE ClIUSter Status........ccoooiiiiiiiii 256
15.11.4  Cluster monitoring Cli COMMANAS .........cooouiiiiiiiiiiie e 256
15.12  CLUSTER SYSTEM UPGRADE .....cciiiiieie e e 257
16 EVE TROUBLESHOOTING ... oottt e et e et e e e e e e e e s ean e e e ean s e e eennn e 259
16.1 CLI DIAGNOSTIC INFORMATION DISPLAY COMMANDS ......uuuuuuunn s 259
16.1.1 Display full EVE Pro diagnostiC ..........cccooviiiiiiiiiiee 259
16.1.2 Display the currently installed EVE Pro version: .........ccccccccevveiiiiiieee, 259
16.1.3 Display if EVEs Intel VT-x/EPT option on/off:..............ccccccc 259
16.1.4 Display EVES CPU INFO:.....coiiiiiiie ittt stee e 259
16.1.5 Display EVES CPU ManUfaCtUrer: .........cccovouviiiiiiiieeiiiie et 259
16.1.6 Display EVES HDD UtIliZation. .........ccccoiiiiiiiiiiiiiieeee e 260
16.1.7 Display EVES Bridge interface Status ...........ccccovuveeeiiiiieiiniiiee e 260
16.1.8 Display EVES SYStem SErviCes StatUS .........cceeeriuiiieiiiiiieeeriiie et 260
16.2 CORRECT EVE SERVER NETWORK INTERFACES ORDER ... 260
16.3 EXPAND EVES SYSTEM HDD.......uuiiiiiiiiiiiiiii s 261
16.3.1  HDD SPACE @IEIT...ccii ittt e et e e e e e s e e e e e e e e aeaes 261
16.3.2 Expand HDD on VMware WOrkstation..............eeeeieiiiiiiiiieeieeeiiiiieeee e 261
16.3.3  Expand your HDD 0N ESXi....cciiiiiiiiiiiiiieiiiiiieeee e 262
16.3.4 Expand your HDD on a Bare Metal EVE Server .........ccccccceeeiiiiiiiiiiieee e 262
16.4 RESET MANAGEMENT [P ...ttt s 263
16.5 EVE PRO SQL DATABASE RECOVERY ..uuuiiiiiiiittiiiieeesesessinnnnseesseessssnneesssssssinnnnns 263
16.6 EVE PRO MIGRATION FROM HOST TO HOST ....uuuuuuuuuunnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnns 263
16.7 EVE LOG FILES «.etitiiiie ettt ettt ettt e e et e e tab e e e e e e eenban s 263
16.8 EVE CLI DIAGNOSTIC INFO . .cttuuiiteeetettiuti e e e eeeeetti s e s e e e e eesbnaas s e e e aeeessssaeeeaeeennannns 263

© EVE-NG LTD Page 8 of 285



GVG EVE-NG Professional Cookbook

T e St Version 7.7 June, 2026
17 EVE EXTRAS ittt ettt e e sttt e e e e e e s s bbb et e e e e e e e sanbabreeeaaaeeas 265
17.1 EVE PRO LOGIN PAGE CUSTOMIZATION ...uuiiiieiiiiiiiieeeeeseesinnnaeseesseessnnnnnseeesesssssnnnnns 265
17.2 EVE PRO RADIUS SERVER SETUP FOR USER AUTHENTICATION .....ccvveeeiiiiirinneeeaaannns 266
17.2.1 EVE User setup for Radius authentication ............ccccocccviiiieeeiiiiiiiiinneee e 266
17.3 ACTIVE DIRECTORY USER AUTHENTICATION ...uitttiieeteeeaasiiineeeeeeeesaainnneeeeeesssannnes 268
17.3.1 EVE User setup for AD (LDAP) authentication.............cccccvvveeeiiiiiiinieeeeeeseinnns 268
17.4 LAB CHAT -ttt ettt ettt e e e e ekttt e e e e e s bbb e e et e e e e e e b bbb e e e e e e e e e b b reeeeee e s 270
175 CUSTOM MAC ADDRESS FOR NODE MANAGEMENT ......uvvitiieeeiiiiiieeieeessssnnnnneeeeeaeens 270
17.6 WINDOWS NODE SETTINGS FOR WIFI DONGLE .....cccvvuuiiiieeeiieiiiiiinieesseessninneeeesssensenns 270
17.7 MASTER SERVER NIC PORTS ORDER CHANGE .......uiiieiitiiiiiiiieieeeseesininsseeseeesssinnns 271
17.8 SATELLITE SERVER NIC PORTS ORDER CHANGE ......cccvvvviiiiiieeeeeriesiiiiaeseesseensninnns 272
18 IMAGES FOR EVE ... .. ittt ettt a e ettt e e e e e e s s nnbnneeeaaaeeeas 274
18.1 QEMU IMAGE NAMING TABLE .....ciiiiiiiie e 274
18.2 HOW TO PREPARE IMAGES FOR EVE.........oiiiiiiiiiii e 275
18.3 HOW TO ADD CUSTOM IMAGE TEMPLATE ...uiiiiitiittiiieeeseseesiisanseesseessssinsesssssesssnnnnns 275
18.3.1 Templates folder ChOICE.........ccoeviiiiiei 275
18.3.2 Preparetemplate file.......ccccooee e 275
18.3.3 Prepare interface format and name lines............cccceeieii 276
18.3.4 Edit your new template file:.......ccco oo 278
18.3.5 Prepare new icon for your template:..........ccceeeriiiiiiiiie e 279
18.3.6  TEMPIALE USE ...ttt et 279
18.4 HOW TO HIDE UNUSED IMAGES IN THE NODE LIST ...uueeeiiiiiiiiiineeeeeeeeinin e e e eeeeeninanns 279
19 EVE BACKUP SOLUTION....cciitiieieitte ettt e e s s siiieeee e e e e s s sstnieeee s e e e s ssnnnnnneeeeaeees 280
19.1 BACKUP MANAGER ... ttttietetetiie ettt s ettt s e e eat s e e e eas e e e et e e aeet s e e eaaaeesetaneaaessnseeennneereen 280
19.1.1 Backup Manager INStallation ..............cceeeiiiiiieiniiie e 280
19.1.2 Setup external SFTP or FTP SEIVEr ....cccooiiiieiieeeee 280
19.1.3 Backup Manager SFTP/FTP Settings ......ccoovvviiieiiieeee 280
19.2 CREATE AN EVE-NG BACKUP .....cciiiiitiiiiee ettt sttt a et s s eeaanan s 281
19.2.1 Backup option All ... 281
19.2.2 Backup option custom selected ... 282
19.2.3 Backup option with Mirroring selected ..o, 282
19.3 RESTORE DATA FROM EVE-NG BACKUP .....uuuiiiiiiii s 283
19.3.1 Select restore backup fOlAEr ..........cooiiiiiiiiii e 283
19.3.2 Selectthe temMS tO reStOre ....coooeviiiiiiii 284
19.4 EVE-NG BACKUP SESSION TERMINATION .....uuuuuuuuuunnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnns 284
20 EVE RESOURGCES ... .ottt a e s e e e e e e s s s ee e e e e e snnsnneeeeaaaeean 285

© EVE-NG LTD Page 9 of 285



. QV,V,EG . EVE-NG Professional Cookbook
T Version 7.7 June, 2026

Preface

When | first heard about EVE-NG | was skeptical. Back then | used to Lab mainly with ESX by
deploying many virtual Devices and connecting them manually by separate vSwitches for Point-
to-Point connections. The Problem with that was, that it was extremely time-consuming and did
not scale - for every new Device | had to create multiple vSwitches to interconnect them with
the virtual Machines - a Nightmare. | was in the middle of my JNCIE-Exam-Prep when | first
saw EVE-NG on Twitter - | downloaded the Community Edition, which was the only Edition
back then and | was amazed how easy Labbing all of a sudden was. No more deploying of
vSwitches to interconnect nodes and boy did it Scale...

If you follow me on Twitter you know, that I'm one of the hardest Juniper Fanboys and of course
my Goal was to "Juniperize" EVE. | started to get in touch with UD and Alain and found myself
into the Position as one of the Juniper Test Guys. Meanwhile | added nearly all Juniper related
Devices (including vSRX and JATP) and | still test a Lot - but now on EVE-Pro.

The Pro-Edition was a big step forward for the Project. It added some nice Features like "hot-
add-interconnect" and the Ability to use EVE-NG with multiple Users. Especially Companies
will love EVE as it is THE Solution for Labs and PoC's. | have successfully run over 30 PoC's
in EVE and over 100 Labs (Job-Related and Personal Labs) - and | still enjoy it every day
thanks to EVE and the amazing Team behind it. When the Guys asked me to write the
Introduction, | was of course honored and now this Book is finally coming out to help you on
your Quest to Setup, Run and Manage EVE-NG in a lot of possible ways.

Well - enough from my Side. | hope you enjoy this Cookbook and use it wisely for your Everyday
EVE Work. If you have Problems there is always the EVE-Forum and Live-Helpdesk - you will
also find me there from time to time ;)

| wish you happy reading and if you think, that this Product is amazing feel free to support it by
buying the PRO-Edition or Donating a bit — it helps to expand this already cool Product even
more and it also honors all the work that the Guys spent in it.

Christian Scholz
@chsjuniper

© EVE-NG LTD Page 10 of 285



. QV,V,EG . EVE-NG Professional Cookbook
T Version 7.7 June, 2026

1 Introduction

1.1 What is EVE-NG?

To describe what Emulated Virtual Environment — Next Generation (EVE-NG) is without solely
stating dry facts about features, we need to elaborate more on what EVE-NG can be used for
and whom it would be useful for.

In some trivial dry words, EVE-NG gives you tools to use around virtual devices and
interconnect them with other virtual or physical devices. Many of its features greatly simplify the
usability, re-usability, manageability, interconnectivity, distribution and therefore the ability to
understand and share topologies, work, ideas, concepts or simply “labs”. This can simply mean
it will reduce the cost and time to set up what you need or it might enable you to do tasks you
would not have thought could be done this simple.

1.2 What is EVE-NG used for?

This is the real question but there is no finite answer, the possibilities are almost limitless and
depends on what you want to use it for.

It can be used for studying all kinds of technologies. You can learn about general technologies
or vendor specific topics. You can test new technologies like network automation, SDN, etc.

It can be used to recreate corporate networks and test changes before putting them into
production. You can create proof of concepts for clients. You can troubleshoot network issues
by recreating them and e.g. use Wireshark to inspect packets.

Itis most definitely not just for networking, it can be used to test software in simulated networks,
test out security vulnerabilities of any kind, system engineering like LDAP and AD servers and
many more areas.

You could set it up to automate sandboxing unknown files/software and use software to analyse
short- and long-term behaviour for malicious intent much simpler than without EVE-NG.

The list of what EVE-NG can be used for could go on indefinitely, possibilities are limited by
knowledge and imagination only. Both of which can be improved with EVE-NG.

To get a very small idea of what can be done with EVE-NG, check out the tested/supported
images (many have not been tested, almost everything virtual should run on EVE-NG) and refer
to section 18.

EVE-NG helps you achieve what you want to and more.

1.3 Who is EVE-NG for?

EVE-NG is for everyone working in the Information Technology Sector, period.

It is for very large enterprise companies, training facilities, service providers, consultants,
people who want to train themselves; it is for everyone, it is for YOU!

Use-cases that are more than worth it, almost priceless even, can be found everywhere.

The EVE-NG community version is free for everyone; while the paid professional version adds
a few things that make your life easier. AlImost everything can still be done with the free version,
just less conveniently and therefore more time-consuming.

However, with the free version, the possibility to train yourself with technologies, hone your
skills and become an expert even with very no monetary possibilities. For some this is and has
been life changing.
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2 System requirements

EVE-NG software is available in the 1SO file format. The ISO is an open standard for packaging
and distributing install media. It can be used to deploy a VM in hypervisors like VMware
Workstation, Player and ESXi. Please note that installing EVE as a Virtual Machine (VM) will
mean any nodes deployed within EVE will be nested. Nested virtualization causes degraded
performance in deployed nodes. This should be fine for lab purposes as long as the host meets
or exceeds the resource requirements for the deployed nodes.

EVE-NG can also be installed directly on physical hardware, without a hypervisor, using the
provided ISO image. This is referred to as a “bare metal” install and is the most recommended
method of installing EVE-NG.

2.1 Hardware requirements

A\ NOTE: It is myth when people are saying: | have 128GB RAM and it is good server
and can run a lot. It is not true.

The EVE-NG hardware priorities are:

1. CPU, and as more CPU cores you have assigned for EVE server as better.
2. Fast HDD drive like SSD, No external drives

3. and only then is RAM

If you have 4 CPU assigned for EVE server and it also has 64GB RAM, your RAM becomes
useless, because, your VM CPU cannot hold the labs!

2.1.1 Minimal Laptop/PC Desktop system requirements
Prerequisites:
CPU: Intel CPU supporting Intel® VT-x /[EPT virtualization

Operating System: Windows 10, 11 or Linux Desktop
VMware Workstation Pro 16.0 or later

PC/Laptop HW requirements

CPU Intel i7 (8 Logical processors vCPU), Enabled Intel
virtualization in BIOS
RAM 16Gb
HDD Space 500Gb or more
Network LAN/WLAN
EVE Virtual machine requirements
CPU 1/8 (Amount of processors/Number of cores per processor)

Enabled Virtualize Intel VT-x/EPT or AMD-V/RVI and
virtualize IOMMU options

RAM 16Gb or more
HDD 120Gb or more
Network VMware NAT or Bridged network adapter

Note: Minimal/small PC Desktop/Laptop will be able to run small Labs. The performance and
guantity of nodes per lab depend on the types of nodes deployed in the lab.
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Example:
IOL image-based nodes: up to 30- nodes per lab

Dynamips image-based nodes: up to 20-25 nodes per lab
vlOS image-based nodes: up to 8-10 nodes per lab
CSRv1000 or XRv image-based nodes: up to 2-3 per lab

2.1.2 Recommended Laptop/PC Desktop system requirements
Prerequisites:
CPU: Intel CPU supporting Intel® VT-x /EPT virtualization

Operation System: Windows 10, 11 or Linux Desktop
VMware Workstation Pro 16.0 or later

PC/Laptop HW requirements

CPU Intel i7 (16 Logical processors), Enabled Intel virtualization in
BIOS
RAM 32Gb
HDD Space 500Gb or more
Network LAN/WLAN
EVE Virtual machine requirements
CPU 1/16 (Amount of processors/Number of cores per processor)

Enabled Virtualize Intel VT-x/EPT or AMD-V/RVI and virtualize
IOMMU options

RAM 32Gb or more
HDD 300Gb or more
Network VMware NAT or Bridged network adapter

Note: PC Desktops/Laptops will be able to run small to medium Labs. Performance and
quantity of nodes per lab depend on the type of nodes deployed in the lab.

Example:
IOL image-based nodes: up to 120 nodes per lab

vlOS image-based nodes: up to 20-40 nodes per lab
CSR image-based nodes: up to 10 per lab

2.1.3 Virtual Server system requirements
Prerequisites:

CPU: Intel Xeon CPU supporting Intel® VT-x with Extended Page Tables (EPT)
Operation System: VM Ware ESXi 6.7 or later, Proxmox VM 8.x or later

Server HW requirements

CPU Recommended CPU 2x Intel Xeon (48 Logical processors) or
better supporting Intel® VT-x with Extended Page Tables
(EPT)

Minimum CPU is any Intel Xeon CPU supporting Intel® VT-x
with Extended Page Tables (EPT) or better

RAM 128Gb
HDD Space 2Tb
Network LAN Ethernet
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EVE Virtual machine requirements
CPU 2/24 (48) (Number of processors/Cores per socket) Set
Expose hardware assisted virtualization to the guest OS to ON
(checked) and set Expose IOMMU to the guest OS to ON

(checked)
RAM 64Gb or more
HDD 800Ghb or more
Network vSwitch/VMnet

Note: Performance and quantity of nodes per lab depends from the type of nodes used in the
lab.

Example:

120 IOL image-based lab
20 CSRv1000 image-based nodes per lab

2.1.4 Dedicated Server (bare metal BM) system requirements
Prerequisites:

CPU: Intel Xeon CPU supporting Intel® VT-x with Extended Page Tables (EPT)
Operation System: Ubuntu Server 24.04 LTS x64

Server HW requirements

CPU Recommended CPU Intel Xeon (48 Logical processors) or
better supporting Intel® VT-x with Extended Page Tables (EPT)
Minimum CPU is any Intel Xeon CPU supporting Intel® VT-x
with Extended Page Tables (EPT)

RAM 128Gb
HDD Space 2Tb
Network LAN Ethernet

Note: Performance and quantity of nodes per lab depends from type of nodes used in the lab.

2.1.5 Nodes per lab calculator

Itis recommended to use the “nodes per lab calculator” to achieve best performance and avoid
overloading your EVE system.

https://www.eve-ng.net/index.php/download/#CALC

2.1.6 EVE Management Networks
NOTE: Please make sure if these subnets are NOT used in your network outside of EVE.
172.29.129.0/24 (NAT Interface)
172.29.130.0/24 (Cluster VPN subnet, wgO0 interface)
172.17.0.0/16 (Dockers consoles)

To change these networks please refer chapter 7.4.1
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2.2 Supported virtualization platforms and software

VMware Workstation Pro 16.0 or later

VMware ESXi 6.7 or later

Ubuntu Server 24.04 LTS as platform for bare metal

Google Cloud Platform

AMD CPU based PC or Server (5950x, 7950x, 9950x, etc series)

2.3 Unsupported hardware and systems

The following are currently not supported officially:

© EVE-NG LTD

Oracle VirtualBox virtualization

Citrix XenServer

Microsoft HyperV

MAC OSX M Series CPU

External HDD, like OneDrive, USB external HDD, DAS, NAS or SAN.
AWS Cloud VM

VM Ware NAS or DAS HDD system

Wireless NIC for Bare server EVE installation

Page 15 of 285



Ve
Ermulated Virtual Enviconment
xt G

EVE-NG Professional Cookbook
Next Generaion Version 7.7 June, 2026

3 Installation
3.1 VMware Workstation Pro

3.1.1 VMware Workstation Pro VM installation using ISO image

Download EVE-NG Professional Full ISO distribution image:
https://www.eve-ng.net/index.php/download/

3.1.1.1 EVE VM Setup and Settings

Step 1: Create a New Virtual machine and
select Custom, Next. Select your Virtual
Machine hardware compatibility (Example
17.5) Following by Next.

Step 2: Select “I will install the operating
system later”

New Virtual Machine Wizard

X
Guest Op ing System
. " - A virtual machine is like a physical computer; it needs an operating
ReiditualMachine Weeard S system. How will you install the guest operating system?
vmware Install from:
WORKSTATION Welcome to the New Virtual Installer disc:
PRO™ Machine Wizard

1 7 No drives available

What type of configuration do you want?

= ) Installer disc image file (is0):
() Typical (recommended) I Pelinas =)
Create a Workstation 17.5.x virtual D:\1 EVE\ISO EVE\eve-pro-v5.20230326.iso Browse
machine in a few easy steps.
© Custom (advanced) °
1 will install the operatin: em later.
Create a virtual machine with advanced peiatia o1

options, such as a SCSI controller type,
virtual disk type and compatibility with
older VMware products.

The virtual machine will be created with a blank hard disk.

Help < Back Next > Cancel

Help

< Back Next > Cancel

Step 3: Select a Guest Operating system:

Step 4: Enter the name for your EVE-
Linux and select the version: Ubuntu 64-bit

NG-PRO VM and select Location where

your EVE VM will be stored on the host
PC.
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New Virtual Machine Wizard X New V ichine Wi
Select a Guest Operating System Name the Virtual Machine
Which operating system will be installed on this virtual machine? What name would you like to use for this virtual machine?
Guest operating system Virtual machine name:
() Microsoft Windows EVE-PE
© Linux
() VMware ESX Location:
() Other D:\EDU\EVE-PE-VM e
Version The default location can be changed at Edit > Preferences.
Ubuntu 64-bit ~
Help < Back Next > Cancel < Back Next > Cancel

Step 5: Select Number of processors,
maximum what your PC supports and set
Number of cores per processor as =1. New Virtual Machine Wizard

Step 6: Assign desirable memory

Memory for the Virtual Machine
New Virtual Machine Wizard

X How much memory would you like to use for this virtual machine?
P sscfr Configuration L i Specify the amount of memory allocated to this virtual machine. The memory size
Specify the number of processors for this virtual machine. must be a multiple of 4 MB.
——— lég gz Memory for this virtual machine: 16384 = MmB
Number of processors: 8 > 32 GB <
16 e @l
Number of cores per processar: v 8GB M Maximum recommended memory:
4GB < 27.8GB
Total processor cores: 8 2GB
1GB W Recommended memory:
512 MB 4GB
256 MB
128 MB o~ s
64 MB Guest OS recommended minimum:
32 MB 2GB
16 MB
8MB
4 MB
Help < Back Next > Cancel
Help < Back Next > Cancel

Step 7a: Select your desirable Network

Step 7b: Select your desirable Network
Adapter. For Laptop PC

Adapter. For Desktop PC

NOTE: It is recommended to choose the
NAT adapter option for Laptops to avoid
EVE management interface IP changes.
This can happen anytime the laptop is

NOTE: Desktop PC EVE management
interface can be either NAT or Bridged to
home LAN subnet. Internet and DNS
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connected to a different SSID. Internet and
DNS reachability is a MUST.

New Virtual Machine Wizard X

Network Type
What type of network do you want to add?

Network connection

() Use bridged networking
Give the guest operating system direct access to an external Ethernet network.
The guest must have its own IP address on the external network.

© Use network address translation (NAT)
Give the guest operating system access to the host computer's dial-up or
external Ethernet network connection using the host's IP address.

(") Use host-only networking
Connect the guest operating system to a private virtual network on the host
computer.

(', Do not use a network connection

reachability is a MUST.
New Virtual Machine Wizard X

Network Type
What type of network do you want to add?

Network connection

© Use bridged networking
Give the guest operating system direct access to an external Ethernet network.
The guest must have its own IP address on the external network.

() Use network address translation (NAT)
Give the guest operating system access to the host computer's dial-up or
external Ethernet network connection using the host's IP address.

() Use host-only networking
Connect the guest operating system to a private virtual network on the host
computer.

() Do not use a network connection

Help < Back Next > Cancel
Help < Back Next > Cancel
Step 8: Leave /O controller Type as Step 9: Leave recommended Disk Type:
recommended (LSI Logic). SCsI
New Virtual Machine Wizard x New Virtual Machine Wizard X
Select I/0 Controller Types Select a Disk Type

Which SCSI controller type would you like to use for SCSI virtual disks?

1/O controller types
SCSI Controller:
BusLogic (Not available for 64-bit guests)
O LI Logic (Recommended)
(_)LSI Logic SAS
() Paravirtualized SCSI

Help < Back Next > Cancel

What kind of disk do you want to create?

Virtual disk type
(@) 03
O scst
() SATA
) NvMe

(Recommended)

Help < Back Next > Cancel

© EVE-NG LTD
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Step 10: Select “Create a new virtual disk”. | Step 11: Type your desired HDD size and
New Virtual Machine Wizard x| select “Store virtual disk as single file”. It is
Select a Disk

 Dis} recommended to set not less than 200GB
Which disk do you want to use? HDD CI|Ck NeXt, 2 times.

Disk
© Create a new virtual disk New Virtual Machine Wizard X
A_virtual disk is composed of one or more files on the host file sy;tem, which Specify Disk Capacity
will appear as a single hard disk to the guest operating system. Virtual disks o Biecia"do Vol WaRE HhIE ik to:ba? |
can easily be copied or moved on the same host or between hosts. 9 y )

) Use an existing virtual disk Maximum disk size (GB): 200 -2

Choose this option to reuse a previously configured disk. Recommended size for Ubuntu 64-bit: 20 GB

() Use a physical disk (for advanced users)
Choose this option to give the virtual machine direct access to a local hard | Allocate all disk space now.
disk. Requires administrator privileges. Allocating the full capacity can enhance performance but requires all of the

physical disk space to be available right now. If you do not allocate all the space

now, the virtual disk starts small and grows as you add data to it.

© Sstore virtual disk as a single file
() split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

Help < Back Next > Cancel

Help < Back Next > Cancel

Step 12: IMPORTANT Press Customize Step 13: Assign desired memory
Hardware
New Virtual Machine Wizard X i 2
" Devce Surnm Mermory
Ready to Create Virtual Machine T T N T T O T
Click Finish to create the virtual machine. Then you can install Ubuntu { hrocassars & IO L
64-bit. (DI O EATR) o st M for this virtual mochine: 16384 2 g
. <2 Network Adapter Bridged (Automatic) — -
[%]USE Contraller Prasent
The virtual machine will be created with the following settings: s Sound Card Auto detact 1868
(Iisplar ruto detect 8408
1
Name: EVE-NG-PRO pp [EY T ——
Location: D:\EVE-PRO-VM-DATA ol sttt il
Version: Workstation 17.5.x 268 27868
Operating System: Ubuntu 64-bit m' :: [ —
256 Mg 168
Hard Disk: 20068 s DT —
Memory: 16384 MB o 953
Network Adapter:  Bridged (Automatic) 16 M8
Other Devices: 8 CPU cores, CD/DVD, USB Controller, Sound Card e
Customize Hardware...
Add...
< Back Finish Cancel e L
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Hardware

Device
E=Memory
{ JProcessors
() b CO/DVD (SATA)
< Wetwork Adapter

USB Cartroler

Sound Card
Clnispiay

Summary

1668

]

Auto detect
Bridgad (Automatic)
Present

Auto detect

Auto detect

4,

Step 14: IMPORTANT Set Processors
“Number of processors” and “Number of
cores per processor”. Set Virtualize Intel
VT-X/EPT or AMD-V/RVI to ON (checked)
and set Virtualize IOMMU (checked)

NOTE: VMware Player will display only one
CPU option: Number of processors.

Processers
Mumber of processors 8
Murnber of cores per processor: | 1

Total processer coras: [l

Virtuskzation engine
8 Vitusitze Inel VT-5/EPT or AMD-V/RV
‘Vitusize ChU performance counters
8 Vrtusize IOMMU (10 memary management unit)

Step 15: Select CD/DVD Option: “use 1ISO
image file.” Browse to your downloaded Full

EVE-PRO.iso (actual name will be different)
file

Hardware x
Devke Samimary Device status
hamory 1668 Connect
£Procesors [ 18 Commect ot power on
2 New COIDND (SATA)  Auto detect
<Netwark Adapter Birdged (Automatic) @
U8 Controer Presert: .
Sound Card Auto detect ELiEns
Iospiay Auto detect 0 det
© Use 15D image fle
D141 EVEVISO EVE|pvepro-v5 20230326 is Browse.
Advaned.
Ad Remave
Close Help

Step 16: Confirm VM Settings.

Step 17: Optional VM machine boot settings.
If you are using Firmware type UEFI, make
sure that enable secure boot is disabled.

Virtual Machive Settings

Hardware  Options

Summery Process peioees
VRO Irput grabbed:  Defaut
Disatie Irput uncrabised: Defit

The defauit setings are speciied n e > Prefererces » Priy.
Sengs
Gathar debugging formarion: Defaut

Oisati mesmory oage Limming

Lo Vil machins orogress perodall

Enabl Templats o (o b4 used for cloring)

Frmare tpe
£ Cranging fiemwiars might cawsa the Instaled guast
operating system fo becorne Lribsckable
8105

Quer
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3.1.1.2 EVE-NG VM Installation steps
EVE VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)

EVE-NG Professional Cookbook
Version 7.7 June, 2026

Step 1: Power ON EVE VM. Chose “Install
EVE NG Pro Server” and confirm with
Enter.

Install EUE-NG Pro Server 7.0.0-41
Install EVE-NG Satellite 7.0.9-41
Bare Metal Option

Boot from nex

UEFI Firmware Settings

Step 2: Make sure that English is selected
and confirm with Enter.

Willkommen! Bienvenue! Kelcome! Aofpo noasosaTs! Welkom! [ Help ]

Step 3: Make sure that English US
Keyboard is selected and confirm with
Enter.

Keyboard conf igurat ion [ Help ]

Step 4: Select “Continue” and confirm with
Enter. After completion of this task, the EVE
installation will autoreboot to continue
Phase 2.

Installing system

EVE VM Installation Phase 2 (EVE-NG installation)

Do NOT login in this stage!

Step 5: Please wait, the EVE-NG Step 6. After installation EVE VM will auto
installation Phase 2 will start reboot and EVE login screen will appear, login
automatically. in CLI with root/eve and follow installation

© EVE-NG LTD
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Phase 3

EVE VM Installation Phase 3 (Management IP setup and updates)

Step 7: Setup EVEs Management IP Step 8: Internet and DNS reachability is a
address. A Static IP address setup is MUST

preferred. Internet and DNS reachability is a

MUST After your EVE is rebooted,

Follow steps in section: Login to EVE CLI and type:

3.8.1 for static IP, 3.8.2 for DHCP IP apt update

apt upgrade

If required, follow steps in section: 5.1, 5.2

NOTE: Verify your EVE-NG server installation, type “dpkg -1 eve-ng-pro” command, it
must display latest EVE Pro version

root@eve-ng:~# dpkg -1 eve-ng-pro
Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-
aWait/Trig-pend

|/ Err?=(none) /Reinst-required (Status,Err: uppercase=bad)

| |/ Name Version Architecture Description

+++-— - - -

ii eve-ng-pro 7.0.0-XX amd64 A new generation software
for networking labs.
root@eve-ng: ~#

Step 9: Proceed to section 4 “Obtain EVE-NG Professional license”

L IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 18

3.2 VMware ESXi

3.2.1 VMware ESXi EVE VM installation using 1SO image

Download EVE-NG Professional Full ISO distribution image:
https://www.eve-ng.net/index.php/download/
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# Edit standard virtual switch - vSwitchO

(N

that you have set Security Policy E

(Promiscuous mode, forged

transmits and MAC changes) R nico - Up, 1000 Mops .
settings on the vSwitch and Port T Clickto expand

group to Accept. < securty

Promiscuous mode ® accept O Reject
MAC acldress changes ® accept O Reject

Forged transmits. ® accept O Reject

IMPORTANT NOTE: For EVE VMs running on ESXi, with NIC Teaming Network,
please follow the steps below to edit the reverse path settings

5

%

From the Navigator window select Manage > System > Advanced settings.

» Scroll down or use the search bar to go to the
Net.ReversePathFwdCheckPromisc option.

» Select Net.ReversePathFwdCheckPromisc and click Edit option.

In the Edit option - Net. ReversePathFwdCheckPromisc window update

the New value field to 1 and click Save.

D3

DS

53

%

IMPORTANT NOTE: For EVE VMs running on ESXi, with NIC Teaming Network,
managed by vCenter and VDS Network please follow the steps below to edit the
reverse path settings

% From the Side Inventory select the ESXi host where the EVE VM is installed
Configure > System > Advanced System Settings.

% Edit Advanced System Setting

+«+ Scroll down to find Net. ReversePathFwdCheckPromisc option.

=PathFwdCheckPromisc 1

% In the Edit option - Net. ReversePathFwdCheckPromisc window update
the New value field to 1 and click Save.

% Reboot ESXi host

% Select the VDS Workgroup used for EVE VM networking

% Edit VDS Workgroup security setting to allow promiscuous traffic

Distributed Port Group - Edit Settings = DPortGroup-VLANI1O

Promiscuous mode

MAC address changes A

Forged transmits

Download EVE-NG Professional ISO distribution image:
https://www.eve-ng.net/index.php/download/

3.2.1.1 EVE-NG ESXi VM Setup and Settings

Step 1: Upload EVE ISO image to the ESXi | Step 2: Create NEW VM
store.

© EVE-NG LTD
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4B New virtual machine

| 1 Sebect creation type: Select creation type
How wou you e

2 Select s name and gusst 05

3 setect sorsge

13 Datastore browser

1 upload

canceL | eack || mexr

Step 3: Enter the name for your EVE-PRO Step 4: Select Location where your EVE VM
VM and select Guest Operating system will be stored in HDD.
LInUX and VerSIOﬂ. Ubuntu 64'b|t *iB New virtual machine - EVE-NG-PRO-01 (ESXi 8.0 virtual machine)

1 Select creation type Select storage
S p—

2 Select a name and gusst 05

*® New virtual machine - EVE-NG-PRO-01 (ESXi 8.0 virtual machine) 3 Seltmomge
4 Custamizesettngs
| 1 Select crestion type Select a name and guest OS S ration fles and al of s viriual disks.
3 Salects e and gueat 06 5P 3 iaue came ana 05
% Name v Capacity  Free v Type w Thin provisic Access
o store0l EES ) EETS ) VMFSE Supported  Single
s ez 278 sEsca  vMeSs  Supoea  sige
suneo seie  saosce vwess  supponea | simge

store0s am® 321 vMrss  supportea s
store06 34378 343TB  WMESE  Supporea S
P 3s78 3T wwrss  supparted  Single
stara08 278 35T WMFSS  suppaned  singie
Witems,

cancer [ macx l..zn

cancer [ (mack | [wext

Step 5: A\ IMPORTANT OPTION for ESXi | Step 6: Assig desired RAM for your EVE
6.7.x or later.

¥8 New virtual machine - EVE-NG-PRO-01 (ESXI 8.0 virtual machine)

q =

Set Processors “Number of processors” and R
Set “Cores per Socket”. If your server has JUS  - ---- EEE
dual CPU, then Cores per socket will be e e S

divided by 2. Example below, shows dual : “ |

CPU Server VM setup with 48 CPU with 24 o .

cores per socket (2). R -

Set Expose hardware assisted virtualization .
to the guest OS to ON (checked) and set » % e Frys—
Expose IOMMU to the guest OS to ON e [EE |

(checked)
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*E New virtual machine - EVE-NG (ESXI 8.0 virtual machine)

Customize settings

CONNGUS 11 VIrUal MSChing Nareswars and VirLsl Maching sddmicnal Sptns

m Sl

1 Select creation type
2 Seloct a name and gues! G5
3 Seloct storage

4 Customize settings

Y ——— D Addharddisk T Addnotwork adapter [l Add other device
Oem « 0
e o

CFU Hat Phig

e e |

Step 7: Set the size of HDD for your new
EVE VM. It is recommended to set “Thick
Provisioned eagerly provisioned”. Server
EVE HDD is recommended to set at least
500Gb

*8 New virtual machine - EVE-NG-PRO-O1 (ESX 8.0 virtual machine)

Customize settings

Canficure e vrlul machine hardwans snd vitual machine scdilicnsl cotions

(O Add hard disk B Add metwark adapter

4 customize ssttings
) Add other devico

5 Resay to compiete

gou 5 @

Step 8: Set your Management network.
Adapter type VMXNET3

@ New virtual machine - EVE-NG-PRO-01 (ESX| 8.0 virtual machine)

oo "
1 Select creation type bt

2 Selectanamesndguestos o

3 select storage

4 Customize settings

usez0

Siapter Type VADONET

MAC Address

NOTE: Additional Network Adapters can be

added for further use.

Step 9: Set DVD drive to “Datastore ISO
File” and browse your uploaded Full-EVE-
PRO.iso (ISO name can vary). Make sure
that Status is checked ON, “Connect at
power on”

*B New: virtual machine - EVE-NG-PRO-01(ESXi B.0 virtual maching)

%

1 Select crason type

2 Select a name and guest OF & Metwerk Addsaler 1

3 Selsctatorags stats

4 Customize setiings

Adaptar Type
5 Foadytocomlele
) CO/OVD Drne 1 Datastons 150 e B connert

x

CB/OVD Media

Step 10: Set DVD drive to “Datastore ISO
File” and browse your uploaded Full-EVE-
PRO.iso (EVE ISO name can vary). Make
sure that Status is checked ON, “Connect at
power on” Hit the “Finish”

*@ New: virtual machine - EVE-NG-PRO-01(ESXi B.0 virtual machine)

x
1 Select creation type
2 Select & name and guest OF
3 Salsct storage
& Customize settings
5 Foady o camalete
G comnect
x

COHOND Medla
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Step 11: IMPORTANT If you are using ESX
8.0 or later, select the Edit your VM and
switch to “VM Options”. Firmware EFI Boot.

Follow to “Boot Options” and de-select
(uncheck) “Whether or not to enable UEFI
Secure boot for this VM”

& Edit settings - EVE-NG-PRO-01 (ESXi 8.0 virtual machine)

Virtual Hardware. m

> Goneral Options VM Name:  EVE-NG-PRO-01

> VMware Remote Console Options Lock the guest operating system when the last remote user disconnects

> VMware Tooks Expand for VMware Tools settings
> Power management Expand for power management settings
Boot Options
Firmware Choose which firmware should be used to boot the virtual machine:
EFl

Enable UEF! secure boot [ Whether or not to enable UEF) secure boot for this VM

Boot Delay Whenever the virtual machine is powered on or reset, delay boot by

millseconds

Force BIOS setup 0] The ext time the virtual machine baots, force entry into the BIOS setup screen.

Failed Boot Recovery (] When the virtual machine fais to find a boot device, automatically retry boot after

seconds

Step 12: Start VM and follow by 3.4

3.3 Proxmox VE

3.3.1 Proxmox VE EVE VM installation using ISO image

Download EVE-NG Professional Full ISO distribution image:

h

ttps://www.eve-ng.net/index.php/download/

3

.3.1.1 EVE-NG VM Setup and Settings

Step 1: Upload EVE ISO image to the
Proxmox VE store.

Storage ‘local’ on node ‘prox'

Upload Download from URL Remave

S CT Volumes

Name
(@) IS0 Images

eve-pro-lest-7.0.0-4-ulliso

CT Templates

G eve-pro-tast-7.0.0-42-tul iso
[ Snippets

eve-pro-test-7.0.0-43-full iso
o' Permissions OPNsense-25 7-dvd-amdéd iso

ubuntu-24.04 4-live-server-amd64 iso

Step 2: Create NEW VM, and set the name
for your VM. Following by Next.

& Documentation m Create VM @ Create CT

Create: Virtual Machine

Em

Node: prox Resource Pool
VM ID: 100
Name EVE-PRO-VM-BK|
Start at boot StarShutdown
order
Startup delay. default
Shutdown timeout default
Tags
NoTags
ST p— [ e |
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Step 3: OS tab. Select storage and ISO Step 4: System tab. Check the Graphic
image. Following by Next. Card (Default) and Machine (i440fx) is

selected. Select BIOS: OVMF (UEFI) for
Crester Vil Machine o | installation as well. Check option Add EFI
Disk and select your preferred HDD
o S storage for it. Uncheck option Pre-

Enrolled keys. Qemu Agent: Checked.
Add TPM: Unchecked. Following by Next.

- eve-prodest-T.0 030 Vergion: 626 Kernel

Create: Virtual Machine

Gareral 0§

Graphio cardk | Defaut

o WiHlO SCS single

@ Hep ravanced ) (I
Step 5: Disks tab. Select Bus/Device: Step 6: CPU tab. Select the Sockets your
VirtlO Block. Select the storage where your | Proxmox VE server have and select the
EVE VM HDD will be located. Select the cores per socket. In the example below is 1x

size of your EVE VM. Recommended isto | socket with 32 cores per socket.

select 200GB or more. Following by Next. IMPORTANT: Your Proxmox VE CPU must

S AL support nested virtualization. Select Type:

Host. Host will read all flags from your HW
CPU and will use it for VM. Following by

L, e Next.

SlowDatastore] D

General 05 System [IEE] cPu

virtioO O EEN sandwidn

= Vil Block 0

Disk size (GiB): | 200 0 thread

Create: Virtual Machine

Backup: General 05 System Disks [[Sg0) Memory

Read-only Skip replication
Sockels: = 1 Type: host
Default (io_uring) i » - @ \
Cores. =g otal cares
VCPUs. 32 CPU units: 100
CPU limit inlimited Enable NUMA:
[ on ] Extra CPU Fags:
avences 1 [ S Default Ve e  md-clear Required to let the gusst OS know if MDS is mitigated correctly
Default y@i e peid Meltdown fix cost reduction on Westmere, Sandy-, and IvyBridge Intel
CPUs
Default &)+ specdl Allows improved Specire mitigation with Intel CPUs
Default (g . ssbd Protection for “Speculative Store Bypass™ for Intel models
Default  _ 5. ibpb Allows improved Spectre miigation with AMD CPUS
Default g, vitssbd Basis for "Speculative Store Bypass” protection for AMD models
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Step 7: Memory tab. Set the size of Memory

Step 8: Network tab. Set your Management
in MB. Following by Next.

interface network. Following by Next.

Create: Virtual Machine Create: Virtual Machine

Genoral 05 System  Disks  cPU ([N Nework General  OS  System Disks CPU  Memory |[EIEG) Confim

Memory (MiB) 32768 No network device
Bridge: internal Wode! VifiO (paravirtuslized)
Minimum memory (MIB): | 32768
VLAN o VLAN MAC address:  aulo
Firewall:
Balloening Devioe:
Disconnect: Rate limit (MB/s).  unlimited
MTU 500 (1 = bridge MTU) Multiqueve
@ Help

wiverces 2 (N | © o

Step 9: Confirm tab. Check your VM

Step 10: Start VM and follow by 3.4
settings. Following by Finish

Create: Virtual Machine

General ©OS  Sysiem Disks CPU  Memory  Network

Key Value

cores 16

opu host

eiidiskd SlowDatastore: 1 efitype=dm
ide2 local:i P 0.0-43-ull iso,
memory 32768

name EVE-PRO-VM-BK

net0 wirtio bridge=internal firewall=1
nodename prox

numa o

ostype 126

sosihw vittio-scsi-single

sackets 1

virticd SlowDatastore:200 jothread=on
vimid 100

Start after created

Advanced

3.4 EVE-NG VM Installation steps

EVE VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)

Step 1: Power ON EVE VM. Chose Install | Step 2: Select English language. Confirm with
EVE-NG Pro Server and confirm with Enter.
Enter.
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Hillkommen! Bienvenue! Welcome! JoBpo noxanosars! Welkom!

selected and confirm with Enter.

Keuboard conf iguration [ Help |

Step 3: Make sure if English US keyboard is | Step 4: Select “Continue” and confirm with

Enter.

Installing system

EVE VM Installation Phase 2 (EVE-NG installation)

Step 5: Please wait, the EVE-NG
installation Phase 2 will start
automatically.

Do NOT login in this stage!

Step 6. After installation EVE VM will auto
reboot and EVE login screen will appear, login
in CLI with root/eve and follow installation
Phase 3

EVE VM Installation Phase 3 (Management IP setup and updates)

Step 7: Setup EVEs Management IP
address. A Static IP address setup is

Step 8: Internet and DNS reachability is a
MUST

© EVE-NG LTD

Page 29 of 285



. QV,V,EG . EVE-NG Professional Cookbook
e Version 7.7 June, 2026

preferred. Internet and DNS reachability is | After your EVE is rebooted,
a MUST
Login to EVE CLI and type:
Follow steps in section:
apt update

3.8.1 for static IP, 3.8.2 for DHCP IP apt upgrade

If required, follow steps in section: 5.1, 5.2

NOTE: Verify your EVE-NG server installation, type “dpkg -l eve-ng-pro” command, it must
display latest EVE Pro version (please note that version of EVE-PRO will be newest)

root@eve-ng:~# dpkg -1 eve-ng-pro
Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-
aWait/Trig-pend

|/ Err?=(none) /Reinst-required (Status,Err: uppercase=bad)

| |/ Name Version Architecture
Description

+++- - - -

ii eve-ng-pro 7.0.0-XX amd64 A

new generation software for networking labs.
root@eve-ng:~froot@eve-sat0l:~#

NOTE: If your newly installed EVE-PRO shows nothing like above, you must check your
internet reachability and verify DNS configuration on your EVE-PRO server.

root@eve-ng:~# ping www.google.com

PING www.google.com (172.217.22.164) 56(84) bytes of data.

64 bytes from arn09sl1l1-in-f164.1el100.net (172.217.22.164): icmp seg=l1
ttl=120 time=8.84 ms

64 bytes from arn09sl1l-in-f164.1e100.net (172.217.22.164): icmp seg=2
ttl1l=120 time=8.84 ms

~C

--— www.google.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms

rtt min/avg/max/mdev = 8.848/8.848/8.849/0.094 ms

root@eve-ng

Step 9: Go to section 4 to obtain a license for EVE-NG Professional

L IMPORTANT NOTE: If your Network interfaces order has been changed, please follow
instruction to section 17.7

L IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 18

3.5 Bare hardware (BM) server installation

3.5.1 BM Server installation EVE ISO

L IMPORTANT NOTE: The bare server HDD system Raid, etc or single virtual drive,
must be set before you start installation!
L\ Bare Metal Server Bare metal BIOS, System and Security settings

© EVE-NG LTD Page 30 of 285



. QV,V,EG . EVE-NG Professional Cookbook
ruoted Vitue Envbronmen et

Navigate to System BIOS Settings > Boot Settings:
Boot Mode > UEFI
Navigate to System BIOS Settings > Processor Settings:

Set Virtualization Technology to Enabled
Set X2APIC Mode to Enabled

Navigate to System BIOS Settings > Integrated Devices:

Set SR-IOV Global Enable to Enabled
Set I/OAT DMA Engine to Enabled

Navigate to System BIOS Settings > System Security:
TPM Security: OFF
Secure Boot: Disabled

Download EVE-NG Professional Full ISO distribution image:
https://www.eve-ng.net/index.php/download/

Phase 1 (Ubuntu installation)

Step 1: Create a bootable DVD disk or
USB flash drive (Rufus tool is strongly Step 2: Select English language. Confirm
recommended) with a Full EVE I1SO image. | with Enter.

Boot your server from ISO. Chose Bare
metal Option, following by Install BM EVE- Wi lkommen ! Blenvenue! Helcoe! Aot nozanosars! Helkon!
NG Pro Server and confirm with Enter. 2 U 1O a0 ETER e

Install EVE-NG Pro Server 7.0.0-41
Install EVE-NG Satellite 7.0.0-41
i

Boot from next volume
UEFI Firmuare Settings

highlighted
lit the comm.
MU GRUB  versior 1

Install BH EVE-NG Pro Server 7.0.0-41

nstall B EVE-NG Satellite 7.9.9-4

Step 3: Make sure if English US keyboard is | Step 4: Select [X] “Use an entire disk” and
selected and confirm with Enter. [X] Set up this disk as and LVM group
confirm with Enter. For advnaced (multi
hdd as single LVM) setup it can be Custom
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[——— e storage option selected. For Custom
e storage selection, please refer to the
Ubuntu official documentation or

https://lwww.eve-ng.net/wp-
content/uploads/2023/03/EVE-Doc-3023-
LVM-HDD-systems.pdf

Guided storage configuration [ Help ]

EVE VM Installation Phase 2 (EVE-NG installation)

Step 5: Please wait, the EVE-NG Step 6. After installation EVE VM will auto

installation Phase 2 will start reboot and EVE login screen will appear, login

automatically. Do NOT login in this stage! | in CLI with root/eve and follow installation
Phase 3

ige install in progress....

EVE VM Installation Phase 3 (Management IP setup and updates)

Step 7: Setup EVEs Management IP Step 8: Internet and DNS reachability is a
address. A Static IP address setup is MUST

preferred. Internet and DNS reachability is a

MUST After your EVE is rebooted,

Follow steps in section: Login to EVE CLI and type:

3.8.1 for static IP, 3.8.2 for DHCP IP apt update

apt upgrade

If required, follow steps in section: 5.1, 5.2

Verification: Verify your EVE-NG server installation, type “dpkg -l eve-ng-pro” command, it
must display latest EVE Pro version
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root@eve-ng:~# dpkg -1 eve-ng-pro

Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-aWait/Trig-pend
|/ Err?=(none) /Reinst-required (Status,Err: uppercase=bad)

||/ Name Version Architecture
Description

44—

ii eve-ng-pro 7.0.0-XX amd64 A

new generation software for networking labs.
root@eve-ng: ~#

Step 9: (Optional) Air-Gapped Bare metal Step 10: Continue to section 4 to obtain
EVE Server setup from 1SO can skip auto your EVE-NG Professional license
docker installation due slow iLO, iDRAC etc.
virtual media connection to the server. For
manual dockers installation, upload EVE-
NG installation ISO to your EVE server
location: /tmp/.

From CLI locate to the location and start
dockers installation:

cd /tmp/

root@eve-master:/tmp# 1s
eve-pro-prod-bm-7.0.1-9-full.iso
root@eve-master:install-iso-
dockers

This method can be used for master server
and the satellite servers either.

A IMPORTANT NOTE: If your Network interfaces order has been changed, please follow
instruction to section 17.7

L IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 18

3.5.2 BM Server Installation Ubuntu legacy ISO

L\ IMPORTANT NOTE: The bare server HDD system RAID, etc or single virtual drive,
must be set before you start installation!

L\ Mandatory Prerequisites: Internet and DNS must be reachable from your Server. This
ISO installation requires internet access to get updates and install the latest EVE-PRO
version from the EVE-NG repository. DNS must resolve names!

i\ Bare Metal Server Bare metal BIOS, System and Security settings

Navigate to System BIOS Settings > Boot Settings:
Boot Mode > UEFI

Navigate to System BIOS Settings > Processor Settings:

Set Virtualization Technology to Enabled
Set X2APIC Mode to Enabled

Navigate to System BIOS Settings > Integrated Devices:

Set SR-IOV Global Enable to Enabled
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Set I/OAT DMA Engine to Enabled

Navigate to System BIOS Settings > System Security:
TPM Security: OFF
Secure Boot: Disabled

Download Ubuntu Legacy Server installation image/ISO
https://releases.ubuntu.com/noble/

Phase 1 (Ubuntu installation)

Step 1: Create a bootable DVD disk or USB
flash drive (Rufus tool is strongly Step 2: Select Option Update to the new
recommended) with an Ubuntu server image. | installer, following by Enter.

Boot your server from ISO. Select English
language. Confirm with Enter.

Hillkommen! Bienvenue! Helcome! Jofipo noxanosaTs! Helkom!

Installer update available

TER

Step 3: Make sure if English US keyboard is Step 4: Select Option Ubuntu Server [X],
selected and confirm with Done/Enter. following by Done/Enter.

Keyboard conf iguration [ Help | Choose type of install

board” to
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Step 5: If your network has DHCP
ENABLED, Continue to Step 11

Step 6: If your network has not DHCP.
Static IP setup. If you have not enabled
DHCP in the network, you must assign an
IP address manually. Use arrow UP key to
select your interface for IP
address.assignment.

Network connections

Step 7: Confirm interface selection with
Enter, select “Edit IPv4” and confirm with
Enter again.

Network. connect ions

[ ensis0 eth -
[ =

Step 8: Hit Enter on IPv4 Method and
select “Manual”, confirm with Enter.

Hetwork connect lons

[ Heip ]

Step 9: Enter your “Subnet”, “IP Address”,
“Gateway IP”, “Domain server IPs” and
“Search domain”. Select “Save” and confirm
with Enter. NOTE, it is very important that
your DNS (Name servers) will resolve

Internet names.

Netuork connect ions

Step 10: Select “Done” and confirm with
Enter

Metwork connections

© EVE-NG LTD
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Step 11: If your DHCP IP settings are
correct, select Done and confirm with Enter.

MWetwork connections

Step 12: If you have proxy in use for your
internet, assign your network proxy settings.
If no proxy in use, with Tab key select
Continue and confirm with Enter.

Configure proxy

Step 13: Select [X] “Use an entire disk” and
[X] Set up this disk as and LVM group
confirm with Enter. For advnaced (multi
hdd as single LVM) setup it can be Custom
storage option selected. For Custom
storage selection, please refer to the
Ubuntu official documentation or

https://www.eve-ng.net/wp-
content/uploads/2023/03/EVE-Doc-3023-
LVM-HDD-systems.pdf

Guided storage configuration [ Help ]

Step 14: Select “Continue” and confirm with
Enter.

Installing sustem
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Step 15: Confirm your HDD configuration
Done/Enter

Storage configuration

FILE SYSTEM SUMNR'

Step 16: Select “Continue” and confirm with
Enter.

Installing system

Step 17: Fill the non-root user profile
following by Done/Enter

Profile setun [ Heln ]

[ Done 1

Step 18: Skip Ubuntu Pro installation
Continue confirm with Enter.

Upgrade to Ubuntu Pro

[ Lontinue )
[ Back ]

Step 19: Select [X] “Install OpenSSH
Server” and confirm Done/Enter.

Step 20: Select “Continue” and confirm with
Enter.
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Installing system

Continue

Step 21: DO NOT Select any other services
confirm Done/Enter.

Featured Server Snaps [ Help 1

Step 22: Select “Continue” and confirm with
Enter.

Installing system

tinue ]

Step 23: After the Ubuntu “Install Complete”
select “Reboot Now” and hit Enter to
continue.

Install complete!

[ Help 1

Step 24: Remove CD/DVD
following by Enter.

ISO Media
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Step 25: Login into your Ubuntu server with
previously created non-root user:
eveuser/test123

Install complete!

[ Reboot Now

Step 26: IMPORTANT: Set root user
password, Example:

sudo su
testl23
passwd root
eve

eve

Step 26: Allow permissions for root
administrator user SSH to your server.

nano /etc/ssh/sshd config

Edit to: PermitRootLogin yes

Edit to:
KbdInteractiveAuthentication yes
ctrl+o Enter for save

crlr +x for exit

restart ssh service
service sshd restart

Step 27. IMPORTANT:. Set root user
password, Example:

sudo su
testl23
passwd root

EVE Installation Phase 2 (EVE installation)
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Step 28: SSH to your EVE IP using Putty or other SSH
client. Log in as root user execute:

apt update
apt upgrade

Step 29: Run EVE Pro online installation script. (Please do commands one by one below)
wget https://www.eve-ng.net/noble/install-eve-pro.sh

chmod +x install-eve-pro.sh
./install-eve-pro.sh

At the end of eve server installation, reboot eve

EVE Installation Phase 3 (Management IP setup and updates)

Step 30: After reboot SSH to your EVE IP Step 31: After your EVE is rebooted,
as root and Setup EVE Management IP
address. A Static IP address for BM setup is | Login to EVE CLI and type:
preferred.
apt update

Follow steps in section : 3.8.1 for static IP, | apt upgrade
3.8.2 for DHCP IP

apt remove netplan.io

Verification: Verify your EVE-NG server installation, type “dpkg -l eve-ng-pro” command, it
must display latest EVE Pro version

root@eve-ng:~# dpkg -1 eve-ng-pro

Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-aWait/Trig-pend
|/ Err?=(none)/Reinst-required (Status,Err: uppercase=bad)

||/ Name Version Architecture
Description

++4— -

ii eve-ng-pro 7.0.0-XX amd64 A

new generation software for networking labs.
root@eve-ng:~#

Step 33: (Optional) If after dockers first install
Step 32: IMPORTANT After update, Step 32 | (Step 32) in the output “dc images” you still
is completed, continue with type: seeing some docker name in the list as
<none>,

apt install eve-ng-dockers
This can take some time depending on your
Internet connection and disk speed.

please run the command:
apt install --reinstall eve-ng-dockers
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Your output after install must look like:

dc images

NOTE: If you are installing EVE in the locked
environment and cannot install dockers
online, please contact with us: info@eve-
ng.net for offline dockers installation option.

Step 34: Continue to section 4 to obtain
your EVE-NG Professional license

instruction to section 17.7

A IMPORTANT NOTE: If your Network interfaces order has been changed, please follow

L\ IMPORTANT NOTE: You must prepare and upload at least a couple of images to start

building your labs. Refer to section 18

3.6 Google Cloud Platform

3.6.1 Google account

Step 1: Connect to Google Cloud Platform (GCP)
https://console.cloud.google.com/getting-started

) Welcome,

= GoogleCloud | feveTest = Search (/) for resources, docs, products and mare

Q search + B @ ® °

N e

Step 2: Sign into GCP. Create a new GCP account if you do not already have one.
Step 3: Open your Google Project which assigned to your Google account

3.6.2 Preparing Ubuntu boot disk template

Step 1: On the left side navigate to Compute Engine and press “Activate Cloud Shell”

I EVE-DEV

E‘\G.mgleﬂloud Soar

| B Overview

@ Securityrisk cverview Google Cloud incidents

Virtual machines -~ Get started with Service Health

Enable the Serviee Health API o view details for fulure incidents,

W Mrketplace

B Releasenotes Enable Service Health AP|

£ Terminal dev-500019) X+ =

Q, search

VA

Isthis page helpful?  [(9 G ' Refresh

+4 Design your infrastructure with Compute Advisor
Whal can | help you with?
2 £ =

Evaluste Monitor Compare Get step-by-step
model tuning performance features guides

# Open editor [== I R == -t B x

© EVE-NG LTD

Step 2: Create a nested Ubuntu 24.04 image. Copy and paste the below command into the
shell. Use copy/paste. crtl +c/ctrl +v. It is single line command. Confirm with “enter”:

gcloud compute images create nested-ubuntu-noble --source-image-
family=ubuntu-2404-1lts-amd64 --source-image-project=ubuntu-os-cloud --
licenses https://www.googleapis.com/compute/vl/projects/vm-
options/global/licenses/enable-vmx
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If it will ask enable API, answer Y. You will get the following output when your image is ready:

X Terminal  (eve-de nox ot o- #£ Opon editor ®m S 8 i -t B x

3.6.3 Creating VM

Step 1: Navigate: Navigation Menu/Compute Engine/VM Instances and press “CREATE
INSTANCE”

=_GoogleCloud | I+ EVE-DEY

~& Bearch ] edtumcen, 00, proc = Q semren + 00 :0
i=F Compute Engine Overview [Tl B view instances Isthis page helpful? [5Gl C' Refresh
Compute Engine favorites 7

a W s " Google Cloud incidents + Design your Infrastructure with Compute Advisor
| a Get started with Service Health What can | help you with?

Ow ew
Enable the Service Health AP| to view details for future incidents
@ Security rigk overview H 2 e [ =]
Virtual machines ~ Ermbia Sarvice Hasith AP Evaluste Monitar Compare Get step-by-step
model tuning perfarmance features guides
B VM instances
B instance templstes
Enter a promp! B

B Sole-tenant nades

Google Cloud $o My First Project Search (/) for resources, docs, products and more Q_search + B = @ ® : .

{aﬁ Compute Engine 2 VM instances R Create instance & Import VM C Refresh ® Le
@  Overview Instances Observability Instance schedules
Virtual machines A VM instances
| B s i, i Bropaty e o Sive ® m

B Instance templates [ status Name 4  Zone Recommendations  Inuseby  InternallP  External P Connect

B  Soletenant nodes
Step 2: Assign the name for your VM
Step 3: Set your own region and zone

Step 4: Edit your Machine Configuration. General-Purpose. Choose the series of CPU
platform, Preferred are Intel CPU Cascade Lake. Series N2 CPU
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. -
& Create aninstance 4, Create VM from...
® Machine configuration Machine configuration
n2-standard-8, europe- _ Name *
west2-a eveve ®
e 0Sand storage — Region * Zone * :
Debian GNU/Linux 12 europe-west2 (London) v ® europe-west2-a v ®
(bookworm) ' :
Region is permanent Zone is permanent
e Data protection
+ General purpose Compute-optimised Memory-optimised Storage optimised GPUs
Snapshot schedules
Machine types for common workloads, optimised for cost and flexibility
e Networking
1 network interface Series Description vCPUs ® Memory @ CPU Platfor
- O C4 Consistently high performance 2-192 4-1,488 GB Intel Emerald
e Observability
Install Ops Agent O C4A Arm-based consistently high performance 1-72 2-576GB Google Axion
O Cc4D Consistently high performance 2-384 3-3,024GB AMD Turin
e Security
O wna Flexible and cost-optimised 2-80 4-640GB Intel Emerald
e Advanced O Cc3 Consistently high performance 4-192 8-1,536 GB Intel Sapphire
O C3D Consistently high performance 4-360 8 - 2,880 GB AMD Genoa
O E2 Low-cost day-to-day computing 0.25-32 1-128GB Intel Broadwe
@ N2 Balanced price and performance 2-128 2 - 864 GB Intel Cascade

Step 5: Choose Machine Type your desirable CPU and RAM settings.

Machine type
Choose a machine type with preset amounts of vCPUs and memory that suit most workloads. Or, you can create a
custom machine for your workload's particular needs. Learn more [£

Preset

Custom

—

9

n2-standard-8 (8 vCPU, 4 core, 32 GB memory)

vCPU
8 (4 cores)

Memory
32GB

Step 6: Edit your OS and Storage configuration. Press Change

Machine configuration

n2-standard-8, europe-

Operating system and storage

west2-a Name evevo
Type New balanced persistent disk
e 0S and storage Size 10GB
Debian GNU/Linux 12 Snapshot schedule (@ default-schedule-1
(bookworm) Licence type (@ Free
e Data protection Image @ Debian GNU/Linux 12 (bookworm)

Snapshot schedules

© EVE-NG LTD

Step 7. IMPORTANT Select Custom images, select OS nested-ubuntu-noble you created
previously. Choose Boot Disk type: HDD disk type and size. HDD size can vary depends of
your needs.
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Boot disk

Select an image or snapshot to create a boot disk, or attach an existing disk. Can't
find what you're looking for? Explore hundreds of VM sclutions inMarketplace 2

Publicimages ~ Customimages  Snapshots  Archive snapshots Existing disks

K

Source project for images *
eve-dev-500019 @ Change

D Show deprecated images

~ Image *
nested-ubuntu-noble >~ - |

x86/64,

~ Boot disk type *
SSD persistent disk \ - I
~

[ Compare disk types |

[ N |

Provision between 10 and 65536 GB -

v Show advanced configuration

cance
Step 8: Edit your Data Protection, select No backups.

e 0S and storage Back up your data

hested-ubuntu-jammy You can automate recurring backups through a backup plan or snapshot schedule. Learn more (2

Backup plan

Back up the full VM. These immutable backups are secured by backup vault against accidental or malicious deletion. Managed
by Backup and DR Service, a separate service from Compute Engine with independent certifications and accreditation. Learn
more [3

O Snapshot schedules

Back up disks only. This provides foundational protection at a lower cost. Learn more [4

® Nobackups «—

Neither VM ner disks will be backed up. If data is deleted or corrupted for any reason, you won't be able to recover it.

e Data protection
No backups

* Networking
1 firewall rule, 1 network

interface

*  Observability

Step 9: Edit your Networking Allow https traffic.

* Machine configuration Networking
n2-standard-8, europe-
westza Firewall @

e 0Sand storage Add tags and firewall rules to allow specific network traffic from the Internet
nested-ubuntu-jammy [ Allow HTTP traffic

Allow HTTPS traffic -~

e Data protection
P [] Allow load balancer health checks

No backups

® Networking ‘ Network tags ©) |
1 firewall rule, 1 network
interface

‘ Hostname (@) |
®  Observability - ’

Install Ops Agent

Set a custom hostname for this instance or leave it default. Choice is permanent

Step 10: Edit Security and Disable Secure Boot and vTPM

e 0Sand storage Confidential VM service &

nested-ubuntujammy @ Confidential Computing is disabled on this VM instance
* Data protection Enable
No backups Shielded VM (2

. Turn on all settings for the most secure configuration.
® Networking

1 firewall rule, 1 network D Turn on Secure Boot ()
interface
[ TumonvTPM @ ~
*  Observability Turn on integrity monitoring @

Install Ops Agent
VM access

R .
Security Manage how users connect to the VM
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Step 10: (Optional), Skip this step if your EVE VM will not a part of EVE-NG Cluster.
Before to select MTU1500 network please follow steps how to create it 3.6.7
Select Networking/Network Interfaces.

Edit network interface and select created network: MTU1500

Network interfaces @

Network interface is permanent

Edit network interface

T A
Network *
[ mtu1500 vy @
Subnetwork *
mtu1500 IPv4 (10.154.0.0/20) - @

Step 11: Create VM.

3.6.4 EVE-NG Pro installation

Step 1: Click VM Instances to get access SSH to your VM, Connect to the VM with the first
option “Open in browser window”

Columns ~

Name ~ Zone Recommendation Inuse by Internal IP External IP Connect

@ evel europe-west2-c 10.154.0.3 (nic0) 35.189.102.127 (% SSH | ~ | H
Open in browser window
Open in browser window on custom port
Open in browser window using provided private SSH key
View gcloud command

Related Actions Use another SSH client
{8E SSH-in-browser # UPLOAD FILE

¥ DOWNLOAD FILE | a *

Step 2: Launch installation with:

Type the below command to become root:
sudo -1
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Start EVE-PRO installation. (Please do commands one by one below)

wget https://www.eve-ng.net/noble/install-eve-pro.sh
chmod +x install-eve-pro.sh
./install-eve-pro.sh

Step 3: Update and upgrade your new EVE-Pro
apt update

apt upgrade
Confirm with Y

Step 4. Reboot EVE. Allow some time for reboot and then press “Reconnect”

bw version of config file /etc/console-setup/compose.IS0-8859-1.inc ...
Fig File Joic/Copoole_cotup/oopnooe TS0 2850 13 0

pw version of con = _ -

Ew version of con

pw version of con

w version of con The SSH connection to VM instance ‘eve-pro’ was lost. Learn more about improving
SSH session persistence.

[ B Reconnect Dismiss
bnsole-setup (1.1
bnfs: deferring

f=tro-info-data (0.28ubuntud.il) ...
buntu-minimal (1.361.3) ...

Step 5: IMPORTANT: Setup IP
Once the IP wizard screen appears, press ctrl +c and type the below command to become

root:
sudo -1
{E_E SSH-in-browser £ UPLOADFILE  # DOWNLOADFILE Il E3 o

Now follow the IP setup wizard.
IMPORTANT: set IP as DHCP!

Step 6: Reboot
Step 7: Dockers installation. After EVE is rebooted, reconnect the SSH session:

Type command to become root:
sudo -1

Type command to update EVE
apt update

Type command to Install Dockers
apt install eve-ng-dockers
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3.6.5 Access to Google Cloud EVE-PRO

Use your public IP for accessing EVE via https.

Columns ~

Name ~ Zone Recommendation In use by Internal IP External IP Connect

@ evepro europe-wesi2-c 10.154.0.2 (nic0) 35.246.119.90 [ 7 SSH -~ :

41980

Signin to start your session

HTML console

T
L |
Default web login: admin/eve

Note: It is strongly recommended that you will change admin password on GUI! Do not delete
default admin user account!

3.6.6 Optional: GCP MTU 1460 Firewall rules for native console use

NOTE: If your GCP VM is using default network (MTU1460), then for native console use, you
have to create following FW rules.
Open the google cloud shell and press: “Activate Cloud Shell”

Copy the following commands in SHELL Cloud console:

##### Create default network (MTU 1460) Firewall rules for native
console use ####4#

gcloud compute firewall-rules create eve-all-out --direction=EGRESS -
-priority=1000 --network=default --action=ALLOW --rules=tcp:0-65535 -
-destination-ranges=0.0.0.0/0

gcloud compute firewall-rules create eve-all-in --direction=INGRESS -
-priority=1000 --network=default --action=ALLOW --rules=tcp:0-65535 -

-destination-ranges=0.0.0.0/0

Firewall rules summary:

D Name Type Targets Filters Protocols/ports Action Priority Network 1‘ Logs
D eve-all-out Egress Apply to all P tcp:0-65535 Allow 1000 default off
D eve-allin Ingress Apply to all IP tcp:0-65535 Allow 1000 default off
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3.6.7 Optional: Network MTU 1500 settings and firewall rules for GCP

If your GCP VM is expected to be as a part of EVE-NG Cluster system please complete the
MTU network settings and firewall rules setup before creating the instance.

A NOTE: GCP VM by default has MTU 1460 set for the interfaces by default. You may
require to set VM machine custom MTU (1500) which is commonly known default
setting for ethernet. The MTU settings on the GCP interface must be adjusted if you
want it to use as the part of EVE-NG cluster system.

Open the google cloud shell and press: Press “Activate Cloud Shell”
Copy the following commands in SHELL Cloud console:
###44# Create 1500 MTU subnet #####

gcloud compute networks create mtul500 --subnet-mode=auto --mtu=1500
--bgp-routing-mode=regional

###4## Create 1500 MTU firewall rules #####

gcloud compute firewall-rules create wireguard-in --direction=INGRESS
--priority=1000 --network=mtul500 --action=ALLOW --rules=udp:60569 --
source-ranges=0.0.0.0/0

gcloud compute firewall-rules create wireguard-out --direction=EGRESS
--priority=1000 --network=mtul500 --action=ALLOW --rules=udp:60569 --
destination-ranges=0.0.0.0/0

gcloud compute firewall-rules create ssh-in --direction=INGRESS --
priority=1000 --network=mtul500 --action=ALLOW --rules=tcp:22 --
source-ranges=0.0.0.0/0

gcloud compute firewall-rules create ssh-out --direction=EGRESS --

priority=1000 --network=mtul500 --action=ALLOW --rules=tcp:22 --
destination-ranges=0.0.0.0/0

Firewall rules summary:

D Name Type Targets Filters Protocols/ports Action Priority Network Logs

O ssh-out Egress Apply to all IP tep:22 Allow 1000 mtu1500 Off

D wireguard- Egress Apply to all P udp:60569 Allow 1000 mtu1500 off
out

|:| ssh-in Ingress Apply to all P tcp:22 Allow 1000 mtu1500 Off

|:| wireguard- Ingress Apply to all P udp:60569 Allow 1000 mtu1500 off

in

3.6.8 Optional: GCP MTU 1500 Firewall rules for native console use
Open the google cloud shell and press: Press “Activate Cloud Shell™

Copy the following commands in SHELL Cloud console:

###4## Create MTU 1500 firewall rules for native console use #####
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gcloud compute firewall-rules create allow-all-in --direction=INGRESS
--priority=1000 --network=mtul500 --action=ALLOW --rules=tcp:0-65535
--source-ranges=0.0.0.0/0

gcloud compute firewall-rules create allow-all-out --direction=EGRESS

--priority=1000 --network=mtul500 --action=ALLOW --rules=tcp:0-65535
--destination-ranges=0.0.0.0/0

Summary FW rules.

D Name Type Targets Filters Protocols/ports Action Priority Network 4 Logs

|:| allow-all- Egress Apply to all P tcp:0-65535 Allow 1000 mtu1500 off
out

D allow-all- Ingress Apply to all P 1cp:0-65535 Allow 1000 miu1500 off
in

3.7 Azure Cloud Platform

3.7.1 Azure account

Step 1: Connect to Microsoft Azure Cloud Platform (Azure)
https://portal.azure.com/

Step 2: Sign into Azure. Create a new Azure account if you do not already have one.

= Microsoft Azure £ Search resources, services, and docs (G+/) - O Copilot

Azure services
L3 Rt —
;. L Y r—
+ o Lt 4 » = & = -
Create a Subscriptions Virtual Quotas Quickstart Foundry Kubernetes  App Services Storage More services
resource machines Center services accounts

3.7.2 Resource Group

Step 1: Open Resource Manager and create Resource Group if you did not create it already.

SRS - 2 oot

Home > Resource Manager

[4] Resource Managerl Resource groups | Howto manage changes with deployment tools? | | Export resource groups using Bicep or Terraform | | Summarize my costs by service
Default Directory
5 Search . N 0
-+ Create {5} Manage view ~ () Refresh 4 ExporttaCsv  §2 Open query
dh Resource Manager
¥ Filter for any field... Subscription equals all Location equalsall X+ Add filter
B All resources
Y Favorite resources

D) Recent resources

T ——

Step 2: Review + Create. Here is important to chose proper Region, because not all regions
supporting multi CPU and RAM Virtual machines. (US) East US Region provided virtual
machines suitable for EVE-NG installation.

© EVE-NG LTD Page 49 of 285


https://portal.azure.com/

@V@ EVE-NG Professional Cookbook

Ermulated Virtual Enviconment

Version 7.7 June, 2026

ey - 2 conlet

Home * Resource Manager | Resource groups

Create a resource group

Basics Tags Review + create

Resource group - A container that holds related resources for an Azure solution, The resource group can include all the
resaurces for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based an what makes the most sense for your organization. Learn more

Subscription * @ ["Azure subscription 1 >
Reseurce group name * (0 | eve-vm-GROUP
Region * (i} [ (US) East US ~

3.7.3 Create Virtual machine

Step 1: Navigate to Compute infrastructure/Virtual machines and Press + Create.

HE = Microsoft Azure R Search resources, services, and docs (G+/) - T Copilot

Home * Compute infrastructure

[&] Compute infrastructure ‘ Virtual machines W | Get workload templates for YMs | | Analyze alerts across virtual machines | | Identify VMs with network connectivity issues
Microsoft

¢« Virwal machines  Get started

+ Create (D) Reservations 51 Manageview ~ () Refresh L ExporttoCSV  §# Openquery | [ O

Step 2: Create New Virtual machine.

i = Microsoft Azure P Search resources, services, and docs (G+/) - o Copilot

Home * Compute infrastructure

e} Compute infrastructure | Virtual machines M | Listallslerts for virtual machines | Analyze alerts across virtual machines | | Identify VM with network connectivity issues
Microsoft
[# search o« Virtual machines  Get started
@ Overview
+ Create > (D) Reservations ~ %3 Manageview ~ () Refresh L ExporttoCSV  I° Openguery | > . O
All resources
v Infrastructure KB virtual machine Typeequalsall  Resource Group equalsall X Location equalsall X+ Add fiter
Bast for |ower-traffic workloads, testing, or to
K3 Virtual machines control or highly customize apps, OS, or file system,
If your warklaad of traffic starts to grow, a WM can
Vil Machine Scale Set later be attached to a Virtual Machine Scale Set
(VMs3) (VML

Step 3: Select project details, Subscription and Resource group. Resource group we created
earlier.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * (O ‘ Azure subscription 1 v I

Resource group * O l EVE-VM-GROUP v l
Create new
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Step 4: Select instance details. Virtual machine name. Select Region. Region you can change
accordingly your chosen Virtual machine configuration. In this example, | will setup EVE-NG
on the x8 CPU and 32 GB RAM machine. Region (Europe) France Central supports such VM.

Instance details

Virtual machine name * © [ EVE-V7 v ]

Region * (0 [ (Europe) France Central v ]

Deploy to an Azure Extended Zone

Availability options @ | Availability zone v |

Zone options (O @ Self-selected zone
Choose up to 3 availability zones, one VM per zone

O Azure-selected zone (Preview)
Let Azure assign the best zone for your needs

Availability zone * (© | Zone 1 v

€) You can now select multiple zones. Selecting multiple zones will create one VM
per zone. Learn more f

Step 5: Select Trusted launch virtual machine. Press Configure security features, and de-
select TPM and Secure boot options.

Select Image: Ubuntu 24.04 LTS. VM Architecture: x64.

Select desirable VM size. (This example VM is x8 CPU and 32GB RAM).

Security type D [ Trusted launch virtual machines [ Frusted tmneh vrtual machines =
Configure security features Cop{igure security features
Configure security features é
Image * | Ubuntu Server 24.04 LTS - x64 Gen2 (] Enable secure boot ©

(] EnablewTPM @

Integrity monitering ()

See all images | Configure VM generation

VM architecture (D O Arm64
@ x64
Run with Azure Spot discount (0 D
Size * [ Standard_D8s_v3 - 8 vcpus, 32 GiB memory (US$327.04) v

See all sizes | Customize cores

Enable Hibernation (O

o Hibernate does not currently support Trusted launch and Confidential virtual
machines for Linux images. Learn more G’

Step 6: Configure Administrator Account. Select Account type: Password.
Assign your VM machine username and password.

Administrator account

Authentication type () (O sSH public key

@ Password
Username * (@ [ eveuser n\/
Password * [ sesesssssssene N‘/
Confirm password * \ sssscsssscsese u\/

© EVE-NG LTD Page 51 of 285



@V@ EVE-NG Professional Cookbook

Ermulated Virtual Enviconment

Version 7.7 June, 2026

Step 7: Configure Inbound Port rules. Select SSH and HTTPS.

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.

Public inbound ports * O None
@ Allow selected ports

Select inbound ports * [ HTTPS (443), SSH (22)

(] HrTP (8OD)

HTTPS (443)

SSH (22)

Step 8: Press Tab Next : Disks >. Select desirable VM OS Disk size and OS Disk type. In this
example OS disk size is 128GB and type SSD. Data disk is not required.

Azure disk storage encryption automatically encrypts your data stored on Azure managed disks (OS and data disks) at rest by
default when persisting it to the cloud.

Encryption at host L |

0 Encryption at host is not registered for the selected subscription. Learn more

0OsS disk
OS disk size (D [ 128 GiB (P10) ~
o Some images are, by default, smaller than the selected OS disk size.

Click here to learn how to expand your disk partition size after you create your

WM. &
OS disk type * (D) I Premium SSD (locally-redundant storage) v ]
Delete with VM (O
Key management (O [ Platform-managed key v ]
Enable Ultra Disk compatibility (© D

Data disks for EVE-V7

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk.

LUN Name Size (GiB) Disk type Host caching Delete with VM

Create and attach a new disk Attach an existing disk

Step 8: Press Tab Next : Networking >. Leave default settings for Networking
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Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * (O ‘ (new) EVE-V7-vnet v ‘
Create new

Subnet * © [ (new) default (10.0.0.0/24) ~ j
Public 1P [ (new) EVE-V7-ip A% 1
Create new

o Public IP addresses have a nominal charge. Estimate price '

NIC network security group O None
@ Basic
O Advanced

Public inbound ports * (O O None

@ Allow selected ports

Select inbound ports * [ HTTPS (443), SSH (22) e

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab to
create rules to limit inbound traffic to known IP addresses.

Delete public IP and NIC when VM is
deleted ©

Enable accelerated networking (O

Load balancing

You can place this virtual machine in the backend pool of an existing Azure load balancing solution. Learn more of

Load balancing options @ @ None

O Azure load balancer
Supports all TCP/UDP network traffic, port-forwarding, and outbound flows.

Step 9: Press Tab Next: Management >. Leave default settings for Management
Step 10: Press Tab Next: Monitoring >. Leave default settings for Monitoring
Step 11: Press Tab Next: Advanced >. Leave default settings for Advanced
Step 12: Press Tab Next : Tags >. Leave default settings for Tags

Step 13: Press Review and Create. Press Create

Step 14: Press: Go to resource

= Microsoft Azure 0 Search resources, services, and docs (G+/) [l

Home

3 CreateVm-canonical.ubuntu-24_04-Its-server-20260622195132 | Overview

Deployment

[ £ search | = « [il Celete " Redeploy  Download () Refresh
% Overview )
@ Your deployment is complete
% Inputs
m Deployment name : CreateVm-canonical ubuntu-24_04-Its-server-20260622195132 Start time 22/06/2026, 20:29:53
= Outputs Subscription : Azure subscription 1 Correlation ID : 82edad2a-3fc3-43a6-913b-37057b3878c5
2 Template Resource group  : EVE-VM-GROUP

> Deployment details

' Next steps
Set up auto-shutdown Recommended
Moniter WM health, performance, and network dependencies Recommended

Run a script inside the virtual machine Recommended

T | cocvenew || oy |4
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3.7.4 EVE-NG Software installation.

Step 1: Navigate: Connect / More ways to connect (4) Click “Go to serial console”

Home * EVE-VT

& EVE-V7 | Connect

tion settings — all in ane place. Have comments or suggestions for our new Connect experience? Provide feedback

() Refresh €4, Reset password or keys Manage HT Troubleshoot A Feedback

Native SSH © WoST PoRULIR | | LoCAL MAGHING
Source machine
ne 05 () Windows
Source IP address (3 Local IP | 523077200 [}
Destination VM
VM 1P address @ Public 1P | 20.19.48.67
WM port
Connection prerequisites

WM access @

SSH command

@ Check inbound NSG rules

Execute in your choice of local shell

Edit settings

. More ways ta connect (4)

ic, Standard, or Pr

rosaft Entra A

hvar uding cu
port, RDP on desktop, and host scaling

Step 2: Use your created username and password to connect to your Virtual machine.
Ubuntu 24.04.4 LTS EVE-V7 ttySO

EVE-V7 login: eveuser
Password:

Once you have connected to your VM, setup your root password.
eveuser@EVE-V7:~$ sudo -1

root@EVE-V7:~# passwd root

New password:

Retype new password:

passwd: password updated successfully
rOoOtQ@EVE-V7:~#

Step 3: Launch EVE-NG installation commands:

sudo -1

Start EVE-PRO installation. (Please do commands one by one below)
wget https://www.eve-ng.net/noble/install-eve-pro.sh
chmod +x install-eve-pro.sh

./install-eve-pro.sh

Step 4: Once installation is completed, you will see such IP setup window:
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Eve-NG Setup 7.0.0-48

Hostname

Domain example.com

NTP (optional)
Root Password !
Confirm Root Password !

Apply Quit

IMPORTANT: Use DHCP IP selected and set your EVE-NG root password. Apply changes.
EVE-NG VM will auto reboot.

Step 5: Update and upgrade your new EVE-Pro
apt update

apt upgrade
Confirm with Y

Step 6: Reboot
Step 7: Dockers installation. After EVE is rebooted, reconnect the SSH session:

Type command to become root:
sudo -1

Type command to update EVE
apt update

Type command to Install Dockers
apt install eve-ng-dockers
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3.7.5 Access to Azure Cloud EVE-PRO

Use your public IP for accessing EVE via https. Default web login:
admin/eve

Note: It is strongly recommended that you will change admin
password on GUI! Do not delete default admin user account!

HTML console

3.8 EVE Management IP Address setup

A\ NOTE: Please make sure if these subnets are NOT used in your network outside of EVE.
172.29.129.0/24 (NAT Interface)
172.29.130.0/24 (Cluster VPN subnet, wgO0 interface)
172.17.0.0/16 (Dockers consoles)

I\ To change these networks please refer chapter 7.4.1

3.8.1 Static Management IP address setup (preferred)

A\ IMPORTANT NOTE: Internet and DNS must be reachable from your Server. The EVE-NG
Pro requires internet access to get updates and validate EVE-NG Pro License key. DNS must
resolve names!

The steps below will walk you through the network setup and assign a static management IP
for EVE.

Step 1: Log into the EVE CLI using the default | Step 2: Use tab key to select necessary
login root/eve After login, your EVE-NG | options.
machine will direct you to the IP setup wizard.

Hostname: Set the name for your EVE-NG
machine. Default is: eve-ng

Domain: Set your desired domain name.
Default is: example.com
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Step 3: If DHCP is de-selected, your IP
setup will continue with static IP settings.

Step 4: Use tab key to set or edit necessary
options.

Hostname: Set the name for your EVE-NG
machine. Default is: eve-ng

Domain: Set your desired domain name.
Default is: example.com

Use DHCP: Option is de-selected. Select or
deselect this option use space bar key.

IP Address: Set your EVE-NG machine IP
address.

Netmask: Set your EVE-NG machine
network subnet mask.

Gateway: Set your EVE-NG machine
gateway IP.

DNS1: Set your first DNS IP.
DNS2: Set your second DNS IP.

NTP (optional): you can set your desirable
NTP server IP.

Root Password: Your EVE-NG system cli
root password

Confirm Root Password: Repeat your cli
root password.

Apply. Your system will reboot and your set
IP address will be used to access your EVE-
NG https interface. HTTPS GUI default login
is: admin/eve

Example: Static IP settings:
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3.8.2 DHCP Management IP address setup

L\ IMPORTANT NOTE: Internet and DNS must be reachable from your Server. The EVE-NG
Pro requires internet access to get updates and validate EVE-NG Pro License key. DNS must

resolve names!

A IMPORTANT NOTE: EVE Docker stations for html console access are using network
172.17.0.0/16. Please avoid use this network on the EVE management or other clouds or

interfaces.

The steps below will walk you through the network setup and assign a management IP for EVE

via DHCP.

Step 1. Log into the EVE CLI using the
default login root/eve After login, your EVE-
NG machine will direct you to the IP setup
wizard.

Step 2: Use tab key to select necessary
options.

Hostname: Set the name for your EVE-NG
machine. Default is: eve-ng

Domain: Set your desired domain name.
Default is: example.com

Use DHCP: Select or deselect this option
use space bar key.

DHCP is selected X, your IP setup will
continue with DHCP IP settings.

NTP (optional): you can set your desirable
NTP server IP

Root Password: Your EVE-NG system cli
root password

Confirm Root Password: repeat your root
password.

Apply. Your system will reboot and your set
IP address will be used to access your
EVE-NG https interface. HTTPS GUI
default login is: admin/eve

Example: DHCP IP settings:
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3.8.3 Internet proxy setup

Step 1: If you have a proxy in use for your Internet, login into your EVE WEB GUI using your
EVE IP https://aaa.aaa.aaa.aaa

Default username: admin
Password: eve

Step 2: Select Tab: System/System Settings

@ system - @ Information - A Licensing ~ ©®2026 EVE-NG

System settings

Cluster settings

System status

Search System logs

Stop all nodes

AwmE ]

Step 3: Enter your Proxy IP and Port following by “Apply”. For authenticated Proxy, use your
username and password.

Version: 7.0.0-41-PRO

Enabe ik caching

Proxy Settings
Serve

0 0 o o 0 d Lo

- 7
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3.8.4 Reset Management IP settings

If for any reason you need to change these settings after the installation, you can rerun the IP
setup wizard. Type the following command in the CLI and hit enter:

rm -f /opt/ovf/.configured
Then type:
su -

Once you log into the CLI again, EVE will go through the network setup again. Please follow
the steps in section 3.8.1 for Static IP or 3.8.2 for DHCP IP.

3.9 Native console management setup

If you prefer to use a natively installed Telnet, VNC and Wireshark client to manage nodes
inside EVE. Download from Main/Information/Client Downloads your preferrable Client pack
and follow the steps below:

# Main ™, Management = £ System - @® Information = Licensing -

Current Position / Root

‘E=File Manager

Search

AmB

3.9.1 Windows Native Console

Step 2: Run Downloaded Client pack and

Step 1: Your host system will be detected
install it as administrator. Windows pack

automatically and will be provided

recommended pack to download, Windows, | option.
MAC OS or Linux Client packs.
-5 Open Enter
& Client Downloads 0 Send to My Phone
& Share with >

Download and install the EVE client pack for your operating system. ﬁ Run as administrator e

o Recommended for your OS: EVE-NG-Win-Client-
Pack-7.0.exe

% DOWNLOAD RECOMMENDED CLIENT

Manual selection ~

&% DOWNLOAD EVE-NG-CLIENTPACK-7.1.DMG

4 DOWNLOAD EVE-NG-INTEGRATION-CLIENT-7.0.1.ZIP

Step 3: Leave the option for UltraVNC
checked. UltraVNC is very tiny and the

Step 4: Continue with Next. When it asks to
choose Ultra VNC Options, only leave the
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preferred VNC client for Windows by EVE. UltraVNC Viewer checked, the rest is not

needed.
Select Components
Which compenents should be installed? ﬁ
Select the components you want to install; clear the components you do not want to Select Components *
install. Click Next when you are ready to continue. Which components should be installed?

putty 0.73 1.7 MB
plink 0. 1.0 MB

Select the components you want to install; clear the components you do not want to

0.1 MB install. Click Next when you are ready to continue.
0.1 MB!
Custom installation
Save on disk Putty 0.1 M8
Wk 466 N UltraVNC Repeater 0.7MB
*an_awc L 23 [ JUltraVNC Server 13.1 MB
o UltraVNC Viewer 8.3 MB
evecapture.bat
Current selection requires at least 111.3 MB of disk space.
Back Next Cancel

Current selection requires at least 11.7 MB of disk space.

NOTE: The Native Wireshark option for e Eack et =
EVE Professional is left unchecked,
Wireshark newest version you can install by | Step 5: Continue with Next and finish the
yourself downloading Wireshark from official | installation.

site.

By default, EVE Windows Client Integration will install Putty as your Telnet Client. The default
location for the EVE Windows Client Integration software and .reg files is: “C:\Program
Files\EVE-NG”

Set the default telnet program manually in Windows 11. Example: Secure CRT

Step 1: Go to: Windows Settings/Apps/Default Apps/Choose Default Apps by Protocol

Step 2: Set your default Telnet program:

Apps > Default apps

Set a default for a file type or link type

TELNET Q
Wbl 2
A NOTE: The first time click on the type of link that iS | tunch aspiication %

used to access a running node iNside EVE Vi | 1.k needsto be apened with an appication
telnet, the browser will ask to choose the telnet | st

program. If you have prepared your default telnet SecureCRT Application
program with the instructions above, you have t0 | | choose cther appication G
choose your default Telnet program.

Example: Firefox browser: Set your default application,
check the box “Remember my choice telnet links” and click
Open link

] Remember my choice for telnet links.

Cancel Open link

3.9.2 Linux Native Console

The steps below will show how to setup the native consoles pack for Linux:
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Step 1: Download Linux Client integration Step 2: Unzip Linux pack, make install file
pack: executable.
chmod +x eve-ng-integration-client-
7.0.1.run

Step 3: Once Linux Client pack program is
executable, run Installation by GUI.

3.9.3 MAC OSX Native Console

@ DOWNLOAD EVE-NG-CLIENTPACK-7.1.DMG

Download the EVE MAC OSX Client integration pack .DMG and install it:

3.10 Login to the EVE WEB GUI

EVE PRO is using https 443. Login to the EVE management Ul:

eve

https.//<your_eve_ip>/ Emueg Vi Enveonmert
7.0.0-43-PRO
Default user access: User: admin Password: eve Signin to start your session
admin &
A NOTE: You can change your EVE Admin password, please P

refer to section 7.3.1.2

HTML console

A IMPORTANT NOTE: You must prepare and upload at least
a couple of images to start building your labs. Refer to | (LI

section 18
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4 EVE-NG Professional Licensing

L IMPORTANT NOTE: Internet and DNS must be reachable from your Server. The EVE-NG
Pro requires internet access to get updates and validate EVE-NG Pro License key. DNS must

resolve names!

EVE-NG Professional and Learning Centre editions require purchasing and uploading a
license to activate its features. Licenses are based on an annual subscription.

EVE-NG permits up to 32000 accounts to be created but restricts the number of
simultaneous sessions per role to the licensed amount. To increase the number of active
sessions, please purchase additional licenses on top of the base license as shown below.

A Definition: Simultaneous session (1 license) means one active connection to the
EVE-NG Web GUI.

@ License Details

[3) Expiration Date:
Admin Users:
2 Editor Users:

A Regular Users:

@ License Details

(3 validity:
Admin Users:
& Editor Users:

2. Regular Users:

@ License Details

[ validity:
Admin Users:
2. Editor Users:

2 Regular Users:

Unlicensed
2
0

0

from 21 Jun 2026 to 22 Jun 2027

2

0

0

from 21 Jun 2026 to 22 Jun 2027

2

3

3

Freemium EVE-Professional: The license
information page shows Unlicensed expiration
date and 2 Admin accounts. This means 2 Admin
users’ role-based accounts (2) can be logged into
the Web GUI simultaneously. EVE-NG PRO can
have up to 32K accounts, but active sessions to
the Web GUI are restricted to the number of
purchased licenses. Freemium license allows to
run up to 7 nodes per EVE instance.

EVE-Professional: The license information page
shows 2 Admin accounts. This means 2 Admin
users’ role-based accounts (2) can be logged into
the Web GUI simultaneously. EVE-NG PRO can
have up to 32K accounts, but active sessions to
the Web GUI are restricted to the number of
purchased licenses.

EVE Learning Centre: The license information
page shows 2 Admin, 3 Editor and 3 Lab user
role accounts. This means 2 Admin, 3 Editor and
3 User accounts can be logged into the Web GUI
simultaneously. EVE-NG Learning Center can
have up to 32K accounts, but active sessions to
the Web GUI are restricted by the number of

licenses purchased.

4.1 EVE-NG Professional Base license

EVE-NG Professional Edition - 1 Year License
https://www.eve-ng.net/index.php/buy/
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EVE-NG PRO features multi user support and assigns all accounts as Administrators.
The license allows for 2 simultaneous users. Screenshot below is for informational purposes
only. Actual price can vary depending of currency rates.

Products in your shopping cart

EVE-NG Professional Edition - 1 Year License 1 $109.66
EVE-NG Professional Edition - 1 Year License

This license unlocks all Pro features and two active

Administrator accounts sessions.

The Administrator role can manage everything in EVE-NG

without restriction.

This includes creating, deleting, and modifying all folders,

labs, nodes and accounts.

| have a discount coupon Total price: $131.59
Total TAX/VAT (20%) : $21.93

For EVE-PRO Administrator role permissions, please see section 4.4.

4.2 EVE-NG Learning Centre licenses

EVE-NG Learning Centre Edition - 1 Year License
https://www.eve-ng.net/index.php/buy-corporate/

EVE-NG LC features multi user support and assigns accounts as Administrators, Lab-Editors
or Lab-Users.

The first minimal Base A license allows for 2 simultaneous Admin users. It is necessary to
use an Administrator account to create or manage EVE LC and other user’s role-based
accounts.
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EVE-NG Professional Base - 1 Year License 1 99,00 €

This license unlocks all Pro features and two active 5o 3
Minimum Mandatory Base license

eve

Administrator accounts sessions

EVE-PRO allows up to 128 accounts to be created but

restricts the number of active sessions, per role, to the

licensed amount. To increase the number of

simultaneous account sessions, please purchase Remove from order

additional licenses below. if no need this option

Optional Licenses Change quantity

EVE-NG PRO Administrator - 1 Year License _ 1 + 99,00€ m
This license unlocks one additional active session for the
GVG Administrator role.
The Administrator role can manage everything in EVE-
NG without restriction.
This includes creating, deleting, and modifying all folders,
labs, nodes and accounts.
The Administrator is the only role that can create or
modify accounts

EVE-NG PRO Lab Editor - 1 Year License 1 + 350,00 €
This license unlocks one additional active session for the
GVG Editor role.
The Editor role is restricted to a personal folder and is
authorized to create, delete, or modify additional folders,

labs, and nodes within it.

EVE-NG PRO Lab User - 1 Year License 1 + 300,00 €
This license unlocks one additional active session for the

User role.

The User role is restricted to a personal folder and is only

authorized to start, stop, and wipe nodes. An

Administrator account is required to manage folders and

labs within a Users folder.

eve

EVE-NG PRO - A Base License (Mandatory)

This license unlocks all Pro features and two active Administrator accounts sessions. This
license is mandatory for EVE LC edition.

The following licenses below can vary per your needs.

EVE-NG PRO - Administrator License

This license unlocks one additional active session for the Administrator role.

The Administrator role can manage everything in EVE-NG without restrictions.

This includes creating, deleting, and modifying all folders, labs, nodes and accounts.

The Administrator is the only role that can create or modify accounts.

EVE-NG PRO - Lab-Editor License

This license unlocks one additional active session for the Lab-Editor role.

The Lab-Editor role is restricted to a personal and the Shared folder and is authorized to create,
delete, or modify additional folders, labs, and nodes within them.

EVE-NG PRO - Lab-User License

This license unlocks one additional active session for the Lab-User role.
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The Lab-User role is restricted to a personal and the Shared folder and is only authorized to
start, stop, and wipe nodes. An Administrator account is required to manage folders and labs
within a User’s personal folder.

Example: EVE Learning Centre Licensing for 1 Teacher and a 5 Students class.
Licence model below includes:
e Two administrator accounts, necessary for EVE LC labs and other user account
management
e One Lab-Editor-role based account, assigned to the teacher to create/manage labs
and assign them to the Shared folder for Students use. The Lab-Editor role is
restricted to a personal folder and is authorized to create, delete, or modify additional
folders, labs, and nodes within it.
Optional: If wanted / needed, the Lab-Editor account for the teacher can also be
replaced by an Administrator account instead.
e Five Lab-User role-based Student accounts allowing running a class with 5
simultaneous students connected to the EVE HTML GUI.

EVE-NG Professional Base - 1 Year License 1 99,00 €
This license unlocks all Pro features and two active
eve
created but
role, to the
EVE-NG PRO Lab Editor - 1 Year License 1 + 350,00 €
This license unlocks one additional active session for the
eve Edit
itor role.
The Editor role is restricted to a persona
uthori te, delete, or mod
abs, and nodes within it
EVE-NG PRO Lab User - 1 Year License _ 5 + 1.500,00 €
This license unlocks one additional active session for the
eve

onal folder and is only

odes. An

abs within a Users folder

For EVE-LC role permissions, please see section 4.4,

4.3 EVE-NG Corporate licenses

Essentially, this is EVE Learning Centre edition with Lab-Editor role-based accounts only.
This is recommended for corporate use to allow full permissions for EVE labs but to restrict
being able to manage other user accounts or labs. The Lab-Editor role is restricted to a
shared and a personal folder and has permissions to create, delete, or modify additional
folders, labs, and nodes within them.

EVE-NG Learning Centre Edition - 1 Year License
https://www.eve-ng.net/index.php/buy-corporate/

EVE-NG Corporate features multi user support and assigns accounts as Administrators or
Lab-Editors.

The first (mandatory) Base A license allows for 2 simultaneous Admin users. It is necessary
to have an Administrator account to create or manage EVE LC and other user’s role-based
accounts.

Example: EVE Corporate Licensing for 5 Lab-Editor users.
License model below includes:
¢ Two administrator accounts necessary for EVE Corporate labs and other user accounts
management (Mandatory Base license)
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e Five Lab-Editor role-based accounts. The Lab-Editor role is restricted to a shared and
a personal folder and has permissions to create, delete, or modify additional folders,
labs, and nodes within them.

EVE-NG Professional Base - 1 Year License
This license unlocks all Pro features and two active

eve

Administrator accounts sessions

EVE-PRO allows up to 128 accounts to be created but

restricts the number of active sessions, per role, to the

licensed amount. To increase the number of

simultaneous account sessions, please purchase

additional licenses below.

EVE-NG PRO Lab Editor - 1 Year License
This license unlocks one additional active session for the

eve

Editor role.

The Editor role is restricted to a personal folder and is

authorized to create, delete, or modify additional folders,

labs, and nodes within it

EVE Corporate role rights, please follow section 4.4.

4.4 User roles comparison chart

99,00 €

1.750,00 €

Feature Administrator Role Lab-Editor/Teacher role Lab-User/Student role
User accounts management yes no no

User Accounts visibility yes no no

User edit modal visibility yes no no

User Folder's management yes no no

Full EVE root folder tree

access yes no no

Licencing module access yes no no

Nodes management module yes (only own running yes (only own running
access yes nodes) nodes)

Lab management module yes (only own running yes (only own running
access yes nodes) nodes)

Shared lab folder

management yes yes no

Shared folder access yes yes yes

Shared project yes yes no

Rename Folders yes yes no

Create labs yes yes no

Delete labs yes yes no

Edit Custom topology

mapping yes yes no

Use only Custom topology

mapping yes yes yes

Lab objects management add

text, drawing on labs yes yes no

Export/import labs yes yes no

Nodes list management yes yes yes, read-only
Networks management yes yes yes, read-only

Start labs yes yes yes
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Stop labs yes yes yes
Search labs yes yes yes
Wipe nodes yes yes yes
Console to all nodes yes yes yes
Export all configs yes yes no
Edit lab yes yes no
Set nodes startup-cfg to

default configset yes yes no
Set nodes startup-cfg to none | yes yes no
Topology refresh yes yes yes
Topology zoom yes yes yes
EVE status yes yes yes
Lab details UUID yes yes yes
See startup configs yes yes no
Delete default startup configs | yes yes no
Create and manage

multiconfig sets yes yes no
Close labs yes yes yes
Lock labs yes yes no
System/Stop all nodes yes no no
Information tab access yes yes yes
Work with more than one lab | yes yes yes
Lab timer function yes yes no
Lab background dark mode yes yes yes
Hide node labels yes yes yes
EVE Cluster administration yes no no
EVE Cluster servers’

assignment per user yes no no

4.5 License purchasing and activation

IMPORTANT NOTE: Internet and DNS must be reachable from your Server. The EVE-NG Pro
requires internet access to get updates and validate EVE-NG Pro License key. DNS must
resolve names!

X\

L\ Before purchasing a license, the customer must have EVE-NG Professional
installed and readily accessible.

A Recommended browser for license operations is: Chrome or Mozilla Firefox

% You must be logged in to the EVE WEB GUI as Administrator.

Step 1: Obtain your license request from the Licensing tab of the top menu of the EVE PRO
WEB GUI. License requests will work only if the host machine (and hypervisor if running a
VM) has Intel VT-x/EPT enabled!

(See section 3 for details)

Step 2: Copy the content of the license request and keep it ready for the order process at
later Step 6. Orders without a license request cannot be processed.
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Professiona # Main 9, Management ~ £ System ~ © Information ~ @ Licensing ~ ©2026 EVE-NG

tzFile Manager  current Position / Root

e ——

© License Details

Q, License Request

1+ License Upload

Search Q

Q, License Request Code

©) Copy Code [T

Step 3: Go to the EVE PRO or Learning Centre Purchase Portal and choose your Licenses
and quantity.

Licenses that are unnecessary for your EVE Learning Centre or Corporate Edition licensing
needs, can simply be deleted from your order by clicking on the cross next to them to remove
them. Refer to sections: 4.2 and 4.3

EVE-PRO Purchase Portal

EVE-Learning Centre or Corporate Purchase Portal

Step 4: Choose your preferred payment method. We currently support VISA, Mastercard,
Bank/Wire transfer and PayPal.

< Back to shopping \
-

-

Step 5: Complete the order form. If your license is for commercial/company use, you must
select Company option.

Billing Information
Licensed to: (® Person  Company
First name*;
Last name*;

Address*:

Step 6: At the end, please paste your license request content (including header and
footer lines) from Step 2 and please read and confirm the EULA agreement, which contains
vital information about licenses. For companies, if necessary, in the Order Notes you can add
additional information/reference, e.g. for your accounting department.
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Additional Information

Order Notes
Order Notes
EVE-NG PRO A Base license

License Request®

-— LICENSE FILE DATA —

\

Accept EULA*

Step 7: After a while (usually 10-30 mins), your license is sent to the E-Mail used in the order
form.

A IMPORTANT: Before loading the purchased license, make sure your EVE has
Internet access. Your EVE DNS settings must be configured properly to resolve the
FQDN. Internet connection is required to validate your EVE license with our EVE-NG
license server.

A IMPORTANT: If your EVE internet is using Proxy, make sure you have set the proxy
settings described in section 3.8.3

Step 8: Copy ALL Content of your received License. Important: License key mut include header
and bottom lines as well.

EVE-NG Professional Edition - 1 Year License

—-— LICENSE FILE DATA -——

pOl
SFWpZm6odickB+YOztEVEOBCSUIPepY2

pSMYO/Tb

7 KrKdz
1TQDBS+APIAMBTACAeZ0DuaEioeLkuAgS

1x/d13uaONkeALTSdniKNjsdhXIAkfcq
hGaxé! JIXpD8

nBWEBAICWPItY bslgtwguMJiAK11QQg0
8prut’YELcBuP TVOmBQDHIIZGJOIXRpo
‘evacuHdg/kEvB9zL02ZTywrMJOIZRNRK
1As7BC5ERVIXQUBSITZISAQSF|IVVACY
agvuHTgW]fm/SmTIisf7GO TIPaxfKqJT7
uuuuu Ldj L

34nzQFDUSLOPYLAuLCX8VrrYYaRxUct

ming+JMrole7djyxkh/R8enxClmKnEVX
0ICaE ToaoJ3XxQAUZiQxy Xr7qxidoJt
HODAROVV1VOnsj/

Step 9: On your EVE WEB GUI, click on License Upload,

& System - @ Information ~ @ Licensing ~ ©2026 EVE-NG

@ License Details

E=File Manager  Current Position / Root

Q, License Request

* License Upload
Search Q

4 License Upload

Paste your licence and click on Upload

Please paste your license code below

) =
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4.6 License deactivation
If you decide to deactivate EVE-PRO license on the host, please follow the steps below:
A\ Go to EVE CLI and type:

cd /opt/unetlab/html/
rm eve-ng.lic
cp eve-ng.nolic eve-ng.lic

4.7 License term warning.

When your license term is close to expiration (30 days or less), you will notice yellow triangle
beside Licensing. If to point the mouse on this triangle, it will show your EVE-NG valid days left
till the expiration.

4.8 License Rehosting.
If you decide to re-install EVE-PRO or move it to another host, please follow the steps below:
L\ Pre-requisites:

e EVE must have internet access!
¢ Only ONE EVE host must be turned ON and connected to the internet, do NOT have
more than one EVE with the same license turned on at the same time!

Step 1. Make sure that you have only ONE EVE-PRO instance with this license running.

Step 2. Make sure you have unrestricted Internet access with a properly configured DNS
server from your EVE server.

Step 3. Load your purchased license onto EVE server you want to rehost to.
Step 4. Reboot your new EVE
Step 5. Wait approximately one hour for the licence validation process to finish on the host.

L NOTE: The re-hosted EVE server must have internet access to periodically validate
the license. EVE receives a token with a licence validity time of 24 hours. During
those 24 hours, the re-hosted EVE can be used offline. After 24 hours the token time
expires and you have to get EVE online again (for approximately 30 minutes) to
receive a new token.
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5 EVE-NG Professional Update & Upgrade

I\ Prerequisites: Internet access and working DNS on your EVE-NG is required.

Verify your internet reachability with named ping. Example: ping www.google.com

ping www.google.com

If your ping is success, follow next step for update. If named ping has no success, please verify
your DNS IP assigned for EVE or firewall. Some cases ping can be blocked by FW, but Internet
and DNS are capable to make update/upgrade.

5.1 EVE-NG Professional Update

It is strongly recommended to keep your EVE-NG up to date. To update and upgrade, SSH to
your EVE CLI.

To verify your current EVE-NG version, please follow “CLI diagnostic information display
commands” in section 16.1.1. You can verify your current EVE version from the System/System
Status tab on the top menu of the WEB GUI as well.

lai System Status

11% 21% 0% 16%

........

Mumber of CPU: 24 Total Memary: 31,3 GB Total Swap: B.0 GB Total Disk: 305.0 GB

I0L Nodes Dynamips Nodes Qemu Nodes Dacker Nodes VPCS Nodes

0 0 1 1 1

The newest version of EVE-NG can be verified by checking the official website:
https://www.eve-ng.net. For update to the newest EVE-NG Professional version please follow
the steps https://www.eve-ng.net/index.php/1845-2/

Type the below commands followed by Enter
apt update

In case the prompt asks to confirm with Y/N, answer Yes.
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5.2 EVE-NG Professional Upgrade

L\ IMPORTANT NOTE: Make sure you have stopped all your running labs. All nodes in the
EVE must be stopped before upgrade!

For upgrade to the newest EVE-NG Professional version please follow the steps
https://www.eve-ng.net/index.php/1845-2/

Type commands followed by Enter
apt upgrade
In case the prompt asks to confirm with Y/N, answer Yes.

A\ IMPORTANT NOTE: If you are upgrading EVE PRO from older version, the installation may
ask you to confirm additional! Information:

onf iguration file 'setc/issue’
==> Modified (by you or by a script) since installation.
==> Package distributor has shipped an updated version.
What would you like to do about it ? Your options are:
Yor I : install the package maintainer’s version

Nor O : keep your currently-installed version
D : shouw the differences between the versions
Z : start a shell to examine the situation
The default action is to keep your current version.
issue (Y/I/N/0/D/2) [default=N1 7 _
Al [

Answer for prompt above is “N”

{ Conf iguring grub-pc =

A new version (/tmp/grub.tj?zRCNt3z) of configuration file setcsdefault/grub is available,
but the version installed currently has been locally modified.

What do you want to do about modified configuration file grub?

install the package maintainer’s version

P gkcep the local version currently installed
show the differences between the versions
shou a side-by-side difference between the versions
show a 3-way difference between available versions
do a 3-way merge between available versions (experimental)
start a new shell to examine the situation

<0k>
/"

Answer for grub-pc version is: “Keep the local version currently installed”

After the completion of the update and upgrade, reboot your EVE Server. Type the following
command and hit enter.

reboot

N IMPORTANT NOTE: Do NOT make EVE updates or upgrades from within the HTML5
Desktop console!
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6 Types of EVE management consoles

L\ IMPORTANT NOTE: EVE Console TCP ports. EVE Pro uses a dynamic port range
between 1-65000. Dynamic means that every time you start a node on the lab, EVE assigns
any free port from this range for Telnet, VNC or RDP access. Static TCP port assignment for
Telnet sessions is not available in EVE PRO.

EVE Pro supports three different console types.

6.1 Native console

EVE Native console option requires locally installed software to
access your lab nodes. To use the Native console option, you must

; have Administrator rights on your PC and ensure the TCP port range
1-65000 is not blocked by a firewall or antivirus software.

Native console

6.1.1 Native Console: telnet

Windows OS: You can use your preferred telnet program like Putty, SecureCRT or others.
Example: Putty as native telnet client on Windows.
To setup Windows native telnet client please follow section 3.9.1

0.1.1.254/24 T
g] 1011 _. T :: |Ee: I‘\;@

s5w »ise Netro

£ ISR - o ® A

Linux OS: You can use your preferred telnet program like the Native Terminal, SecureCRT,
or others. Example: Telnet client from the native terminal on Linux Mint. To setup Linux
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native telnet client please follow section 3.9.2

¥ =) e (B

ISR QRGO

File Edit View Search Preferences Tabs Help

ck timezone GMT @ @

MAC OSX: You can use your preferred telnet program like the native Terminal, SecureCRT,

or others.
Example: Telnet client from the native terminal on MAC OSX. To setup MAC OSX native

telnet client please follow section 3.9.3

6.1.2 Native Console: Wireshark

EVE Professional V7 is using locally installed Wireshark application for Native Console. This
allows live captures with Wireshark installed on the client machine.

Right click on the node you wish to capture, choose capture and the interface. Capture Session
will open in a Wireshark application window.

EVE-PRO with Local Wireshark supports packet captures on ethernet interfaces.
Select the interface frame type which will be captured:
e Ethernet for Ethernet, Fast Ethernet, Gigabit Ethernet.

RT QesEFaS Eaaen

-]+
Time Source Destination Protocol  Length Info

5 2.043276 172.29.129.189 1.1.1.1 TP 98 Echo (ping) request id=e:

6 2.084780 iRl 172.29.129.189 ToMp 98 Echo (ping) reply  id=g;

7 5.081974 fa:d4:cB:3b:22:9a  50:00:00:01:00:00  ARP 42 Who has 172.29.129.1897 T¢

' 8 5.882008 00:01:00: 08 ARP 42 172.29.129.189 is at 58:8(
9 5.082024 00:01:20: 00 ARP 42 Who has 172.29.129.2547 Tt
18 5.682026 a:d4:c8:3b:22:9a ARP 42 172.29.129.254 is at fa:d:

Frame 1: 98 bytes on wire (784 bits), 98 bytes cap 969 fa d4 c8 3b 22 Oa 50 68 03 81 09 @@ 08 B8 45 |
Ethernet II, Src: 50:00:99:81:99:08 (50:09:80:91: g‘; ;i gg x ;: :g ;‘; g; gg ;i ;; 1: l;; l;d g; |

5 g c a 28 |
Internet Protocol Version 4, Src: 172.29.129.189, 26 00 o 45 o= 80 ba on 66 02 18 11 12 13 14
Internet Control Message Protocol 16 17 18 19 1a 1b 1c 1d 1e 1f 28 21 22 23 24
26 27 28 29 2a 2b 2¢ 2d Ze 2 38 31 32 33 34
36 37

Packets: 10 - Displayed: 10 (100.0%) || Profile: Defauft

R 7 Readyto load or capture

apng"

Example: Docker live interface ethO capture.

To save the captured file on your local PC, please refer to section 12.1

Native Console: VNC
Windows OS: Recommended and tested is UltraVNC but any other compatible one can be

used.
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Example: UltraVNC as Native VNC client on Windows. To setup Windows native VNC client
please follow section 3.9.1

Linux OS: Remote Desktop Viewer for VNC Sessions.
Example: Remote Desktop Viewer for VNC sessions on Linux Mint. To setup Linux native
Remote Desktop Viewer please follow section 3.9.2

MAC OSX: Preferred VNC program: Chicken VNC
Example: Chicken VNC as Native VNC client on MAC OSX. To setup MAC OSX native RDP
Viewer client please follow section 3.9.3

Emulotes Envionment 0 10.1.1.10024 _
na . .
e T T rwgmt DS, NTR, Cloud0 DHCP enabled
DHCP Server, Gateway 192,168.70.0/24, GW 192.168,70.254
= 10.1.1.254/24 . =
o 1 s ) ﬁ‘* [ » iz
- (00 —ev \ J
L * @)\ R )— Ay

s >R

@ asmu & aemu win11) - o X

SXDCE 007

Example: Windows Ultra VNC consoles, Linux and Windows

6.1.3 Native Console: RDP

Windows OS: Windows Native RDP.
Example: Windows RDP session to Winl1 host in the lab.

ows, NTR, Cloudd DHCP enabled
DHCP Sorver, Gatewsy  1921B870.0724) GW 192168.70.254

BQu Cm s A DS QW a0

Linux OS: Remote Desktop Viewer as RDP session to lab Win11 host.
Example: RDP session to Winl1 host in the lab. To setup Linux native Remote Desktop
Viewer please follow section 3.9.2
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FreeRDP: 172.17.0.1:55441

HQu =~ ¢cm & A an O e O

MAC OSX: Remote Desktop Viewer as RDP session to lab Win10 host.
Example: RDP session to Win10 host in the lab.
To setup MAC OSX native RDP Viewer client please follow section 3.9.3

6.2 HTML5 console

The EVE PRO HTMLS5 console provides a clientless solution for

M.,ng managing labs and node sessions. Management is achieved directly
oo through the browser by using the Apache Guacamole HTML5
e Engine. It is very convenient for corporate users with restricted
2 Workstation permissions (Locked Telnet, vnc, rdp).
Lol

EVE-PRO with integrated Docker Wireshark supports packet
captures on.

Select the interface frame type which will be captured:
T Ethernet for Ethernet, Fast Ethernet, Gigabit Ethernet.

HTML console ®
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| Transparent on/off button ‘ | Console full screen

Minimized console tabs on the left bottom corner. Single click

opens console window. Double click minimizing opened console.
Minimize all consoles and close all opened consales

/
- ¢ XD I

6.2.2 HTML5 Console: Telnet

Minimize console button

Close console button

HTML5 Telnet console is integrated and opens telnet sessions in the browser.

Telnet console node name

. —
Home Network
[=]
Minimized console tabs on the left bottom corner. Single click opens

console window. Doble click minimizing opened console.

function inside the HTML session. Type in your Chrome browser

© EVE-NG LTD

Option: The new Chrome v70.0.3538.110 and higher allows the use of the copy/paste
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“‘chrome://settings/content/clipboard” and press Add to allow the use of the clipboard
extension for your EVE Server: https://lyour_ip:443

o Rtps172.22.7,18:443

Option: The new Firefox v 63.0.3 and higher allows the use of the copy/paste function inside
the HTML session. Type in your Firefox browser “about:config” and enable clipboard values
below:

&« c © fir aboutconfig \

clipboard.autocopy modified boolean true

dlipboard.plainTextOnly modified boolean true
abled default bodean false

default bodlean

default bodean true

dom events.asyncClipboard.dataTransfer modified boolean true

dom.events.testing.asyncClipboard modified boolean true

6.2.3 HTML5 Console: Wireshark

EVE Professional V7 has an integrated Wireshark Docker station for HTML Console. The EVE
Capture console uses an integrated HTML session. Right click on the node you wish to capture,
choose capture and the interface. Capture Session will open in a new browser window.

EVE-PRO Integrated docker Wireshark
supports packet captures on ethernet and
serial interfaces.
Select the interface frame type which will be
captured:
e Ethernet for Ethernet, Fast Ethernet, Select [tems from the list
Gigabit Ethernet.
e Serial interface frames (IOL Only):
HDLC, PPP or Frame Relay.
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Externalize Console Node hostname and
Dual ISP ASAv FW POC Lab .
GVG Created by Uldis, EVE Pro, 2025 to Browser tab captured interface
L

SO0 Yew o' Gagtr rne Stiics kshoy. veess Too- tep
X Secondary imae XNC QuwEFLoEQQQil

7|

iser
v o source Destnation Protocol Leegtt ko
e TP/ e 416 Dovi

60 hop

RXEL Port 10: Etherneto/2

60 hep
60 heply
 heply
0 Reply
6 Reply
0 Reply
0 Reply
414 Dovice T0: R-XEZ Port T0: Etherneto/2
60 Reply
0 Reply
Aep

90 onee

31P SLA

y
ty

41¢ Device 10: A-XEL Port ID: Etharnets2
ly

tes on wire (420 bits), 80 bytes captured (480 bits 2k cc
. Src: aaibbicc:00:02:20 (aaibbice:o0:e2:29), Ot anl 0010 O
+ Configuration Test Protecol (loopback) ®
+ Data (40 bytes) 00

8333
888y
2383
232
888
s338
ssse
2383
232
333
238
332
| ]

Corporate Network

| T

Pasnar (GO0

Packets: 494 - Displayed: 494 (160.0%) _ Prafle: Dedaut |

7 heady 1o load e capture

=
100 wszoez

To save captured file to your local PC, please refer section 12.2

6.2.4 HTML5 Console: VNC

HTML5 VNC console is integrated and opens VNC sessions in the browser.

Dual ISP ASAv FW POC Lab
Created by Uldis, EVE Pro, 2025

Eromates Vit

RDP-TLS console node

0 [
Y @
B Server Manager oo
= .
(=on ™
£0/0) DHCP . WELCOME TO SERVER MANAGER
[192.168.77.0/2: e B -
AT AR -
BB A YA e ey 102020032 . 0« .
Ext R & ) C
* » e I8 Fi amd Siorage Services b
1 & .
[20.0.0.0/2:80) 3IPSLA
L L WHAT'S NEW
-
P e

vPc 100 ROLES AND SERvER GROUPS
Corporate Net g Fle and Storage 1| [ 8 wocat servr |
Services
© Muaguaiiny @ Marsguabiny

Events Events

=
B wintl 100 100y wszoze

Minimized console tabs on the left bottom corner. Single click
opens console window. Doble click minimizing opened console.

- = o
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6.2.5 HTML5 Console: RDP

HTML5 RDP console is integrated and opens RDP sessions in the browser. For Windows 7, 8,
10, 11, Windows Server 2016, 2019, 2022, 2025 please mind the note below.

FW POC Lab
EVE Pro, 2025

| RDP console node name

— A Ccm&s AT BN s
Home Network Y o*o 3 1
S 100
=
E] o Minimized RDP console tab. Single click opens

console window. Doble click minimizing opened

L 0
- o

L\ IMPORTANT NOTE: For all Windows nodes, the console type must be set to RDP-
TLS in the node template. RDP-TLS node console option is actually only used with
HTML5 RDP sessions.

The username and the password can be configured in the node edit settings. This will
allow you resize HTML RDP console without re-login in the windows host.

Example below, Edit node, Winl11, Console type rdp-tls, username: user and
password: Test123
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Add Node

Template

win

Main Settings

Image

win-11-x64-23H2v2A

lcon

Name/prefix

WINT1

Satellite
any -
Startup configuration

None

X Position

1258

[ PC-2D-Desktop-Windows-S.svg

Number of Nodes

1

Delay (s)

o

¥ Position

137

Additional Settings

QEMU Settings
QEMU Version QEMU Arch QEMU Nic
5.2.0 - xB6_64 (tpl) - 1pl(e1000) (tpl) -

QEMU custom options

-machine type=pc,accel=kvm -cpu host+pcid,+kvm_pv_unhalt, +kvm_pv_eoi,hv_spinlocks=0x1fff hv_vapic hv_time

cPU RAM CPU Limit Ethernets
4 8192 1

Console RDP Username RDP Password
rdp-tls - user || e

Additional Options

uuio First Eth MAC Address

6.3 HTML5 Desktop console

eve

Emulated Virtual Envi
Next Generation

7.0.0-43-PRO

Sign in to start your

admin

HTML Desktop

ironment

session

Do

LoNG|

EVE PRO HTML5 Desktop provides a full-featured clientless
solution for managing labs and node sessions. Management is
achieved directly through the browser by using an integrated
docker desktop that is accessed through the Apache Guacamole
HTMLS5 Engine. The docker contains a full featured Linux desktop
and is very convenient for corporate users with restricted
workstation rights (locked telnet, vnc, rdp).

6.3.1 Login to HTML5 Desktop console

Step 1: On your first login to the EVE HTML5-Desktop console, EVE will open a new HTML
window session to an integrated Docker management station. On the Desktop you will see

another EVE log

© EVE-NG LTD

in icon.
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Step 2: Double-click the “Link to EVE | Login” icon and log into EVE using NATIVE console.

Inside of the integrated docker station, it will open another session to EVE. All features inside
of the Docker Desktop will work as you are used to with the Native console.

6.3.2 HTML5 Desktop Console: telnet

The integrated management docker station telnet client allows you to telnet to nodes. Telnet
sessions are in a tabbed style as shown below.

RO1
File Edit View Search Preferences Tabs Help

'l';!
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6.3.3 HTML5 Desktop Console: Wireshark

Right click on the node you wish to capture, choose capture and select the relevant interface.
The capture will open in an RDP session window.

EVE-PRO supports packet captures on ethernet and serial interfaces.
Select the interface frame type which will be captured:

o Ethernet for Ethernet, Fast Ethernet, Gigabit Ethernet.

e Serial interface frames: HDLC, PPP or Frame Relay.

R4_s1/0

The integrated management docker
station Wireshark client allows you to
capture and save captured files onto the
docker station. For instructions on how to
save files to your local PC, please refer to Select items from the list
section 12.3

Externalize Console Node hostname and

eve to Browser tab captured interface
R-XE1_e0/2
2 ‘!’ e f00 Yiew Go Gapt
....... | 1.?
v o2
[192.168.77.0/24 LY. ~ [Sasesreacas
B\ R Ho:20.200/30 "4S "
ot » RXET
[20.0.0.0/24§ -~ 20.0.0.0/20§
i oo 20ad § ™
> s > wosaz
g e
N = =
Sl 1 =
[ % s > e
- 1 I
Home Network .*. L
— e . I~L )
o v
o E =
> 1 b wszaez

6.3.4 HTMLS5 Desktop Console: RDP

The integrated management docker station RDP client allows you to open Remote Desktop
sessions to Windows nodes. For directions on how to transfer files to the local PC, please refer
to section 13
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FreeRDP: 172.17.0.1:55441

HQu -¢m & A B e O

6.3.5 HTMLS5 Desktop Console: ThinClient Files exchange

The HTML5-Desktop console offers an amazing feature that allows you to exchange files
between your host PC and the EVE management Linux host. Please refer to section 13 for
detailed instructions.
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7 EVE WEB GUI Management

7.1 EVE Management Page

The Main EVE management window

Modified % s

20 0un 20260922 & -
20 Jun 2026 0922 ) b *
21020260952

2192026 0947 = =

=
- . . o
Lab Path: /001-Release-Lab-Filter.unl
Version: 2
UUID: 208e559f-d1bf-4981-a98e-27c9270ceabf
Author:

The lab preview actual picture appears after 3-5 seconds.

7.1.1 Management buttons

AR N
Button Description
o Select All or Deselect All folders or labs in the EVE tree

Create/Add new Lab

Create new folder

Import an EVE lab or lab folder from a previous export. Import file must be in
.zip format

Export EVE lab or folder. Select folder(s) and/or labs you wish to export and
select this option. The export is saved to your local PC in .zip format and is
ready to import to another EVE.

E

Move EVE lab or folder to other location. Select folder(s) and/or labs you wish
to move.

© EVE-NG LTD
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Delete selected folders or labs. You cannot delete the Shared, Users or
Running folder.

Lab Search function, case insensitive and match directory as well

001-Rel Q

c
m] Name Modified
]
a /5 001-Release-Lab-For-Share.unl 26 Jan 2025 22:53

a é 001-Release-Lab-For-Share_Team.unl 11 Mar 2025 11:31

Q

Refresh current folder content

Name

Modified <)

Toggle the sorting folders and labs between alphabetical and last edit date.

7.1.2 Right click dropdown menu

[0 A  001-Release-Lab.unl & Open [J M ProjectLabs = open
V Rename [0 A  001-Release-Lab.unl /7 Rename
E Move B Move
r -
0 Glone [} Delete
[ ] Delete

Function | Description

— Opens Folder or Lab.

,Q

Rename Folder or Lab.

E

Move selected item(s) to a different location. To use this option, please select
the folder(s) or lab(s) that you want to move.

Clone Lab. Clone function creates a copy of lab topology and exported
configurations.

Delete selected folders or labs. You cannot delete the Shared, Users or
Running folder.

© EVE-NG LTD
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7.1.3 Management tabs

A Main ¥, Management ~ £ System ~ @ Information ~ 8 Licensing ~

Tab Description
Returns back to the EVE Home Management screen.
Management dropdown, opening the management submenu.

ah User Management

8 Node Management Management submenu, refer to sections: 7.3, 7.3.2, 7.3.3

I©2) Lab Management

System dropdown.

System settings
Cluster settings System submenu, refer to section 7.4
System status
System logs

Stop all nodes

Information dropdown

Client Downloads

Cookbook Information submenu, for details see section 7.5

About
Forum
Youtube Channel

Help on EVE-NG LiveChat

00 BOM I«

@ Licensing ~ Licensing dropdown

Yellow triangle appearance means, that your EVE server is
A Licensing ~ validating a license. If your EVE server is offline this Triangle sign
can be show permanently

© License Details . . .
Licensing management, please see section 4

Q, License Request

License Upload
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7.2 Folders and Lab files management

This section will explain how to manage folders and labs on the EVE management page.

7.2.1 Folders Management

EVE Professional has three default folders used for various operations. These cannot be
deleted or renamed (see below).

AwmD ¢
O Name Modified

[ ] Users 20 Nov 2024 07:45

[ ] Shared 20 Nov 2024 07:45

[ ] Running

e Admins can create additional folders for any user.
o Editors can create or manage folders in their own profile/folder or within the Shared
folder

7.2.1.1 Default folder Running

EVE professional allows a single user to run multiple labs and switch between them with the
Running folder.

[ ] Running

D [ ] Project Labs 21 Apr 2025 19:38

Example:
e Start a lab and close it

e Open and start another lab and close it
When you open your Running folder, you will see both running labs in it. It is easy to switch
between labs.

The example below is showing two running labs in the Running folder.

‘E=File Manager  Current Position / Root / Running

Search Q

a Name Modified
[
8
[0 A  DOl-Releaselab 23 Mar 2025 20:00

[
O A  ooa 21 Apr202519:35

7.2.1.2 Default folder Shared
To manage the Shared folder an Admin or Editor user account is required.

The EVE Professional Shared folder is visible to all EVE users. Admin and Editor Accounts can
create folders or labs and place them into the Shared folder.
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[ ] Shared 20 Nov 2024 07:45

[ ] Users 20 Nov 2024 07:45

Example: An Admin creates a lab and places it into the Shared folder.
The Shared Lab is recommended to set “any” Cluster Satellite
Step 1: Create a lab, refer to section 8.1

Step 2: Select the lab or folder you wish to move to the Shared folder and press Move (or
create it in the Shared folder from the start).

LzFile Manager  current Position / Root Move to Folder
Target Path
- Q
Move selected items (1) 1 -
AwmRRERW c
LY Type or select a folder path
(-] Name Modified
B Runing B sharedw
B Shared 20 Nov 2024 07:45 ) Uems
W Users 20 Nov 2024 07:45
[ ] Project Labs
[0 Bm ProjectLabs 21 Apr 2025 19:38
a\,&, 001-Release-Lab-B.unl 21 Apr 2025 20:44
0 A  001-Release-Lab.unl 21 Apr 2025 18:53 MOVE CANCEL

Step 3: Another user account can use the lab placed by the Admin in the Shared folder

‘E=File Manager  curent Position / Root / Shared
Search Q
AmBE c
a Name Modified
L
O é 001-Release-Lab-B.un| 21 Apr 2025 20:44

L NOTE: Every user has its own profile; this means that every user has an independent
Running folder where this lab runs independently from other users.

A NOTE: Labs can be created and modified (e.g. settings and preconfigs) by an Admin
or an Editor user. The User role can use the lab only exactly the way it was configured
by an Admin or Editor and is unable to change any settings.

A NOTE: Admins and Editors can create folders and labs inside the Shared directory

7.2.1.3 Default folder Users
To manage the Users folder, an Admin user account is required.

The Users directory is a default EVE folder where Editors and Users have their personal folders

stored.
[ ] Shared 21 Apr 2025 20:48
[ ] Users 20 Nov 2024 07:45
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Once an Admin has created a new Editor or User account, EVE will automatically create a
folder with the user login name under the default directory Users.

Example: Below you can see the folders for the users with the following login names: test2,
test3 and test4

‘E=File Manager  curent Position / Root / Users

Search Q
AwmR c
O Name Modified
O m
O M test2 21 Apr 2025 20:51
[ M test3 21 Apr 2025 20:51
O M testa 21 Apr 2025 20:51

A NOTE: An Admin can manage any user’s folder or place labs in it.

7.2.1.4 Create folder

An Admin or Editor user account
is required.

Create New Folder
Click to add new Folder, Type the
new folder name and click [Myp.m.sm ]
“Create”

A NOTE: Editors can only create folders within their own profile folder or in the Shared
folder

7.2.1.5 Delete folder
An Admin or Editor user account is required.

Select or right click to the folder you wish to delete and press Delete.

dm@BRER LN c [0 B  MyProjects 002 21 Apr202521:05
|
. ] Open
B2 Raps Mot o [J A  MyTestLab0001.unl \ 21 Apr 2025 21:01
] B Running V4 Rename
Move
[ ] My Projects 002 21 Apr 2025 21:05 '?'
AS [ Delete
a A My Test Lab 0007.unl 27 Apr 2025 21:01 |
A NOTE: All folder content will be deleted as well.

A NOTE: Editors can only manage their own or the Shared folder
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7.2.1.6 Move Folder

AmBbBPRE c
[—] Name Modified J B MyProjects 002 ®  Open
] I  Running 0 A MyTestLlab000T.unl rd Rename
E Move
[ ] My Projects 002 21 Apr 2025 21:05
[ 1 Delete
O é My Test Lab 0001.unl 21 Apr 2025 21:01

An Admin or Editor user account is required.
Select or right click the folder you wish to move and press the Move.

A NOTE: Editors can only manage their own or the Shared folder

Select the target destination
for your folder and confirm by Move to Folder
clicking on Move.

o select o older path
shared <

Users

Project Labs

7.2.1.7 Export Folder

Select the folder(s) you wish to export from your EVE and press Export.

AmE a\a [ ] c
-] Name Modified
] B® Running
[ W™  Shared 21 Apr 2025 20:48
] B \Users 21 Apr 2025 21:38
[ ] Project Labs 21 Apr 2025 21:40
AN
O & 001-Release-Lab.unl 21 Apr 2025 18:53

Save the exported file as .zip to your local PC. The exported zip file is ready to import to another
EVE instance.

Opening_Exports_eve-ng_export-20180518-172551 zip x
You have chosen to open:
B _Exports eve-ng_export-20180518-172551.zip

which is: WinRAR ZIP archive (749 bytes)
from: http://192.168.90.22

What should Firefox do with this file?

O Openwith | WinRAR archiver (default) v

@:Save File

(1D this automatically for files like this from now on.

If your browser is set to save downloaded files to a default directory, your exported file will be
saved in the browsers default downloads directory.
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7.2.1.8 Import Folder
A IMPORTANT: Importable file MUST be in .zip format, do NOT unzip the file.

Step 1: Press the Import button.

® open
& = v 4 B> Deskop ~ G Search Desktop
Organise = New folder

‘B3 uidis - Persanal Name

1 Attachments e

5 eveng_export-20250421-214248.zip
4 eve-ng_export-20250421-214434.zip

T Chants.

1 Customers

Import Labs File name: - Compressed (zipped) Folder (*;

Open Cancel

Select ZIP file
B ’Veve-ng,export—20250421 -214248.zip
™

Step 2: Click Select ZIP File, find the zipped file that contains EVE folder with labs.

Step 3: Press the Import Button

7.2.2 Lab files Management

You can manage created labs from the main EVE file manager window

‘EzFile Manager  curent Pasition / Root

Search Q
AmB [¢]
[m] Name Modified
[] @  Running
[ ®m  shared 21 Apr 2025 20:48
[0 M  users 21 Apr 2025 21:38
[0 W ProjectLabs 21 Apr 2025 21:51 Selectalab..
0 A 001ReleaseLabunl 21 Apr 2026 18:53
7.2.2.1 Create Lab
The Admin or Editor user account is required. PPN & management - £ System -

A NOTE: An Editor can create labs only _ FeFieMenager  corentpesten / foo
within his personal folder or in the

Shared folder .

. A wBR c
Click on the New Lab button and refer to ~
section 8.1 ] Name Modified

[ @m Running

[ ®m  Shared 21 Apr 2025 20:48
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7.2.2.2 Delete Lab
The Admin or Editor user account is required to delete labs.
A NOTE: An Editor can delete labs only within his personal folder or in the Shared folder

Step 1: Select the lab or labs you wish to delete and then press the Delete button

A Main %, Management ~ £ System ~ ® Information ~ @ Licensing ~

ExFile Manager  current Position /oot

Search Q
Delete selected items (2)

AmBbBRBER c
- | Name Modified

M Running

B shared 21 Apr 2025 2048

| users 21 Apr 2025 21:38
[0 B ProjectLabs 21 Apr 2025 21:51
[0 A  001-ReleaseLab.unl 21 Apr 2025 18:53
A 001-Release-Lab Al.unl 21 Apr 2025 21:55

-

A 0071-Release-Lab A2.unl 21 Apr 2026 21:55

7.2.2.3 Clone Lab
The Admin or Editor user account is required to clone labs.
L NOTE: An Editor can create labs only within his personal folder or in the Shared folder

The cloning feature provides a very convenient way to duplicate original labs to share with
others or base another lab on it.

Cloned labs will copy exported configs (on supported nodes) but will not copy saved
states/configurations in Qemu nodes like Windows hosts, Cisco ISE, or other Qemu nodes.
Please refer to section 10.3 for more information on configuration export for labs.

Step 1: Right click on the lab you wish to clone. Click on Clone.

O A 001-Release-Lak  * ~1 Apr 2025 18:53

—} Open

O A 001-Release-Lat . | Apr 2025 21:55
4 Rename

o A 001-Release-Lak E Move | Apr 2025 21:55
|—[:| Clone

[] Delete

Step 2: Your lab will be cloned with all your exported configurations or configuration sets with
a new name.

[0 A  001-Release-Lab.unl 21 Apr 2025 18:53

O A 001-Release-Lab_1745273705217.unl 21 Apr 2025 22:01

Step 3: The lab has been cloned lab and can be renamed to your liking. Right click to the cloned
lab and choose Rename.
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o A 001-Release-Lab.unl 21 Apr 2025 18:53

O & 001-Release-Lab_1 745273705217.unl|- N——

] Open
Vs Rename
l} Move
[_D Clone

[ ] Delete

Step 4: Rename it, and click
Rename to confirm

Rename ltem

New Name

001-Release-Lab Al ]

RENAME BN I8

7.2.2.4 Move Lab
The Admin or Editor user account is required to move labs.

A NOTE: An Editor can create labs only within his personal folder or in the Shared folder

Step 1: Select the lab you wish to Move and click move.

AwmBR B B‘\i c
a2 Name Modified

‘,5 001-Release-Lab A3.unl 21 Apr 2025 22:06

O é 0017-Release-Lab.unl 21 Apr 2025 18:53

Step 2: Choose the path to the new destination and confirm  Move to Folder
by clicking Move

/ -

Type or select a folder path
W Shared
I users

I Project Labs -—

CANCEL
7.2.2.5 Export Lab

Select the Lab(s) you wish to export from your EVE Server and press Export.

Search Q,
Export
AmRREBE c
AN
(-] Name Modified
& 001-Release-Lab A3.unl 21 Apr 2025 22:06
& 001-Release-Lab.unl 21 Apr 2025 18:53
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Save exported file as .zip to your local PC. The exported zip file o= seeoem ez .
is ready to import into another EVE. e

which is: WinRAR ZIP archive (749 bytes)
from: http:/192.168.90.23

If your browser is set to save downloaded files to default directory, — wssesriessonnuinia

your exported file will be saved in the browsers default downloads o e =
directory. S —————

7.2.2.6 Import Labs
A IMPORTANT: Importable file MUST be in .zip format, do NOT unzip the file.

Step 1: Press the Import button.

AwmR - c
O Name J» Modified

B Users 21 Apr 2025 21:38

B Shared 21 Apr 2025 20:48

[ ] Running

Step 2: Select the zipped file which contains the EVE labs.

@ File Upload x
« “ 4[> ThisPC > Desktop > Exports » v | | search Bxports »
Organize v MNew folder =~ ™ @
Name . Size
s Quick access
EIGRP cfg set2

& OneDrive B EIGRP cfg set 27ip 2K

5 B ThisPC B EIGRP cfg setzip aKB

B Firepower_poc_623zip
— Donna (E) \

¥ Network

File name: |Firepower_poc_623.zip [\ Al Fites () v

Step 3: Press the Import Button

7.3 EVE Management Dropdown Menu

7.3.1 EVE User management

The User Management page, under the
Management dropdown, will allow Admin
accounts to manage other user accounts.

9, Management ~ £ system -

an User Management

‘E=File Manager Current Position /
!_ Node Management

IB Lab Management
Search Q

A Only the Admin role is allowed to create or edit user accounts.
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7.3.1.1 Creating a new EVE User

Step 1: Open the User management submenu. Management>User management and click Add
user

Usemame T Status, Auhenticator Email T Name T Role sat Disk Usage ‘Start Date Expiration Max RAM (G8) Max CPU. oD Actiens

admin namal rootlocslhast Eve-NG Adminestrator any 06b Unimatedt Unlimited o P |

Lsh Edtar 2 any 06k Uniiritect Unlimitedt 1 P

Lah Edor 3 any 06k Uriiratedt

hems per poge: | 10 = 13003

Step 2: The Add New User management window will pop up. Fill in the main information about
your EVE user

Add User
User Name* Role*
Administrator =
Password Console
® any -
Confirm Password Satallites
© any -
Authentication Account Validity
internal  ~ Fram To
Name*
Quotas
cPU RAM (GB)
-1 -1
Email*

Step 3: If your user will be Radius authenticated, please Select Radius from Authentication
menu. Passwords will be stripped off, because authenticator will look Radius server for user
password. How to setup radius server IP and Shared secret please follow Section:17.1

User Name*

testd

Password
Confirm Password

Authentication

| radius ~ ~ \

Step 4: If your user will be Active Directory (LDAP) authenticated, please enable Active
Directory from Authentication Menu. Passwords will be stripped off, because authenticator will
look Active Directory server for user password. How to Active Directory server IP please follow
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NOTE: Username for Active Director must contain domain at the end of username. Example:
testd@eve-ng.net

User Name*

testd@eve-ng.net

Password
Confirm Password

Authentication

active directory

Step 5: If you have bought other EVE licenses, you can choose the preferred user role. For
licensing and user roles please refer to section 4

Role*

Lab Editor ~ |
Administrator
Lab Editor

Lab User

Step 6: Set the Console type for the user. If Console type is set exact: Native, HTML or HTM5
Desktop, user after login in the EVE will be forced to use selected Console Type. If Console
Type is set to “any”, user is able to choose Console type on Login page which Console will be
used.

Role*
Administrator =

Console
any -

any
native
htmlS
Desktop

RAM (GB)
-1 -1

Step 7: Assigned single Lab. Applies for User role only. Set the specific Lab for the user
“assigned/sticky lab”. After login in the EVE User will directed only to this lab. He cannot close
the lab to get in main Lab management page. User can Start/Stop/Wipe lab, as well save his
lab work on the lab devices. Follow Section: 7.3.1.5

Role
Lab User ~

Console

any -

Lab

ﬂ

None -
None

/Shared/001-Release-Lab-B.unl
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Step 8: Satellites assignment per user (Editor or User) require Administrator account

Satellites

‘ any -
& any
[] master

[] sAT01B

The User Cluster Server value “any” is set by default.

Set the Cluster Satellites for the Lab Editor. This applies for Lab Editor roles. Lab Editor will
stick to selected Satellites. Lab Editor will be forced and allowed to use only selected Satellite
server or choose between the Satellite servers if it is assigned more than one server. If the Lab
has set to use any satellite server, then Lab Editor will be assigned to use lowest satellite ID.

Example: If Lab Editor has assigned to use SAT1 (ID1) and SAT2 (ID2). The Lab has set to
use “any” satellite. This Editor lab will be automatically assigned to use first available Satellite
with lowest ID1, SAT1.

Editor has rights to change Satellite per node for own created Labs.

Editor cannot change satellite assignments for Shared Lab. The Shared Lab is recommended
to set “any” Cluster Satellite,

If the Lab is created on the Satellite servers which are NOT in the Lab Editor allowed Satellites
list, this lab will not start.

Example: If Lab is created to use Master server only, but Lab Editor is allowed to use only SAT1
Server. Lab Editor will not be allowed to start this Lab.

If the Lab contains nodes which are assigned to run on the Satellite server which is NOT in Lab
Editor allowed Satellites list, this node will not start.

Example: If Lab several nodes are assigned to use Master server only, but Lab Editor is allowed
to use only SAT1 Server. Lab Editor will not be allowed to start these nodes.

Set the Cluster Satellites for the Lab User. This applies for Lab User roles. Lab User will
stick to selected Satellites. Lab User will be forced and allowed to use only selected Satellite
Server or servers.

Example: If Lab User has assigned to use SAT1 (ID1) and SAT2 (ID2). The Lab has set to use
“any” satellite. This Lab User lab will be automatically assigned to use first available Satellite
with lowest ID1, SAT1.

If the Lab is created on the Satellite servers which are NOT in the Lab User allowed Satellites
list, this lab will not start.

Example: Lab is created to use Master server only, but Lab User is allowed to use only SAT1
Server. Lab User will not be allowed to start this Lab.

If the Lab contains nodes which are assigned to run on the Satellite server which is NOT in Lab
User allowed Satellites list, this node will not start.

Example: Lab several nodes are assigned to use Master server only, but Lab User is allowed
to use only SAT1 Server. Lab User will not be allowed to start these nodes.
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User Profile and Lab nodes Satellite use hierarchy

~ sat value = X -
e 7
" Node N _—~"User Profile
X: Any/ . contains X 7 _~
Yes Yes No

sat value X T —L —
~ . Ve o
ab Sat ~ User Profile ™ ~ Ves Node start Dn\ { Node Cannot
= Any L o™ contains X ? ,/ _.' satx ) Start /
~ / o / N /
l . |

User \\
Sat any j]

- ~ /' Node Startonthe
{ NUCII\?I Stf"t 0"\ | lowest Sat ID present in |
\ aster \ ! i /
Ny 4 \ the User's Profile

—

Step 9: User time access to the EVE server.
e EVE-NG Users time database is using UTC Time Zone Converter
UTC time zone. To convert user time
zone to the UTC, please use online time 08:09 22:09
convert https://dateful.com/convert/utc utc Honolulu

e Set the access date and time in UTC timezone From - To. If the fields are left empty
(untouched), your user will have no time restrictions for accessing the EVE Server.
Account validity with time settings is available for Editor and User roles only.

e Admin accounts have no time limit for account validity and resource, and Account
Validity time or resource cannot be set.

e Toremove date/time: Delete date, esc, type value “-1”

Account Validity
From To

- -1

POD*

Step 10: The POD number is a value assigned to user accounts automatically. POD numbers
are like user profiles inside of EVE and are a unique value for every user Think of PODs like a
virtual rack of equipment for each user. Admins can assign a preferred number between 1-
32786. Please keep POD numbers unique between users!

Step 11: Set user limitation to use eve resources. “-1” value is unlimited EVE resource. Only
Editor and User roles can be set for EVE resource limitation, Quota.

Example: editor user is allowed to run/create labs for x4 CPU and 8Gb RAM.
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Quotas
CPU RAM (GB)
4 8

In case of violation these settings, user will receive alert message:

Failed to start node: User's CPU quota violation

Step 12: Press Save for add user or confirm edited user settings.

7.3.1.2 Edit EVE User

Step 1: Open the User management submenu.

which user you want to edit.

2% User Management

Management -> User management and choose

Usemame T Sanws  Awhemienor email T Name T sat Disk Usage. Start ate Expiation M RAM (GB) Max CPU POD  Lab Actions
admin intema rootlocalhost Eve NG Adinistrator any acb Uniimited unlimited 0 Mone PR
testz nternal uidis. dzerkals@amad com Lab Editor 2 any 06b Unlimited unlimited 1otene Ry o: @
st oterns [P ———— Lab Edtor 3 any a6 Uniited wilvited 2 hene P |

Step 2: The Edit user management window will pop up. Now you can edit necessary user
information, roles, or access time. Confirm settings by pressing Save at the bottom of the

window.
Edit User
User Name* Role
test3 Lab User =
Password Console
any -
Confirm Password Lab
None hd
Authentication Satellites
internal ¥ any v
Email Account Validity
test3@eve-ng.net Fram To
Name
POD*
Lab User 3
2
Quotas
CcPU RAM (GB)
1 A

7.3.1.3 User session termination

Administrator has rights to terminate active user session to the EVE server. Press Kick to
disconnect user from EVE HTML session.
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2\ User Management

Username. T Staus Authenticator Email T Name T Role s Disk Usage StartDate Expiration Max RAM (68) Max CPU oD Lab Actians

7.3.1.4 User monitoring

There is a dropdown menu next to “Add User” called “More Info” that can provide additional
information about your users. Click the checkbox next to the relevant information that you would
like displayed. Additional columns will be added for each checkbox that is chosen. Red or Green
label will show user status, which is logged or not in the EVE.

&, User Management

7.3.1.5 User role assigned lab

Assigned Lab. Applies for Lab User role only. Set the specific Lab for the user, “assigned/sticky
lab”. After login in the WEB, EVE User will direct only to this lab. He cannot close the lab to get
in main Lab management page. User can Start/Stop/Wipe lab, as well save his lab work on the
lab devices. On the Lab user has logout from EVE-NG account option only.

Pre-requisites for this feature: The user must be created before. It must exist in EVE database.
Only then use Edit user and set desired Assigned/Sticky lab. For Lab selection from the list,
the Lab must be upload in the Shared folder by admin first. If Lab Menu is selected to “None”,
User can close the Lab and open another shared Lab for him. The value “None” is set as

Edit User
User Name* Rale
test3 Lab User =
Password Console
........ ® any -
Confirm Password Lab
"""" @ /Shared/001-Release-Lab-B.unl x
Authentication Satellites
internal = any
Email Account Validity
test3@eve-ng.net From To

Name

POD*
Lab User 3

Quotas
cPU RAM (GB)
-1 -1

SAVE
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7.3.2

Search

A NOTE: Editor and User accounts are able to see and open console sessions to their

i:: File Manager Current Position /

Legend and used nodes in the POC
- Newus 8300v64-10.5.3F
- Cisco FTD 7.7

= Host station: Windows 11
= Server: Windows 2022

- I5P2 Claud NAT EVE Pro

@ Fo110 LACR VPG 110 Trunk

EVE Node management

M, Management ~ & System ~

&\ User Management

B Node Management

I© Lab Management

own running nodes only

A NOTE

nodes

£ Node Management

LobHame T LabiD. Username T Satellite NodeMame T cpu

001-Release-Lab 1 i maste Mgt 0.13%
001-Release-Lab 1 admi RXET 0.13%
001-Release-Lab admin RXEZ 013%
001-Release-Lab 1 admin master SWINT 0.13%
Users/1es12/Shared/O01-Release-Lat-B a test2 master SWINT 013%
Users/test2/My Lab 2 test2 master 4051 228%
Users/test2 My Lab 2 test2 master o0s: 213%
Users/test2/My Lab 2 test2 master VoS3 225%

7.3.2.1

Node management actions

- Management EVE Ducker Server-GUI
= ISP1 Clouda bridged to home LAN

0.29G8

0.5368

0.5368

04568

04568

1.0868

1.0868

12268

» I0L L2 Switch: x86_B4_crb_linux_I2-adventerprisekd-17-15-01-ms.bin
= ISP Routers: xB86_G4_crb_linux-adventerprisekd-17-15-01-ms.bin

Disk Template
a.00068 docker
aomes i
aomes

aomea

aomea @
0.000c8 vios
a000c8 vios
000058

Hems perpage: | 10 =

Button

Action

-

Open a console session to the running node
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The Management dropdown has a submenu
called “Node Management.”
management menu displays all currently
running nodes within EVE. Within this menu,
an Admin account can manage or even
console to any user’'s nodes.

The Node

: Admin accounts are able to see and open console session to all users running

=

=1

=

=1

(=N

(=N}
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Stop the running node

7.3.2.2 Node management filtering function

Each column in the Node Management Menu has a field or sort sign that will allow you to filter
the list to only display information related to the entered value.

Example: Click on “CPU Usage” The CPU column will sort running nodes with most CPU
consummation on the top.

& Node Management

LabName T Lab 1D Username T Satellite Node Name T cPU { RAM Disk Template T Actions
Users/test2/My Lab 2 test? master vIOS3 1.88% 1.22G8 0.000GB vios [y )
Users/test2/My Lab 2 test2 master vi0s2 175% 1.0BGB 0.000GB vios (my ]
Users/test2/My Lab 2 test2 master vIOS1 1.63% 1.08GB 0.000GB vios [miy ]

Each column can be sorted alphanumerically by clicking on the column name.

Example: click on the column Username and EVE will sort all running nodes in alphabetic order
by username.

& Node Management

LabName T Lab ID Username T Satellite Node Name T cPU RAM Disk. Template T Actions
001-Release-Lab 1 admin master SWHNT 0.13% 0.45GB 0.001GB iol [my |
001-Release-Lab 1 admin master R-XE2 013% 0.53GB 0.001GB iol On
001-Release-Lab 1 admin master Magmt 15.00% 1.28GB 0.000GB docker Om
001-Release-Lab 1 admin master R-XET 013% 0.53GB 0.001GB iol [y |
Users/lest2/Shared/001-Release-Lab-B 3 lest2 master SWHNT 0.13% 0.45GB 0.001GB iol Om
Users/test2/My Lab 2 test2 master vl0s3 1.63% 1.22GB 0.000GB vios Om

7.3.3 EVE Lab management

The Lab Management page, under the
Management Dropdown, displays running or
stopped labs for all users. In this menu an
Admin account can manage or even open up
Q any user’s running labs.

9, Management - £ system ~

2% User Management
- 2N
E=File Manager Current Position /.

B Node Management

I8 Lab Management

Search

In the columns CPU and Memory usage will be displayed actual running lab CPU and RAM
utilization.

% NOTE: Only labs which are using space on EVE HDD will be displayed.
% NOTE: Editor and User accounts are able to see and open their own running labs only

A NOTE: Admin accounts are able to see, open, and join to any user’s running or stopped
lab.
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A Lab Management

Lab Name T

001-Release-Lab

Users/test2/My Lab

Users/test2/Shared/001-Release-Lab-B

State

uuio

bid2aSfe-f47{-417f-8f6a-bidb585a498c

f8dc65eb-7020-4bbB-aabd-70fdcfa7d2b7

fda6f5fe-7Tbe3-4730-b%e1-155deaTdbede

Satellite T

master

master

master

Username

(restz)
et

(resiz )

T CPU (%)

0.38%

5.38%

0.13%

ltems per page:

Memory (GB)

2.79GB

3.37GB

0.45GB

10 -

Size (GB) Actions
0.006B @ m
0.00GB ® .
0.006E @ m

1303

Several columns in the Lab Management Menu have a field that will allow you to filter the list
to only display information related to the entered value.

Example: Enter username in the field to filter labs created by “admin”

A, Lab Management

>

LabName T State uuID Satellite T Username T CPU (%) Memory (GB) Size (GB) Actions
ter Usern
001-Release-Lab bfd2asfe-f471-4f7-8f6a-bfdb585a498c master admin | boca el ]
ltems perpage: 10~ 1-10f1
Example: Click State to sort running labs on the top.
A Lab Management
LabName Y State uuID Satellite Y Usemame Y CPU (%) Memory (GB) Size (GB) Actions
001-Release-Lab bfd2a5fe-f471-4f7f-8f6a-bfdb585a498c master 15.63% 2.79GB 0.00GB Zm
Users/test2/My Lab f8dc65eb-7020-4bb8-aa64-70fdcfa7d2b7 master "il 812 ) 5.00% 3.37GB 0.00GB Zm
Users/test2/Shared/001-Release-Lab-B fda6fSfe-7bc3-4730-b%e1-155dea7dbedc master ;\esll 0.13% 0.45GB 0.00GB Zm
001-Release-Lab A3 :srom:nd /\ 51ed2092-a124-42e0-a384-4a215e9958f5 master 0.00% 0.00GB 0.00GB 2 e
Items perpage: 10 ~ 1-40f4
. . “Eye ” . .
Example: Click on “Disk Usage” sorting labs with most HDD usage on the top
& Lab Management
LebName T State uuip Satellite ¥ Usemame T CPU (%} Memary (68) Size (6B) T Actions
01-CATIN00SGTFTR ((stopped ) biD1e3b24-feSa-4971-acad-21B7MbISG6b! master 0.00% 0.0068 139.9368 e
0240LSGTFTD Stopped ) S6daTIc-6Td3-4029-0/07-50a06dT a1 72 master 0.00% 00068 204.9368 2]
A1 Test Labs/D0T ICON TEST ((st0pped ) 30911262-90bc-409¢-b18f-3¢1 e47640663 master 0.00% 0.00GE 2.28G8 B

7.3.3.1 Lab management actions

Button

Action

@

Open the running or stopped lab.

Stop the running lab. The running labs will be displayed on top of list.

Wipe lab. Clean up HDD space. NOTE: this action will delete saved lab configurations.
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Once an admin has opened another user’s running lab, that user’s username will be displayed
at the top of the left menu to help the admin keep track of which user’s lab was opened.

udeditor ISP AS, POC Lab

Add an object

Nodes * Nexus 9300v64-10.3.3F
= SP BG) S 65000 .
L Networks ﬁ, ISP BGP AS 65000 ASAV9.20.2
= 10L L2 Switch: x86_64_crb_linux_I2-adventerprisek9-ms.bin

& A
‘ &P
Startipcontios « ISP Routers: ix86._64_crb.linux-adventerprisek9-ms.bin
ISPt = Host station: Windows 11
© Configured objects s * Server: Windows 2022
|/ e * Management EVE Docker Server-GUI
v < + ISP1 Cloud0 bridged to home LAN
1

2 : 192.168.100.0724 * ISP2 Cloud NAT EVE Pro
N
C  Refresh topology iz AEEEEE o5\ K )-GO

i More actions

254 "
— 2 »RXET

) < > @dii).254
Logical Topology 24 252 n&
Status }
Lab details
Lab Task(s) iy %
5 Wwosm
= |

- Lab Chat

7.4 EVE System Dropdown menu

@ system - P e The EVE System dropdown contains the system settings, Cluster
Management, system utilization status, log files, and an option to
stop all running nodes on the server.

System settings

Cluster settings
System status

System logs

Stop all nodes

7.4.1 System Settings

PETTTr eE i  The System Settings page, under the System Dropdown,
P r—r— will show EVE System settings for:

LY

% System Settings

Template Visibility
Unpravisianed ims

d images

129 Disk Critical Size
Minimal free spacs (68)
0
0 [ a 0 812 e @ HTMLS Terminal Settings
Fant size
5 iy Sen
1
0 0 a oo 112 o ©

a o o s
Realtms Traffc Update
IRecammended] Eco (250 ma) - Recommended for most labs =
Lab Node Start Parsleiam
e of nades = il from the b (Star &1 Star Selectel). Waxmmuen s 5% of norde C#Us (server-calculated),
0 3 a 0 0 . ] ®

CPUIMemory Setlings.
Dedicated CPU for Services (Reboal recuired)
[

] uma Batancing

e Cluster Network. EVE-NG cluster members VPN network, used for
intercommunication between EVE-NG cluster members. Customizable, please,
change the first three octets to your preferred network. Format of network A.B.C.0/24.
The mask /24 is hardcoded. (Value example: 192.168.90.0). The master EVE
server IP of wgO0 interface will be assigned: A.B.C.254. Rest Cluster members IPs of
wgO interface will be assigned accordingly EVE satellite ID, First EVE satellite ID1 IP
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will be A.B.C.1. NOTE, after changes of this network, the whole EVE cluster
members reboot is required!

Docker Network. EVE-NG Dockers network. Used for dockers and docker consoles.
Customizable, please, change the first two octets to your preferred network. Format
of network A.B.0.0/24. The mask /16 is hardcoded. (Value example: 172.18.0.0).
The master EVE server IP of dockerO interface will be assigned: A.B.C.1 NOTE, after
changes of this network, the whole EVE cluster members reboot is required!

NAT Network. EVE-NG NAT Network, “Natting” internal EVE NAT network to the
management pnetO/cloud0 EVE management interface IP. Used to have Internet in
the labs with different network. DHCP service is enabled on this interface
automatically. Customizable, please, change the first three octets to your preferred
network. Format of network A.B.C.0/24. The mask /24 is hardcoded. (Value
example: 192.168.100.0). The gateway and DNS IP of the NAT network interface will
be assigned: A.B.C.254. NOTE, after changes of this network, the master EVE server
reboot is required!

External Radius Server, IP port and shared secret key

Active Directory Authentication support

v' IP address of AD and port 389 or 3268 (TLS)

v' For TLS Active directory communication option, select TLS

v' DN: Example if domain is eve.lab, then DN syntax is: dc=eve,dc=lab

v EVE-NG Active Directory Group: Example: EVE Users. EVE will search Your
Group name in whole domain folder tree.

RADIUS Settings

Primary Server

192

168 .70 .201 1812 || eesee ®

Secondary Server

0

0 0 0 1812 S ®

Active Directory Settings

Server

192

Base DN

168 .70 .| 200 389 s

dc=eve,dc=lab

Active Directory Group

EVE Users

© EVE-NG LTD

Page 107 of 285



eve

Ermulated Virtual Enviconment
Next Generation

EVE-NG Professional Cookbook
Version 7.7 June, 2026

Note: The username in the Active
directory user account must match
with AD username. Username must
have domain at the end of
username. Example:
aduser@eve.lab

Add User

User Name®

aduser@eve.lab S

Pazsward

active dirsctory
Heme

Active Director User

Email”

aduser@eve.leb

Relet
Lab Editor

Gonsals

any -

Sateliies

oy -

Account validity

Fram T

quatss

-1 -1

e Proxy server IP and port, for authenticated proxy use username and password

Add Node

Template

Search Templates

Q

e A0 vThunder
o a

(13

e Andraid VM
a5 android

Note: Administrator has rights terminate any user session,
please refer Section: 7.3.1.3

© EVE-NG LTD

e AlienVault Cybersecurity

Template visibility is default settings for templates list on topology. Hide state will not
show on topology Nodes list with unloaded images. In the Nodes list will appear only
uploaded images. Show state (default) will show all available image templates.

Shows unprovisioned templates

/

License check is value where you can set EVE user session login behave.

v' The Value Strict does not allow user login if all
available licenses have active sessions
(screenshot below, Insufficient Licenses). If user

License Check

User's login control

has finished work with EVE server and closed
browser, EVE server will clear this user Strict
connection session automatically after 1 minute. i
. . Auto logout

v" The Auto logout will terminate oldest connected o ogen

. tings
user session to the EVE server.

2.0.6-41-PRO

Page 108 of 285



GVG EVE-NG Professional Cookbook

Ermulated Virtual Enviconment
lony

Version 7.7 June, 2026

e Disk critical size is value when EVE will start alert  pisk critical Size
you about HDD space limit is reached. If you will Minimal free space (GB)
set 5Gb value, your EVE will start show warning
messages in natification area.
The formula in Linux how to set desirable threshold
is: [Your full HDD size] * 5% + [desirable size in GB].

10

Blinking Warning
right bottom A

e Example: 500GB * 5% + 10GB = 35GB value of must be set for 10GB threshold.

e HTML5 Terminal settings Option  HTML5 Terminal Settings
to Change console colour Scheme, Color scheme Font name Font size
fonts, font size and backgrounds. BlackonWhite ~ || monospace ~ | 11
Management Interface Settings

[:I Enable IPV6

¢ Management interface settings Option to enable IPv6 on the EVE Management
interface

e WEB Service caching. Option to enable WEB caching EVE for Web Service Settings
Management interface Enable caching

e Disk I/O strategy. Activate caching for gemu virtual disk  pisk 170 strategy
read/write. Recommended for Intel CPU models with SGX [ enale aisk caching
extension.

¢ Realtime Traffic Update time in which your Resltime Traffic Update
Web browser upda“ng ||Ve traffIC feed|ng I [Recommended)] Eco (250 ms) — Recommended for most labs ‘

e Lab Node Start Parallelism
Number of nodes started in parallel from the lab (Start All / Start Selected). Maximum
is 50% of node CPUs (server-calculated).

__..........3/12

e CPU/Memory Settings dedicated cores for EVE services.  cpumemory settings
Suitable for EVE machine with more than 8 vCPU cores. Dedicated GPU for Services (Reboot required)
Select the dedicated amount of CPU cores for system use. !

¢ CPU NUMA Balancing enables or disables CPU NUMA balancing settings. Suitable
for EVE machines with up to x6 vCPU cores. If your EVE has 8 or more vCPU cores
disabling this option will force to use of CPUs if full scale and you will achieve better
and more nodes to start in your labs.

|:| Numa Balancing
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7.4.2 Cluster Management

£t System - @ Information ~

System settings

Cluster settings

System status
System logs

Stop all nodes

7.4.3 System status

£t System -

System settings
Cluster settings

System status

System logs

Stop all nodes

k& System Status

The Cluster Management page, under the System Dropdown, will
show Cluster Management options, and cluster members resources
utilization. Please refer to Chapter EVE Cluster System 15

P e The System Status page, under the System Dropdown, will show
EVE server resource utilization, the number of running nodes per
template, current running versions of EVE and the current status of
the UKSM and CPU Limit options.

14% BOA 0%
CPuuses r— Snap o

o
18%
bisk used
Number of CPU: 24 Total Memory: 31.3 GB Total Swap: 8.0 GB Total Disk: 305.0 GB
master master master master
14% 0% 18%
Mo cPU:24 WiEw: 31,9 68 Swap. 8068 bisk:291.7 68
10L Nodes Dynamips Nodes Qemu Nodes Docker Nodes VRCS Nodes
4 0 2 1 0

Currant version: 7.0.0-43-PRO
Server UID: 12bc63c063d43a4584e2004335510492
Li

e stat

KSM st

CruLmt s

KSM — “KSM (kernel same-page merging) is a Linux kernel feature that allows the KVM
hypervisor to share identical memory pages among different process or virtual machines on the
same server.” It can be disabled globally for EVE on this page. It is recommended to keep KSM

enabled.

Additional Settings

QEMU Settings
QEMU Version QEMU Arch QEMU Nie

21,0 (tpl) - ¥86_64 (1pl) - tpl(e1000) (tpl) -
QEMU custom options

-machine type=pe,accel=kvm -serial mon:stdio -nographic -display nane -no-user-config -rte base=ute -boot arder

cpU RAM CPU Limit Ethernets

1 s 4096 < 9

~

Consale

telnet -

CPU Limit — CPU limit is used to limit
CPU overloads during the nodes run
time. It acts like a smart CPU usage
option. If a running node reaches 80%
CPU utilization, the CPU Limit feature
throttles CPU use for this node to 50%
until process usage drops under 30%
for a period of 1 minute.

It is recommended to keep the Global CPU Limit option enabled.
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CPU Limit can be turned for individual nodes in a lab. EVE node templates are set, by default,
with the recommended CPU limit settings. An Unchecked CPU Limit option means that this
node will boot without CPU limit.

Reference:

https://searchservervirtualization.techtarget.com/definition/KSM-kernel-samepage-merging

7.4.4 System logs

& system - P sl The System logs page, under the System Dropdown, will display
EVE server log information

System settings

Cluster settings

System status

System logs

Stop all nodes

In the menu you can select a specific log file for inspection.

= System Logs

Select Log File

(ssl—accesslug - 20 Search Pattern

sslhaccess log

license service

p_errors.txt/20/ HTTP/1.1" 200 848 "https://lv.eve-ng.net/themes/vuejs/systemlogs” "Mozilla/5.0 (Windows NT 10.9; Wined; x64)

pracess-scanner 537,36
p_errors.txt/20/ HTTP/1.1" 208 848 "https://lv.eve-ng.net/thenes/vuejs/systenlogs” “Mozilla/5.8 (Windows NT 18.8; Wingd; x64)
local units 537.36"

TP/1.1" 288 581 "https://1v.eve-ng.net/themes/vuejs/systenlogs™ "Mozilla/s.B (Windows NT 18.8; Winbd; x64) AppleWebKit/537.36 (KHTML,

apitxt p_errors.txt/28/ HTTP/1.1" 200 848 "https://lv.eve-ng.net/thenes/vueds/systanlogs” "Mozilla/5.e (Windows NT 10.0; Winsd; x64)

53736
ssherorlog P_EFFOrS.TXL/28/ HTTP/1.1° 200 848 “NTTps://lv.eve-ng.net/thenes /vueis/systenlogs® “mozilla/s.8 (Windows NT 10.0; Winsa; x64) I

7.4.5 Stop All Nodes

The Stop All Nodes option, under the System Dropdown, is an option
7 that stops all running nodes on the EVE server. This option is
System settings accessible only by Admin users.

Cluster settings

£ System ~ @ Information ~

SISIERSIS Same can be achieved issuing cli command:

System logs

siny elloics /opt/unetlab/wrappers/unl wrapper -a stopall

7.5 EVE Information Dropdown menu

The Eve Information Dropdown contains links to the
Local latest Local Console Client packs download, EVE
Client Downloads Cookbook, EVE Website, EVE forum, EVE YouTube
channel, and the web-based EVE Live Help chat.

© Information ~ @ Licensing ~

Cookbook

About To join the EVE Forum, in order to make posts or
Forum download materials, a forum user account must be
Youtube Channel created.

Help on EVE-NG LiveChat To join the EVE Live Chat for support, please use your

Google account for access, or create a new user account
for this chat. Please note the forum and live chat use separate user accounts.
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7.6 EVE Licensing Dropdown menu

The EVE Licensing dropdown contains options for managing [RoRieyers ©2025 EVE-NG
your EVE license.

@ License Details

The License Information Window will display the expiration aSENECEIEEEEEIE
date along with the number of licenses that have been BESEEEETEAIMLE
activated

License information display:
@ License Details

[2) Expiration Date:  02/05/2025
Admin Users;
2 Editor Users:

2 Regular Users:

For License Request and License Upload, please refer to section 4.5 for more information.

7.7 Other Tab line info

Version: 6.3.0-8-PRO 23:22 & admin [> sign Out

Other items on the top menu are: Current version of EVE-NG, Real-time clock, a shortcut to
edit the currently logged in user, and a sign-out button.

7.8 Lab preview and global settings

Once you click on a lab in the folder tree, a main window on the right side will display schematic
content of the lab as well as lab management options like open, edit, and delete.

The actual lab topology appears after 1-3 seconds.

oo
>

1 Jun 2026 09:47

Lab Path: /001-Release-Lab-Filter.unl
Version: 2

UUID: 20865591 1b1-4981-a986-27¢9270ceabf
Author: |
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Next Generation

7.8.1 Lab preview window

The lab preview window displays the schematic position of nodes and their connectivity. The
actual lab topology appears after 3-5 seconds. The Scale option allows you change the lab
preview size.

[ 001-Release-Lab-Filter ]

@V D50 FTD FW Tl Fiers POC Lab Lo s s s i e POC:
i uomes  Greated by UD, EVE P10, 2025 + Mo S3006410 35
+ CacaFID77 x3

Lab Path: /001-Release-Lab-Filter.unl
Version: 2
UUID: 208e559f-d1bf-4981-a98e-27c9270ceabf
Author:

—

7.8.2 Lab preview buttons

In the lab preview, these buttons allow you to manage the selected lab.

Button Description

m Opens the Lab to the Topology Canvas

eI Opens the Labs Global Settings. Refer to section 7.8.4 for more info.

Deletes the lab

7.8.3 Lab preview information

Description, version, UUID etc.

Lab Path: /test_lab1.unl Description:
Version: 12 Here is short description of Lab
UUID: 95692558-5ach-4308-ab66-64fabaobdalf

Author: John Tester
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7.8.4 Lab properties

Lab Properties Page is opened when you click on the Edit EDIT button below the Lab
preview window.
Lab properties
Path: /001-Release-Lab.unl Lab Description:
Name: 001-Release-Lab 1 "
Version: 2 2.
Author: 3
Satellite: any 4 -
Shared with: a
Config Script Timeout: 300 v Lab tasks
Lab Countdown Timer: g 7 11
Default link width: 15 8.
Display Grid
[e]

This page allows you to fill out important information about the lab. The red numbers in the
picture correlate with the numbers listed below

1. Lab name.

2. Version: Version numbers allow a lab author to assign a value to a unique state of a
lab. Increase the number to correspond to new developments in the lab. If left unfilled,
EVE will assign a value of 0 automatically.

3. Author: You can add a lab author name in this field

4. EVE Cluster Satellite choice. By default, EVE will assign a value of “any” automatically.
For cluster hierarchy please follow: Chapter 15.10

5. Project/Lab sharing Feature, please follow Chapter 8.11

6. Config Script Timeout: It is the value in seconds used for the “Configuration Export”
and “Boot from exported configs” operations. Refer to section 10.3 for more
information.

7. Lab Countdown Timer: It is the value in seconds to provide a time limit (countdown
timer) for completing a lab. Refer to section 10.4 for more information. Default Lab

8. Links width, you can set default thickness of links for whole lab.

9. Topology background grid on/off.

10. Description: In the Description field you can write a short description of the lab.

11. Tasks: In the Tasks field you can write the task for your lab.

The Lab details window can be opened from the Topology Canvas page
sidebar during labbing, to read the Tasks for the lab.
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LAB DETAILS

TEST_LAB1
I0: 95652558-5ach-4308-ab66-64£3040b431 £
Here is short description of Lab

Here are tasks for your lab. Task 1, Please configure Routers with IP addressing Task 2. Configure IGP, EIGRP routing on all nodes Task 3. Configure windows Host to receive DHCP IP address

EVE WEB Topology page
Once you open a lab, the topology page with lab will be displayed..

Dual ISP ASAv FW POC Lab
Created by Uldis, EVE Pro, 2025

Primary Secondary
e “\
T 699.0Hee DHCP (rf R n agement networt]
92.168.77.0/2 \ [192.168.100.0/24)

| .
{0 {K -{e0rz) 0.20.20.0/300 N OIS IK e —

PR 254

HSRP
3IPSLA ai20.0.0.0/28

- ~
vPC 100
Corporate Network
N '}" v
)
100 @9
P higmt
=
Pt 100 100y, sz022
\, )

7.9 Side bar functions

Move your mouse pointer over to the left on top of the minimized sidebar to expand the
interactive sidebar as shown in below screenshot

Add an object gend and sed nodes in the POC:
- 2 + Nexus 9300G4-10.3.3F
- ClscoFTD 77
Networks = - + 1OL L2 Swich K85_64_crb_inun_|2-acventarpiisehd-17-16-01-ms bin

- ISP Roulers: x95_64,_crty_Bus-5cventerpriseks-17-15-01-ms.bin
+ Host station: Wincows 11

- Garver: Windows 2022

- Mansgement EVE Docker Senver-GUI

+ 151 Cloud0 bridged to home LAN

+ 18P2 Cloud NAT EVE Pro

@ P10 LACR VRC 110 Trurk

L [
Lab details
Lab Task(s)
Lab Chat 7]
Lock Lab @
ce Y aven
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7.9.1 Add an object

The “Add an object” menu can be accessed in two different ways, from the sidebar and by right-

clicking on the Topology Page

+ Add an object

5 Node

== Network

a++ Custom Shape

T Text

< Line

79.1.1 Node object

o> oo 0

b

.

Add item

Node
Network
Custom Shape
Text

Line

The Node object opens the “Add a new node” window. Only nodes that appear blue in the
dropdown menu can be added. A grey image name signifies that you have not yet properly
uploaded an image to the proper folder. A blue image name means that at least one image
exists in the proper folder for this template. If the “Show unprovisioned templates” is checked,
EVE will display unloaded image templates. To hide it, uncheck “Show unprovisioned
templates” checkbox or follow section 7.4.1

Add Node

Template

Search Templates

qQ

A10 wThunder
2 a

;  AlenVaull Cybersecurity

Android VM
o android

7.9.1.2 Network object

Shows unprovisioned templates

The Network object opens the “Add a new network” window. This function is used to add any
kind of network (Cloud, Bridge or NAT). For details on these, please refer to section 9

Add Network

Network Settings

Number of networks to add

1

Name/Prefix

lcon

01-Cloud-Default.svg

Type

bridge

Left

1072

236
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7.9.1.3 Custom shape object

The Custom shape object allows you to add shape
elements onto the topology; these currently include
squares, round squares and circles. For detalils,

Shape Seleation

Custom Shape

.

refer to section 10.1

Name
Add item
Node Border Type
a5 Network =olid
£ Custom Shape
abe Text Border Golor
sorcar oo
o Line ¥ yooooooFF

Shape Settings

Border Widi

1 8

Background Gelor

, Eeesraund color
UFFFFFFFE

7.9.1.4 Text object

The Text object allows you to add MS Office elements onto the topology. For details, refer to

section 10.1.3

Add item

Node

Network
Al~ v AvA~ B I U S

Paragraph ~

Custom Shape

-~

Text

& 8 Bl D

Line

7.9.15 Line object

The Line object allows you to add line elements onto the
topology; these currently include single arrow, double
arrows and simple lines. For details, refer to section

10.1.6 )
Add item

Node

Network

& 8 B0

Custom Shape
be Text

.

Line g

X, X2 o T,

bl I
Q— =@ WyEBayey B~

Add Line
Live Preview
Arrow Style
Line -
. W
abel 2 5
Gaolor Line Style
* yaooaoo ] Salid N

7.9.2 Nodes

The Nodes object in the sidebar opens the “Configured Nodes” window.

2 Configured Nodes Filter by Status: | Al - x
Lab Assigned Resources (Running/ Total) vEPU: 16/ 16 RAM: 59/59GB HDD: 14.64GB Total Resources: vCPU 112 - RAM 503,66 GE Showing: 10 of 10 nodes
» NAME SATELUTE TEMPLATE  BODT IMAGE cPu CPU USAGE RAMUSAGE cPULMT  miERC ACTIONS
1 RxE2 sarme - ie1 XB5.64_crb_Inoc acventerprisak-ma.bin - wa (] wa wa OeoBHO
2 REL sarne - sl *B6_64_erb_linu-athventerprisekd-ms bin - na d wa e [miy BN ]

a e masss S [H——— - 2 ] L na (=N
Ll HXOS-02 mast - s sk 3300v4-10.3.3F = 2 [ 1 [ o | [ na OmsBO
5 SWANT master - 1 KB6_64._ETD. UK 2-Bebventemmrisekd-me bin - e [ 1 v e O 2>*H 0O
5 Azl mast - ] = 1 [ | [ 7asx] [ i [miy BN ]
o asn02 sarne - aea820221 - - ! na (=Y )
] gt master - sock o - 2 a w na OmoBHO
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In this window, you can make changes for nodes that are on the lab topology. More options
can be found in the detailed node specific menu, for details refer to section 8.1.2.

(N

NOTE: Running nodes are highlighted in Blue, their settings cannot be changed. You
can only change settings of nodes that are not currently running.

You can change the following values:

¢ Node Name
e Boot image
e Number of CPUs for the node
e Live CPU usage
e Enable or disable CPU Limit (Refer to section 7.4.3)
e IDLE PC for Dynamips node
¢ NVRAM in Kbyte
e RAM in Mbyte
e Live RAM usage
e Ethernet quantity. NOTE: The Node must be disconnected from any other nodes to
make this change. You cannot change the interface quantity if the node is connected
to any other node.
e Serial interface quantity, IOL nodes only. You cannot change Serial interface quantity
if the node is connected to any other node.
e Type of Console
¢ Node Icon that appears on the Topology
e Startup configuration to boot from
Actions Buttons (Stopped node): Actions Buttons (Running node):
» /7 &8 e oh O
e Start node e Console to the node
e Edit node e Stop node
e Wipe config » Wipe node
e Delete Node e Export the nodes config
e Node details

7.9.3 Networks

The Networks object in the sidebar will open the “Configured
Networks” window.

The “Configured Networks” window will only show networks that were specifically added to the
topology; it will not show node interconnections. The example below is showing information for
networks on the Topology. For Cloud networks and how to connect EVE labs to a network
external to EVE, please refer to section 9
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.

= Bridge
Internet ‘-\\ e \\
e AN
\ A AN
™~ : (Giort (ar) . i
i (A Coy e m : 9
) @ /D f ;
N ~ »ro2 MPLS
& Networks -
:)“WMI‘ Network Name Network Type Attached Nodes Actions.
1 15P1 . 1
z 15P2 s |
17 " s 9
18 M PR - I |
19 M s % m
20 Ext s 8
hems perpage: 10 = 1606
Actions /' &
e Edit Network
¢ Manage Smart Switch or Internal/Private cloud, 802.1ad etc
i Manage Network x
Network Settings
I Smart Bridge I Enable 802.1ad
Connected Interfaces
NODE 10 NODE NAME INTERFACE ID INTERFACE NAME VLAN ID
6 ASAVO1 L] Mgmtd/0
8 Mgmt [] ethd
==
e Delete Network
7.9.4 Startup-configs
E  Swurupconfige The Startup-configs object in the sidebar opens the “Startup-configs

window.

This window will show you startup-config for each node (for PRO it shows the startup configs
of the current config set) and if the node is set to boot from it (ON) or not (OFF).

The “Startup-configs” window in the EVE Professional version contains additional features,
please refer to section 10.3.
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[ Startup Configs b g

Config Set Default - f st s

I+
0

H R-XEZ
2 RXE1
¥ NX0S01
¥ NX0S02

# SWHNT

-« wwoaa -
® S90080

% ASAVD1
= ASAVD2

&£ Mgmt ¥

==
7.9.5 Configured Objects
The “Configured Objects” window will display a list of all objects that

are added onto the topology. For details on different objects, refer to
section 10.1

NOTE: You will not see any objects in this window if none have been added to the lab yet.

@ Lab Objects X

7.9.6 Traffic Filters

Y  Traffic Filters The “Configured Objects” window will display a list of all objects that
are added onto the topology. For details on different objects, refer
to section 11

7.9.7 More actions

The More actions menu in the sidebar has a submenu with the following functions.
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More actions

Start all nodes

o 0

Stop all nodes

Wipe all nodes

&
;

Console To All Nodes

¥

Export all CFGs
Edit Lab

Topology Screenshot

4 B N

Set nodes startup-cfg to default configset

%

Set nodes startup-cfg to none

Delete default startup-cfgs

79.7.1 Start all nodes

© startall nodes The “Start all nodes” action will start all nodes on your topology,
taking the (configurable) startup delay of each node into

consideration.

L IMPORTANT. Starting many nodes at once can seriously spike your CPU utilization.
Please make sure that you are not using the “Start all nodes” option for heavy labs or
that you have configured a proper delay between the nodes. For heavy nodes and
large quantities, it is recommended to start them in smaller groups, wait for them to
finish booting and then start another small group of nodes.

7.9.7.2 Stop all nodes

© stopall nodes Stopping all nodes will power off all nodes on your topology.

L NOTE: It is recommended to save your (running) configurations on the nodes in your
lab before you stop the lab if you want to continue where you left off the next time.
Stopping the nodes will leave the images in a temporary folder and will take up space
on your drive until they have been wiped.

7.9.7.3 Wipe all nodes
= . The “Wipe all nodes” action will wipe the NVRAM or currently saved
B Wipeall nodes . .
image of all your nodes in the current lab.

Example: You have saved the nodes configuration by saving the running configuration to the
startup configuration. The Wipe command will delete the saved NVRAM startup configuration
and on the next boot it will boot from factory defaults.

The same applies to images without configurations, e.g. a linux node. If you make modifications
to the system and afterwards wipe this node, the next time it will boot from the original base
image again as the modified image was deleted.

The “Wipe node” action is commonly used with initial startup configuration modifications. The

Wipe node action does not delete configured startup configurations or sets. Please refer to
section 10.3
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7.9.7.4 Console to All Nodes

“Console to all nodes” will open a console to all of your running
LU L nodes in the current lab. This includes all different kinds of
configured console types for lab nodes like VNC, Telnet and RDP.

7.9.7.5 Export all CFGs

The “Export all configurations” action will export current configs to

¥
Export all CFGs the EVE startup-configs.

Export configurations are supported for:

Cisco Dynamips all nodes Juniper VRR
Cisco IOL (10S on Linux) Juniper VEX
Cisco ASA Juniper vRouter
Cisco ASAv Juniper VMX
Cisco CSR1000v Juniper vMX-NG
Cisco Catalyst 9000v Juniper vQFX
Cisco Catalyst 8000v Juniper vSRX
Cisco Nexus 9K Juniper vSRX-NG
Cisco vIOS L3 Mikrotik

Cisco vlIOS L2 PFsense FW

Cisco Viptela vEdge, vSmart, vBond, till | Timos Alcatel
version 18.4 only, version 19.x and later is | VEOS Arista

not supported due implemented password | Aruba CX Switch
setup feature on the first boot.
Cisco XRv

Cisco XRv9K

For a full explanation of exporting configurations, please refer to section 10.3

7.9.7.6 Edit lab
/" EditLab Opens the Lab properties lab window. Refer to section: 7.8.4

Lab properties

Path JAT Test Labs/DD1-Release-Lab.unl Lab Description: | 1o | b for new icons and design
Name: 001-Release-Lab

Version: 2

Author:

Satellite:  any

Shared with:

Config Seript Timeout: 300 Lab tasks
sk Configure lab

Lab Countdown Timer: g

Default link width: 15

Display Grid
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7.9.7.7 Topology screenshot .

Feature to export actual topology in
&) Topology Screenshot png format

| screenshot.png

Screenshot Preview x

eve Dual ISP Cisco FTD FW Traffic Fil Legend and used nodes in the POC:
Emuaies Vi tenmene— Gre@ted by UD, EVE Pro, 2025 sNexus 9300v64-10.3.3F
*Cisco FTD 7.7
*|OL L2 Switch: x86_64_crb_linux_I2-adventerprisekd-17-15-01-ms_bin
*ISP Routers: x86_64_crb_linux-adventerprisek9-17-15-01-ms_bin
*Host station: Windows 11
Server: Windows 2022
*Management EVE Docker Server-GUI
*ISP1 Cloud0 bridged to home LAN
*ISP2 Cloud NAT EVE Pro

@ Po110 LACP VPC 110 Trunk

S

7.9.7.8 Set node’s startup-cfg to default configset

Sets nodes to_ the defau_lt startup-config. l_\lOTE: If
you have nothing saved in the default config set for
any node, that node will boot from factory default instead. This is commonly used with the wipe

node’s function so the node will boot from the configured startup-config on next boot and not
from the startup-config in its NVRAM in case the node was started before already.

Please refer to section 10.3

7.9.7.9 Set node’s startup-cfg to none

Setting all lab nodes to boot from factory default. Used
commonly with the wipe nodes function. The example below
shows the steps to set a lab to boot from factory default.

S\! Set nodes startup-cfg to none

Step 1: Wipe all nodes
Step 2: Set all nodes to startup-cfg none

Please refer to section 10.3

7.9.7.10 Delete default startup-cfgs

B Delete default startup-cfgs

A WARNING: this action will delete all configurations saved to your saved default config
set. Please make sure that is what you want to do before you execute this.
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7.9.8 Refresh Topology

Sometimes it is necessary to refresh the topology if many objects are

added on the topology.

7.9.9 Lab page zoom/unzoom

Q aEsss———

= in EVE.

m Full screen zoom topology

Add an object R - Cisco FTD FW Traffic Filters POC Lab

i by UD, EVE Pro, 2025
Nodes

This action is used to zoom or unzoom a large topology

Legend and used nodes in the POC.
+ Nexus 9300v64-10.3.3F

S O +

Networks
Startup-configs

Configured objects

< & N

Traffic Filters
More actions

Refresh topology

+ Cisco FTD 7.7

= IOL L2 Switch: x86_64_crb_linux_I2-adventerprisek9-17-15-01-ms.bin
« ISP Routers: x86_64_crb_linux-adventerprisek9-17-15-01-ms.bin

+ Host station: Windows 11

« Server: Windows 2022

« Management EVE Docker Server-GUI

+ ISP1 Cloud0 bridged to home LAN

+ ISP2 Cloud NAT EVE Pro

@ Po110 LACP VPC 110 Trunk

—

MiniMap

Logical Topology 50

Status S ,

7.9.10 Lab Mini Map

EIZZZE This action is used to see very large topology as mini map. On the right

bottom corner, the whole topology is presented as mini map. You can select
the parts of topology which you need to be displayed on the screen. Just click mouse pointer
to the part on the mini map which you want to display on your screen. To disable this feature,

simply click again on the side bar: MiniMap

Add an object

Nodes

Networks

Startup-configs

) I 8 BO +

Configured objects
Traffic Filters
More actions
Refresh topology

—
MiniMap

Logical Topology

Legend and used nodes in the POC:
= Nexus 9300v64-10.3.3F
« Cisco FTD7.7
- 10L L2 Switch: x86_64_crb_linux_I2-adventerprisekd-17-15-01-ms.bin
« ISP Routers: x86_64_crb_linux-adventerprisekd-17-15-01-ms.bin
= Host station: Windows 11
« Server: Windows 2022
- Management EVE Docker Server-GUI
« 1SP1 Cloud0 bridged to home LAN
- 15P2 Cloud NAT EVE Pro

@ Po110 LACP VPC 110 Trunk

Status
Lab details
e

Lab Task(s) e
Lab Chat 4 : _
Lock Lab =
Fullscreen EESEw e .

- = =
Hide labels @ L

Dark Mode

Close lab

Logout
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7.9.11 Logical Topology

The Logical Topology object in the sidebar opens the “Logical Map
Management” window.

The Logical map object opens the “Add Picture”
window and allows you to upload custom
topologies in jpg or png format.

M Logical Topology

Logical Topologies +

Name Actions

M Logical V|

After uploading, you can edit these pictures and map selected areas to nodes from the
topology to use your own designs as a lab topology from which you can directly connect to
the nodes. Click on custom topology point.

M Logical Topology X

M Logical B — az% -

“HidesShaw Lett Pane

[ 2. bt 2|

For details on the Logical Topology/ custom topology feature, refer to section 10.2

7.9.12 Status

Opens the EVE Status window.

Especially useful while working with labs to monitor your EVE’s resource utilization. It shows
EVEs CPU, RAM and disk utilization in real time. You can also see the number of running
nodes per node type. For details on KSM and CPU Limit, please refer to section 7.4.3

L& System Status x

™~
14% 30%

Number of CPU: 24

14%

b CPU: 24

0L Nodes

4

Currant version: 7.0.0-43-PRO
JID: 12beE3c083d43a45E40200033651 0497

u

—_—-

CruLmt s

© EVE-NG LTD

Total Memory: 31.3 GB

MEM: 31.3 6B

Dynamips Nodes

0

0%

Swap used

Total Swap: 8.0 GB

master
0%

SWAP. 8.068

Qemu Nodes Docker Nodes

2 1

18%

Disk used

Total Disk: 305.0 GB

master

18%

Disk: 291.7 BB

VPCS Nodes

0
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7.9.13 Lab details

Lab details display information about a lab, its UUID, description and lab
tasks. To edit the lab description and lab tasks, please refer to section
7.8.4and 7.9.7.6

@® Lab Details ®

Lab: 001-Release-Lab

Description

Test Lab for new icons and design

Summary

Configure lat

7.9.14 Lab Tasks

B Lab Task(s) Opens a Lab Task feature. The EVE LabTasks is a feature that allows
users (including admins and editors) to to create task or workbook for

the Labs. Detailed how to create lab workbooks please refer section
£ Task Management 10.5

=] Lab Workbhook

7.9.15 Lab Chat

Opens a Lab chat session between VTR
users on the same EVE server. To

activate the chat, click "Lab Chat" on the sidebar. To close [ !

and exit from the chat, click "Lab Chat" on the sidebar again. [ I

The EVE Lab chat is a feature that allows users (including [10:43:24] admin: fello Licis

admins/teachers) to communicate with each other during lab (1045 S4Juldis: pelo acmin

sessions.

10:42:52] widts joined

10:42:19] admin joined

7.9.16 Lock Lab with password

“Lock Lab” disables some of the functions on the lab topology. If the lab is locked, you cannot
move any node or object nor edit any node settings. Basically, the whole lab will be in read-
only mode except for the lab settings itself, which you can still edit as Administrator or Editor
from the main menu. The Lock Lab function is also used in conjunction with the countdown
timer function, for details on this please refer to section 10.4

@ LockLab & Lock Lab

Lab is unlocked and all operations are e -
working

Enter and confirm your lab lock password
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To unlock a Lab, simply press on the red “Unlock Lab” button with an Administrator or Editor
account.

Unlock Lab & Unlock Lab

Lab is locked and all operations are Passvors(epional

restricted [ a |

Cancel m

Enter lab unlock password to unlock lab.

Warning: Please remember your Lab lock password. In case of a lost password, you will not be
able to recover it. Unlocking a lab / removal of password can be done by EVE-NG support only.

7.9.17 Locked Labs Access rules

‘ExFile Manager  curent Position /

W Mylabs 21 Jun 2026 10.00

A~ 001-ReleaseLab-Filterunl 21 Jun 2026 1205

ojo o

A  FirstLabunl 21 Jun 2026 09:47 =

Lab Path: /001-Release-Lab-Filter.un!
Version: 2

UUID: 208e559f-d1bf-4981-a98e-27c9270ceabf
Author:

= - B
|

+« Administrator CAN delete locked lab including shared folder. No unlock password is
required.

« Lab Editor CAN NOT delete locked labs, including shared folder. Editor CAN unlock
Shared folder Lab and delete it, if the unlock password is known.

« Lab User CAN NOT delete locked labs at any location.

7.9.18 Fullscreen

“Fullscreen” Fullscreen function is stretching your lab to the full monitor
screen. To get back to normal web screen hit “ESC” or press “Fullscreen”

again.

7.9.19 Hide interface labels

©  Hide labels ©  Show labels
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Hide interface labels for lab nodes Show interface labels for lab nodes

7.9.20 Dark mode or Light mode

Sets your lab background to the dark mode = Sets your lab background to light mode

7.9.21 Close lab

Closes the lab topology. The lab can be closed while the nodes in the lab
are still running as well. It will appear as running lab under the Running

folder. Please refer to section 7.2.1.1

7.9.22 Logout

Log out from the EVE WEB GUI session.

7.10 EVE Lab topology menus

Right-clicking within the EVE topology can open new menus with various functions and options
for managing nodes.

7.10.1 Lab topology menu

Add item Right-clicking on the (free/unused) canvas of the EVE topology opens a
new menu. (Add-) Node, Network, Custom Shape, Text and Line are the

& Node same functions referred to in section 7.9.1.

a5 Network

& Custom Shape ~ Auto Align. This function will help align objocts on the topology. The lab

e Text creator does not need to worry about small displacements of objects. Auto
Align will align all objects to a virtual grid with a single click and can make

¢ Line neatly arranged labs look even neater.

7.10.2 Connection menu

J Right-clicking on the connection between nodes allows you to edit style,
T Eemertine edit quality, suspend link and delete this connection.
/' Edit Style
3= Edit Quality

11 Suspend Link

B Delete
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7.10.3 Network Adding Add Network

Add item Network Settings
% Node Number of networks to add
1 <
a5 Network

Name/Prefix

When you have chosen Add a Network, the ADD A
NETWORK window will open where you can change teon

the placement, network type or name/prefix. ~ 01-Cloud-Default.svg -
NOTE: You can add multiple networks (clouds) on | Cloudo -
your EVE topology, which will act as same cloud but
in different locations on your EVE. Literally, like, the
ethernet socket in the wall.

Left Top

1212 < 451 <

SAVE CANCEL

7.10.4 Bridge or Internal network menu

- Right-clicking on a Bridge or Internal network allows you to Edit, Manage or
<] Network Delete it
S-Bridge. 7 Edit :

£ Manage

W Delete

If you have chosen Edit, the Network edit window will ~ Edit Network
open a window where you can change the placement,
name/prefix or icon.

Netwaork Settings

Network ID

For details on how to operate EVE Cloud networks and
external connections, please refer to section 9 Name/Prefix
S-Bridge

lcon

|==] switch-2D-L2-Generic-S.svg -

Type

Left Top

1110 ¢ 428 <

Network Setings If you have chosen Manage, the Network Manage
window will open a window where you can change

Port assignments or protocol used for the bridge
2B Smart Bridge B Enable 802.1ad netWOI’k.

Gonnested Interfaces

For details on how to operate EVE Cloud networks
and external connections, please refer to section 9

NODEID NODE NAME INTERFACE ID INTERFACE NAME VLAN 1D

Ho interfaces cannected to this network
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7.10.5 Cloud and Private network menu

When you have chosen Add a Network, the ADD A NETWORK window will open where you
can change the placement, network type or name/prefix.

NOTE: You can add multiple networks (clouds) on your EVE topology, which will act as same
cloud but in different locations on your EVE. Literally, like, the ethernet socket in the wall.

For details on how to operate EVE Cloud networks and external connections, please refer to

section 9
i > Right-clicking on a Cloud 0-9 and natO1 networks allows you to edit or
Net Network delete |t
/ Edit
B Delete
Q Right-clicking on a Cloud S-Bridge, Private or Internal networks allows
Net | Network you to edit, manage or delete it.
/' Edit
£ Manage
W Delete

7.10.6 Stopped node menu

Right-clicking on a stopped node (grey) also opens a menu:

W
<G— | %
M cEdgesky Node
p Start

& Wipe
/' Edit
B Delete

Start node: This will start the selected node in this lab
Wipe node: Wiping a node will erase the NVRAM (running config) or the temporary image
snapshot depending on the type of node. This option is used to clean up a node in order to

boot it from factory defaults or a custom set of configurations.

Edit node: Opens the Edit node window (picture on the right). For details, please refer to
section 8.1.2
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Edit Node
Template
catcBk
Main Settings Additional Settings
4.1.0 (tpl) - xB6_64 (tpl) - wmxnet3 (tpl)

image
catcBk-17.16.01 a-universal v QEMU custom options
on -machine type=pe,accel=kvm -cpu host -serial mon:stdio -nographic -no-user-config -nodefaults -rtc base=utc

:: SDWAN-2D-cEdge-8k S.svg [=1) RAM CPU Limit Ethernets

Name/prefix Number of Nodes 2 8192 8
cEdgeskoz =2
Cansole
Satellte Delay (3) telnet -
any - Q
Additional Gptians
Startup configuration
Ui First Eth MAC Address
None \d
10a55a35-d710-48da-abd2-9e8c7a022365 50:02:00:0¢:00:00
X Position ¥ Position
1544 276

Delete node. Deletes the node from the lab. It is recommended to disconnect (delete
connections to it) the node before you delete it.

7.10.7 Running node menu

ﬁ Right-clicking on a running node (blue) also opens a menu:
2w | —Ei—

P cEdgesk0 Node
W Stop >

@ Details
& Wipe
B Export Cfg
1 capture >
I~ Graph >

»|l_s Stop. Blue arrow: clicking on Stop will stop the node depending on the
iode method the node supports (power off / shutdown are auto-selected

"5 7 suweew  based on the template)

@ Details
& Wipe Power off

B mootey o Stop menu. There are more options to stop a node, moving pointer on
Ecamum g - the chevron on the left side of “Stop” opens a submenu.
Graph >

e Shutdown: Perform an orderly shutdown of the node if that node supports it
(shutdown signal is sent down to the node)

e Power off: Kills the running nodes process within EVE (hard poweroff).

e Hibernate. Save Node state (Disk and Memory are saved in an internal snapshot).
Used for fast boot of a node. The hibernation process can take some time. Once the
hibernation process is completed, the node will turn grey (shutdown state).

P cEdg

Details: Details of running node template and graphical resource usage.
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Node Details

CPU{100% = 1CPU )
2000

5 W, 10 Sept 2025
£ 00 11:34:30
B percentage
oo
12500 M253  M2B00 12 11700 M MIE00  T2BI0 12900 119 113000 MIOW. NMI00 NI 10200 WIRI 1II0 NI 113400
Memory
o8 Wee, 10 Sept 2025
13429
3 e ciB
0o -
M2430 112500 112530 112000 112630 12700 12730 112800 112830 112800 112930 13000 113030 113100 13130 MI200  1NIWID 11330 11330 113400
Template
catc8k
Main Settings Additional Settings

Instance Path

Image

catc8k-17.16.01a-universal

lcon

[3¢] soWAN-2D-cEdge-8k-S svg

Name/prefix Number of Nodes

cEdgesko1 2
Satellite Delay (s)
master - 0
Startup configuration
None
X Position Y Position
1136 g 276

QEMU Settings
QEMU Version QEMU Arch QEMU Nic
4.1.0 (tpl) - x86_64 (tpl) - vmxnet3 (tpl) -
- QEMU custom options

-machine type=pc,accel=kvm -cpu host -serial mon:stdio -nographic -no-user-config -nodefaults -rtc base=utc

cPU RAM

CPU Limit Ethernets
2 - 8192 < 8 b
Consale
telnet -
Additional Options
uuiD First Eth MAC Address

©61289a6-2115-4dc4-be29-2b7fda520db3 50:0a:00:0b:00:00

CANCEL

Wipe node: Wiping a node will erase the NVRAM (running config) or the temporary image
shapshot depending on the type of node. This option is used to clean up a node in order to
boot it from factory defaults or a custom set of configurations.

Export CFG: This function is used to export the saved running configuration to the EVE
startup configuration sets. Reference section 10.3

ux

s Node
PRt mostop >
@ Details
& Wipe
B ExportCig
CJ Capture >
|2 Graph > il
Gi2
Gi3
Gi4
w .
| Node
P cEdget m Stop N
@ Details
& Wipe
B ExportCfg
L capture >
|l Graph >
—— Gi1
Gi2

© EVE-NG LTD

Capture. Integrated live Wireshark capture. Select the interface
which you wish to capture. Reference section 10.5.4

Graph. Integrated live interface activity monitoring. Displaying live
interface utilization activity.

Graph cEdge8k01 Gi1 Q

cEdgeBkm G|1

\ ) |\ Wed, 10 Sept 2025
||| 11:37:51

b NARIR 0 A MR |
Mﬁ | HI ‘\ \M | I | \| | I \”‘|\
sonou‘udul‘ | IH f'\ U Ill‘H ‘ I II‘I ‘JW w“\” '.\ il

IMI\ |

| HIH | |
W VR il i
00

11:28:00 11:29.00 11:30:00 11:31:00 |132Dﬂ 11:33:00 11:34:00 11:35:00 113600 1:37:00

K
]
5

bits/s.
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7.10.8 Selected nodes menu and features

_ It is possible to select many objects or nodes at once in EVE.
s w7 Using your mouse, you can select an area which will cover
N GG . . .

your nodes and/or you can click on nodes while holding the

P cEdge8k01 cEdgesk02

——’ ——  CTRL key on your keyboard.

A right-click on any of the selected nodes opens a group menu:

LV L ¥
2N | —Git——Gi—{ | XN
P cEdgeBk01 P cE¢ Selection

Node Actions (2)

» Start Nodes

W Stop Nodes

C Wipe Nodes

] Open Consoles

B Export All CFGs

Q, Set nodes startup-cfg to default configset
I Set nodes startup-cfg to none
Alignment

4 Horizontal Align

% Vertical Align

@ Circular Align

B Delete Selected (2)

Start Nodes: This will start the selected nodes in this lab.
Stop Nodes: This will stop the selected nodes in this lab

Wipe Nodes: The Wipe Selected nodes action will wipe the NVRAM or currently saved image
of the selected nodes in the current lab.

Example: You have saved the nodes configuration by saving the running configuration to the
startup configuration. The Wipe command will delete the saved NVRAM startup configuration
and on the next boot it will boot from factory defaults.

The same applies to images without configurations, e.g. a linux node. If you make modifications
to the system and afterwards wipe this node, the next time it will boot from the original base
image again as the modified image was deleted.

The Wipe node action is commonly used with initial startup configuration modifications. The
Wipe node action does not delete configured startup configurations or sets. Please refer to
section 10.3

Open Consoles to Selected Nodes: Console to Selected Nodes will open a console to all
selected running nodes in the current lab. This includes all different kinds of configured console
types for lab nodes like VNC, Telnet and RDP

Export all CFGs: The Export all configurations action will export current configs of selected
nodes to the EVE startup-configs.

For a full explanation of exporting configurations, please refer to section 10.3

Set nodes startup-cfg to default configset: Sets nodes to Default startup config, used
commonly with the wipe nodes function. NOTE: If you have nothing saved in the default config
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set for any node, that node will boot from factory default instead. This is commonly used with
the wipe nodes function so the node will boot from the configured startup-config on next boot
and not from the startup-config in its NVRAM in case the node was started before already.
Please refer to section 10.3

Set nodes startup-cfg to none. Setting selected lab nodes to boot from factory default. Used
commonly with the wipe node’s function. The example below shows the steps to set selected
nodes to boot from factory default.

Step 1: Wipe selected nodes
Step 2: Set nodes startup-cfg to none

Please refer to section 10.3
Horizontal Align. Aligns the selected nodes in one horizontal line.
Step 1: Select the nodes you wish to align.

Step 2: Right click on one of the selected nodes and choose Horizontal align, this will align all
nodes to the selected node.

Picture before:

Picture after:

A o /{’ ( WA /{’ ;"{ A A \’)‘ \”\
o LR b4 en) (2% AL YRS VNS YR A YA YRR Y
R "R A DT AT e e T T e T we s

mRs

(4.

[ L]

Vertical Align: Aligns the nodes in one vertical line.

Picture before: Picture after:

Step 1: Select the nodes you wish to align. a A
en) R
Step 2: Right click on one of the selected nodes and choose shidanst \
Vertical align, this will align all nodes to the selected node. 3{ ‘ r{
:\::/1 W6 1“’

T X

S
‘_,'\’\ mR7
MR,

T ote)

Laex )

Circular Align: Aligns the nodes in a circle.
Step 1: Select the nodes you wish to align.
Step 2: Right click on one of the selected nodes and choose Circular Align, this will align all

nodes in a circle, the midpoint of the circle will be at the coordinates the selected node was at
before.
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Picture Before Picture After
E'7 AT \¥x/ N
"‘\K %/ ’\. R T3
LN, ! s
mRs \’ \’\
o~ ( A ‘3 { | \ |
A iy, ¢, R
I'4 K,/“' LI ] i_lia-/ WR6 HR3
mes :'/‘ )
A 17 K/ A P
KK," WR4 \i\’ / ".“‘[K'
.'—R'S"/ e mRa

Delete nodes startup-config.

A WARNING, this action will delete the configurations of the selected nodes that are
saved to your Default config set. Please make sure that is what you want to do before
you execute this.

Delete selected: This will delete the selected nodes from your current lab.

Selected nodes can be moved as a group across the topology.
Example: You can select nodes and objects to better position them on the Topology.

7.11 EVE Lab node states and symbols

7.11.1 Stopped (non-running) nodes

s~ Grey colour and a square symbol below a nhode means that the node is stopped and
(A ; ; ; ; ;

¢ % / hotrunning. Once you will start it, the node will change to one of the running states
2 pelow.

WvIos1
N A grey node with an exclamation mark inside a triangle below the node means that
/M AN ; ; :
iy there was a problem during the boot process, this could be a corrupted boot image,
.Y insufficient resources or problems with the initial configuration. A node in this state
Avos  cannot be started again.

Workaround: Right-click on the node and wipe it, the symbol will then change to a grey colour
with a square symbol below it. Then edit the node and make sure you have configured sufficient
resources and the correct settings for this node, if it has startup-configs you can check them as
well. Afterwards start the node again.

7.11.2 Running nodes

//) N
\ ::\) The blue colour and black Play triangle symbol means that the node is started and

» o, Tunning, the node is in a working/functional state.
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A running node with a clock symbol below the node means that the node is waiting to
finish loading from the set exported/startup configuration. Once the configuration has
been successfully applied, the node symbol will change to a Play triangle symbol.

If the node has finished booting but the clock symbol does not change to the Play
triangle symbol, the problem could be in the uploaded startup configuration. For how
to use exported configurations and boot nodes from them, please refer to section 10.1

A running node with a turning black gear symbol means that the node is either in the process
of hibernating the node or it has sent the shutdown signal to the node and is waiting for it to

turn off.

Once this process has successfully finished, the symbol will turn into a grey node with

a black square symbol below it (stopped state).

N

NOTE: If the node does not support a system shutdown or does not recognize the
shutdown signal (example: Cisco router), after clicking on Shutdown, the node can
stay with a turning red gear symbol below it indefinitely.

Workaround: Use Stop or Stop/PowerOff to stop the node.

Example nodes where Stop/Shutdown is supported: Microsoft Windows and most Linux nodes
as well as a lot of appliances based on linux.

7.11.3 Node connector symbol

//;;\ /\’ Connector symbol: If you move your mouse pointer on top of'a running
l‘j e/ or stopped node, an yellow connector symbol appears. It is used to
\;,\”_O)Sr/y ;-VB;N connect nodes on the topology in a drag and drop style.
Drag the symbol from one node and release the mouse
w E pointer on the second node. A new window will appear
n;;m where you can select the interfaces the link should connect
to.
Create Link
Select Source Node interface which will be
G G connected to the destination Node interface.

Source

Gil

Gi1

cEdge8k01 cEdge8k02

Choose Interface for Source

Destination node (cEdge8k02)

Choose Interface for Destination

node (cEdge8k01)

SAVE

7.11.4 Node icon resizing

For resize node icon use right bottom arrow.

‘x\l‘( LY/ 4

"' N
M vios
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7.12 Other

7.12.1 Notifications area

000 The Notification area in the top right is displaying informational or error
messages.

Unwrapped notifications:

m
X

Message History

® Node vIOS wiped successfully
22:28:55

Node warning: vIOS (requires wipe)
22:26:11

® Node started: vIOS
22:26:05

® Node vIOS wiped successfully
22:25:59

The Notification messages bar appears automatically for any EVE-PRO activity made on

Topology.
® Node vI0S wiped successfully Green: Success message counter. For review, expand
e notifications.
Node warning: vIOS (requires wipe) Yellow: Warning message. For review, expand notifications.
22:26:11
® Node started: vIOS Blue: Operational message
22:26:05
% Close notifications bar. Note: Notifications bar appears
automatically on any EVE topology activity.
[ | Delete notifications history
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8 Working with EVE labs

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 18

8.1 Creating alab

Step 1: Click Create new lab. For more information on creating new labs, please refer to section
7.2.2.1

‘E=File Manager  curent Position / Root

Q
Create Lab

Ll W™ c

Step 2:

Fill out the lab information. Name and Version are required fields. Press Save. Refer to section
7.8.4 for more information about the different fields in the Edit lab window.

Create Lab

Path / Lab Description: | |\ eu project
Name: My Lab 0003

Version 01

Author: up

Satellite:  any

Shared with:

Gonhg BepTimeou= | 200 Lab tasks: 1. Configure IP addressing

Lab Countdown Timer: g 2. Configure OSPF

N 3. Distribute default route in OSPF domain
Default link width: 1

Display Grid:

SAVE

8.1.1 Adding nodes to the lab

The new Topology page will open. There are two different ways to add nodes to the topology
canvas:

Step 1: Object/Add Node

Left Side Bar > Add object > Node. Refer to = Right click on a free area of the topology
section 7.9.1.1 for more information. page and click on “Node” to add a nhew node.
Refer to section 7.10.1 for more information.

4+ Add an object
Add item

L Node

0 Node
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Step 2: The Add new node window will appear. You can scroll down to choose which node you
wish to add to the lab topology, or you can type the node name to filter through the node list.

A NOTE: It will only be possible to select and add nodes that have images preloaded in
EVE. To prepare images for EVE, refer to section 18

Add Node

Template [J Show unprovisioned templates

Search Templates
Q cisco
Cisco AMP Cloud
E?E ampcloud

Cisco ASA

asa

Cisco ASAV

asav

Cisco C9800-CL WLC
c9800c!

Cisco Catalyst 8000v
8000V
Cisco Catalyst 9000v
catdky

Cisco Catalyst 9000v Q200
catdkvg200

Cisco Catalyst 9000v UADP
catdkvuadp

B 8 B B0 B B 8k

Step 3: Edit “Add a new node” settings. Please refer to the picture and table below.

Add Node

Template

csr1000vng 1.

Main Settings Additional Settings

Instance Path 2.
QEMU Settings

QEMU Version QEMU Arch QEMU Nic
Image 41.0(tpl) 10. v x86_64 (tpl) 11. v vmxnet3 (tpl) 12. -
¢sr1000vng-universalk9.17.03.08a.Amsterdam = 3, QEMU custom options 13,
lcon -machine type=pc,accel=kvm -cpu host -serial mon:stdio -nographic -ne-user-config -nodefaults -rtc base=utc
:.: Router-2D-Cal-Blue-5 V9 4 " cPU RAM CPU Limit Ethernets
Name/prefix Humber of Nodes 1 14, 4096 15. 16. 4 17.
CSR 5. 1 6. console
Satellite Delay (s) telnet 18, -
17 - 0 8.

Additional Options
Startup configuration

uuip First Eth MAC Address
None 9. " 19. 20.
X Paosition ¥ Position
1087 432

m SAVE CANCEL
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8.1.1.1 Node values Table

Description

Add Node

Node Template menu. Choose which node template to add to
,,,,,,,,,,,,,,, the topology. After Template is selected, the Node
R configuration window will open. Selected template Edit options.

Instance path. After the node will be created, the Instance path will appear, where
the node is saved for your lab.

Image

[crmmmemenmuesmn - | ChOOSE your preferred version from preloaded images list
100 miersak-16.9.08 7 (if you have more than one image loaded for a single
O aresho 1659, i template).

Icon .

[ % vowarzpcases el o Node icons can be changed from the default per

= Yyour preference, simply choose the preferred icon
from the dropdown list. Node icons can be changed

% Router-2D-Cat-Blue-S.svg

%) Router-2D-Cat-GreenS.5vg later per your needs. Refer to section 7.9.2
Name/prefix Type your preferred node name. If you are adding more than
| csR one, EVE will automatically append numbers to the nodes
’ name.

Example. We are adding 5 CSR nodes with the name R. On the topology they
will appear as R1, R2, R3, R4, R5. Later using the Nodes window, you can edit
the node names per your needs. Refer to section 7.9.2 or edit the node
individually, refer to section 8.1.2.

Number of Nodes

Chose the number of nodes of this type you want to add to
1 the topology

satellite

Node satellite selection. You can select desirable cluster satellite
where this node will running. The default value is -1. This means
EVE will automatically select first available cluster node (master
server). Maser server will be selected if you have only single EVE

master

SAT0NE

any

server.
petey ) The Delay value is set in seconds and can be used to delay a
¢ node from booting after it is started. Example: if the value is set

to 30, the node will wait 30 seconds before processing its boot
sequense. This feature is useful in conjunction with the “Start all nodes” function
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if your lab requires certain nodes to start up before others or to avoid a mass-start
of very heavy nodes.

Startup configuration Startup configuration: Value can be
9 None - changed to set your node to boot from
' saved configurations. Refer to section
10.3 for more details.
QEMU Settings EVE will pre-set the best recommended QEMU version for
10. |oowvesen each node template. This value can be changed per your
1.0 (el * | needs.
QEMU Arch Qemu architecture is pre-set per image vendor
11. X86_64 (tp)) . recommendations. This value can be changed per your
needs
QEMU Nic
[ wanets (1) - | Type of Qemu NIC is pre-set per image vendor
— recommendations. This value can be changed per your
: needs.
1000
12.
18255%r
 rig139
€1000-82545em
vmxnet3 (tpl)
QEMU custom options Qemu custom options are pre-set per
13 -machine type=pc,accel=kvm -cpu host -serial mon:stdio -nographic - image Vendor recommendations' Thls
value can be changed per your needs
CPU Each node template has a pre-set CPU value that aligns
14. ; with vendor requirements. This value can be changed per
your needs.
RAM (MB) Each node template has a pre-set RAM value that aligns
15. 2072 with vendor requirements. This value is displayed in MB and
may be changed per your needs.
CPU limit per node. This option is already set
16. CPU Limit |:| (checked/unchecked) per EVE recommendations. Refer to
section 7.4.3
Ethernets
17. 4 The number of ethernets interfaces.
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A NOTE for IOL nodes: Ethernet interfaces for IOL nodes are placed into

groups of 4. A value of 1 for Ethernet means your node will have 4
interfaces.

The serial interface option is available for IOL nodes only and follows the same
grouping structure as ethernet interfaces. A value of 1 for Serial means your
node will have 4 serial interfaces.

Ethernet portgroups (4 int each) Serial portgroups (4 int each)

1 1

cansole Console types for each template are pre-set with
telnet - recommended settings. The setting can be changes per
your needs.

18. NOTE: The Docker template contains a wide variety of images, therefore,
please refer to section 14.2 for recommended console types for each docker
image. Windows nodes can use either RDP or VNC but RDP needs to be
enabled in Windows itself.

e The UUID number is
assigned automatically after

19.

a node is created. You may
also set it manually in case you are using a license that is tied to a particular
UuID.

First Eth MAC Address

Custom MAC address for Qemu nodes
only. You can define your own MAC

address for first interface. OPTIONAL:
20 Templates for Cisco FirePower, F5, Linux, and Citrix have the option to

manually set the MAC address for the first ethernet interface. This will enable
the use of licenses that are tied to a particular MAC address.

MAC Address format must be like: 00:50:0a:00:0b:00

8.1.2 Edit node

EVE provides two ways to edit nodes after being added to the topology canvas.

A NOTE: To force and apply a new setting, node must be wiped each time if an image,
parameters or start up configuration has been changed.

8.1.2.1 Edit nodes globally

From the Topology page. Click “Nodes” from the left sidebar to

*+  Addanobject bring up the nodes list. Refer to section 7.9.2 for more details.

L Nodes
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8.1.2.2 Edit node individually.

[ Right click on the node and click Edit

LR Node

oSy Start
& Wipe
# Edit
W Delete

The “Edit node” window will appear. It is very similar to the window that is displayed when you
add a new node. To change values for the node, refer to the nodes value table in section
8.1.1.1.

Edit Node

Template

vios

Main Settings Additional Settings

Instance Path
QEMU Settings

Joptfunetlab/tmp/10/ff3c01cb-c19a-4d31-845f-c3ed

QEMU Version QEMU Arch QEMU Nic
image 2.4.0 (tpl) - xB6_64 (tpl) -
vios-adventerprisek9-m.SPA 159-3. M9 - QEMU custom options

’ -machine type=pc,accel=kvm -serial mon:stdio -nographic -no-user-config -nodefaults -rtc base=utc -cpu host
icon

7 Router-2D-Gen-White-S.svg -

cPU RAM CPU Limit Ethernets
Name/prefix Number of Nodes 1 g 1024 B 4
vios m Console
Satellite Delay (s) telnet
any - 0 [+
: Additional Options
Startup configuration uuio First Eth MAC Address
startup-001 -
Ada2f47d-7f16-46fa-91a9-8d7eddb7{38f 50:0a:00:0d:00:00
X Position ¥ Pasition
1172 = 186
=x
8.1.3 Wipe Node
:7:‘ The “Wipe node” function will clear the NVRAM of the node. Each time a node
g ’":‘(’:" setting is changed (CPU, RAM, boot image or startup configuration) a wipe must
& vipe be issued on that node. For more information refer to section 10.3
2 Edit
W Delete

8.1.4 Interconnecting nodes

To connect nodes on the lab, use the drag and drop style method

/\T)‘;\‘ Connector symbol: Moving the mouse over a node will make an yellow male plug
‘\1 K/) appear. The male plug is used to connect nodes on the topology, drag and drop

mios v Style. Release the mouse pointer on the second node.
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The connection window will appear. Choose the interface you want to use to interconnect the

nodes. Click Save when finished.
"~
2 Ed
Ny

R W Switch

Create Link

o
AR\ (o) 2
(#%) 6i0/0 ———————{"e0
> =
vIos Linux
Source node (vIOS)

Choose Interface for Saurce

Gio/0 -

Destination node (Linux)

Choase Interface for Destination
&0

SAVE CANCEL

8.1.5 Edit connection link style

Right click on the connection link and choose Edit Style

o -
[

e — Y =T R T NP i - =
Ethernet Link .‘:’Lmux % — %
. E11 — E1HE
# Edit Style W NX0S-01 1 10,1012 0750} i2 W NX0502
3£ Edit Quality

11 Suspend Link

@ Delete

B win11 100 W ws2022

Straight link type

Style: vIOS - Gi0/0 -> Linux - e0

Link Type Color Link Style Link Width Sub Source Position  Destination Position  Link Label Label Position

) ) —_— - _
Straight = @ " Solid - 2 o« ® * save [l cANCEL

Bezier link type

Style: vIOS - Gi0/0 -> Linux - e0

Link Type Calor Link Style Link Width Bezier Curviness  Source Position  Destination Position  Link Label Label Position

) -e —_— — y
Bezier  + @ " Solid - 2 B * save [ CANCEL

Flowchart link type

Style: vIOS - Gi0/0 -> Linux - e0

Link Type Color Link Style Link Width Round Midpoint Source Position  Destination Position  Link Label Label Position

Flowchart = @ M Solid - > o 0o o - * b —e m
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Colour: Allows you to choose a colour for the link. This can be edited later in the “Shape Edit”
menu.

Link Style: Allows you to choose solid or dashed style for link. This can be edited later in the
“Shape Edit” menu.

Round: Link round angles, Flowchart link type only

Midpoint: Link mid point change, Flowchart style only

Source position “interface” label: Allows move and position source interface label
Destination position “interface” label: Allows move and position destination interface label

Link Style: Allows you to choose a style Straight, Bezier, Flowchart or StateMachine for the
link. This can be edited later in the “Shape Edit” menu.

Link Width: Allows you to choose a thickness for the link. Default thickness of liniks is 2.

Link label: Allows you to add a label on the link. This can be edited later in the “Shape Edit”
menu.

Label Position: Allows move and position Link label, position it on the link
Curviness: Link curviness feature for Bezier style link

Midpoint: Link mid point change, Flowchart style only

Stub: Stub link connection beside node, Straight style only

For edit Link style use mouse right click on link to call out link style editor.

8.1.6 Edit connection link quality

Right click on the connection link and choose Edit Quality. This function will allow apply on live
connection Delay in ms, Jitter in ms, Packet loss in % and rate in kbs. If the Link quality is in
use, then Orange indicators on the link will report where it is applied,

R VA -

1 K - Leinun)

e Ethernet Link .= \*’ [_
2/ Edit Style \,( LY —(Gioid) (00—

3= Edit Quality >R » Switch

I Suspend Link
B Delete

Link Quality: vIOS - Gi0/0 -> Linux - 0

It is recommended to apply value divided

by 2 on both link interfaces to achieve ey
precise connection quality. In the example oelay ] vt )
below is applied 25% and 25% packet ’ 4° A° _B°

loss, which gives result of 50% packet loss
in connection between nodes.
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8.1.7 Suspend or resume link connection
The EVE-Pro has integrated feature to detect connection state on the interface.

For IOL nodes please select enable L1
Keepalive under Edit node to allow
suspend feature.

Right click on the connection link and choose Suspend Link. This function will suspend
connection between the two nodes. Literally, it will act like disconnected cable from the node,
and interface will detect it as no connection. Suspended link will be marked with red dots. To
resume link connection, right click on the link connection and choose Resume Link.

P =Y — g A
"V \ AR — ( A
LR —Em— (3w o 1B 2y 9
~_ Ethernet Link N b = = g Ethernet Link
> uios ernet Lin s > > vios
# Edil Style vi0S o n = x #' Edit Style
T£ Edit Quality 3= Edit Quality
11 Suspend Link » Resume Link
W Delete W Delete

Supported nodes with suspend/resume feature:

Supported nodes for Link Suspend/resume Not supported

IOL Arista

viOS NXOS 9k
XRvOK ASA ported
CSR XRv

CSR SD-WAN Old Juniper vMX
ASAv Juniper vQFX
Firepower FTD Dynamips
Juniper vSRX NG
Juniper vMX VCP/VFP
Juniper VRR

Nokia Timos SR 19.5.1
Windows All

Linux All

Apple OSX

Mikrotik

Palo Alto

F5

Fortigate

Checkpoint

Cumulus

Cyberoam FW

Sophos FW

SonicWall FW

Viptela

Velocloud

Versa Networks sd-wan
pfSense

Brocade VADX
Barracuda NGFW

HP VSR1000
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% NOTE: Avoid use Link suspend feature if you have configured:

IOL L3 router image with:
If the IOL L3 node interface is configured as DHCP client (ip dhcp), IOL node is attempting

to bring up interface in up/up state. If you have enabled Link suspend feature on such

configured interface, the node will flap link connection up/down/up.
Same behave is observed if your Serial interface is configured with PPP encapsulation.

Other observations:

vIOS L2 image has minor internal issue. LACP protocol does not detect interface state as
down/down

8.1.8 Delete connection between nodes

% = Todelete a connection, right click on link/connection and hit “Delete.”
2 EditStyle
= Edit Quality
11 Suspend Link
W Delete

8.1.9 Delete Node

JEE To delete a node, right click it and hit “Delete.” This is a non-reversable function

“'\/ Node r

. ; :IP; NOTE: It is strongly recommended to delete connections from a node before
/ Edit deleting the node itself.
W Delete

8.2 Running labs

8.2.1 Starting lab

Nodes inside a lab may be started individually, in groups, or all at
once.

The Start all nodes option will start all nodes on your topology.
A IMPORTANT. Starting all the nodes at once can result in major spikes in CPU

utilization. Please make sure you are not using the “Start all nodes” option for heavy
labs. Instead, it is recommended to start nodes in small groups.

Starting a hode or group of nodes:

Right click on single node or node group and hit “Start.”

PN ey
IB Q/: ;\;e {"\: :]‘ €o = @
Linux
Wuos » St-art W ios T u
& Wipe Node Actions (2)
/ Edi » Start Nodes
W Delele W Stop Nodes
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Running nodes will turn blue. Refer to section 7.11 for node states

(R )@m——

» R3 P switch

8.2.2 Interconnecting running nodes (hotlinks)

Eve Professional offers the hotlinks feature which allows you to interconnect node in the
running state.

— Connector symbol. Moving the createLink
/\’\\ .
f , mouse over a node will make a -
\ / N - -
‘f '} yellow male plug appear. The male »2) Heoo)—————— (o) [F]
— N . Nl —
» vios plug is used to connect nodes on the oS Lo

topology, drag and drop style. Release the
mouse pointer on the second node

Source node (vIOS)

Choose Interface for Source

Gio/0

N —— .

/ N Destination node (Linux

'Y | Y (! )

|

\ K/ Choose Interface for Destination .
L e0

b3

SAVE

8.2.3 Link quality delay, packet loss, jitter and rate feature

Please refer to Section 8.1.6

8.3 Saving labs

To save a running lab, refer to the vendor recommended save commands for each node.
Example:

Cisco: “copy run start”

Juniper “commit”

Your current work will be saved in the nodes’ NVRAM and the lab can be stopped safely.
Starting the lab again will allow you to pick up from where you left off.

A WARNING: Using the wipe action on a node will clear its NVRAM. This is similar to
doing a factory reset on a device.

The configurations of nodes can be exported and used as initial or startup configurations for
your labs. To export configurations and configuration sets for labs refer to section 10.1

8.4 Stopping labs
on wi

The Stop all nodes option will stop all nodes on your topology.
NOTE: It is recommended to save your running configurations before you stop your nodes.
Stopping a node or group of nodes:

Right click on single node or node group and hit “Stop.”
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For individual node Stop options refer to section 7.10.7

8.5 Start saved lab

Click to the lab you want to start and click “Open”. To start Lab refer section 8.2.1

W shared 20 Jun 2026 0922 * *

- Users 20 Jun 2026 0922
-
O m  Mylabs 21 Jun 2026 10:00 5 -
s o
A 001-RelesseLabFilterun 21Jun 2026 1206 T =
. = = l ?

=]
O &  FistLabunt 21 Jun 2026 09:47 =

Lab Path: /001-Release-Lab-Filter.un
Version: 2
UUID: 208e559f-d1bf-4981-a98e-2709270ceabf
Author:

8.6 Working with multiple running labs

Refer to section 7.2.1.1

8.7 Importing labs

Refer to section 7.2.2.6

8.8 Exporting labs

Refer to section 7.2.2.5

8.9 Deleting labs

Refer to section 7.2.2.2

8.10Moving labs

Refer to section 7.2.2.4

8.11Shared Project/Lab

EVE-NG provide an option to share single running lab between users. It is designed to run
single lab for many users who can patrticipate in lab session and configure it.

Note: Lab sharing option can be used between any of EVE NG User roles.
v Administrator can share lab for other Administrators, Lab Editors or Lab Users.

v' Lab Editor can share lab for Administrators, other Lab Editors or Lab Users
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v' Lab User can share lab for Administrators, Lab Editors or other Lab Users.

8.11.1 Create Project Lab share

Step 1. Navigate to EVE main Lab tree and select which lab you want to share with others. Do
not create shared Project lab from Shared folder to avoid lab names duplication.

* Main

‘EzFile Manager  Curent Position / Root

Lab Path: /001-Release-Lab Filter.unl

Version: 2
UUID: 208e559(-d1bf-4981-2986 27¢9270ceabf
Author: /

Step 2: From menu “Shared with” select Users to whom you want to share lab

Lab properties

Path: /Q01-Release-Lab.unl Lab Description:
Name: 001-Release-Lab
Version: 1
Author; up
Satellite: any -
Shared with: = a
R, ~ =z
Config Script Tir---+ -~

Lab Countdown et -

Default link wid [ test3

Display Grid

Lab tasks:

8.11.2 Remove Lab share

Note: Only owner of lab share can remove sharing.

Step 1. Navigate to EVE main Lab tree and select shared and click “Edit”

Step 2: Deselect to remove users from Shared with

© EVE-NG LTD

eve
“
AwmB c
o Name Modified =
B Running = - ™
W shared 20.Jun 2026 0922 * *
s % 3
™ Users 20 Jun 2026 0922 =
Stz o
O = Mylsbs 21.4un 2026 10:00 T a
= L =
O A 001ReleaseLabFilterun! 21.un 2026 1206 ps =
1 aE “Tamm [
irst La Jun 7 - =
O A Fistlabunl 21un 2026 09:4 . b
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Lab

properties

Path: /001-Release-Lab.unl Lab Description:

Name 001-Release-Lab

Version: 1

Author: up

Satellite:  any

Shared with: [
ConﬂgScriplTi;"' e

Lab Countdown

Lab tasks:

[ test2

Default link wid:  [] test3

Display Grid

SAVE

« NOTE: Once Lab is shared with users, it will
display Shared Lab symbol (green) beside of O A  001-Release-Labunl <

Lab name.

8.11.3 Working with shared lab

Step 1: Owner of shared lab starts the lab. To join in the shared project lab, owner of lab must
start it.

Step 2: Other user to whom this lab is shared, log into EVE with his account

Step 3: Open Shared Lab folder, the lab shared to him will appear as shared lab with owner
user in brackets. (Example: admin user shared lab for test2 user)

tzFileManager  current Position / Roct / Shal

a
(]

Name Modified

.
] A  00i-Release-Lab-B.unl 22 Apr 20250015
.

007-Release-Lab.unl (admin) 22 Apr 2025 00:34

Accordingly, permissions of user roles:

v" Administrator can start, stop or edit lab.
v'Lab Editor can start, stop or edit lab.

v' Lab user can start and stop lab

When you join in the shared lab, on the top of left side bar menu, you will notice the name of
lab owner.
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uldis Dual ISP ASAv FW POC Lab
Created by Uldis, EVE Pro, 2025 (macknodus I cha FOCS
+  Add an object o Nexus 9300v64-10.3.3F
« ASAv 9.20.2
5 Nodes « 10L L2 Switch: x86_64_crb_linux_I2-adventerprisek3-ms.bin
« ISP Routers: ix86_64_crb_linux-adventerprisek9-ms.bin
&% Networks N o Host station: Windows 11
= ritary * Server: Windows 2022
= Startup-configs A . « Management EVE Docker Server-GUI
. « ISP1 CloudO bridged to home LAN
Configured objects  ISP2 Cloud NAT EVE Pro
; DIl anagement notwor
More actions v 2 5 DHGR DHop T2
8V ANR 2 (AN &
Refresh topology 03F\ o W, /-c02) {02\ o W, /~{e0r3——N
== S === == M
com— oy » R-XE1 3 »rxez 254
- R | =
) - - HSRP e (ST
MiniMap A 3P SLA »
1

Note: If the Lab is been edited by Administrator, changed links connections or nodes, other
shared lab users must refresh this lab topology to obtain changes.

Note: Parallel Consoles
Telnet Consoles: can be opened parallelly for any user
VNC Console: can be opened parallelly for any user

RDP Console: Only one user at same time can use RDP console to the node

8.12Assigned single lab

Pre-requisites for this feature: For Lab selection from the list, the Lab must be upload in the
Shared folder by admin first. If Lab Menu is selected to “None”, User can close the Lab and
open another shared Lab for him.

Applies for Lab User role only. Set the specific Lab for the user “Assigned/sticky lab”. After login
in the EVE User will directed only to this lab. He cannot close the lab to get in main management
page. User can Start/Stop/Wipe lab, as well save his lab work on the lab devices. Follow
Section: 7.3.1.5

Lab
/Shared/001-Release-Lab-B.unl =

None

/8hared/001-Release-Lab-B.unl

From

Edit User
User Name* Role
test3 Lab User =~
Password StickyConsole
........ ® any -
Confirm Password Lab
-------- ® /Shared/001-Release-Lab-B.unl  ~
Authentication Satellites
internal  ~ any -
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9 EVE Clouds and Networks

9.1 Bridge Network

The EVE Bridge interface acts like an unmanaged Switch. It supports passing along tagged
dotlq packets.

Example: We have to connect many nodes in a flat (dot1q) network

Step 1: Add a Bridge Network onto the topology.
+  Addanobject There are two ways to do this: Right-clicking on
the topology area and selecting “Add Network”
or in the sidebar click “Add an Object” and then
select “Network.” Please refer to sections 7.10.5
and 7.9.1.2

Add item

Node
a5 Network
0 Node

do Custom Shape

abe Text

o Line

== Network

Step 2: Name/prefix can be changed in order to rename your Bridge network. Make sure your
network type is set to bridge.

Add Network

Network Settings ,/; ;\\
iy

Number of networks ta add N4y “
-~ (Giog =

1 < P vios » Linux

Name/Prefix

Bridge

Ieon

| Switch-2D-L2-Generic-S.svg -

Type

bridge -

Left Top

1226 > 393
Step 3: Connect your nodes using the drag and drop connector. Refer to sections 8.1.4 and
7.10.5
9.2 The Smart Bridge features

P Smart bridge feature is available for EVE Bridge and Internal Networks.

< nework Using smart bridge feature, you are able to assign connected bridge

Bioe | s £y ports with VLAN ID. Select “Manage”

£ Manage

@l Delete
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Network Settings

Netwark ID Metwork Name

# smart Bridge M Enable 802.1ad

Connected Interfaces

NODE ID NODE NAME INTERFACE ID INTERFACE NAME VLAN 1D

12 IS o Giosn 1

16 Linux 0 el 1

SAVE

9.3 Internal Network

EVE-NG Professional Cookbook
Version 7.7 June, 2026

VLAN ID 0 — untagged port, used for trunk
assignment. User can define port vlan tags per
lab needs. Example VLAN ID 10 is tagged port
in VLAN 10.

Smart Bridge, enables 802.1q option.

Enable 802.1ad option allows to use bridge for
QinQ mode.

Internal cloud network is used as an extended connector between nodes inside of one lab. It is
isolated cloud which not visible for other labs or users.

EVE Pro is offering 3 independent Internal clouds/domains. Itis isolated from each other. Inside
of single lab you can have up to 3 isolated cloud/domain networks. Example of Internal cloud

usage below:

Step 1: Add two internal cloud networks onto the topology.

Add Network

Network

SAVE

Step 2: Connect your lab nodes to internal cloud. Your configured nodes will work like being
connected to the same switch (or the same bridge in EVE). CDP works. It is convenient if it is
necessary to have connections across the lab and you don’t want to have connections going

from one end of the lab to the other.

© EVE-NG LTD
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9.4 Private Network

Add Network

Network Settings

Number of networks to add

B

Hame/Prefix

01-Cloud-Detault.svg

1120 & 507

want interconnect it.

Private cloud network is used as an extended connector between
labs in the one user POD. Private cloud is isolated and not visible
for other users.

EVE Pro is offering 3 independent Private clouds/domains. It is
isolated from each other. Inside of single user POD you can have
up to 3 isolated Private cloud/domain networks. Example of
Private cloud usage below:

Example: Single user is running multi labs (Labl and Lab2), and

Step 1: Add private cloud network onto the topology Labl.

Step 2: Add private cloud network onto the topology Lab2.

Step 3: Connect your lab node to Private cloud. Your connected nodes in Labl and Lab2 will
work like being connected to the same network. CDP works. It is convenient if it is necessary
to have connections across the multi labs.

A NOTE: Using Private cloud, avoid to connect nodes with same ID to it. It will raise MAC
address collision in your connection. Pic below shows correctly interconnected Node
ID1 in Labl and Node ID5 in Lab2.

LAB 1

ab

Private
|

T
@0

LAB 2

b

Private

_.\"_ " [
\Z%/ N4y
95 NAT Network

EVE-NG PRO has an embedded NAT interface with the subnet 172.29.129.0/24. This feature
is similar to the VMWare NAT interface, but EVE is translating the 172.29.129.0/24 (this subnet
is hardcoded in EVE and is not configurable) subnet to EVE’s management interface pnetO.
NAT network can be changed per your needs, please refer 7.4.1
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Network Settings

Number of networks 1o add

1
Narme/Prefix

Nat0
lcon

01-Cloud-Default sug

Type

natd
Left

1120

Tep

507
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To add a NAT Cloud onto the EVE topology:

Step 1: Add A New Network onto the topology. There are two ways
to do this: Right-clicking on topology area and selecting “Network”
or in the sidebar, “Add an Object” and then select “Network.”

Step 2: Name/prefix can be changed in order to rename your NAT
network. Make sure your network type is set to NAT.

Step 3: Connect your nodes using the drag and drop connector.
Refer to sections 8.1.4 and 7.10.5

SAVE

If your EVE management is connected to the Internet, adding a NAT cloud onto the EVE lab
enables you to have internet access from within your EVE lab using NAT.

9.6

EVE management interface is also known as the Cloud0O
network for labs. The Cloud0 interface is bridged with your
EVEs first NIC. “Cloud” is used as an alias to pnet. Pnet is
the bridge interface name inside of EVE.

famy eath
\ %~ Sashassnats nl
T

i EVE NAT Gateway IP is:
172.29.129.254/24

DHCP is enabled on the EVE
1/0 assigned DHOP address 172.29. NAT ClOUd.

Management CloudO interface

Cloud0 is commonly used inside EVE labs to get management access to nodes running inside
EVE from a host machine external to EVE.

L IMPORTANT NOTE: For EVE VMs running on ESXi, with NIC Teaming Network,
please follow the steps below to edit the reverse path settings

e

%

DS

D3

53

%

From the Navigator window select Manage > System > Advanced settings.
Scroll down or use the search bar to go to the
Net.ReversePathFwdCheckPromisc option.

Select Net. ReversePathFwdCheckPromisc and click Edit option.

In the Edit option - Net. ReversePathFwdCheckPromisc window update
the New value field to 1 and click Save.

L IMPORTANT NOTE: For EVE VMs running on ESXi, make sure your management
interface bridged with the vSwitch (Port group) has the security settings set to Accept.
Any port group or vSwitch used to connect an external network to an EVE Cloud
network needs to have the:

© EVE-NG LTD
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Promiscuous mode: “Accept”
MAC Address changes: “Accept’
Forged transmits: “Accept’
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vSwitch Settings

# Edit standard virtual switch - vSwitch

& Add uplink

MTU
Uplink1

> Link discovery

1500 &

wmnicO - Up, 1000 Mbps. *

Click to expand

- security

Promiscuous mode

MAC address cnanges.

® accept O Reject

® Accept O Reject

Forged transmits ® Accepl O Reject
> NIC teaming Click to expand
> Traffic shaping Click to expand

Portgroup Sett

inside-70

Accessible:

Virtual machines:

Virtual switch:
S VLANID:

Active ports:

~ vSwitch topology

é inside-70
VLAN ID: 0

v~ Virtual Machines (11)
(BEVE-CE-VE
&Pise.eve.lab.201
GEVE-TE-6-SAT
GPEVE-TE-6-BCK
"G EVE-BOOK-VM-REPO

MAC Address 00.0¢:29:0f:de:a2

"5 EVE-BOOK-SAT

ings

Yes

n

& vSwitcho
o

6

| ~ Security policy

Allow promiscuous mode:

| |'& Physical ad
E_‘ 3, Ph dossimdd Allow forged transmits

B vmnicO, 1000 Mbps, Full

Allow MAC changes

Yes

Yes

~ NIC teaming policy
Notify switches
Policy
Reverse policy

Failback

EVE CloudO bridging table.

Lab name

CloudO

EVE
interface Type
name (inside)

pnet0 Bridged

network in labs.

Cloud0/pnet0 is bridged with your primary
EVE ethernet port. It is assigned a
management IP address used for WEB
GUI access. The EVE management
subnet can be used as a management

Yes
Route based on originating port ID
Yes

Yes

A Question: How can | obtain my CloudO subnet and gateway IP. Many EVE VMs only
have a DHCP address assigned on the pnetO interface.

Answer: SSH to EVE and type the following from the CLI:

ip r
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Example: We want to use Cloud0 as a management network for an ASAv node in an EVE lab.
From the above-obtained information, we know that our Cloud management subnet is
192.168.90.0 with a mask of 255.255.255.0 and the Gateway IP is 192.168.90.1.

Step 1: Add A New Network onto the topology. There are
two ways to do this: Right-clicking on topology area and
selecting “Network” or in the sidebar, “Add an Object” and
then select “Network.”

Add Network

Network Settings

Number of networks to add

1
Step 2: Name/prefix can be changed in order to rename

Name/Prefix
Mgt your CloudO network. Make sure your network type is set
to Management(CloudO0).

Icon

"y 01-Cloud-Default.svg

Step 3: Connect your ASAv using the drag and drop

frwe connector to the CloudO network. Refer to sections 8.1.4
Cloudd ]| and7.105

Left Top

e 502 Step 4: Start the node and configure the interface

connected to Cloud0 with an IP address from the
management subnet (192.168.90.0/24 in this example).

Make sure you do not assign duplicate IPs.
& T
o ¥, /= (E) == — )

5

File Edit View Options Transfer Script Tools Window Help

CFDC EENEREE A S e T ?

bitEthernet0-0 ¢

o0
@
@
u
=)
=
=
o |IE
=
@
Q
]
z

i-trip min

Telnet: 89.111.52.83 10, 8 10 Rows, 89 Cols |Xterm |CAPNUM

The native management host (home PC) can be used to manage nodes in the EVE lab over
https. Example below showing http connection to Juniper vSRX FW node in the EVE lab from

native PC using Firefox browser.
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=z VSRX-NG

NOTE: Cloud interfaces can be used to connect multiple nodes to a single cloud instance on
the topology.

() N A
\ R GO = G Y

» vios | PRZ.
L
L'y,
R
P-R‘\
9.7 Remove cloud interfaces

For security reasons you can make cloud (Cloud0-9) interfaces invisible for the Lab Editors and
Lab Users.

echo -n 1 > /opt/unetlab/natonly
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Add Network

Network Settings

Number of networks to add

1

<»

Name/Prefix

Net

lcon

75 01-Cloud-Default.svg -

Type

bridge -

bridge

internal

internal2

internal3

private

private2

To set back Clouds0-9 visible:

echo -n 0 > /opt/unetlab/natonly

All Clouds 0-9 will remain visible for Admin users.

9.8 Other cloud interfaces

Other cloud interfaces can be used to extend a lab connection inside of EVE or bridged with
other EVE interfaces to connect external networks or devices.

EVE Cloud bridging table.

VMware
Workstation Bare HW
corresponding Server
interface

EVE
Lab cloud interface
name name
(inside)

ESXi VM

Type corresponding
interface

Cloud0/pnet0 is bridged with
your primary EVE ethernet port.

1st It is assigned a management IP
Cloudo Pnet0 bridged Network Network ethernet address used for WEB GUI
adapter 1 Adapter access. The EVE management
EthO subnet can be used as
management network in the
labs.
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Cloud1 can be bridged with your
EVE second ethernet port to

2nd achieve connection to another
. Network Network ethernet | network or device. The IP
Cloud? Pnetl bridged adapter 2 Adapter 2 address is not required to be
Ethl configured on it. It will act like a
pure bridge your external
connection with EVE lab node.
3rd-10th
' Network Network ethernet
Cloud2-9 Pnet2-9 bridged adapter 3-10 Adapter 3-10 Same as Cloud1
Eth2-8

If some of the clouds (e.g. Cloud?2) are bridged to another ethernet (VMnet) you can connect
your EVE lab to an external VM or physical device (like e.g. a switch, IP phone or access point).

L\ For ESXi make sure that you have set Promiscuous mode security settings on the

vSwitch and Port group to Accept. Please refer to section 9.6

The next sections will explain how you can use Cloud networks in EVE to connect to other
external (e.g. VMWare) VMs or physical devices.

9.9

9.9.1 ESXi VM machines

Connecting external VM machines to the EVE Lab

External ESXi VM machines can be connected to EVE labs using cloud interfaces.

A NOTE: A single Cloud interface can be used to connect more than one external VM to

the EVE lab.

L NOTE: VM machines must be in a powered off state to assign network interfaces.

Example: Cisco ISE and Windows Server 2022 VMs connection to the lab using the Cloud2

interface.

Step 1: Create a new or use an existing vSwitch on your ESXi and as shown below. Make sure
you have set all security policy mode on the vSwitch to Accept. Assignment to Physical
adapters is not required for it.

Parent vSwitch “ESXi-Internal” settings:
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Port group “ESXi VM” (assigh vSwitch “ESXi-Internal” as parent) settings:

Step 2: Create a new or use an existing Port group on your ESXi and assign it to vSwitch “ESXi-
Internal” as shown below. Make sure you have set All security policy mode on the vSwitch to

Accept.

EVE VM and ISE VMs settings

EVE VM, 39 NIC (pnet2/Cloud?2) port is
assigned to portgroup ESXi VM. It is
Cloud2 on the EVE topology.

Cloud0

Cloudl dma-

Cloud2 Esav

Cisco ISE VM, Management port is assigned
in portgroup ESXi VM.
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EVE Lab connected to the ISE (Cloud?2)

L NOTE: ESXi ISE VM has configured the IP 192.168.77.201 from the network on the
lab switch. The gateway is 192.168.77.254

A NOTE: The Docker node has configured the IP 192.168.77.200 from the from the
network on the lab switch.

Used nodes in the Use-Case:

GVG Use-Case EVE-NG External Active Directory and ISE Radius + Cisco ISE 3.4. external ESXi VM
re > | \ r 5
Emulated Virtual En Created by Uldis, EVE-NG Pro 2025 « Server 2022 Active Directory, external ESXi VM
33 « Management PC: EVE-NG Pro Docker server-gui
External ESXi Server « EVE Lab IOL L3 Switch

192.168.77.201/24
admin/London3030

EVE IOL SW

VLAN 77 Management G
SVI 77 Gateway: 192.168.77.254
NTP: 192.168.77.254
Domain: eve.lab

N\ External ESXi VMs
;) S— .17 W *‘ (2010 C ) Network 192.168.77.0/24

» Mgmt-PC

»sw

192.168.77.202/24

55 M rootemomtPC - @ identityServices Engi..

9.9.2 VMWare workstation machines

External (meaning not running inside EVE) VMWare workstation machines can be connected
to EVE labs using cloud interfaces.

i NOTE: A single Cloud interface can be used to connect more than one external VM to
the EVE lab.

Example: Connecting Cisco ISE to the lab using Cloud?2 interface.

L NOTE: VM must be in a powered off state to assign network interfaces.
Step 1: Open your VMWare Workstation Virtual Network Editor and configure the VMnet
interface for the Cloud and WSA VMs. If necessary, add a new VMnet. The example below is

showing VMnet2 Settings in VMWare workstation. DHCP must be disabled for VMnet2.

Virtual Network Editor settings:
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@ virual Network Editar x

[ Tvpe Extemal Cornection Hosz Connection
Intel(R) PROJLO0D PT Dual Port Server Adspter -
Intsl(R) PROJLO0D FT Dual Port Server Adap... -

Connected

< >
Add Network... | | Remove Network | Rename Network...

¥Mnet Informaion _—

(O ridged (connect Vs dectly to the extemal netwark)

Bridged to; Intel(R) PROJ1000 T Dual Port Server Adspter

(ONAT (shared host's P address with Yis)

@ Hoz-only (cannect ¥iMs intermally in a private network)

[ Conniect & hest virtual sdspter to this netwerk.
Ve vittual sdapter name: Vimare Network Adapter Viinet2
[Juse local DHCP service to distribute 1P address to ¥Ms DHCP Satting:

Subnet IP: | 192 .168. 88 . O Subnet mask: | 255 .255 . 255 . 0
Restors efasts o[ o C5y s

EVE and ISE VMs settings

EVE VM, the third port (Network adapter 3) is Cisco ISE, Management port is assigned to
assigned to VMnet2. This is Cloud2 inside your VMnet2
EVE labs.

Virtual Machine Settings X

Virbual Machine Setting: x Hardware Options

o iritnork Adapter Custom (Winet2) ~egffpmmmmn
iterd Dk (5651 10056 emory for this vetual machine: | 21576 3 v Snetwork Adapter 2 Brioged (Automatic) hap
) CDJOUD (SATA) At datect Sitork Adaptor  Bridged (Automatic) g <
ietwork Adspter Custom (#neto) as Sitietnork Adapter 4 Bridged (Automatic) o
Elhctwork Adepter 2 Custom (WHinet) na < Stictork Adapter S Bridoed (Automatic) er
atvork Adaptars  Custom (Uinet2) s e Wicplay Juta datect
2 uss Controler Fresent i
s 8 Masinum recommended memory
Sound Card Autodetect 2a8
ke Presert o 3
268
Soiclay Auto detect sume 3 Recanmended wemary
168 =] 56 ME el
same | e s
e 0 i 5 rcanmantct e
e 2me g e
e
2me
ane
wve
4me
e
ame
b powered o to reduce the
& e - 5 768 VB of thiz amcry For
. Nou can change thiz smaurk in the Display
add.. Remove.
Add... Remove

[
Cancel Help.

EVE Lab connected to the ISE (Cloud?2)

A NOTE: VM Workstation ISE VM management is assigned with IP 192.168.77.201 The
gateway is 192.168.77.254

A NOTE: The Server-GUI Docker node has assigned the IP 192.168.77.202 from the Lab
switch network.
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GVG Use-Case EVE-NG External Active Directory and ISE Radius U .
. . 'sed nodes in the Use-Case:
Created by Uldis, EVE-NG Pro 2025 « Cisco ISE 3.4, external VM

Emulated Virtual Envirenment
. + Management PC: EVE-NG Pro Docker server-gui

External VM Workstation VM « EVE Lab I0L L3 Switch

=
192.168.77.201/24
admin/London3030

EVE IOL SW =3

VLAN 77 Management .\\Jﬂ_;
SVI 77 Gateway: 192.168.77.254
NTP: 192.168.77.254
Domain: eve.lab

s External VM Workstation VMs
|I| B T — o ———— (( ) Network 192.168.77.0/24

Home Network Gateway EVE LAB SW 192.168.77.254

» Mgmt-PC
192.168.77.202/24

=] B rostomgmipc - g identity Senices ngi._ vl

9.10 Connecting EVE Lab to a physical device

9.10.1 ESXi EVE

To connect a physical device (e.g. router, switch) to an EVE lab over a cloud interface, we have
to bridge the ESXi NICs ethernet port to a VMnet interface.

L IMPORTANT NOTE: Make sure that you have set Security Policy (Promiscuous mode,
forged transmits and MAC changes) settings on the vSwitch and Port group to Accept.

A IMPORTANT NOTE: If you are building trunk between EVE lab node to real Switch,
please make sure you have set your ESXi vSwitch interface to accept all vians.
Reference: https://kb.vmware.com/s/article/1004074

A IMPORTANT NOTE: For EVE VMs running on ESXi, with NIC Teaming Network,
please follow the steps below to edit the reverse path settings

53

%

From the Navigator window select Manage > System > Advanced settings.

» Scroll down or use the search bar to go to the
Net.ReversePathFwdCheckPromisc option.

» Select Net.ReversePathFwdCheckPromisc and click Edit option.

In the Edit option - Net. ReversePathFwdCheckPromisc window update

the New value field to 1 and click Save.

D3

D3

e

%

The Example below is showing ESXi Server settings of the virtual network bridged to the
physical interface.

Logical chain of the networking bridge:

EVE Lab Cloud1 > Port group “dmz-72"-> vSwitch 1 > Physical Adapter vmnicl
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vSwitchl settings bridged with Server Ethernet port vmnicl (physical adapter)

Port group “dmz-71” Settings associated with vSwitch1

EVE VM Settings

EVE VM Cloud1/Cloud2/Pnet2 is connected to Port group “dmz-71"

EVE Lab Connected to a physical device

Physical Topology

Cisco 887M device port Fastethernet 3 is physically connected to Server port ethl.
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Server with VIV Ware ESXi 8.X EVE-NG ESXi VM
_— VM Network adapter 2 Sy
x 1 ~ | ITH in Port group “dmz-71"
pY &
AN Physical Server NIC port vSwitch1 associated with Port -
bridged to vSwitchl group “dmz-71" and bridged —
CISCO 887M with physical server port
vmnetl EVE-NG LAB
Cloud1

Go/0
\6;-
+—| -
Lan)

EVE Lab vIOS SW

EVE Lab Topology

EVE lab switch port GO/0 is configured as trunk and connected to Cloud1 over bridged chain
to the physical Cisco 887M Router switchport Fastethernet 3

P B ARy

» EVE-LAB-SW Souat

[ sa7m - u] X

file Edit View Options wsfer Saipt  Tools ¢ Help

AR COA S #ef ? W
X

Swit

@
2
5
=
g
8
&
2

9.10.2 VMWare workstation EVE

Similar to the ESXi connection, it is recommended to have a second ethernet interface on your
PC. It can be a USB ethernet extender as well. Not all ethernet adapters fully support a layer2
connectivity over it. MS Windows OS itself strips off any tags added to the packet. Even if your
NIC supports 802.1q VLAN tagging, Windows 10 strips these tags off. The example below will
show a Windows 10 host connected to a physical 3750G-24 switch. The Windows 10 Host has
an Intel (R) PRO/1000 PT Dual port server adapter and is bridged with VMWare workstation
(version 14) VMnets.

Virtual Network Editor Settings, Bridged VMnet interfaces with Real NIC Ports

Name Type External Connection Host Connection ~ DHCP Subi|
|VMnEtﬂ Bridged  [ntel(R) PRO/1000 PT Dual Port Server Adapter

VMnetl  Bridged  TAiel[R) PROJI000 PT Dual Port Server Adapter #2 - - -

Wnet2  Hostonly T Connected - 192/

VMnets  NAT NAT Connected Erabled 192

< >
Add Network... Remove Network | | Rename Network. .

VMnet Information

Bridged (connect VYMs directly to the exteral network)
Intel(R) PRO/1000 PT Gual Port Server Adapter Automatic Settings...
NAT (shared host's IP address with YMs) NAT Settings...

Host-only (connect YMs internally in a private network)

Connect a host virtual adapter to this network

Use local DHCP service to distribute IP address to VMs DHCP Settings...

Restore Defaults 3 Cancel Apply Help
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EVE VM Settings. Network adapter is bridged to VMnetO (ethernet Intel Pro 1), and Network
adapter 2 is bridged to VMnet1 (ethernet Intel Pro 2).

Responding cloud interfaces on EVE VM:

Cloud0->Network Adapter->VMnet0-> IntelPro

Cloud1->Network Adapter 2->VMnetl->IntelPro#2

Virtual Machine Settings

Hardware  Opfions

Device Summary
[ Processors 8
(=i Hard Digk (SCSI) 100 GB

CD/DVD (SATA) Auto detect
FENetwork Adapter Custom (VMnett)
FeInetwork Adapter 2 Custom (VMnet1)

Network Adapter 3 Custom (Mnet2)
USB Controller Present
@) 5ound Card Auto detect
= Printer Present
Slpisplay Auto detect

Add... Remove

X
Memary
specify the amount of memory allocated to this virtual
machine, The memory size must be a multiple of 4 MB.
Memory for this virtual machine: | 24576 -5 MB
&1 GE
268
-
16 GB
268 3 Maximum recommended memory
468 (Memory swapping may
oe occur beyond this size.)
i 4 28.068
512 MB
< B Recommended memory
256 MB
168
128 MB
seme [ Guest OS recommended minimum
e 512MB
18 ME
EME
4 ME

4 The virtual machine will use up to 768 MB of this memory for
graphics memory. You can change this amount in the Display
settings page.

Cancel Help

Physical connection scheme and VMware bridging.

Internet {

Home LAN

vmware

Versnon 14 EVE Management

// Cloud0
Intel Proj eth . a VMneto [
VMneto
g? For24  intelprozetn (SN nh VMneﬂ
\ ]
Real Cisco SW A\ Eve VM Cloud1
WS-C3750V2-24PS Brdged toreal N —/WI" s
60/0
=3
LAB SW vIOS 12

EVE Lab scheme.

[& Console - SecureCRT
File Edt View Options Tansfer Script Tools
ERLR

s [ Corsole x.

Window  Help
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The following solution allows Windows hosts to transmit tagged packets over ethernet. This
has been used in the example above.

% Warning. You are making changes to your Windows registry files! This is at your own
risk.

https://www.intel.co.uk/content/www/uk/en/support/articles/000005498/network-and-i-
o/ethernet-products.html

9.10.3 Bare metal server EVE

A physical server usually has more than one ethernet port, free ports
can be bridged with EVE clouds and used for external connections.
EVEs internal interface settings are already bridged in order, pnet0-9
are mapped to eth0-9. Refer to the bridging table in section 9.7

cat /etc/network/interfaces
Basically, your servers physical port eth0 is bridged to pnet0 which is Cloud0 in your labs, ethl
is bridged to pnetl which is Cloudl in your labs (and so on). Refer to the bridging table in
section 9.7

It is strongly advised on bare metal to always use the nicorder-wizard tool, even when
NOT changing the NIC order, to ensure the order is fixed. Please refer section 16.2

The example below shows how to connect a bare-metal EVE server with a physical Cisco
3750E switch.

Physical connection topology:

EVE Server

Cloud1
eth1

E? GigabitEthemet1/0/25

Cisco WS-C3750E-48PD

GigabitEthermnet0/0

4

EVE Lab virtual SW

The EVE lab switch’s CDP neighbour is the 3750E switch’s port Gig 1/0/25: A trunk has been
configured between the EVE lab switch and the physical 3750E switch.

Switch X
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10 Advanced EVE Lab features

10.1Lab design objects

EVE Pro has drawing elements integrates to add drawings and text information to the lab
topology. Objects can be placed on the topology in two ways.

Example below, EVE lab with design elements:

GVG FirePower 6.2.2 FMC and NGIPS Lab Devices Used in Lab:
j > Created by UD, EVE 2018
Emulated Virtual Environment Firepower FMC 6.2.2

Next Generation

Firepower NGIPS 6.2.2
SWIOL L2 IRON 15.2
L3 router IOL 15.4.2.T

A——
EI — Windows 7x86 host
- eo622 Mgmt Windows Server 2008R2
o NAT
Internal -~ TExternal "
A

m@@“

192.168.101. 1!24 u RZ

VLAN 101 .I

192.168.101.2i24] > 5w

- [172.16.1.124
/
-
-
o
_ -
L oF = R 2.16.1.100224
- _a—
DHCP POOL VLAN10  *M1 11 10 192.168.10.1/24 DNSIFTP
DHCP POOL VLAN 20 .
OSPF 1 Area0 B www
Authentication MD{
VLAN 10 (e0)
VLAN 20 e
‘
:*: @2
P sw2 Node Interface  |IP
R1 e0/0 10.1.1.1/24
VLANZ
R1 e0/1 192.168.1.1/24
E R2 =0/0 192.168.10.1/24
@
—
P win7-1 P win7-2
IDHCP VLAN 10| DHCP VLAN 20
Option 1: Side bar -> Add an object Option 2: Right-click on a free area on the

topology canvas to add an object.

+  Add an object

Node Add item
Network l% Node

a5 Network
Custom Shape

A Custom Shape
Text [

obe Text

7 Line

10.1.1 Custom shape

There are three custom shapes that can be added to the topology: square, round square and
circle (sphere).

Shape Selection: Square, round square or circle
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Custom Shape

Shape Selection

— N
)
J N

Shape Settings

Name

Border Type Border Width

solid - 1

Border Color

Barder Calor
" #000000FF .

Background Color

Background Coler

 AFFEFFFFF

ADD SHAPE

Name: This field can be filled with your
preferred shape’s name. If the field is left
empty, EVE will generate a name for the
shape.

Custom Shape: Rectangle, Rounded
rectangle, Circle

Border type: Two options: solid or
dashed line

Border width: Increase or decrease the
width of the border. This can be edited
later in the “Shape Edit” menu.

Border colour: Allows you to choose a
colour for the shape’s border. This can be
edited later in the “Shape Edit” menu.

Background colour: Allows you to choose a colour to fill your shape with. This can be edited

later in the “Shape Edit” menu.

//4.

Example: Added a circle and square on the topology. Shapes can be moved ‘}:_
around the topology drag and drop style (click and move with mouse). \ e

10.1.2 Resize square or circle objects

Move your mouse over the right bottom corner of the object until a corner
symbol appears. Left click and drag your mouse to change object size or style

(rectangle, sphere)

10.1.3 Text objects

£ LA It is also possible to add text or other MS Office objects to your EVE
2 Node topology. Rich HTML Office option allows you to copy texts from MS Word,
2 Network Excel or Visio.
&% Custom Shape
abe Text
< Line
[l € Paragraph v Alv Bv AvBA~ B I U 5§ x, x* o QO —= 0
BBy g~y By =v 2vizovio = =
New Text
Your text. It can be copied from MS, also Visio. Similar
like MS Office content. You can edit text here.
Example: Copied Excel table on topology in text: A B c
1 2 3
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Example: text objects added to the topology.

Primary Secondary

/ va qﬁ
3 >

[ ™

eicrna nerwore v IR T DHCP @

BT o2 4
—EEA\ K, 02

Ext

> RXES
PERT ) 2 =
TR SRR HSRP - L

o 31PSLA 000024

Example: Visio object added to the topology

I Visio icon Tunnel
mruc Mot

622
192.168.90.70/24

NAT

VLAN 101
1192.168.101.2/24)

-
(N S

\ ==

DHCP POOLVLANT0  * A EKINEPRIRRRE ~ DNSIFTP S
DHep PooLVLANZD 0D

Frrunk OSPF 1 Area 0
Aurthantizatian MNE

10.1.4 Add picture to the topology
Custom images may be added by using HTML editor:

Step 1: Add a text object to the topology and press Image button for import.

“ o [m & Paragraph v Alv Kv AvBAv B I U S x, x* T, Q— =@

BBy gvmEy =v iZviDv iz ==
New Text

a— 12— -

Step 2: User browse to import your image.

Step 3: Double click on object you wish to resize, then use frame corners to resize.

10.1.5 Custom object linking with telnet or other protocol

This feature allows you to link your eve topology object with external source. It can be web site
or other protocol like Telnet to call out console for external object.

Step 1. Add the text or picture using HTML editor. Sections 10.1.3 or 10.1.4.
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Example: Custom icon added from
MS Visio.

.90.0/24 3 | "

Internet

192,168.90.71/24) NAT

————————— Step 2. Position your object in place

where you want it to be.

192.168.101.1 124 B Lo

7
172.16.1.1124

Pa

Step 3. Double click to highlight text or activate object and click on Link button

Step 4. Use link button to assign custom protocol for your object. Example: Protocol Other, type
in URL: telnet://192.168.10.100

Link URL
telnet://192.168.10.100

<> 7, Downloadable N |

Step 4. Tab Target, Example: Target/New Window

Link /
Link Info Target Advanced

Target

Ner Window (_tilank)

Step 5. OK for Save.

A\ NOTE to edit picture object assigned with link, use mouse mark area @
of object and it and double click on area beside object.
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10.1.6 Line object
Line object allows you to draw and design lines on the topology.
Step 1. Add a Line object to the topology
Add Line Arrow Style: Allows you to make arrows to your Line

Live Pravie object. Single arrow, Double arrows or no Plain. This can
be edited later in the “Shape Edit” menu.

AriowSiyle Label: Add line object label. This can be edited later in the
Double Arrows - “Shape Edit" menu

v ) Width: Increase or decrease the width of the line. This can
be edited later in the “Shape Edit” menu.

Label

Color

o soe ' Paint Style: Allows you to solid or dashed style for line.
This can be edited later in the “Shape Edit” menu.

Line Style: Allows you to choose a style Straight, Bezier, Flowchart or StateMachine for the
line. This can be edited later in the “Shape Edit” menu.

Line colour: Allows you to choose a colour for the line. This can be edited later in the “Shape
Edit” menu.
<~ -

Example, Dashed, Bezier, double arrow line with label: -“BGP_

Positioning and moving line object. Line object has
invisible connection points at the ends. Use mouse to find .
that point, drag and drop move line connection point to your
preferred lab location. Use mouse to move other line )
endpoint on lab location.

To move all line, use CTRL to mark line endpoint and move line over topology to position it.

Edit Line object. Right click on line to call out edit window: B T
2 Edit Style
B Delete
Line Style Editor
Bezier - @ 2 Dashed = dblarow = - 8GR — m

10.1.7 Nodes connection links design

Refer Section 8.1.5
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10.1.8 Cloning objects and overlay positions ’ —
Ay
,,__‘7

Right click on the object you want to clone and choose “Duplicate”. You
can also change the object’s overlay position using the “Send to Back” or e
“Send to front” options. R

{0 send 1o Front

Text / Shape

@ EditStyle

W Delete

10.1.9 Objects Editing Style

s N Right click the object and choose “Edit Style” for additional options.

ST
#x e
»os

Text / Shape

D) Duplicate
[ Send to Back
0 Send to Front
@ Edit style

W Delete

At the bottom of the “Topology Canvas” page, additional object options will appear

Object Style Editor
.........

Z-index: Used to change the object’s overlay position on the “Topology Canvas.” An object
with a higher numerically valued z-index will cover an object with a lower
numerically valued z-indexed.

Example: The blue object has a z-index of -1 and the orange object’s z-index is 0.
Orange object is top over blue object.

Border width: Used to change the object’s border width.

Border type: Used to change the border style of the object between solid and dashed.
Border colour: Used to change the colour of the object’s border

Background colour: Used to change the background colour of the object

Transparent: Turns off background colour (filling) and makes the )
object transparent. AR

Rotate: Used to rotate the object on the topology. ‘

Name: Used to change the object’s name.

To save the object, press Save (Blue button).

10.1.10 Lock objects movement

The “Lock Lab” feature prevents objects from being moved around on the canvas (among other
things). For more information about this feature, refer to section 7.9.16.
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10.2 Custom design logical topology

EVE Pro includes a feature to upload your own custom topology picture and map nodes to it
for easy access.

PHG Output Optiens %

10.2.1 Custom design upload

Before you upload a custom picture in the lab, make sure it is
in .png or jpg format with resolution 130-150x130-150 pixels.

TIP: It is best is to create a topology in the MS Visio and after
convert it to the .png picture format with resolution 140x140.

Step 1: Open “Logical Topology” from the left side bar and then
“Pictures” from the left sidebar and hit + “Add Logical Topology.”

Logical Topology

Status
M Logical Topology

Lab details

Logical Topologies +

Name Actions

No data available

Step 2: Give the name for your logical topology and Browse your PC for a .png or .jpg file and
hit “Add”.
-+ Add Logical Topology X

Topology Name

Logical Topology 01

Select Image File

B grid-01.png (%]

Preview

UPLOAD

Once the picture is added to the Logical topology, the sidebar will display a new Actions: Edit
or Delete
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M Logical Topology

M Locical Topology 01

Logical Topologies -+

Name Actions

Partner-SRV
Locical PR
n s 0

Topology 01 EIL
20

(1=

Branch-SRV

UUED

Step 3: Select Edit the “Logical Topology”.

Logical Topology window management
_ Delete uploaded topology picture from the
u lab

Edit/Image Map: Map nodes to places in the
Vs topology

Display uploaded topology. Work with lab

Locical

B fopology o1 and custom topology
p— Zoom/unzoom uploaded custom topology
il Hide/Unhide the Left side topologies toolbar
- Autofit on the screen.
x Close “Topology” window.

10.2.2 Custom topology mapping

This feature allows you to map the lab nodes to your custom topology picture.

Logical Topologies +
Step 1: Click Edit Logical topology which you want make active: e

Name Actions

Locical >
Topology 01 ’\ L

Step 2: Select a node, from the dropdown menu, that you want to map to the topology.
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A Logical Topology

Loglesl Topologias M Locical Topology 01
Hame ctions
] Locical 1 =
Topelagy 01
opalogy Partner-SRV Partner-ISR ﬁ
o 10.10.10.0/24 =
E0 A 1 < ‘-_'r
E0| .233
209.165.200.0/24
198.51.100.0/24 VLAN 209 DHCP
VLAN 198 E
225
Branch-SRV Branch-ISR £0/0.209
= | '
[3 £0 10.11.11.0/24 - E0/1 203.0.113.0/24 2
= 20 vianin  E0/0 4 [[VLAN203 | E0/0.203 :
—_— Internet RTR
.2 | E0/0.20
1QI NI NnHma

Step 3: Move your mouse over a node icon on the “Logical topology” and click to map it. The
blue/grey circle means that the node is mapped.

Step 4: Continue mapping the rest of the nodes.

| M Logical Topology x
Logical Topalogies o M Locical Topology 01
e ‘ Actions —
Lok P
e Partner-SRV Partner-ISR g
@ 0 10.10.10.0/24 —
wintt Cr
.20 VLAN 110 EO| .233
e 209.165.200.0/24 y
198.51.100.0/24 VLAN 209 DHCP
VLAN 198 EC
2225
Branch-SRV Branch-ISR £0/0.209
E €0 la1110/28 A foj1 23.01130/28
wea0z2
20 E0/0 e 1 E0/0.203 =
VLAN 111 ., VLAN 203
— - Internet RTR
.2 |E0f0.20
e ———————————————————————— = S I, 1@2n2nfa
5 EditMode & .\:l"é;I;ZIZ“LNDDE 10 - m

Step 5: OPTIONAL. You can also add a mapping for a device external to your EVE server in
order to telnet, VNC, or RDP to it. This way you can open sessions to all your devices (whether
external or internal) in one place.

Select Node to Add

Select from menu: ] cusTOM Node, Node outside lab -
And map with node on topology. Guest-PC
DHCP s
Custom URL
Change image map adding protocol, IP. I—“e'r“’-”’192'158-“”01 |
Step 6: Save your mapping and refresh the browser with F5. =3
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10.2.3 Delete topology or mapping

» mamepaea 10 delete a single node mapping, right click on node mapping circle and click
“‘Delete.”

[ ] Delete Map Area

Locical

To delete the entire custom topology, click delete. Topology 01 s u

10.3Multi-configuration sets export feature

Eve Professional/Learning Center includes a "Multi-configuration Set" feature that allows you
to save and manage multiple sets of configurations in a single lab. The "Configuration Export"
and “Startup-configs” features will allow you to set these saved configurations as startup configs
for your nodes when they boot.

L\ IMPORTANT NOTE: Before you start using the “Multi-configuration Set” feature, you
must complete at least one configuration export.

Nodes will be greyed out without the option to enable
[ _.... “Startup-configs” until you complete at least one
configuration export for each node.

Node boot order:

Start node

Boot from NVRAM persist Check NVRAM
NVRAM

NVRAM Wiped

Boot from confi Checkif node iz
cfgisset ———  set boot from
=€ configuration set

Cfgis not set

Boot from factory
default

NVRAM: NVRAM is used as writable permanent storage for the startup configuration. During
the boot process, the node will always check NVRAM for a saved configuration. Saving the
configuration to NVRAM requires a vendor specific command. Cisco: copy run startup (wr),
Juniper: commit, etc. It is MANDATORY to save a node’s configuration before you can export
it.

Exported configuration: A node configuration that has been exported from the node. It can
be used to backup configurations or to set them as startup-configs.

Wipe node: Wiping a node will erase the NVRAM (running config) or the temporary image

shapshot, depending on the type of node. Upon a successful wipe, the node will boot with the
factory default configuration or the configuration included in the base image you are using. If
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you have the “Startup-config” feature enabled for the node, then it will boot with the chosen
config set. You must wipe a node after changing certain node template settings like the image
or startup-config. You also must wipe the node the first time you want to enable the “Startup-
config” feature.

Factory default configuration: The base configuration that is applied from the manufacturer.

10.3.1 Supported nodes for configuration exports

Cisco Dynamips all nodes
Cisco IOL (10S on Linux)
Cisco ASA

Cisco ASAv

Cisco CSR1000v

Cisco Catalyst 8000v
Cisco Catalyst 9000v
Cisco Nexus 9K

Cisco vIOS L3

Cisco viIOS L2

Cisco Viptela vEdge, vSmart, vBond, till version 18.4 only, version 19.x and later is not
supported due implemented password setup feature on the first boot.
Cisco XRv

Cisco XRv9K

Juniper VRR

Juniper VEX

Juniper VMX

Juniper VMX-NG
JunipervQFX
JunipervSRX

Juniper vSRX-NG
Mikrotik

PFsense FW

Timos Alcatel

VEOS Arista

Aruba CX Switch

10.3.2 Startup config management

10.3.2.1 Global commands

Add an object Configurations can be managed via the “Startup-configs window which
Nodes can be accessed from the sidebar menu while you are on the Topology

Networks page )

Startup-configs

+
(=)
a5

Topology page, More Options:

© EVE-NG LTD Page 180 of 285



. QV,V,EG . EVE-NG Professional Cookbook
e Version 7.7 June, 2026

More actions Export all CFGs — Exports all supported node

Start all nodes configurations.

Stop all nodes
Set nodes startup-cfg to default configset- Sets all
supported nodes to boot from the default configuration set.

Wipe all nodes

Console To All Nodes

o
°
]
=)
*

Export all CFGs

Set nodes startup-cfg to none - Sets all supported nodes
to boot from NVRAM configuration.

Edit Lab

Topology Screenshot

S BN

ST SO D E E T Delete default configuration set. Warning, this will delete
Sl LT Il your exported default configuration set for all nodes.

Delete default startup-cfgs

m %

10.3.2.2 Individual node commands

Select node, right click

( |
‘\_&‘/ /| Node

PSR mostop >

: VDV:,‘ Wipe: Wipes the NVRAM for a single node

B Exportcfg
I capture > Export CFG: Exports the configuration for a single node

I~ Graph >

10.3.2.3 Multiple selected nodes commands

— . Wipe Nodes: Wipes the NVRAM for selected nodes

ST N
o) Export all CFGs: Exports the configuration for selected
» Start Nodes nOdeS
W Stop Nodes
C Wipe Nodes .
o B nsdio Set nodes startup-cfg to default configs set: Set
B ExportAll GFGs selected nodes to the default config set
Q Set nodes startup-cfg to default configset
e iniied Set nodes startup-cfg to none: Set nodes to boot

pos oy from NVRAM or from factory default if wiped.

4 Horizontal Align
3 Vertical Align

@ clicular Allgi Delete nodes startup cfg: Delete selected node’s

Hoiockieeati@ | startup cfg. (clean default set)

10.3.2.4 Startup-configuration window

No configuration exports or manual configs loaded for nodes
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B Startup Configs

Config Set:

Default

R-XE1

R-XE2

NXO0S-01

NX0s-02

SW-INT

dw e &) #p 3 ¢

ASAVOT
ot ASAV02

Mgmt

ie

»
I+

Startup-configs are exported and the “Configuration Export” feature can be used.

B Startup Configs

Config Set

Default

# R-XEZ
3 RXE
* NX0S01
¥ Nx0s-02
= SWHINZ
= SWHNT

= Mgmt

IARRAAA]

10.3.2.5 Startup-config window information

Config set menu

Config Set: Default
% vlos No configuration is available for node. Grey
node
= ASAV02 o Configuration persist but it is disabled.
Node will boot from NVRAM or factory
default if it is wiped
& ASAV02 O Configuration persists and node will boot
from the configuration after being wiped
+ 2] = + Add new config set.
+ New Config Set )
Name the new config set. The Default
[ rssesn | Config Set cannot be renamed.
CANCEL
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Gonfig Set Select a Config Set and delete it. You

cannot delete the Default Config Set. The
Default configuration set can be cleaned
+ 2 B using the sidebar / More options / Delete
default configuration set

Upload configuration set from your local

21 = PC, Download configuration set to your
Local PC
Apply Config Set button: Sets all nodes to
¥ boot from the chosen config set.

Config Reset button: Sets all nodes to boot

from none. Node will check boot order. If
4 the Wipe function is used, nodes will boot
from factory default.

Individual node export or import
i ' configuration. Configuration export/import
@ file format is .txt.

AAARAL A
’

Ace Editor. Different vendor configuration
edit option. Just Text visual format.

10.3.3 Export Default configuration set

. N NOTE: The default configuration set is hardcoded. It is mandatory to export a nodes config
before you can start building custom configuration sets.

Lab Example:

eve
& @y
€3 €
e\
[152 168.101 024) £ 1 %) 152 168 100 0724
= L4 2110000 N - A
— 1
= =
Ed= E3

Step 1: MANDATORY: Configure your nodes and make sure you applied the vendor specific
command to save the running configuration to NVRAM. If you do not save the configuration, it
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will not be exported and in the notification area, you will receive an error message stating the

node cannot be exported.

In this example the nodes have been configured with hostnames only and the configurations
have been saved to NVRAM.

Step 2: Chose any method to export configurations to the Default Config Set. You can use
export a single node, a group of nodes, or all nodes. Only supported nodes configurations will

be exported.

Step 3: In the example below a group of nodes were selected to export configurations.

Dual ISP ASAv FW POC Labr
Created by Uldis, EVE Pro, 2025

Primary -@

1sP7

Secandary

Fio.10.12.00)

veG 100

Corporate Network

J10.10.10.0:30f 2

v P Asav2)

gmedG) P - @
[ qﬂ‘.?ﬁ

e

[o[ole M COTD . 2 nagainent netivord
2 MR

oD i & @

= Selection
S

..... T & Node Actions (2)

3IPSLA hEH  p StartNodes

A W Stop Nodes

C Wipe Nodes

| [ open consoles

B Export All GFGs

£% Set nodes startup-cig to default configset
e Sel nodes startup-clg to none

Alignment

H Horizontal Align

+ vertical Align

@ Circular Align

—| @ Delete Selected (2)

Message History

m
X

Node exported (80058).
16:33:01

Starting export node 1 - R-XE2
16:32:57

Node exported (80058).
16:32:57

Starting export node 2 - R-XE1
16:32:55

Default configuration set is completed. The notification area will display Green message when

complete.

A NOTE: you can configure your nodes with your preferred configuration and make it the
default configuration set.

10.3.4 Boot nodes from exported Default config set

Step 1: Stop all nodes

Step 2: Open sidebar and click Startup-configs. Make sure your config is set to default and the
nodes config switch is green (switch on/off beside node). Press the green “Apply Config Set”
button (Set all nodes to selected config set) and all your nodes will boot with the default config

set after wiping them.

B Startup Configs

Config Set

# R-XEZ

# RXE1

5 Nxos01
« NX0s-02
| SWHIN2
SW-INT

"

- W . w W .

Mgmt

© EVE-NG LTD

| Last configuration change

T 19:33:44 UTC Mon Dec 15 2925

Page 184 of 285



. Q\YEG . EVE-NG Professional Cookbook
e Version 7.7 June, 2026

Step 3: Wipe nodes. For more information refer to section 8.1.3

Step 4: Start nodes

10.3.5 Export new custom config set

This section will describe how to create a new custom configuration set for the same example
above.

A Make sure your nodes are running and booted from the default set.

Step 1: Create new custom named (e.g. “IP Addressing”) configuration set, Press Add new
config set.

B Startup Configs X

Config Set: Default - + =) ¥ %

Name it and press Save.

+ New Config Set
Name

( IP Addressing|

SAVE

The new configuration set is created.

A NOTE: It will duplicate the default configuration set under your IP Addressing config
set.

Step 2: Select newly created Config set IP Addressing and hit the green confirm button (Set all
nodes to selected config set) on the right.

B Startup Configs X

Config Set: A ol o4

3 RXE2
3 R-XET
® NX0s-01
* NX0S-02
2 SWINZ

= sWAn

I
o900 0OS®

<) Mgmt

Step 3: Make sure your nodes have the Startup-config slider switched to “ON” and verify the
config set menu has the “IP Addressing” set selected.
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@ Startup Configs X

Config Set: IP Addressing - P

|
|4
*
-

# R-XE2
3 R-XE1

® NX0S-01 | ‘
. version 17.12

W NX0s-02 service timestamps debug datetime msec
&  SWINT service timestamps log datetime msec

= ASAVOT hostname R-XE2

- W W . W . .
' EERE RN N |

2 ASAVO2

Boot-start-marker

Step 4: Return back to your lab and continue configuring nodes until your preferred
configuration is complete. In this Example, the IP addresses are configured on the nodes.

Step 5: IMPORTANT: YOU MUST save the configuration on all nodes, even if the configuration
was not changed.

Step 6: Use any method (individual, group or all) to export the new configurations to the IP
Addressing set.

Step 7: You can verify that the configs were exported by re-opening the “Startup-config”
window.

Make sure the correct config set is selected, and check if the configuration is exported for the
node or nodes.

B Startup Configs X

Config Set: 1P Config Set 01 v AP o L

% ORXE2

3 RXE1

¥ NXos0
& NX0S-02
=] sWHNZ
= SWHINT

D I
o990 O0OSS®

<] Mgmt

Repeat steps 1-7 of this section for the next configuration set.

10.3.6 Edit exported configurations
It is possible to edit your configurations for the nodes manually.

Step 1: Select a config set and apply it with the green confirm button (Set all nodes to selected
config set) on the right.

B Startup Configs x

N

Config Set IP Config Set 01 - ra RNl LR 4

Step 2: Select the node you want to edit the configuration of and make your changes. Click
“Save” when you are finished.
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[ startup Configs X

Config Set: IP Config Set01  ~ s s080E P

¥ RXEZ

3 RXE1

* NX0s-01
¥ Nx0s-02
= SWHINZ

= SWHINT

“«- ...
L A X R R N N

< Mgmt

1o sddre

Step 3: Apply the config set to all nodes with the green “Apply Config Set” button on the right
(Set all nodes to selected config set).

A NOTE: you can manually copy/paste any configuration into the config set editor and

apply it to your node. Make sure your configuration interfaces match the lab node’s
interface names.

10.3.7 Set lab to boot from config set
To set your lab nodes to boot from the exported configuration, follow the steps below:

Step 1: Wipe nodes. Refer to section 8.1.3 for information about wiping nodes and the order of
operations during boot.

Step 2: Open the “Startup-configs” window from the left sidebar.

Step 3: Select your preferred config set and apply it by pressing the green “Apply 4 &
Config Set” button on the right (Set all nodes to selected config set).

Step 4: Start nodes.

10.3.8 Set lab to boot from none
To reset your lab nodes’ configuration to factory default, follow the steps below:

Step 1: Wipe nodes. Refer to section 8.1.3 for information about wiping nodes and the order of
operations during boot.

Step 2: Open the “Startup-config” window from the left sidebar

Step 3: Press the red “Config Reset” button on the right (Set all nodes to no startup- '
config).

Step 4: Start nodes
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10.3.9 Delete a config set

Select the config set you want to delete and click the “Delete” button. You cannot delete the
default config set.

B Startup Configs X

Config Set IP ConfigSet01  ~ o) b4

10.3.10 Rename a config set

Step 1: Select the config set you want to rename. Chose Edit and change the name and hit
“Save.” You cannot rename the default config set.

[ startup Configs X

Config Set IP Config Set01  ~ -l v 4

10.3.11 Export a config set to your local PC
It is possible to export configuration sets to your local PC.
Step 1: Select the config set you wish to export.

B startup Configs X

Config Set: IP Config Set 01 v P ol LA

Export Canfig Set

Opening IP Addressing zip x

You have

B 1P Addressing.zip
which is: WinRAR ZIP archive (5.7 kB)
from: blob:

What should Firefox do with this file?
(O Qpenwith | WIinRAR archiver (defautt) v
(@ Save File

[1De this automatically for files like this from now on.

Cancel
Step 2: Save it on your local PC.

NOTE: You can open this archive and edit your node configs manually. Archived configs are
saved in txt format. After editing you can archive it back to .zip format and import it in EVE.
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10.3.12 Import config set from local PC.
It is possible to import config sets to your lab. + 727 8 20

4 Import Config Set (ZIP)

[ Browse... | IP Addressing.zip

P“;:j;’f‘g:‘i:?; | Browse to the file on your PC, select the archive or
> config set and upload it.

Selected: IP Addressing.zip

CANGEL You must set new config set name to avoid
duplication with your existing config sets.

10.3.13 Export a single nodes config to your local PC

Open the “Startup-configs” window from the Side bar. Select the node that you want to export
the configuration of and click the “Export” button.

Opening e *
@ starup Configs.
Vouhsee chesents open:
ST
Cotgsa | Pomlgta - csuse hich i Tet Desument (1340) [
| C=CTE roms i

What shoeld Firefas da with tis !

am

) panwitn  Hespad dsteut
@i

1B sumomasicalyfor il ke this from now o

dadiai

[ I

10.3.14 Import a single nodes config from your local PC
Open the “Startup-configs” window from the sidebar. Select the node that you want to import

the configuration to and click the “Import” button. Browse to the file on your local PC and click
“Upload.”

& Import Startup-Config

hoose file WSW-INT.txt

Selected: SWANI txt

!
! Last configuration change at 09:37:26 UTC Mon Dec 15 2025
'

version 17.15

service timestamps debug datetime msec
service timestamps log datetime msec

1

hostname SW-IN1

!

boot-start-marker

boot-end-marker

1
|

no aaa new-model

NOTE: The configuration must be in txt file format.

10.3.15 Set lab nodes to boot from different config sets

The “Multi Configuration set” feature allows you to set nodes to boot from different config sets
in the same lab.

Option 1: Open the “Nodes” list from the left sidebar. Choose your node and select a config set
from the dropdown. Stop the node, wipe it and start it again. Your node will boot from the
selected config set. Use scroll line to see more options for nodes. Select more item per page if
you want see more lab nodes.
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8 Configured Nodes Filter by Status: | All - x

Lab Assigned Reseurees (Running/ Total) vCPU: 0/ 18 RAM: 2/ 64 GE HDD: 0.00 GB Total Resources: vCPU 24 - RAM 31,34 G Showing: 10 of 10 nodes

o HAME SATELLITE TEMPLATE BOOT IMAGE Py CPU USABE RAM USAGE cRU LT IDLEPC ACTIONS

' - 1 o o Il wa = OmeoBE®
2 e 2 tmsbin - e ( q = w5 =X
3 HXDSO 28 [m] s [ a
4 IX0S02 E [m] s [ -]

- 8oims we wa v > ]

- S y /B
8 Mamt [ -]

w11 [m] wa 4 g
10 ws2022 a s [
" FToRW . » 7

/

“ / >

nems per page: | 10 - 1100110

Option 2: Stop the node, right-click on the node and click “Edit.” Select your preferred config
set for the node and click “Save.”

Startup configuration

IP Addressing -

10.3.16 Lab config script timeout

Lab config script timeout is used when nodes are waiting to boot from a config set. The node
will literally wait during boot until the configuration is applied from the config set.

Hit “More actions” and then “Edit lab” from the sidebar. Set the config script timeout in seconds.
By default, this timer is set to 600 seconds for new labs.

A NOTE: For heavy labs and nodes with long Gonfig Seript Timeout: 300 T
configurations, you can raise this timer to 600 :
seconds or higher.

10.4 Lab Timer

For self-controlled lab timing, EVE Pro has integrated a “Lab Timer” feature.

10.4.1 Set the Lab Countdown Timer
Step 1: Click “More Options” and then “Edit Lab” from the sidebar.

Step 2: Set the “Lab Countdown Timer” in seconds for the time you wish to display on the
topology and confirm by clicking “Save”. 7200 seconds = 120 minutes.

Config Script Timeout: 600 z

Lab Countdown Timer: 7200 <

Step 3: To start your lab, be sure all nodes are running.
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Step 4: Hit “Lock Lab” from the sidebar. A red sign means that the lab is locked.

Step 5: Countdown timer will start &} V@  DuelISPASAYFWPOCLab
N _V_ s Created by Uldis, EVE Pro, 2025

10.4.2 Stop the Lab Countdown Timer
Step 1: Click “Unlock Lab” Grey means that the lab is unlocked.

A NOTE: The lab timer does not stop nodes or disconnect sessions from the lab.

10.5 Lab Tasks

Lab task or workbook creation feature.

10.5.1 Creating a new simple task

Step 1: On the side bar click on “Lab Task(s)” and open the Lab Task(s) management window.

E] Lab Task(s)

No tasks found

£ Task Management

Step 2: Click on the NEW TASK to create a new task. Enter the name of the task name and
click on “Create” to create the task.

B Lab Tasks

Tosks

Name Actions

No data available

Itemns per page: | 10
0-0of0

10.5.2 Edit a simple task

Step 1: Select the newly created task and press the EDIT.

B Lab Tasks .
Tasks Switching -
Name Actions
Switching ’ i New task content

ltems perpage: 10~

110f1

Step 2: Use the rich text editor Window to create your Task / Workbook. It is a recommended
option to copy/paste task content from MS Word. Save your Task content by clicking on the
“Save” button.
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B Lab Tasks

Tasks Switching

Name Actions R
© o [ 4 Paagaoh v Alv Ev AvB~v B I U S x X o
No data available

Lo —-—=FBoRyR @yl B

1. Objectives

2. Configure Basic Device Settings
2000 3. Implement and Verify a VTPv2 Domain
4. Implement and Verify a VTPv3 Domain

items per page: 10

VLAN Trunking Protcol (VTP) is a technology that manages the addition, deletion, and renaming of VLANS on the entire network from a single switch. Although not
commonly used in modern networks that support programmability, VTP can be a useful tool as long as it is carefully managed.

AVTP domain, also called b VLAN management domain, consists of trunked switches that are under the same administrative control sharing the same VTP domain name. A

10.5.3 Create a task with your PDF workbook

Step 1: Click on the NEW TASK to create a new task. Enter the name of the task name and
click on “Create” to create the task. Press Edit Task.

B Lab Tasks

Tasks swiching

Name Actions

Switching s B8 i New task content

ltems perpage: 10~

110f1

Step 2: Locate PDF button, Press it

Workbook

< o [m £ Paagrapn v Alv &~ Av B~ B IQszx?onQ_-'.—.'@r,'v@/@\.i\,“gv

New task content

Step 3: Navigate to your pdf document, Press OK.

Step 4: To view your uploaded book, use, Side Bar/Lab Tasks/your task name
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Dual ISP ASAv FW POC Lab
Created by Uldis, EVE Pro, 2025

eve.

/ 5Pt
oo neon SR L DHOP: 3 - -~
e N 2 (WA
D SN e 02020 0/ @\ o R, - —
Et 254 "
P RXEY PRrxe2 454
o) ">
@)% == 2 @
00002:8) 3IPSLA * ZIEE

GID)]

P NXOS01

Home Network

—(& u‘*‘ H
VLAN 101
192.168.101.0/2 P SNt

@ 100 @D
VAN 10
o3 764,102,012 3
=
D) b gt
= =
wwntt 100 L

w2z

10.5.4 Delete a task
B

Lab Task(s) Tasks

Switching

Name Actions
WRK2

Switching Ve
Online2 WRK2 /s
Task Management Online2 7
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[192.168.100.072+

Used nodes in the POC:
* Nexus 9300v64-10.3.3F
 ASAV9.20.2
« IOL L2 Switch: x86_64_crb_linux_I2-adventerprisek9-ms.bin
« ISP Routers: ixB6_64_crb_linux-adventerprisekd-ms.bin
« Host station: Windows 11
« Server: Windows 2022
« Menagement EVE Docker Server-GUI
« 1SP1 Cloud0 bridged to home LAN
« 1SP2 Cloud NAT EVE Pro

Workbook o I = X
B x ~v 3| of6 — 4 AdomsticZoom v FL2TZ2E 60 »
8 =

1. Lab nodes

kbl SO-WAN Lob € eve
» 1l Solution £vr-p80, 2020
» V. Venfication

preoce - fdoe, vl and

branches). The VPN

of the dota transmitted between the two sies.

eve

wl
e

I Lab nodes

-+ MNEW TASK

Step 1: From the Side bar click on “Task
Management”:

Step 2. Click on the delete symbol next to the
task name which you want to delete.
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11 Traffic detection & filtering

EVE Professional/Learning Center includes a "Traffic Filters" feature. It is unique graphical
traffic detection and custom traffic capture filtering, that allows you to set, manage and display
on topology different live traffic filters. Traffic Filters feature is associated pcap filter syntax.
Traffic filter applies and displays live colored link graphic from outgoing interface direction.

11.1 Set traffic filter

Step 1: Open “Traffic Filters” from the left side bar

Add an object

Nodes

+
2
25

Networks

Startup-configs
Configured cbjects

Traffic Filters

<4

Step 2: Click + ADD FIRST FILTER or + NEW FILTER

Y Traffic Filters

Title Caler Filter Expression

No data available

+ NEW FILTER X

ftems perpage: 10~ 00010

+ ADD FIRST FILTER

Step 3:

Set Filter Title. Example: ICMP to 8.8.8.8

Set Filter Expression, PACP expression syntax
examples and details please refer to section:

11.2

Set Filter Color in which it will be displayed on
the topology

Set Status: Enabled
Set desirable Timeout in milliseconds how long

you will see on the topology live captured
colored traffic.
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é Add Filter X

FILTER SETTINGS

Filter Title *

Filter Expression *

Filter Color

Color

¥ #ooffoo o

Status

# Enabled

Timeout (millisecands)

5000

@ Filter Examples:
- BPF (peap style): i
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11.2 PACP filtering syntax

11.2.1 PACP GPT Help

EVE-NG Filtering is using PACP expression syntax commands. As really huge help you can
use: https://chatgpt.com/ to ask proper syntax which you want to capture in the EVE topology.

Wireshark syntax for filter is the same.

Example to search in GPT chat: Wireshark: Capture ICMP to a Specific Destination IP:

® ChatGPT ~

Wireshark: Capture filter ICMP to a Specific Destination IP

To set a capture filter in Wireshark for ICMP packets destined for a specific destination IP, you can use the

following syntax in the Capture Filter field.

Capture Filter for ICMP to a Specific Destination IP

In Wireshark, you can configure the capture filter before starting the capture. Here is the filter you would

use:

Capture Filter Syntax:

plaintext

icmp and dst host <DESTINATION_IP>

Where <DESTINATION_IP> is the specific destination IP address you want to capture ICMP traffic to.

Example:

To capture ICMP packets sent to 8.8.8.8 (Google's DNS server), the filter would be:

plaintext

icmp and dst host 8.8.8.8

Example: To capture ICMP packets sent to 8.8.8.8 (Google’s DNS server), the filter would be:

icmp and dst host 8.8.8.8

11.2.2 Filter examples

Interesting filter explanation

Expression Syntax/ Single line

Capture all ICMP (IPv4) packets

ICMP

Capture all UDP packets where the source
OR destination port is 53

udp port 53

Capture ICMP packets that originate from
192.168.70.28 and are sentto 1.1.1.1

icmp and src host 192.168.70.28
and dst host 1.1.1.1
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Capture packets that have an 802.1Q VLAN | vlan 201
tag with VLAN ID 201

Capture DNS traffic (UDP port 53), whether | udp port 53 or (vlan 201 and udp
the packet is untagged or VLAN-tagged with | port 53)

VLAN ID 201. Combined traffic filter to
capture, VLAN 201 and DNS traffic.

Capture ICMP packets destined to 8.8.8.8, | (icmp and dst host 8.8.8.8) or
whether they are untagged or tagged with | (vlan 120 and icmp and dst host
VLAN ID 120 8.8.8.8)

Capture Slow Protocols (IEEE 802.3ad /| ether proto 0x8809
802.1AX LACP, marker, etc.) Capture

Capture HSRP packets udp port 1985 and dst host
224.0.0.2

Example: Completed Traffic

Filter for Capture ICMP packets i Add Filter X
destined to 8.8.8.8, whether they

are untagged or tagged with

VLAN ID 120: FILTER SETTINGS

Filter Title *

VLAN 120 and 8.8.8.8 Traffic Flow

Filter Expression *

(icmp and dst host 8.8.8.8) or (vlan 120 and icmp and dst host
8.8.8.8)

Filter Color

Color

# #0080FF -

Status

@ Enabled

Timeout (milliseconds)

5000 ”

o Filter Examples:
« BPF (pcap style): iemp, tep port 80, ip hest 168.1.1
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Traffic Displayed on the EVE-NG Topology. Colored links visually demonstrate live traffic flow
for interesting filter.

Y Traffic Filters x

Title Color Filter Expression Status Timeaut Created At Actions
VPC Nexus Traffic . ether proto @xss80 5000 ms 16/12/2025, 11:42:02 o/ 8
HSRP Traffic [ ] wip port 1985 and dst host 224.0.0.2 5000 ms 16/12/2025, 11:4110 o/ 8
VLAN 120 and 8.8.8.8 Traffic Flow . ;;;Zp;;hud:[ O D o (e 136 e e and o5t 5000 ms 16/12/2025,11:35:45 o/ 8
ftems perpage: | 10 = 1303
Y TrafficFilters  Traffic Filter Details ——=F8
609 C &
T t 543 C
VLAN 120 and 8.8.8.8 Traffic Flow Tt 19987 C @®
Detailed captured information:
FB Traffic Filter Details X
Q. Search Filter by Filter Name . (C RESET ALL COUNTERS
& 7ERO PACKET
e wn ) (WA
() VLAN 120 and 8.8.8.8 Traffic Flow 5.00K 0 5.00K
NX0s-01 R-XE1

% o/ sz
HSRP Traffic 0 1.75K 1.75K
MASAAAAAN A
FTD-FW SW-INT
73 X il ua [V P VRV VST PUVIV VY P
% (4.9 HSRP Traffic 919 835 1.75K
MAAMMMANMAMAAAMA,
NX0S-01 R-XE1
GVG Dual ISP Cisco FTD FW POC Lab
trumaveatmnes  Created by UD, EVE Pro, 2025 Legend and used nodes in the POC

» Nexus 9300v64-10.3.3F
« Cisco FTD 7.7
ISP area » |OL L2 Switch: xB6_64_crb_linux_|2-adventerprisek9-17-15-01-ms.bin

4 6’ .
2 168.70 072 %
s ISP Routers: x86_64_crb_linux-adventerprisek9-17-15-01-ms.bin

- ? = Host station: Windows 11
I"*"r’/——._ ) « Server: Windows 2022

172.29.129.0i2

e0/0)
A }‘— « Management EVE Docker Server-GUI
R/ ¥R « I3P1 Cloudo bridged to home LAN

b RXET > la;xtz « ISP2 Cloud NAT EVE Pro
i @ Po110 LACP VPC 110 Trunk

Y Traffic Filters

A

w— yPC Nexus Traffic 96

B 0.10.10.039]

HSRP Traffic 1,075

QQQ
®@0e0

VLAN 120 and 8.8.8.8 Traffic Flow 18,107

B SWaNZ

» Mgmt
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12 Wireshark capture

All EVE-NG Professional and Learning Centre console types have the integrated Wireshark
capture feature for HTML Console and native Wireshark application for Native console.

EVE-NG Professional integrated Docker Wireshark currently supports:

12.1 Native Console Wireshark capturing

Step 1: Right click on the node you wish to capture, choose “Capture” and then the relevant
interface. The capture will open in bat file CMD and Wireshark native application sessions.
Native Wireshark for EVE-PRO supports capture ethernet interfaces.
Select the interface frame type which will be captured:

o Ethernet for Ethernet, Fast Ethernet, Gigabit Ethernet.

L 3
= L)
=t A
a @ % QéeEmEFE = Qi
BE
Time Source Destination Protocol  Length Info
5 2.883276 172.29.125.189 1.1.1.1 Icmp 98 Echo (ping) request id=é:
6 2.804730 1.1.1.1 172.29.129.189 IcMp 98 Echo (ping) reply id=@:
7 5.881974 fa:da:c8:3b:22:9a 58:80:98:41:00:08 ARP 42 who has 172.29.129.1897 T«
T 8 5.032008 &:H 80:01:00:08 fa:dd:cB:3b ARP 42 172.29.129.189 is at 58:@¢
9 5.882024 86 01:00:00 fa:da:ca:3b :9 ARP 42 Who has 172.29.129.2547 T«
18 5.882026 fa:dd:cB:3b:22:9a 50:00:00:91:00:60 ARP 42 172.29.129.254 is at fa:d:

Frame 1: 98 bytes on wire (784 bits), 98 bytes cap 0260 fa d4 cB 3b 22 9a 50 09 90 81 89 G0 03 09 45
Ethernet II, Src: 50:00:08:91:08:00 (50:09:80:01:8 {:; ;i gg x :3 ;2 ‘;‘; g; ;: ;; E; 1‘; *;; 2" :; {
" . c 5 88 |
Internet Protocol Version 4, Src: 172.29.129.188, o o ba ba b oo oo e LA

Internet Control Message Protocol 16 17 18 19 1a 1b 1c 1d le 1f 28 21 22 23 24

2627 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34

36 37

Packets: 10 - Displayed: 10 (100.0%)| | Profile: Default

& 7 Ready to load or capture
g"

Example: Docker live interface ethO capture.
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12.2HTMLS5 Console Wireshark capturing

Step 1: Right click on the node you wish SRS
to capture, choose “Capture” and then
the relevant interface. The capture will
open in an HTML session. EVE-PRO
supports capture for ethernet and serial
interfaces. Select items from the list
Select the interface frame type which will P
be captured:
e Ethernet for Ethernet, Fast
Ethernet, Gigabit Ethernet.
e Serial interface frames: HDLC,
PPP or Frame Relay.

Externalize Console Node hostname and
to Browser tab captured interface
eve
R-XE1_e0/2 Q I = X

)

A
[ imet nevwort 1 DHCF HCF pianagemant netword
e Y |
— R 11020 20030 YK - —@
= > axe > Rxe2 '
1
< [Fsee] >
2000 07250 000 0.24

its), 60 bytes captured (480 bits
0:01:20 {aa:bb:cc:00:62:20), Dst: aa:l
phack

7 Ready to load or capture Packets: 15 - Displayed: 15 (100.0%) ___Profile: Default

Home Network

Example: R-XE1 live interface e0/0 capture.
Step 2: To save the captured file to your PC, stop the capture and choose File/Save As

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

o] e @ G @ TF
"\ = QEmsEF = QA_Q8_
W[ e

Source Destination Frotocol Length info

o. i
24.6 COP/VTP/DTP/PAGP/UD... COP 363 Device ID: R2 Port ID: Ethernet0/0
3 5 55041 COP/VTP/DTP/PAGP/UD.. COP 383 Device ID: RL Port ID: Ethernete/0
4 5.919384670 aa:bb o Loor 66 Reply
5 10.800389088  3a:bb:cc:08: aa:bbicciee:el:os  LOOF 68 Reply

b Frame 1: 66 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface &
» Ethernet II, Src: aa:bb:cc:00:01:08 (aa:bb:cc:6:01:60), Dst: aa:bb:cc:00:61:00 (aa:bb:icc:00:01:60)
» Configuration Test Protocol (loapback)

b Data (40 bytes)
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dit View Go Capture Analyze Statistics Telephony Wireless Tools Help

oper anro | @ x
P E Qaaif

Open Recent ,

[ merge...

{ import from Hex Dump Protacol_Lengifinfo

Loop 5 Repl

Close criew 2 N
save ‘ cries
File Sat 3

Export specified Packets.
Export Packet Dissections 3
Export Packet Bytes. . cuttr
Export PDUS to File

Export S5L Session Keys.

Export Objects »
print crritp
Quit ctirQ

» Frane 1: 60 bytes on wire (488 bits), 60 byTes captured (480 bits) on interface §
» Ethernet 1I, Src: ) bst:

» Configuration Test Protocal (Loopback)

» Data (40 bytes)

Step 3: Choose the location where you want to save the captured file

IMPORTANT:
/nobody/thinclient_drives/GUACFS/Download

Enter a name for you captured file and press Save.

Fle Edt View Go Capture Analyze Statistics Telephony Wireless Tools Help
AW 1O EOREIQ] &= QQaF

(RApply o display Fiter — <Ciri/>

No. Time Saurce Destination Protocal_Length Info
16060000000 60 Repl

3a:bb:icc:00:01:00 L Rey
‘COP/VTP/DTP/PAgP/UD... 269 Device 1D: RZ Port ID: Ethernetd/B
COP/VTP/DTP/PAGP/UD... CDP 283 Device ID: RL Port ID: Ethernete/o

" 68 Reply
Loop 68 Reply
Loop 68 Reply
Loop 60 Reply
cci09:02: cciog:02: Loop 60 Reply
§ 30004695844 aacbbicc:00:01:00  aa:bb:cc:66:01:00  LOOP 60 Reply
10 35.935243118 aachb:cc:06:02:00  an:bbicc:00:02:00  LOOP 60 Reply
s i =
Loak in: / [ /mebodythinelient_drives/GUAC/Download -0 0 o0@mEE
[ Computer||__Name. < Size  Type  Date Modified
5 nobody
» Frame 1: 6|
» Ethernet I|
» Configurat]
» Data (40 by
e game: [mycapruresnd ¥ R see |
cancel
Saveas: | Wiresharki... - pcapng “l hep
Compress with zip.

0200 aa bb cc 9@ 01 @9 aa bb cc 08 01 08 90 60 90 00
0010 @1 60 60 00 00 0B 0O G0 00 0D 08 0O GO 60 60 0O
0020 60 60 00 00 00 0O 00 60 00 00 00 00 G0 60 00 00
0630 80 60 60 06 06 6O 6O 65 60 00 0 00

Step 4: A window will open that will allow you to save your captured file on your client PC. If
the client PC’s browser is set to download automatically, your captured file will be saved in the
default browser download folder.
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Opening mycapturedfile.pcapng

You have chosen to open:
2 mycapturedfile.pcapng

which is: Wireshark capture file
from: http://172.22.7.18

What should Firefox do with this file?

: pen withi | Wireshark (default) ~

(") Save File

Do this autematically for files like this from now on.

Cancel

EVE-NG Professional Cookbook
Version 7.7 June, 2026

12.3HTMLS5 Desktop Console Wireshark capturing

Step 1: Right click on the node you wish to
capture, choose “Capture” and then the relevant
interface. The capture will open in an RDP
session. EVE-PRO supports capture for ethernet
and serial interfaces.
Select the interface frame type which will be
captured:
e Ethernet for Ethernet, Fast Ethernet,
Gigabit Ethernet.
e Serial interface frames: HDLC, PPP or
Frame Relay.

Step 2: Stop capturing with the STOP button.

= R-XE2_e0/2

Eile Edit

View Go Capture Analyze Statistcs Telephony Wirsless Tools Help

Protocol _Lengtt Infa
T

[E] R-XE1_e0/0

.- QO

60 Reply

9:02:20 | o

ire (480 bits), 60 bytes captured (480 bits) on
saibbicc:80:02:20 (aa:bbicc:08:02:28), Dst: aaibbic
Protocol. {loopback)

Step 3: Chose File/Save As
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Open ctri+0o
Open Recent

Merge...

I Import from Hex DUmp...

1 Close Clrl+w
Ctrl+s

Save

File Set

Export Specified Packets.

Export Packet Dissections

Export Packet Bytes.. ctri+H
Export PDUS to File..,

Export SSL Session Keys...

Export Objects.

Print... Cri+P
Quit ctri+Q

5 FreeRDP: 172.17.0.1:52025
50| Edit view Go Capture Analyze Statistics Telephany

Save As. Cirl+Shift+5

0006 aa bb cc 88 82 88 33 bb cc 6B 62 B0 98 08 80 BO

66 Reply
66 Reply

es captured (480 bits) on interface @
:00:02:08), Dst: aa:bb:cc:00:62:00 (aa:bb:cc:00:02:60)

Step 4: Chose the path to save the captured file,

IMPORTANT:

Port ID: Ethernetd/o

/nobody/thinclient_drives/media/nobody/thinclient_drives/ GUACFS/Download/

Enter a name for captured file. Press Save.

E FreeRDP: 172.17.0.1:34985 B

File Edit View Go Capture Analyze Statistics Telephony Wireless

AdAEIOmMEREG Q&E=2EF LS

aQq el

(T Apply a display filter __ <Ctrl-/>

) Expr

jon...  +

Mo. Time Source
16.060860800  aa:bb:cc:80:01:88
28.257457261  aa:bb:cc:08:1:88

ply
383 Device ID: R1

Port ID: Ethernet8/s

Laokin: B

computer | Name
9 nobody

-0 0o0REE

Date Modified

File name: [mycapturedfile #*

Save |

Saveas:  Wireshark/... - pcapng

Compress with gzip

Cancel

Help

@ 7 wvireshark_etho_20180517183544_uyvLs8

Packets: 2 - Displayed: 2 (100.0%)

Prafile: Default

Step 4: A window will open that will allow you to save your captured file on your client PC. If
the client PC’s browser is set to download automatically, your captured file will be saved in the

default browser download folder.
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Opening mycapturedfile.pcapng
You have chosen to open:

@ mycapturedfile.pcapng
which is: Wireshark capture file
from: http://172.22.7.18

What should Firefox do with this file?

Wireshark (defaul)

(") Save File

Do this autematically for files like this from now on.

|| Cancel |
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13 Thinclient File Exchange

)\ NOTE: Thinclient file exchange feature is available for HTML5 or desktop HTML5 consoles
only. Make sure you are logged in EVE with one of it.

The Thinclient file exchange feature allows you to transfer files between your native client
workstation and the integrated Docker Desktop. It is used when managing EVE via HTML5
consoles. This feature eliminates the need for file transfer software on your client workstation
and makes it very easy to import/export labs or download Wireshark captures.

13.1 Thinclient files downloading

The Thinclient file exchange feature allows you to download files from your EVE Server over
an HTTP/HTTPS session to your client PC. Examples below will show you how to download
exported lab files. This feature is not restricted to just lab files or Wireshark captures. It can be
used to download or upload any miscellaneous files you may need.

Example: HTML5 console to server-gui Docker node: We want to export our test.txt file and
download it to our client PC over HTMLS5.

Step 1: Create and save test.txt file on your HTML5 server-gui station.

Mgmt @ I = X

@ Applications Places System ‘ FriSep 12,05:36 0

[ Create Folder

Create Launcher.
Empty File Organize Desktop by Name
v Keep Aligned

Lock Icons Position

Change Desktop Background

thinclient_drives

texto1.txt

B

Step 2: Navigate to the desktop of the HTML5 server-gui station and double click
thinclient_drives and navigate to: thinclient_drives/GUACFS/Download/

Step 3: Drag and drop the test.txt file from right to left.
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@ Applications Places System @

Download
File Edit View Go Bookmarks Help

Back ~ Forw - e - B

Places 4 [Egroot thinclient_drives GUACFS Download »

Computer

B root

D Desktop

L] File System

@ Trash

J thincli...
Network

& Browse Net...

text01.txt

Oitems

Step 4: A window will open that will allow you to save your captured file on your client PC. If

the Native PC’s browser is set to download automatically, your selected file will be saved in the
browsers default download folder.

Tue Dec 18, 18:04 . 7 |

File Edit View Go Bookmarks Help

4o Back v -PForward ¥ > @ & g (=) 100% (%) Icon View - Q

—ﬁ Places v X @ q ‘ mut‘ 1| thinclient_drives ‘ GUACFS‘ Download

Computer
TP @ root D

[ Desktop

[ File system

@ Trash

I thinclie... =

! Network

B BrowseNet.. | | Opening testtd

test.txt

thinclient_drives|
You have chosen to open:
(=) = testxt

which is: Text Document

from: https:/feve-pro.alora.ly

What should Firefox do with this file?
(®Open with, | Notepad (default)

/C)ﬁave File

Do this automatically for files like this from now on

| | Download

Cancel

NOTE: Please refer to section 10.5.4 for downloading Wireshark capture files from EVE HTML5
consoles.

13.2 Thinclient File upload

Sometimes it is necessary to upload files to your EVE labs. The Thinclient file exchange feature
allows you to upload files from your client PC to the EVE HTML5 server-gui station. The
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example below will show you how to upload a text file to the EVE HTML5 server-gui station.
Any other files can be uploaded the same way.

Step 1: Adjust your browser so that you can see it and the file that you want to transfer.

pro.alora.lv/le:

Step 2: On the EVE HTML5 Desktop navigate to: thinclient_drives/GUACFS/ and drag and
drop the file from your client PC to opened location on HTML5 Desktop.

pro.alora.hv/lec

B= 100% - konview  v|Q

-8
] o] Boron]_ thctent s [cmers

Step 3: Next you will see a natification in the bottom right corner.
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* @
Tue Dec 18, 17:47 1 |

cations Places Systeme

s GUACFs

File Edit View Go Bookmarks Help

4o Back » P Forward * @ @ & = | =) 100% 2/ Icon View ~|Q
Places v o @ 4 ‘ ruut‘ ] thinclient_drives | GUACFS
Computer —
Desktop Download
() File system
(@ Trash
(J thinclie... =
Network

Browse Net... .

thinclient_drives|

eve to do.kxt

FILE TRANSFERS
GUACFS

eve to do.txt

Step 4: To finish the operation and see the uploaded file in the HTML desktop station, press
the refresh button. Our Text file SW.txt has been uploaded.

gui

ications Places System Q

TueDec18,17:47 [ |

GUACFS
File Edit View Go Bookmarks p

GeBack v sHForward v @ @ B | o) 100% (o) lcon View | Q
Places > % @ ] | root‘ (] thinclient_drives | GUACFS

Computer [ -— vl

& root ‘i}_ﬁ'gl

[ Desktop Download eve to do.txt
(] File System

@ Trash

[ thinclie... =

! Network

'S Browse Net... |

thinclienk_drives|

eve to do.txt

FILE TRANSFERS

GUACFS. cve ko do. bxt 32k8

13.3 Other Thinclient file operations

Files that have been uploaded via the thinclient feature can also be transferred to nodes inside

your EVE labs via TFTP. In the example below we have uploaded a config file (sw.txt) and
would like to transfer it to node R1.

Step 1: Add the eve-gui-server docker node to your lab and edit its settings. Set the console
type to RDP and configure the IP address settings (DHCP or static) accordingly so that the
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docker node can reach the destination node (R1 in this example). For Docker IP addressing
please refer to section 14

Step 2: Click on the eve-gui-server docker node to open an RDP session.
Step 3: Open the thinclient_drives location where you uploaded your file to:
/thinclient_drives/media/nobody/thinclient_drives/GUACFS/

Next, drag and drop your file to the desktop folder named TFTP.

*

GUACFS
File Edit View Go Bookmarks Help

(vBack v -y Forward v 0 @ (O |

Places v ox @ jGUACFS Download

root
Desktop

(] File system

@ Trash

(D thinclie... = }

! Network

S Browse Net...
thinclient_drives

2items

£ GUACFs 1 [trp]

= * O
19) Applications Places System (@ TueDec 18, 18:10 1|

File Edit view Go

tftp
File Edit view Go Bookmarks Help

@:Back v *PForward v 4 @ (& =

Places v % @ ﬂ ﬂlﬁ
Computer
root
Desktop
I File system
@ Trash
U thinclie... =
Network

=) 100% = Icon View

[52.1
SW1.Ext

S Browse Net... ,

41 item, Free space: 245.0 GB

GUACFS

[ el [ e 0] &

Step 4: Open the destination node’s (R1) console and use the tftp command to copy your file:
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DHCP NAT Cloud
169.254.254.024

[ FreeRDP; 172.17.0.1:36357
1) Applications Places System @
1011024

>
192.168.202

NAT et

192.168.20.1 (@) File Edit View Go Bookmarks Help

VLAN 20
SVI20 192.168.20.1

I thinclie
Network
 Browse Net.

[root@HTMLDesktop:
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14 Dockers

14.1 EVE integrated docker stations

EVE-NG Professional and Learning Centre edition have integrated Docker stations that allows
your server to use its resources more efficiently. Dockers offer the advantage of not having to
duplicate processes already running on the host system. With a Docker, you run only the
processes you need for the hosted application. In comparison, virtual machines have to
run a complete guest operating system, including many of the same processes that are
already running on the server host.

A\ IMPORTANT NOTE: EVE Docker stations for html console access are using network

172.17.0.0/16. Please avoid use this network on the EVE management or other clouds or
interfaces.

14.1.1 Docker Machines
eve-gui-server (default)

o Fully featured Linux workstation with integrated Thinclient. For more information on the
Thinclient operation please refer to section 13.

e napalm
e ansible
e python
e iperf3

e RDP console
e DHCP or Static IP address
o WWW Server (web page home directory www is located on desktop)

e TFTP Server (for access to TFTP server, root/eve or nobody/eve, home directory TFTP
is located on desktop)

e FTP server (for access to FTP server, root/eve, home directory for ftp is root)

e Java Integration for ASDM access to Cisco ASA/IPS. For access to ASDM where Java
is required, please follow this reference link:

https://192.168.100.5/admin/public/asdm.jnlp

Where 192.168.100.5 is the ASA IP for ASDM connection

NOTE: Older ASA require to configure extra SSL encryption to communicate with Java
on the docker station. ASA 9.1.5 CLI:

ssl encryption aes256-shal

Example: Access to ASAv ASDM from Docker server-gui station

© EVE-NG LTD Page 210 of 285


https://192.168.100.5/admin/public/asdm.jnlp

. QV,V,EG . EVE-NG Professional Cookbook
T Version 7.7 June, 2026

FriNov 29, 2263 |0

10.1.1.5 @ rmme =

Cisco ASDM 7.13(1) for ASA- 10.1.1.5

7| | @ wasning: Potentisise... [T Gisco ASOMT. 1301 For...

eve-firefox (default)

e A Docker for hosting a Mozilla Firefox browser. Useful for accessing another nodes
management interface using http or https. The browser already has Java integrated
so that you can utilize GUIs that require it, like ASDM for Cisco’s ASA.

e RDP console

e DHCP or Static IP address

eve-wireshark (default)

o Fully featured Wireshark workstation with integrated Thinclient. For more information
on the thinclient operation please refer to section 13.

e RDP console

eve-chrome (extra install, section 14.5)

e A Docker for hosting a Google Chrome browser. Useful for accessing another nodes
management interface using http or https. The browser already has Java integrated so
that you can utilize GUls that require it, like ASDM for Cisco’s ASA.

e DHCP or Static IP address

eve-ostinato (extrainstall, section 14.5)

e A Docker for hosting a Ostinato 0.9 GUI. Fully featured Ostinato 0.9 packet generator
and network traffic generator machine

e DHCP or Static IP address

e Fully featured Ostinato GUI
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= Docker_Ostinato
File View Help

Ports and Streams

B @ Port Group 0: [127.0.0.
@ Port 0: eth0 ()

0:3

Welcome to Ostinato
The port list on the left contains all the ports on which you can transmit packets

Ports belong to a port group. Make sure the Port Group has a ° next to it. then double click the port group to show or
hide the ports in the port group.

To generate packets, you need to create and configure packet streams. A stream is a sequence of one or more packets.

Ele

EIJ" To create a stream, select the port on which you want to send packets

» Docker_Ostinato -
Don't see the port that you want (or any ports at all) inside the port group? Get Help!

Port Statistics

Transmit _| _I [ Stats _| _I J [ Capture _| _| _I [ ARPIND _J _| [
Port 0-0

Link State Up
off

Capture State off

——— T

14.1.2 Docker DHCP IP address setup

EVE integrated Docker stations have two options for setting an IP address.

DHCP IP address option.

Step 1: Add the node to the topology and make sure the DHCP option is enabled under the
edit node window. Refer to section 14.2 for the correct console type.

Step 2: Ensure the docker's DHCP request can reach a DHCP server either in your lab or
externally through a Cloud Network like CloudO.

Additional Settings

Console RDP Username RDP Password

rdp v

Docker Settings

Ethernets Enable DHCP on Eth0 Enable IPV6

1 O
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14.1.3 Docker Static IP and MAC address setup

Step 1: Add the node to the topology and make sure the DHCP option is disabled under the
edit node window Reference section 14.2 for the correct console type.

Step 2: On the left sidebar menu open Startup-config and use the example syntax below to set
the ip for your Docker node. Make sure you are using the exact syntax for your static IP setup:

# Set ip address and Default route
ip addr add 10.100.100.103/24 dev eth0 || true
ip route add default via 10.100.100.1 || true

# Set DNS server

cat > /etc/resolv.conf << EOF
nameserver 8.8.8.8

EOF

Step 2.1 (Optional): On the left sidebar menu open Startup-config and use the example syntax
below to set the custom MAC for your Docker node. Make sure you are using the exact syntax
for your static MAC setup:

# Set ip address and Default route

ip link set dev eth0 address XX:XX:XX:XX:XX:XX || true
ip addr add 10.100.100.103/24 dev ethO || true
ip route add default via 10.100.100.1 || true

# Set DNS server
cat > /etc/resolv.conf << EOF
nameserver 8.8.8.8

EOF
B Startup Configs X
Config Set: Default - : falic] LR
96 (o
3 RXE2 X ]
3 RXET Ly ]
+ NX0S-01 X ]
% Nxos02 ]
=] sW-INZ Ly ]
] SWANT X _J
<] Momt ¥ =9

Step 3: Press the Save button below and switch the node to boot from the startup-config.
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14.1.4 Docker multi-interfaces setup

Step 1: Add the node to the topology and make sure the DHCP option is disabled under the
edit node window Reference section 14.2 for the correct console type.

Step 2: On the left sidebar menu open Startup-config and use the example syntax below to set
the ip for your Docker node. Make sure you are using the exact syntax for your static IP setup.
It is recommended to add static routes under interfaces to reach specific networks if required.

# Set ip address ethO

ip addr add 192.168.1.200/24 dev eth0 || true
ip route add default via 192.168.1.1 || true

# Set ip address ethl

ip addr add 172.16.1.201/24 dev ethl || true
# Set static route for ethl
ip route add 10.100.100.0/24 via 172.16.1.1 dev ethl || true

# Set ip address eth?2

ip addr add 10.1.1.10/24 dev eth2 || true
# Set static route for eth2
ip route add 10.10.10.0/24 via 10.1.1.1 dev eth2 || true

# Set DNS server

cat > /etc/resolv.conf << EOF
nameserver 8.8.8.8

EOF

14.1.5 Docker server-gui custom WEB page

Step 1: Add the node to the topology and make sure the DHCP option is disabled under the
edit node window Reference section 14.2 for the correct console type.

Step 2: On the left sidebar menu open Startup-config and use the example syntax below to set
the ip and html page for your Docker node. Make sure you are using the exact syntax for your
static IP setup and custom HTML values:

# Set ip address and Default route
ip addr add 10.100.12.100/24 dev eth0
ip route add default via 10.100.12.10

# Set DNS server

cat > /etc/resolv.conf << EOF
nameserver 8.8.8.8

EOF

# Create a Default web page
# Use 'EOF' do avoid variable from expanding

# Delete default index page
rm /var/www/html/index.html || true

# Create a Default web page
# Use 'EOF' do avoid variable from expanding
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cat > /var/www/html/index.php << 'EOF'

<center>

<?php

echo gethostname () ;

?>

<hr>

<img width="596" height="239" src="data:image/png;base64d, - —-
imagecode ommittedg==">

<hr>

<?php
//whether ip is from share internet
if (!empty($ SERVER['HTTP CLIENT IP']))
{
$ip address = $ SERVER['HTTP CLIENT IP'];
}
//whether ip is from proxy
elseif (!empty($ SERVER['HTTP X FORWARDED FOR']))
{
$ip_address = $_SERVER['HTTP_X_FORWARDED_FOR'];
}
//whether ip is from remote address
else
{
$ip_address = $_SERVER['REMOTE_ADDR'];
}
echo 'Client Address:'.S$ip address;
?>
</center>
EOF

Step 3: Press the Save button below and switch the node to boot from the startup-config.

PoC Fij ASAv FTD Acti y lab with ISE and SGT SXP
MAB and Dotix users SGT tagging
Created by UD, EVE-NG, 2018

dmz1.eve.lab dmz2.eve.lab

SR pmz servers zone M
m i

» OMZ-51 » OMz5T |

DMVZ.

15 Applications Ph system @ TueDec 18, 18:53 0

3 Mozilia Firefox

10.100.12.100/ 7
& Cc @ D 10.100.12.100 L AR - 4 ne =
DMZ-S1
L
: -
L
1 L} > .
[ L2 -
| o ol
l
L
! Emulated Virtual Environment
i Next Generation
[
L
[ Client Address:10.100.12.100
L
@ Firefox some datato we can improve your experience. Choose whatishare | X
1| [@ Mozilla Firefox BEEN 3|
e
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14.1.6 Docker server-gui SSL WEB page
Following previous chapter, you can enable on the server-gui node SSL/HTTPS certificate.

Step 1: Open Applications/System Tools/MATE Terminal

2D Applications Places System @
i Accessories
25 Graphics
(aJ Internet
&4 office
B other
T Programming

h sound & Video

P LogFile viewer
(6. MATE Disk Usage Analyzer
B} MATE System Monitor
B MATE Terminal

Oracle Java 8 Console

Oracle Java 8 VisualvM

2
€, deonf Editor

Step 2: Create SSL certificate, single line command, and fill up requested details.
openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout

/etc/ssl/private/apache-selfsigned.key -out /etc/ssl/certs/apache-
selfsigned.crt

Step 3: Enable SSL certificate for web page.

/usr/sbin/a2enmod ssl

/usr/sbin/a2ensite default-ssl

Step 4: Restart apache?2 service
sv stop apache?2

sv start apache2

14.1.7 Docker server-gui SSH root access activation

Step 1. Use Mgmt_Server MATE Terminal, type:

vi /etc/ssh/sshd config

Step 2. Navigate and find PermitRootLogin and uncomment. (delete #). Locate cursor under #
sign and press “x”. Then press ESC and type: “:wq”, Enter

#LoginGraceTime 2m
PermitRootLogin yes
#StrictModes yes
#MaxAuthTries 6
#MaxSessions 10
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Step 3. Restart SSH service

/etc/init.d/ssh restart

14.2Docker Consoles

To set consoles for EVE Docker stations, right click on node and click Edit.

console
Edit Node

Set the required
type

Template

docker

Main Settings

Instance Path

/opt/unetiab/tmp/0/208e559f-d1bf-4981-a98e-27c9

Image

eve-gui-server:latest -
Icon

[#] PC-2D-Desktop-Dacker-S.svg -

Namefprefix Number of Nodes

Mgmt
Satellite Delay (s)

any - ]
Startup configuration

Default -
X Position Y Position

199 725

Additional Settings

Interface Label Rules

Interface Format (eth_format)

Examples: Gi{1}/{0-8}, Ge{0)/(0-4), Gi{0), G0/(0)

Custom Interface Names (eth_name)
nterface 1

Console

rdp -

telnet
able DHCP on Etho

O

Enable IPV6
vnc

RDP Username

1500

4096

RDP Password

Disable offload

]

Docker Station Console type
eve-gui-server (napalm, ansible) RDP/Telnet
eve-chrome (optional) RDP
eve-wireshark RDP
eve-firefox RDP
eve-ostinato (optional) RDP
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14.3Docker cli root access

All EVE docker stations have the following configured CLI root account.
Username: root

Password: eve

A\ NOTE: The root login for SSH can be commented in sshd file. Use vi to edit and remove
comment “#” for PermitRootLogin

vi /etc/ssh/sshd config
PermitRootLogin yes

Regular user (root user) SSH access to EVE Docker:
Username: nobody

Password: eve

14.4Dockers re-install/update

To install or fix docker stations in the EVE Pro issue the following commands from the CLI of
EVE.
When dockers are properly installed, your EVE CLI command dc images output must show:

do ima

please use reinstall dockers command:

apt install --reinstall eve-ng-dockers

Reference for Dockers reinstall and upgrade: http://www.eve-ng.net/documentation/eve-ng-
upgrade

14.5Extra docker packages

NOTE: Not included in the default EVE Pro installation. This can take some time depending
on your Internet connection and disk speed.

Chromium Linux http, to install issue CLI command:
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apt update
apt install eve-ng-chrome

Ostinato docker, to install issue CLI command:

apt update
apt install eve-ng-ostinato

Docker-in-docker (DinD) docker. This docker is dedicated for complex docker stacks. Refer
section: 14.6.2. To install issue CLI command:

apt update
apt install eve-ng-dind

To verify Installed dockers, issue CLI command

dc images
root@eve-ng:~# dc images

REPOSITORY TAG IMAGE ID CREATED SIZE
eve-dind latest 6e067b53b145 3 days ago 747MB
eve-gui-server latest 0c764bb836£9 2 months ago 3.69GB
eve-wireshark latest 413aae02d43d 4 months ago 1.62GB
eve-firefox latest 8882ac260clf 4 months ago 2.15GB
eve-ostinato latest 63497fd2dadd 4 months ago 1.79GB
eve-desktop latest b041a187ded9 4 months ago 3GB
dockergui-rdp latest be03£3b46439 4 months ago 1.29GB

root@eve-ng:~#

14.6 Third parties dockers

Starting EVE-NG Pro version 2.0.6-52, the third party dockers can be installed on the EVE.
However, some limitation still exists. You are free to evaluate by yourself if a specific one is
working.
Two main categories of dockers require each a specific method for EVE integration:

+» Simple Docker

« Docker's Stack

14.6.1 Simple docker installation

Simple docker is the classic docker running in a standalone mode. You could find large choice
of docker images on https://hub.docker.com or create the Docker by yourself.

Complete guide about dockers can be found on https://docs.docker.com/
Note: Internet access is a must. For simple docker, you only have to use:
dc pull <dockername>

Note: “dc”is EVE-NG alias for docker -H tcp://127.0.0.1:4243 which simplify docker operations
in the EVE.

Once your new docker is pulled, you are able to use it in EVE-NG topologies. EVE-NG will start
it using correct parameters automatically.

Example: SSH to your EVE. Install adosztal AAA docker:

root@eve-vé6-master:~# dc pull adosztal/aaa
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root@eve-vé6-master:~# dc images

REPOSITORY TAG IMAGE ID CREATED SIZE

registry 2 9363667f8aec 4 weeks ago 25.4MB
eve-ostinato latest 5e74596c24b0 5 weeks ago 4.22GB
eve-gui-server latest d819486ab729 5 weeks ago 7.07GB
eve-desktop latest aaab99abfob9 5 weeks ago 6.88GB
eve-firefox latest 01c3151ae759 5 weeks ago 4.69GB
eve-wireshark latest 030d66992£3d 7 weeks ago 4.24GB
adosztal/aaa latest 6e12e4096083 3 years ago 314MB

root@eve-v6-master:~#

New docker use: Open a new lab, add docker and select adosztal/aaa with console in tenet
mode.

14.6.2 Docker stack installation

Docker’s Stack is a complex structure of multi intercommunicating dockers. For example, a
Web service docker is using another Database Docker service.

To avoid involve EVE host internal process and network, the new add-on docker is provided:
“‘eve-dind”. This add-on is a dedicated docker container allowing to build complex stack. The
classic method is based on docker-compose.

The example below illustrates how to build complex docker LibreNMS, Network Management
System.

Note: Internet access is a must. SSH to your EVE as root.

Sample:
Step 1: On eve cli, type:

apt update
apt install eve-ng-dind

Note: install eve-ng-dind add-on docker and is required only once.
Step 2: Create a new lab
Step 3: Add on the lab:
a. NAT network
b. Docker eve-dind (set console to 'telnet' and enable dhcp)
Step 4: Connect docker to NAT network
Step 5: Start Docker
Step 6: Open Docker Console
Step 7: Type in console:

git clone https://github.com/librenms/docker.git librenms-src
cp -r librenms-src/examples/compose librenms

rm —-fr librenms-src

cd librenms

docker-compose up -d

Commit your created docker with new name.
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Step 8: Open a cli access to your EVE server

Step 9: Type within the EVE cli:
Find your current running container ID using eve-dind image

dc ps -a

a minute

Up 10

Exited (0) 16 hours ago

Step 10: IMPORTANT: On the Lab Ul stop docker. Do not wipe, but stop.
Step 11: Commit your created docker with custom name.

dc commit <containerid> eve-librenms

Step 12: On LAB UI: Stop all nodes, Close Lab, Delete Lab

Note, when you add newly created docker in lab, use vendor advised settings, x4 CPU and
8GB Ram for librenms docker. Console: Telnet. Graphic Interface https.

@

- — -

5w
@3
15) Applications Places System gy

LibreNMS - Mozilla Firefox

| |7
L]

—E) G|

v
H
)

o libreNMS < & Problem loading page X | < LibreNMs x|+

OEN-K © & 104114 "

ra

282N .
ININEN
NANINS I
NN
e

2| [& Librenms-MazillaFir... = [root@Mgmt: -] |

14.7 Vendor Dockers’ installation (XRD, vEOS, SR Linux)

Quick build guides — Docker images for EVE-NG (Advanced)

Short procedures to build or import Docker images for Cisco XRd, Arista cEOS, and Nokia
SR Linux on an EVE-NG server. Run the commands on the EVE-NG host (or where Docker
is used by EVE-NG). Adjust version numbers if you use different releases.

14.7.1 Cisco XRd (control plane container)

Template in EVE-NG: XRD (Cisco XRD Control plane docker)

© EVE-NG LTD Page 221 of 285



eve

Ermulated Virtual Enviconment
Next Generation

5.

EVE-NG Professional Cookbook
Version 7.7 June, 2026

Obtain the XRd control plane container image via the official Cisco channel (Cisco
download portal or your Cisco representative). Look for the xrd-control-plane-
container package for your architecture (e.g. x86).

Copy the archive to the EVE-NG server (e.g. /root/ or /opt/unetlab/tmp/).

Extract and load (adjust the .tgz filename to your version, e.g. x86.25.4.1 — your
build):

tar -zxvf xrd-control-plane-container-x86.25.4.1.tgz
docker load -i xrd-control-plane-container-x64.dockervl.tgz

Tag the image so EVE-NG can use it with the XRd template (image name must
match what the template expects, e.g. xrd-control-plane:25.4.1):

docker tag ios-xr/xrd-control-plane:25.4.1 xrd-control-

plane:25.4.1

In EVE-NG, add a node with template XRD and choose image xrd-control-
plane:25.4.1 (or the version you tagged).

Note: The XRd template uses prep_xrd.sh and init_xrd.sh; ensure those scripts are
present under /opt/unetlab/config_scripts/ on the EVE-NG server.

14.7.2 Arista ceOS (Lab)

Template in EVE-NG: cEOS (Arista cEOS)

1.

Create an account on the Arista website if you do not have one. The cEOS Lab
images are freely downloadable from Arista (e.g. from the Arista support / software
download portal). Download the image for your architecture (e.g. CEOS64-lab-
4.35.1F .tar.xz).

Copy the .tar.xz file to the EVE-NG server.

Import the archive as a Docker image and tag it (use the exact tag format ceos-
lab:X.Y.Zf so it appears in the template’s image list):

docker import cEOS64-lab-4.35.1F.tar.xz ceos-lab:4.35.1f

In EVE-NG, add a node with template cEOS and choose image ceos-lab:4.35.1f (or
the version you imported).

Note: The cEOS template uses config_ceos.py and expects the image to run with the
default dock _cmd/dock_args from the template (systemd, CEOS env vars). No extra
prep/init scripts are required for a basic setup.

14.7.3 Nokia SR Linux

Template in EVE-NG: SRLinux IRXD2L, SRLinux IRXD3, SRLinux IRXD3L (and variants)

1.
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2. Tag the image for each EVE-NG template you want to use. Template names and
image names typically match:

docker tag ghcr.io/nokia/srlinux srlinux-ixr-d21
docker tag ghcr.io/nokia/srlinux srlinux-ixr-d3
docker tag ghcr.io/nokia/srlinux srlinux-ixr-d31

3. In EVE-NG, add a node and choose one of the SR Linux templates (e.g. SRLinux
IRXD2L), then select the matching image (e.g. srlinux-ixr-d2l). Same image can be
used for all three templates; the template defines interfaces and startup behaviour.

Note: SR Linux templates use config_srlinux.py; the SRLinux IRXD2L template uses
init_srlinux-ixr-d2l.sh. Ensure those scripts exist under /opt/unetlab/config_scripts/. For
SRLinux IRXD3 / SRLinux IRXD3L, the corresponding init scripts (init_srlinux-ixr-d3.sh,
init_srlinux-ixr-d3l.sh) must be present if the template references them.

14.8Customize docker image with your own changes.
Step 1. Connect your existing docker node to the internet

Sometimes you may have your own packages to be installed on the docker and kept for future
labs. For this connect your docker to the Internet. It can be achieved connecting docker to
Management CloudO or NAT cloud. Example below, Sever-gui docker is connected to Cloud
NAT.

NAT
» Docker

Docker

1) Applications Places System (=%
o

root@Docker: ~
File Edit View Search Terminal Help

Suggested packages:
wodim cdrkit-doc
The following NEW packages will be installed:
genisoimage
0 upgraded, 1 newly installed, © to remove and 334 not upgraded.
Need to get 370 kB of archives.
After this operation, 1755 kB of additional disk space will be used.
Get:1 http://fr.archive.ubuntu.com/ubuntu jammy/main amd64 genisoimage amd64 9:1
.1.11-3.2ubuntul [370 kB]
Fetched 370 kB in 0s (1158 kB/s)
debconf: unable to initialize frontend: Dialog
debconf: (No usable dialog-like program is installed, so the dialog based fronte
nd cannot be used. at /usr/share/perl5/Debconf/FrontEnd/Dialog.pm line 78, <> 1i

: falling back to frontend: Readline
Selecting previously unselected package genisoimage.
(Reading database ... 196099 files and directories currently installed.)
lPreparing to unpack .../genisoimage_9%3a1.1.11-3.2ubuntul_amd64.deb ...
Unpacking genisoimage (9:1.1.11-3.2ubuntul) ...
Setting up genisoimage (9:1.1.11-3.2ubuntul) ...
Processing triggers for man-db (2.10.2-1) ...
root@Docker :~#

= root@Docker: ~ @Iilil 7

Step 2. Make your installs, packages. Example:
In the screen above | did install genisoimage package

apt install genisoimage
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Step 3. Obtain your RUNNING docker container ID:

From EVE CLI issue command:

3 hours ago Up 2 minutes

Step 4. Commit your prepared docker image with new name. example below | called it eve-
geniso

dc container commit <containerid> <newimagename>
dc container commit 0d4b3f8c314c eve-geniso
Step 5 check if new Docker image is created

dc images

Step 6. Optional, If you want to keep this image and later load in other EVE installs, then you
must create exportable .tar image.

dc image save -0 /root/mysuperimage.tar <image name>

Step 7 Optional, upload your .tar file in new EVE root, and install it in Dockers location.

dc image load -i /root/mysuperimage.tar

14.9Custom docker name tags

For different docker containers you may need to set different rights for your custom docker
development. EVE-NG Supports 3 levels of dockers’ privileges. To achieve it, rename your
deployed docker image.

Standard Docker Name Tag:
dc tag <yourdockername>:latest <yourdockername>:latest

Privileged Docker Tag:
dc tag <yourdockername>:latest <yourdockername>:privileged
or

dc tag <yourdockername>:latest <yourdockername>-privileged:latest

DinD Docker Name Tag:
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dc tag <yourdockername>:latest <yourdockername-dind:latest

Example to create gui-server docker in privileged mode:
dc tag eve-gui-server:latest eve-gui-server-privileged:latest

14.10Delete docker image from EVE

Step 1. From EVE CLI issue command to check docker ID to be removed.

dc images

Step 2. Use command: dc rmi -f <id of docker image>.

dc rmi -f e6dd56c¢c3b26¢

Step 3. Check with dc images if docker is removed.

Step 4. Finish removal with apt remove --purge eve-ng-chrome, where eve-ng-chrome is your
docker repository name.
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15 EVE Cluster System

The EVE-NG cluster refers to a group of EVE-NG nodes working together as a single entity to
provide users with better scalability and availability.

The EVE-NG cluster model is designed to work as a one + many systems, the EVE-NG
management server is acting as "Master" node, EVE-NG installations as "Satellite" can be
members of this cluster.

One "Master" EVE-NG can have several satellites joined into its cluster but each satellite can
only be joined to one Cluster/Master.

Any existing EVE-NG Pro installation is already a EVE-NG "Master", cluster members will need
to be installed as "satellite" and can then easily be joined.

15.1EVE Cluster Licensing

EVE-NG Cluster system only the Master node is required to have a license. It is classic EVE
Professional or LC/Corporate license.

Satellite nodes has special light EVE-NG Agent installation described below in Chapters:
15.5, 15.6 and 15.8. The Satellite nodes need not special EVE-NG License

One "Master" EVE-NG can have several satellites joined into its cluster but each satellite can
only be joined to one Cluster/Master.

15.2EVE Cluster design models

15.2.1 Bare metal servers cluster

Design 1 EVE-NG Cluster Bare HW servers, recommended

EVE Cluster 208 vCPU, 896GB RAM, 16TB SSD. Cluster members can be different HW configuration.
The 1GB LAN connection or better is required

EVE MASTER Node EVE SAT1 Node EVE SAT2 Node EVE SAT3 Node
2x E5-2680v4 28 Cores/ 2x E5-2680v4 28 Cores/ 2x E5-2680v4 28 Cores/ 2x E5-2650v3 20 Cores/
56 Threads) 256G RAM, 56 Threads) 256G RAM, 56 Threads) 256G RAM, 40 Threads) 128G RAM,
4TB SSD ATB 55D ATB 55D 2TB 55D

LAN Switch 1Gb
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15.2.2 ESXi Virtual Machines cluster

Design 2 EVE-NG Cluster VM Ware ESXi Virtual Machines

EVE Virtual ESXi Cluster 112 vCPU, 384GB RAM, 8TB SSD. Cluster members can be different VM
configuration and located on same or different ESXi servers
EVE MASTER VM Node  EVE SAT1 VM Node EVE SAT2 VM Node EVE SAT3 VM Node

ESXi-01 Server, Master ESXi-01 Server, SAT1 VM, ESXi-02 Server, SAT2 VM, ESXi-02 Server, SAT3 VM,
VM, 32x vCPU, 128GB 32x vCPU, 128GB RAM, 24x vCPU, 64GB RAM, 24x vCPU, 64GB RAM,
RAM, 2TB S5D 2TB SSD 2TB SSD 2TB SSD

VM

LAN Switch 1Gb

VM

VM

15.2.3 Hybrid cluster

Design 3 Hybrid EVE-NG Cluster Bare metal and VM Ware ESXi Virtual Machines

EVE Hybrid Bare HW and ESXi Cluster 120 vCPU, 384GB RAM, 6TB SSD. Cluster members can be
different VM configuration and located on same or different ESXi servers

EVE MASTER Bare Node EVE SAT1 VM Node EVE SAT2 Node
2x E5-2650v3 20 Cores/ ESXi-01 Server, SAT1 VM, ESXi-02 Server, SAT2 VM,
40 Threads) 128G RAM, 32x vCPU, 128GB RAM, 48x vCPU, 128GB RAM,
2TB SSD 2TB SSD 2TB SSD

VM

LAN Switch 1Gb

15.2.4 VM Ware workstation light cluster

Design 4 Light EVE-NG Cluster Desktop PCs and Wifi Laptop with VM Ware
workstation and Virtual Machines
Light EVE Cluster with Desktop PCs and Laptop Wifi.

EVE MASTER VM Node EVE SAT1 VM Node
16 vCPU 32G RAM, 8 vCPU 16G RAM, 500GB
500GB SSD SsD
Laptop

Home Desktop
LAN 1Gb

Home Wifi router

15.2.5 Google Cloud cluster

NOTE: Your EVE Master must have Public IP address to join GCP satellite
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Design 5 EVE-NG Cluster Desktop PCs VM Ware workstation VM and Google
Cloud VMs
High speed internet is required

EVE MASTER VM Node
16 vCPU 32G RAM, EVE SAT1 VM Node on GCP
500GB 55D 16 vCPU 32G RAM,

]

500GB SsD

Home Desktop

Home Wifi router

15.3EVE Cluster pre-requisites

15.3.1 Firewall rules between Master and Satellite nodes

Protocol | Port Direction Source Destination
MASTER TCP 22 ingress and egress II:AO'A&?;ER ﬁOA(LELIII‘J;rE
MASTER UDP 60569 | ingress and egress rl\]/l(;b(\jz'I;ER ﬁ?(LESLIII‘DI!E
SATELLITE TCP 22 ingress and egress ﬁ?{;l’eEIII_DLITE I\NA('JA‘dSeTER
SATELLITE UDP 60569 | ingress and egress :?JEEIIE,LITE I\NﬂéiTIER

15.3.2 EVE Cluster interface MTU settings

IMPORTANT: The management interface MTU for all EVE-NG Cluster members MUST have
the same value. The default ethernet MTU value is 1500.

15.3.3 EVE Cluster internal management network

An EVE Cluster for internal management is using network 172.29.130.0/24. Please avoid use
it in your network.
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15.3.4 EVE Cluster Member’s hardware requirements

Any suitable Hardware or virtual device. Please refer Chapter 2

15.3.5NTP Synchronization requirements

It is mandatory that during install your cluster Satellite member have same time NTP
synchronization as the Master server.

15.4EVE Cluster MASTER Node Installation

A Mandatory Prerequisites: Internet must be reachable and DNS must resolve from your
EVE Server. EVE ISO installation requires internet access and DNS to get updates and
install the latest EVE-PRO version from the EVE-NG repository, to check it, do a named
ping, for example ping www.google.com

A\ It is mandatory that during install your cluster Satellite member have same time NTP
synchronization as the Master server.

Any existing EVE-NG Pro installation is already a EVE-NG "Master", cluster members will need
to be installed as "Satellite" and then can be easily joined. Please refer Chapter 3

15.5ESXi EVE Satellite VM installation

Download EVE-NG Professional Full ISO distribution image:
https://www.eve-ng.net/index.php/download/

15.5.1 EVE-NG Satellite ESXi VM Setup and Settings

Step 1: Upload Full EVE ISO image to the | Step 2: Create NEW VM
ESXi store.

*B New virtual machine

| 1 St crnation byos: Select creation type

Hem wons yon ko 1o craate  Wrtuat Maching?

I3 Catastore browser
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Step 3: Enter the name for your EVE-PRO-
SAT VM and select Guest Operating system
Linux and version: Ubuntu 64-bit

@ New virtual machine - EVE-NG-PRO-01 (ESXi 8.0 virtual machine)

Select a name and guest OS

Speciy a uniaue narme and O

|+ seectrestontine

2 Select & name and gust OS.

Step 4: Select Location where your EVE VM
will be stored in HDD.

B New virtual machine - EVE-NG-PRO-01 (ESX] 8.0 virtual machine)

1 Salact erastion type

Select storage

2 Setect 8 name am guest 06
3 Select sorage

4 Custo

Step 5: A\ IMPORTANT OPTION for ESXi
6.7.x or later.

Set Processors “Number of processors” and
Set “Cores per Socket”. If your server has
dual CPU, then Cores per socket will be
divided by 2. Example below, shows dual
CPU Server VM setup with 48 CPU with 24
cores per socket (2).

Set Expose hardware assisted virtualization
to the guest OS to ON (checked) and set
Expose IOMMU to the guest OS to ON
(checked)

#& New virtual machine - EVE-NG (ESXi 8.0 virtual machine)

Customize settings

Canfigure the virlual machine harcwara and viriual machine addiional options

1 Select creation type
2 Select 4 nams ana guest 05

3 Select orage

Bl v options
4 Customize settings

Dl Adanaadisk T Addnetwork adapter ([ Add other device

5 Ready 1o compiete
& cru 4 L]
5 per Sockat . o
CFU Hat Plig [ Enable CPU Hat Ad
Reservation Mone Mz
umt - M
sim= Ner
Hard i

cances [ anex | [wer |

Step 6: Assig desirable RAM for your EVE

@ New virtual machine - EVE-NG-PRO-01(ESX| B.0 virtual machine)

1 tvme 9
Contgure e vt vetual

2 Select a name and guest 05
3 Select storage

4 Custonize wettings

5 Resay o compiote B Add hard adapter () A a
oou - °
a a
8 x
- 1 x
x
S, Netwark Adsaler 1 — [ -

caMcEL | BAcK NEXT

Step 7: Set the size of HDD for your new
EVE VM. It is recommended to set “Thick
Provisioned eagerly provisioned”. Server

Step 8: Set your Management network.
Adapter type VMXNET3
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EVE HDD is recommended to set at least
500Gb

ew virtual machine - EVE-NG-PRG-O1 (ESXi 8.0 virtual machine}

Customize settings

Canfiure the Wil machine hardware and vetual machine scdiicral options

@ New virtual maching - EVE-NG-PRO-Q1 (ESX] 8.0 virtual machine)

4 custorize sstings

5 Ready to compiete

((((((

Step 9: Set DVD drive to “Datastore ISO File”
and browse your uploaded Full-EVE-
PRO.iso (ISO name can vary). Make sure
that Status is checked ON, “Connect at
power on”

*8 New virtual machine - EVE-NG-PRO-01(ESXI 8.0 virtual machine)

e [(eack | [(wenr |

Step 10: Set DVD drive to “Datastore 1ISO
File” and browse your uploaded Full-EVE-
PRO.iso (EVE ISO name can vary). Make
sure that Status is checked ON, “Connect at
power on” Hit the “Finish”

*® New virtual machine - EVE-NG-PRO-01(ESXI 8.0 virtual machine)

e [(eack | [(wext |

Step 11: IMPORTANT If you are using ESX
8.0 or later, select the Edit your VM and
switch to “VM Options”. Firmware EFI Boot.

Follow to “Boot Options”
(uncheck) “Whether or not to enable UEFI
secure boot for this VM”

and de-select

Step 12: Start VM and follow by 15.6.1.1
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& Edit settings - EVE-NG-PRO-01 (ESXi 8.0 virtual machine)

Virtual Hardware m

Genaral Options VM Name: EVE-NG-PRO-O1

» VMware Remote Console Options. Lock the guest operating system when the last remote user disconnects

> VMware Tooss Expand for VMware Tools settings
> Power management Expand for power management settings
Boat Options
Fiemware Choose which firmware should be used to boot the virtual machine
EFl

Enable UEF! secure boot (] Whether or not to enable UEFI secure boot for this VM

Boot Delay Whenever the virtual machine is powered on or reset, delay boot by

millseconds
Force BIOS setup [ The next time the virtual machine boots, force entry into the BIOS setup screen.
Failed Boot Recovery

[ When the virtual machine fails to find a boot device, automatically retry boot after

seconds.

15.6 Proxmox VE

15.6.1 Proxmox VE EVE VM installation using ISO image

Download EVE-NG Professional Full ISO distribution image:
https://www.eve-ng.net/index.php/download/

156.1.1

EVE-NG VM Setup and Settings

Step 1: Upload EVE ISO image to the
Proxmox VE store.

Storage 'local’ on nade 'prox’

Upload  Downloadfrom URL  Remove
@ CT Volumes
Name
@ 150 Images
eve-pro-est-7.0.0-41-fulliso
CT Templates
& e eve-pro-test-7.0.0-42-full iso
[#@ Snippets

eve-pro-test-7.0.0-43-ful iso
o' Permissions OPNsense-25.7-dvd-amdB4.iso

ubuntu-24.04 4-live-server-amdéd.iso

Step 2: Create NEW VM, and set the name
for your VM. Following by Next.

& Documentation D Create VM e Create CT

Create: Virtual Machine
=3 o

Node:

ok Resouros Poo
VM 1D 100
Nama: EVE-PRO-VM-BK|
Start at boot: Start/Shutdown
Startup delay dfault
Shutdown timeout: defaull
Togs
NoTags 4
0 e pr— =3

Step 3: OS tab. Select storage and 1ISO
image. Following by Next.

Step 4: System tab. Check the Graphic
Card (Default) and Machine (i440fx) is
selected. Select BIOS: OVMF (UEFI) for
installation as well. Check option Add EFI
Disk and select your preferred HDD
storage for it. Uncheck option Pre-
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Creste: Vitua/ ischine Enrolled keys. Qemu Agent: Checked.
sowa [E s o Add TPM: Unchecked. Following by Next.
Guest OS:
Type Linux -
Create: Virtual Machine
Version: 6.x - 2.6 Kerne|
General 0§
Graphic card Defalt SCE Controller: | WirthD SCSI single.
Machine Detault j4:40f) emu Agert
Firmware
OVMF (UEFT) Add TPM
[SowDamsiod
savanced 1 ([ AN
© v -1 - |

Step 5: Disks tab. Select Bus/Device:
VirtlO Block. Select the storage where your
EVE VM HDD will be located. Select the
size of your EVE VM. Recommended is to
select 200GB or more. Following by Next.

Create: Virtual Machine

General 0 system [l cru

virtio® o N senowan
Bus/Device: Vitio Block | 0 Cache Default (No cache)
Storage: SlowDalastore Discard:
Disk size (GiB): 200 IO thread
Backup
Read-anly Skip replication
Async 10 Default (io_uring)

Advanced

Step 6: CPU tab. Select the Sockets your
Proxmox VE server have and select the
cores per socket. In the example below is 1x
socket with 32 cores per socket.
IMPORTANT: Your Proxmox VE CPU must
support nested virtualization. Select Type:
Host. Host will read all flags from your HW
CPU and will use it for VM. Following by
Next.

Create: Virtual Machine

General 05 System Disks [[Sg0) Memory

ockets:  —a 1 Type: host .
Cores:  —a 32 Total cores 32

VCPUs: 3. CPU units: 100
CPU limit: inlimited Enable NUMA:

Exira CPU Flags

Default Y& ) + md-clear Required to let the guest OS know if MDS is mitigated correctly
Default ‘ peid Hlidoun xcos eduction on Westmere, Sandy-,and y@ridgo il
5
Default e  specct Alows improved Specira mitigation with Intel GPUs
Default @ . ssbd Protection for “Speculative Store Bypass” for Intel models
Defaul 5.  ibpb Allows impraved Spectre mifigation with AMD CPUS
Default )+ virt-ssbd Basis for "Speculative Store Bypass® protection for AMD madeds
© Haip Advanced N

Step 7: Memory tab. Set the size of Memory
in MB. Following by Next.

Step 8: Network tab. Set your Management
interface network. Following by Next.
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Create: Virtual Machine

General OS  System Disks  cPU [Nl Network

32768

Minimum memory (MIB): 32768

@ Help Advanced

Create: Virtual Machine

General OS  System Disks CPU

intemal

wemory [  Confim

VifiO (paravirtuslized)

@ Help

Step 9: Confirm tab. Check your VM
settings. Following by Finish

Creale: Virtual Machine

Genersl OS  System Disks CPU  Memory Network [l
Key

cores 18

cpu host

efidiskD SlowDalastore: 1, efitype=dm

ide2 : o 0.0-4Hullis
memory 32768

name EVE-PRO-VM-BK

netd wirtio, bridge=intarnal firewall=1
nodename prox

numa 0

astype 126

sosiw virtio-scsi-single

sockets 1

vinio SlowDatastore: 200 jolhread=on
vmid 100

Start aftar crate

Step 10: Start VM and follow by 3.4

15.6.1.2

EVE-NG Satellite VM Installation steps

Satellite EVE VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)

Step 1: Power ON EVE VM. Chose Install
EVE-NG Satellite and confirm with Enter.

Install EVE-NG P -43
Bare Metal Optio
Boot from next v
UEFI Firmuare Se

Step 2: Select English language. Confirm with
Enter.
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Hillkommen! Bienvenue! Welcome! JoBpo noxanosars! Welkom!

Step 3: Make sure if English US keyboard is
selected and confirm with Enter.

Keuboard conf iguration [ Help |

EVE VM Installation Phase 2 (EVE-NG installation)

Step 5: Please wait, the EVE-NG
installation Phase 2 will start automatically.

Do NOT login in this stage!

Step 6. After installation EVE VM will auto
reboot and EVE login screen will appear,
login in CLI with root/eve and follow

installation Phase 3
Ubuntu 22.04.4 LTS eve-ng ttyil

eve-ng login:

EVE VM Installation Phase 3 (Management IP setup and updates)

Step 7: Setup EVEs Management IP
address. A Static IP address setup is
preferred.

Step 8: Internet and DNS reachability is a
MUST
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Follow steps in section: After your EVE is rebooted,
3.8.1 for static 1P, 3.8.2 for DHCP IP Login to EVE CLI and type:
apt update

apt upgrade

If required, follow steps in section: 5.1, 5.2

NOTE: To verify your EVE Satellite server installation type “dpkg -l eve-agent” it should display
latest EVE Agent/Satellite version:

root@eve-sat0l:~# dpkg -1 eve-agent
Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-
aWait/Trig-pend

|/ Err?=(none) /Reinst-required (Status,Err: uppercase=bad)

||/ Name Version Architecture Description
+++-— - - -

ii eve-agent 7.0.0-XX amdé64 Agent
for EVE-NG Sat Cluster member
rootQReve-sat0l:~#

A IMPORTANT NOTE: If your Network interfaces order has been changed, please follow
instruction to section 17.7

15.7Bare hardware (BM) server EVE Satellite installation

15.7.1 BM Satellite server installation EVE PRO Full ISO

Download EVE PRO Full ISO distribution image:
https://www.eve-ng.net/index.php/download/

A Bare Metal Server Bare metal BIOS, System and Security settings

Navigate to System BIOS Settings > Boot Settings:
Boot Mode > UEFI
Navigate to System BIOS Settings > Processor Settings:

Set Virtualization Technology to Enabled
Set X2APIC Mode to Enabled

Navigate to System BIOS Settings > Integrated Devices:

Set SR-IOV Global Enable to Enabled
Set I/OAT DMA Engine to Enabled

Navigate to System BIOS Settings > System Security:
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TPM Security: OFF
Secure Boot: Disabled

Phase 1 (Ubuntu installation)

Step 1: Create a bootable DVD disk or Step 2: Select English language. Confirm
USB flash drive (Rufus tool is strongly with Enter.
recommended) with a Full EVE ISO

image. Boot your server from 1SO. Chose HiLLkomen! Bienvenis! Kelcone! 420 rommasas | Kelkon!
Bare metal Option, following by following -
by Install BM EVE-NG Satellite and
confirm with Enter.

IP, DOWN and ENTER keus to select your language

1 BH EVE-NG Pro Server 7.0.0-43

Install BH EVE-NG Satellite 7.0.0-43

Step 3: Make sure if English US keyboard is | Step 12: Select “Continue” and confirm with
selected and confirm with Enter. Enter.

Keyboard conf iguration [ Help ] Installing system

[ Continue ]

EVE BM Installation Phase 2 (EVE-NG installation)
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Step 5: Please wait, the EVE-NG Step 6. After installation EVE VM will auto
installation Phase 2 will start automatically. | reboot and EVE login screen will appear,
login in CLI with root/eve and follow

Do NOT login in this stage! installation Phase 3

EVE BM Installation Phase 3 (Management IP setup and updates)

Step 7: Setup EVEs Management IP Step 8: Internet and DNS reachability is a
address. A Static IP address setup is MUST
preferred.

After your EVE is rebooted,
Follow steps in section:
Login to EVE CLI and type:
3.8.1 for static IP, 3.8.2 for DHCP IP
apt update

apt upgrade

If required, follow steps in section: 5.1, 5.2

Step 9: (Optional) Air-Gapped Bare metal
EVE Server setup from ISO can skip auto
docker installation due slow iLO, iDRAC etc.
virtual media connection to the server. For
manual dockers installation, upload EVE-
NG installation ISO to your EVE satellite
server location: /tmp/.

From CLI locate to the location and start
dockers installation:

cd /tmp/

root@eve-sat:/tmp# 1s
eve-pro-prod-bm-7.0.1-9-full.iso
root@eve-sat:install-iso-dockers

Verification: Verify your EVE-Satellite server installation, type “dpkg -l eve-agent” command,
it must display latest EVE Satellite version

root@eve-sat0l:~# dpkg -1 eve-agent

Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-aWait/Trig-pend
|/ Err?=(none)/Reinst-required (Status,Err: uppercase=bad)

||/ Name Version Architecture Description

++4+- -

ii eve-agent 7.0.0-XX amd64 Agent for EVE-NG Sat Cluster
member

root@eve-sat0l:~#
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15.7.2 BM Satellite installation Ubuntu legacy ISO

A IMORTANT: Internet must be reachable from your Server. This ISO installation
requires internet access to get updates and install the latest EVE-PRO version from
the EVE-NG repository. DNS must resolve names!

L\ Bare Metal Server Bare metal BIOS, System and Security settings

Navigate to System BIOS Settings > Boot Settings:

Boot Mode > UEFI

Navigate to System BIOS Settings > Processor Settings:

Set Virtualization Technology to Enabled
Set X2APIC Mode to Enabled

Navigate to System BIOS Settings > Integrated Devices:

Set SR-IOV Global Enable to Enabled
Set I/OAT DMA Engine to Enabled

Navigate to System BIOS Settings > System Security:
TPM Security: OFF
Secure Boot: Disabled

Download Ubuntu Legacy Server installation image/ISO
https://releases.ubuntu.com/noble/

Phase 1 (Ubuntu installation)
Follow the Phase 1 BM Ubuntu installation Chapter 3.5.2

EVE Installation Phase 2 (EVE Satellite installation)

Step 28: SSH to your EVE IP using Putty or other SSH
client. Log in as root user execute:

apt update
apt upgrade

Step 29: Run EVE Pro online installation script. (it is single line command below)
wget https://www.eve-ng.net/noble/install-eve-agent.sh

chmod +x install-eve-agent.sh
./install-eve-agent.sh

At the end of eve server installation, reboot eve

EVE Satellite Installation Phase 3 (Management IP setup and updates)
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Step 30: After reboot login into your Agent server as root and follow Management IP setup
instructions described in section 3.8.1 for Static IP

Verification: Verify your EVE-Satellite server installation, type “dpkg -l eve-agent” command,
it must display latest EVE Satellite version

root@eve-sat0l:~# dpkg -1 eve-agent

Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-aWait/Trig-pend
|/ Err?=(none)/Reinst-required (Status,Err: uppercase=bad)

| |/ Name Version Architecture Description

+++— -

ii eve-agent 7.0.0-XX amdé64 Agent for EVE-NG Sat
Cluster member
root@eve-sat0l:~#

L IMPORTANT NOTE: If your Network interfaces order has been changed, please follow
instruction to section 17.7

15.8Google Cloud EVE Satellite installation

15.8.1 Google account

Pre-Requisites: Your EVE Master server must have Public IP address or static NAT to public
IP to join GCP satellite.

Step 1: Connect to Google Cloud Platform (GCP)
https://console.cloud.google.com/getting-started

= GoogleCloud | $*EvETest = Search {/) for resouioes, docs, products and mo Q search + Mo : @
’ 4£i>>

Step 2: Sign into GCP. Create a new GCP account if you do not already have one.
Step 3: Open your Google Project which assigned to your Google account

2y Welcome,

15.8.2 Preparing Ubuntu boot disk template

Step 1: On the left side navigate to Compute Engine and press “Activate Cloud Shell”

z\emgk Cloud [ % EvEDEV Sea cErEne = Q, Search y n o o
?.1,;\Cornpute Engine Overview B View instances 15 this pege helpful? 7 G € Refresh
|ﬂ Overview H
@ Securltyrisk overview f Google Cloud incidents 4 Design your infrastructure with Compute Advisor [

Virtual machines ~ Gt started with Service Health What can | help you with?

O Enable the Service Health AP1 1o view details for future incidents.

L LoD % f =
o ——— Ensble Service Heaith AP| Evaluzte Monitor Compare Get steprbyesten

model tuning performance features guides
a
> Iy e % -  Cpen exitor ® 8@ > : s B x
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Step 2: Create a nested Ubuntu 24.04 image. Copy and paste the below command into the
shell. Use copy/paste. crtl +c/ctrl +v. It is single line command. Confirm with “enter”:

gcloud compute images create nested-ubuntu-noble --source-image-
family=ubuntu-2404-1ts-amd64 --source-image-project=ubuntu-os-cloud --
licenses https://www.googleapis.com/compute/vl/projects/vm—
options/global/licenses/enable-vmx

If it will ask enable API, answer Y. You will get the following output when your image is ready:

% Terminal | 0019) X+ - -z fitor ®m S 8 i -t B x

15.8.3 Network MTU 1500 settings and firewall rules for GCP

If your GCP VM is expected to be as a part of EVE-NG Cluster system please complete the
MTU network settings and firewall rules setup before creating the instance.

L NOTE: GCP VM by default has MTU 1460 set for the interfaces by default. You may
require to set VM machine custom MTU (1500) which is commonly known default
setting for ethernet. The MTU settings on the GCP interface must be adjusted if you
want it to use as the part of EVE-NG cluster system.

Open the google cloud shell and press: Press “Activate Cloud Shell”
Copy the following commands in SHELL Cloud console:
###4# Create 1500 MTU subnet ####4#

gcloud compute networks create mtul500 --subnet-mode=auto --mtu=1500
--bgp-routing-mode=regional

###4## Create 1500 MTU firewall rules #####

gcloud compute firewall-rules create wireguard-in --direction=INGRESS
--priority=1000 --network=mtul500 --action=ALLOW --rules=udp:60569 --
source-ranges=0.0.0.0/0

gcloud compute firewall-rules create wireguard-out --direction=EGRESS
--priority=1000 --network=mtul500 --action=ALLOW --rules=udp:60569 --
destination-ranges=0.0.0.0/0

gcloud compute firewall-rules create ssh-in --direction=INGRESS --
priority=1000 --network=mtul500 --action=ALLOW --rules=tcp:22 --
source-ranges=0.0.0.0/0

gcloud compute firewall-rules create ssh-out --direction=EGRESS --

priority=1000 --network=mtul500 --action=ALLOW --rules=tcp:22 --
destination-ranges=0.0.0.0/0

Firewall rules summary:
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O Name Type Targets Filters Protocols/ports Action Priority Network * Logs
O ssh-out Egress Apply to all P tep:22 Allow 1000 mtu1500 off
D wireguard- Egress Apply to all IP udp:60569 Allow 1000 miu1500 off
out
D ssh-in Ingress Apply to all IP tep:22 Allow 1000 mtu1500 off
D wireguard- Ingress Apply to all IP udp:60569 Allow 1000 mtu1500 Off
in

15.8.4 Optional: GCP MTU 1500 Firewall rules for native console use
Open the google cloud shell and press: Press “Activate Cloud Shell™
Copy the following commands in SHELL Cloud console:
##### Create MTU 1500 firewall rules for native console use #####
gcloud compute firewall-rules create allow-all-in --direction=INGRESS
--priority=1000 --network=mtul500 --action=ALLOW --rules=tcp:0-65535
--source-ranges=0.0.0.0/0
gcloud compute firewall-rules create allow-all-out --direction=EGRESS

—--priority=1000 --network=mtul500 --action=ALLOW --rules=tcp:0-65535
--destination-ranges=0.0.0.0/0

Summary FW rules.

D Name Type Targets Filters Protocols/ports Action Priority Network 4 Logs

|:| allow-all- Egress Apply to all P tcp:0-65535 Allow 1000 mtu1500 off
out

D allow-all- Ingress Apply to all P 1cp:0-65535 Allow 1000 miu1500 off
in

15.8.5 Creating VM

Step 1: Navigate: Navigation Menu/Compute Engine/VM Instances and press “CREATE

INSTANCE”

E‘Eoogecwuud 4 EVE-DEV Search U/} for resources, docs, products and more Q, Search + B 0 i o
{3} Compute Engine Overview -] Is this page helpful? [ G C Refresh
Compute Engine favorites rl

p VMnstances - Google Cloud incidents + Design your infrastructure with Compute Advisor [

Virtusl machines
Get started with Service Health What can | help you with?
| Overview
Enable the Service Health AR! to view details for future Incidents
@ Security risk overview i 2 @ | =]
RS . Enable Service Health API Evaluate Monitor Compare Get step-by-slep
model tuning performance features quides
B VMinstances
@ instance templates
2 mpt =

B Sole-tenant nades

= GoogleCloud | ¢ MyFirst Project Search (/) for resources, docs, products and more Qsearch + T =2 @ @ : .

{e} Compute Engine 4 VM instances R Create instance & Import VM C Refresh ® Learn

B Overview Instances Observability Instance schedules

Virtual machines - VM instances

VM instances

I B VMinstance ~ = Filter Enter property name of valie ® "

B Instance templates O] status  Name &  Zone Recommendstions  Inuseby  IntenallP  ExternallP  Connect

B Soletenant nodes

Step 2: Assign the name for your VM
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Step 3: Set your own region and zone

Step 4: Edit your Machine Configuration. General-Purpose. Choose the series of CPU
platform, Preferred are Intel CPU Cascade Lake. Series N2 CPU

& Create aninstance #: Create VM from...
* Machine configuration Machine configuration
n2-standard-8, europe- _ Name *
west2-a Vo6 ®
e 0Sand storage ~ Region * Zone *
Debian GNU/Linux 12 europe-west2 (London) - ® europe-west2-a - ®
(bookworm) s
egion is permanent Zone is permanent

e Data protection )
+ General purpose Compute-optimised Memory-optimised Storage optimised GPUs
Snapshot schedules

Machine types for common workloads, optimised for cost and flexibility

e Networking
1 network interface Series (@ Description vCPUs @ Memory @ CPU Platfor
— O C4 Consistently high performance 2-192 4-1488 GB Intel Emerald
e Observability
Install Ops Agent O C4A Arm-based consistently high performance 1-72 2-576GB Google Axion
O cap =2 consistently high performance 2384 3-3024G8 AMD Turin
e Security
O N4 Flexible and cost-optimised 2-80 4 - 640 GB Intel Emerald
e Advanced O Cc3 Consistently high performance 4-192 8-1,536 GB Intel Sapphire
O C3D Consistently high performance 4-360 8 - 2,880 GB AMD Genoa
O E2 Low-cost day-to-day computing 0.25-32 1-128GB Intel Broadwe
@ N2 Balanced price and performance 2-128 2 - 864 GB Intel Cascade

Step 5: Choose Machine Type your desirable CPU and RAM settings.

Machine type
Choose a machine type with preset amounts of vCPUs and memory that suit most workloads. Or, you can create a
custom machine for your workload's particular needs. Learn more [

Preset Custom

n2-standard-8 (8 vCPU, 4 core, 32 GB memory) hd
<> vCPU Memory
v 8 (4 cores) 32 GB

Step 6: Edit your OS and Storage configuration. Press Change

*  Machine configuration Operating system and storage
n2-standard-8, europe-
west2-a Name eve-vh
Type New balanced persistent disk
e 0S and storage Size 10GB
Debian GNU/Linux 12 Snapshot schedule (3 default-schedule-1
(bookworm) Licence type (@ Free
e Data protection Image @ Debian GNU/Linux 12 (bookworm)

S hot schedul
napshot schedules

Step 7. IMPORTANT Select Custom images, select OS nested-ubuntu-noble you created
previously. Choose Boot Disk type: HDD disk type and size. HDD size can vary depends of
your needs.
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Boot disk

Select an image or snapshot to create a boot disk, or attach an existing disk. Can't
find what you're looking for? Explore hundreds of VM sclutions inMarketplace 2

Publicimages ~ Customimages  Snapshots  Archive snapshots Existing disks

K

Source project for images *
eve-dev-500019 @ Change

D Show deprecated images

~ Image *
nested-ubuntu-noble >~ - |

x86/64,

~ Boot disk type *
SSD persistent disk \ - I
~

[ Compare disk types |

[ N |

Provision between 10 and 65536 GB -

v Show advanced configuration

cance
Step 8: Edit your Data Protection, select No backups.

e 0S and storage Back up your data

hested-ubuntu-jammy You can automate recurring backups through a backup plan or snapshot schedule. Learn more (2

Backup plan

Back up the full VM. These immutable backups are secured by backup vault against accidental or malicious deletion. Managed
by Backup and DR Service, a separate service from Compute Engine with independent certifications and accreditation. Learn
more [3

O Snapshot schedules

Back up disks only. This provides foundational protection at a lower cost. Learn more [4

® Nobackups «—

Neither VM ner disks will be backed up. If data is deleted or corrupted for any reason, you won't be able to recover it.

e Data protection
No backups

* Networking
1 firewall rule, 1 network

interface

*  Observability

Step 9: Edit your Networking Allow https traffic.

* Machine configuration Networking
n2-standard-8, europe-
westza Firewall @

e 0Sand storage Add tags and firewall rules to allow specific network traffic from the Internet
nested-ubuntu-jammy [ Allow HTTP traffic

Allow HTTPS traffic -~

e Data protection
P [] Allow load balancer health checks

No backups

® Networking ‘ Network tags ©) |
1 firewall rule, 1 network
interface

‘ Hostname (@) |
®  Observability - ’

Install Ops Agent

Set a custom hostname for this instance or leave it default. Choice is permanent

Step 10: Edit Security and Disable Secure Boot and vTPM

e 0Sand storage Confidential VM service &

nested-ubuntujammy @ Confidential Computing is disabled on this VM instance
* Data protection Enable
No backups Shielded VM (2

. Turn on all settings for the most secure configuration.
® Networking

1 firewall rule, 1 network D Turn on Secure Boot ()
interface
[ TumonvTPM @ ~
*  Observability Turn on integrity monitoring @

Install Ops Agent
VM access

R .
Security Manage how users connect to the VM
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Step 10: (Optional), Skip this step if your EVE VM will not a part of EVE-NG Cluster.
Before to select MTU1500 network please follow steps how to create it 3.6.7
Select Networking/Network Interfaces.

Edit network interface and select created network: MTU1500

Network interfaces @

Network interface is permanent

Edit network interface

T A
Network *
[ mtu1500 vy @
Subnetwork *
mtu1500 IPv4 (10.154.0.0/20) - @

Step 11: Create VM.

15.8.6 EVE-NG Satellite installation

Step 1: Click VM Instances to get access SSH to your VM, Connect to the VM with the first
option “Open in browser window”

Columns ~

Name ~ Zone Recommendation Inuse by Internal IP External IP Connect

10.154.0.3 (nic0) 35.189.102.127 [ ssy - |

Open in browser window

@ evel  europewestlc

Open in browser window on custom port

Open in browser window using provided private SSH key
View gcloud command

Related Actions Use another SSH client

ﬁ} SSH-in-browser A UPLOADFILE  # DOWNLOADFILE |l EE £

Step 2: Launch installation with:

Type the below command to become root:
sudo -1
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Ne

Start EVE-PRO Satellite installation

wget https://www.eve-ng.net/noble/install-eve-agent.sh
chmod +x install-eve-agent.sh

./install-eve-agent.sh

Step 3: Update and upgrade your new EVE-Pro
apt update

apt upgrade
Confirm with Y

Step 4. Reboot EVE. Allow some time for reboot and then press “Reconnect”

on fig f: le-setup/compose.IS0-8859-1.inc ...
- Fl s T TR e T e B e R i L i

The SSH connection to VM instance ‘eve-pro’ was lost. Learn more about improving
SSH session persistence.

- | .,m.“

Step 5: IMPORTANT: Setup IP
Once the IP wizard screen appears, press ctrl +c and type the below command to become

root:
sudo -1
{e} SSH-in-browser # UPLOADFILE ~ # DOWNLOADFILE JB [ oy

Now follow the IP setup wizard.
IMPORTANT: set IP as DHCP!

Step 6: Reboot

15.8.7 GCP Firewall rules for Cluster

If your EVE-NG Master server is behind the firewall, make sure it has allowed access to the
GCP VM with following firewall rules

Protocol Direction Destination
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MASTER SATELLITE

MASTER TCP 22 ingress and egress node IP node IPs

MASTER SATELLITE

MASTER UDP 60569 | ingress and egress node IP node IPs

15.9Cluster Management

15.9.1 Join Satellite nodes to the Master

Step 1: Make sure that you have reachability between Master and Satellite nodes and firewall
rules are configured in your network if FW is set between them. Firewall rules Section 15.3.1

Step 2: Navigate: System/Cluster Management

# Main % Management - - - @ Licensing - NG Version: 6.2.0.88-PR0 0204 3 £ Sign out

ExFile Manager  cyrent Posiiion / Root

Search

+ ADD MEMBER

D Name CPU  CPUUsage(s) Memory  RAM Usage(%) Swap  SwapUsage() Disk  Disk Usage(%) Actions

o v : W save  J a0Mms wzce [

ltems perpage: 10~ el

Step 3: Press Add Member and fill your Satellite details:

Member’'s Name: use any suitable name for your satellite node
IP address: Your satellite IP. In GCP version it will be public IP
Member’s Root Password: Your Satellite node password
Press Add Member

Z® Add New Member = Add Member Log

Member Name starting adding sat sateel...
Generate Private Key for new Sat... 0K
sat001 Get Public Key for new Sat... 0K
Get EVE Public Key... OK
Generate SSH Key palr... oK
Cleaning host key for the new sat... 0K
Copy rsa key the new sat... OK
Testing ssh connection to the new sat... 0K
Check if wireguard config already exists... 0K
192 168 70 58 Adding wireguard to sat... OK

N : : Activate wireguard config locally... OK
Generate new cliient SSL certificateok
Copying SSL cert ta sat... ok
Member's Root Password Restart remote agent... Ok

Checking running remote agent... OK
[ ] ®

IP Address

3
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Step 4: After certain of time Satellite will join to the Master

&= Cluster Settings

D Name CPU  CPUUsage(®) Memory  RAM Usage(’) Swap  Swap Usage(%) Disk  DiskUsage(’) Actions

a ‘master | EIETV I | BOWE wazce [

1 1001 ) a | 156 MB | A0MB 1933 6B l [ BCEE)]
liems per page: | 10 - 12072

15.9.2 Remove Satellite nodes from the Master

Step 1: Navigate: System/Cluster Management

Step 2: Press Delete Member

&= Cluster Settings

D Name cPU CPU Usage{%) Memory RAM Usage{%) Swap  Swap Usage(%) Disk Disk Usage{%) Actions

o : 8 aave ] s0Ma ALEETS-R | ———

1 8 ssme | 40M8 wazee ] ,j (U]
Memsperpage: 10 = 12012

15.9.3 Re-join Satellite nodes from the Master
Step 1: Navigate: System/Cluster Management

Step 2: Press Delete Member

&= Cluster Settings

i Name CPU  CPUUsage(%) Memory  RAM Usage(’) Swap  Swap Usage(%) Disk  Disk Usage(%) Actions

o s | SETCH | ELIY] wsses i

1 8 sems | 20M8 wsses ] } [CRs}
lems perpage: 10 - 12002

Step 3: IMPORTANT! Go to Satellite node CLI and reset IP address. It is necessary to refresh
SSH key for re-join Satellite to the Master.

CLI:

Login as root to the Satellite node and type:

rm -fr /etc/wireguard/*

rm -f /opt/unetlab/go/eve-agent.yaml
ip link set wg0O down

ip link del wgO0

rm -f /root/.ssh/authorized keys

Step 4: Join Satellite accordingly Section 15.9.1
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Stepl: Remove satellite from cluster system accordingly chapter 15.9.2

Step 2: Login as root to the Satellite node and type:

rm -f /opt/ovf/.configured

su —

EVE Satellite will initiate IP setup wizard. Follow Section 3.8.1

15.10Cluster assignment hierarchy

15.10.1

Single Satellite server assignment

The Cluster Hierarchy depends which of the option is assigned:

Option 1 - User assignment to cluster
Option 2 - Lab assignment
Option 3 - Individual node assignment

Cluster
assignment Description Conditions
Options
Option 1 EVE WEB GUI Admin, Editor or User is forced to If User account is set to use
Management/User | use only Cluster Satellite assigned | specific Satellite server,
Management/Edit | by Admin. User cannot edit Lab or | Users can NOT apply
User/Satellite set individual nodes for other Options 2 and 3. This option
cluster Satellites. This Option can applies to Admin user as
be assigned or edited only by well until Admin user will
Admin set his account to use "any"
Option 2 Lab is set to use If Option 1 is set to "any", then Admin or Editor user
Specific Cluster Admin or Editor is allowed to set accounts Satellite
Satellite. Select Lab settings globally to use Lab on | assighment (option 1) must
Lab you want specific Cluster Satellite be set to "any"
Edit/Select
Satellite
Option 3 Set lab nodes Admin or Editor can assign single Options 1 and 2 must be set
individually run-on | Lab nodes run on specific Cluster to "any"
specific Cluster Satellite servers
server

Lab User is not allowed to use any of options above

15.10.1.1

User assignment to the dedicated Satellite (Option 1)

Step 1: Navigate to Management/User Management
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o
»
s
S
c
2

Usemame ¥ staws uthentizstor email T Name ¥ Role sat Disk Usage Srart Dare Expiration Max RAM (GB) hiax P poD ctions

admin internai reangiocslhast EveNG Administiator any 1ss6n Unlerited Unlenited v S

ediondl (o) imernat edioieveng net Lab Edion 01 any e Unlimited Unlevited 1 /,- '
Nems per page: | 10~ 12012

Step 3: Choose the Satellite or Satellites to be assigned for this user.

satellites

any -

any
[] master

[[] satoo1

Step 4. User will be locked and will use only selected Satellite node. Editor and User roles
cannot change or choose other satellite members. Use select Satellite from list which is
dedicated for user.

15.10.1.2 Lab assignment to dedicated cluster Satellite (Option 2)

Step 1: Navigate to Lab tree, Select Lab you want assign for dedicated Satellite

Step 2: Click “Edit”

Step 3: Select Satellite for Lab

© EVE-NG LTD

-
B shees 20 Jun 2026 09:22 * *
T =
- User 2102026 1410 =
2 x
O m  Mylabs 21 Jun 2026 10:00 -
o a oo Lo P A 21002026 1401 =
O A Frstiabunl 21.un 2026 0947 =

Lab Path: /001-Release-Lab-Filter.un!
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Lab properties
Path: /001-Release-Lab.unl Lab Description:
Name: 001-Release-Lab
Version: 1

Author Up

Satellite: [ any

Shared with \

ny

Config Seri|
master
Lab Countd

sat001
Default link

Lab tasks:

Display Grid

Note: Accordingly, Cluster hierarchy matrix above, this Option will be in force if Option 1 is left
to default “any”

15.10.1.3 Creating EVE labs in Cluster (Option 3)
Step 1: Create new or edit your existing lab

Step 2: On lab Node right click/edit

Step 3: Select preferred Satellite node and click save

Satellite Delay (s}
any - 0 g
master
SATO1B
Y Position
any 792 -

Option to assign cluster nodes for single lab devices.

Lab Side bar/Nodes, column SATELLITE, Select your cluster satellites for devices in the lab.

8 Configured Nodes Filter by Status: | All -

Lab Assigned Resources (Running/ Total) vCPU: 10/16 RAM: 47/59GB HDD: 10.44 GB

D NAME SATELLITE TEMPLATE BOOT IMAGE cPU CPU USAGE
1 R-XE2 master - iol x86_64_crb_linux-adventerprisek9-ms.bin - n/a

2 R-XE1 master - iol x86_64_crb_linux-adventerprisekd-ms.bin - n/a

3 NX0S-01 master - nxasvok nxosv9k-9300v64-10.3.3F - 2

4 NX0S-02 master - nxosvak nxosvok-9300v64-10.3.3F - 2 .
5 SWHNT master - iol x86_64_crb_linux_I2-adventerprisekd-ms.bin - nfa

6 ASAVO1 master - asav asav-9-20-2-21 - 1 a
7 ASAVDZ master - asav asav-9-20-2-21 - 1 .
B8 Mgmt any - docker eve-gui-server:latest - 2 B

9 Win11 SATO1B - win win-11-x64-23H2v2A - 4

10 WS2022 SATO1B - winserver winserver-$2022-x64-21H2AL - 4
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Note: Accordingly, Cluster hierarchy matrix above, this Option will be in force if Options 1 and
2 settings are left default “any”

15.10.2  Multi Satellite servers’ assignment

This option is dedicated for advanced EVE user assignment for multi-Satellite servers. User
can choose and assign and run their labs to run on dedicated servers only.

15.10.2.1 Multi Satellites user Profiles

User Profile and Lab nodes Satellite use hierarchy

sat value = X
Node " User Profile
Sat = Any contains X ?
Yes Yes No
sat value = X \ —+— —
N ,@;ofile B—Yes ,@ode start om /Node Cann&
e contains X ? _- _"\ Sat X Start /'
\ - e

T 1

Yes

User
Ye Sat = any

/Node Start on the

Nﬂde start fm lowest Sat ID present in |
\ Master / the User's Profile/r

15.10.2.2 User assignment to the dedicated Satellites

Step 1: Navigate to Management/User Management

Step 2: Create or Edit existing user
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Username T Status Authenticator Email T Name T Role sat Disk Usage Start Date. Espiration Max RAM (GB) Max CPU. PoD Actions

|
Step 3: The User Cluster Server ~ ****
value “any” is set by default. [ ..
Choose the Satellite or Satellites Lo
to be assigned for this user. ®
o4 -
Authentisation O any
internal  ~
- [ master
uldis dzerkals@gmail. com -
NET:bEuuma sati02
1 -1

Satellites assignment per user (Editor or User) require Administrator account

Set the Cluster Satellites for the Lab Editor. This applies for Lab Editor roles. Lab Editor will
stick to selected Satellites. Lab Editor will be forced and allowed to use only selected Satellite
server or choose between the Satellite servers if it is assigned more than one server. If the Lab
has set to use any satellite server, then Lab Editor will be assigned to use lowest satellite ID.

Example: Lab Editor has assigned to use SAT1 (ID1) and SAT2 (ID2). The Lab has set to use
“any” satellite. This Editor lab will be automatically assigned to use first available Satellite with
lowest ID1, SAT1.

Editor has rights to change Satellite per node for own created Labs.

Editor cannot change satellite assignments for Shared Lab. The Shared Lab is recommended
to set “any” Cluster Satellite,

If the Lab is created on the Satellite servers which are NOT in the Lab Editor allowed Satellites
list, this lab will not start.

Example: Lab is created to use Master server only, but Lab Editor is allowed to use only SAT1
Server. Lab Editor will not be allowed to start this Lab.

If the Lab contains nodes which are assigned to run on the Satellite server which is NOT in Lab
Editor allowed Satellites list, this node will not start.

Example: Lab several nodes are assigned to use Master server only, but Lab Editor is allowed
to use only SAT1 Server. Lab Editor will not be allowed to start these nodes.

Set the Cluster Satellites for the Lab User. This applies for Lab User roles. Lab User will
stick to selected Satellites. Lab User will be forced and allowed to use only selected Satellite
server or servers.

Example: Lab User has assigned to use SAT1 (ID1) and SAT2 (ID2). The Lab has set to use

“any” satellite. This Lab User lab will be automatically assigned to use first available Satellite
with lowest ID1, SAT1.
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If the Lab is created on the Satellite servers which are NOT in the Lab User allowed Satellites
list, this lab will not start.

Example: Lab is created to use Master server only, but Lab User is allowed to use only SAT1
Server. Lab User will not be allowed to start this Lab.

If the Lab contains nodes which are assigned to run on the Satellite server which is NOT in Lab
User allowed Satellites list, this node will not start.

Example: Lab several nodes are assigned to use Master server only, but Lab User is allowed
to use only SAT1 Server. Lab User will not be allowed to start these nodes.

Option to assign cluster nodes for single lab devices.

Lab Side bar/Nodes, column SATELLITE, Select your cluster satellites for devices in the lab.

8 Configured Nodes Filter by Status: | All -

Lab Assigned Resources (Running/ Total) vCPU: 10/16 RAM: 47/59GB HDD: 10.44 GB

D NAME SATELLITE TEMPLATE BOOT IMAGE cPU CPU USAGE
1 R-XE2 master - iol x86_64_crb_linux-adventerprisek9-ms.bin = n/a

2 R-XE1 master - iol x86_64_crb_linux-adventerprisekg-ms.bin - na

3 NX0S-D1 master - nxosvok nxosvok-9300v64-10.3.3F - 2

4 NX0S-02 master - nxosvak nxosv9k-9300v64-10.3.3F - 2 -
5 SWHINT master - iol x86_64_crb_linux_I2-adventerprisek9-ms.bin - n/a

6 ASAVO1 master - asav asav-9-20-2-21 = 1 .
7 ASAVDZ master - asav asav-9-20-2-21 - 1 a
] Mgmt any - docker eve-gui-server:iatest - 2

9 win11 SATO1B - win win-11-x64-23H2v2A - 4

10 WS2022 SATO1B - winserver winserver-$2022-x64-21H2AL - 4

15.10.3 Master images synchronization with Satellites

Once you have assigned certain lab device to use
cluster Satellite node and start it, the automatic rsync
process is initiated from Master node copy necessary
image to the Satellite cluster member. During rsync
process between Master and Satellite lab device will
display “Clock” sign beside device. After image rsync
process is completed, Lab device will turn sign to
“Play”, running state.

©cskoon » cskoo2

Large size lab devices/images, rsync process can take some time. It depends of the network
speed between the cluster members.

Once the image is copied into Satellite node, lab device will start immediately. RSYNC process
initiates only once if particular device image does not exist on Satellite node.
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15.11Cluster system monitoring

15.11.1 Cluster Monitoring page

Navigate: System/Cluster Management
Information columns displaying live information about cluster members utilization
Satellite nodes have option to reboot or shutdown.

If the cluster is healthy and fully functional, the Status column will display “GREEN” name label
beside the cluster members.

&= Cluster Settings

D Name CPU  CPUUsage(%) Memory  RAM Usage(%) Swap  Swap Usage(%) Disk  Disk Usage(’) Actions
] I | EIEITI | BOME wszce [
T 8 seme | 40MB wszce oo

liems perpage: | 10~ 12002

If the Satellite node is down or not reachable, the Status column will display “RED” name label.

&= Cluster Settings

+ ADD MEMBER

o MName CPU  CPUUsagel%) Memory  RAM Usage(%) Swap  SwapUsage(%) Disk  Disk Usage(%) Actions
0 LI | name ] BOMB wazce [
1 sat001 s | 156 M8 | 40 MB 1933GB l [}

ftems per page: 10~ 120f2

If the Satellite node is reachable but malfunctioning, Agent service is stopped or crashed,
Status will be displayed as ‘YELLOW’ name label. (stop/reboot possible)

= Cluster Settings

+ ADD MEMBER

D Name CPU  CPUUsage(%) Memory  RAM Usage() Swap  Swap Usage(’) Disk  Disk Usage(’) Actions
0 LI | GEITI | 80M8 wazce ]
1 8 | 1seme | 40M8 wazee ] [ ICEN"]

ltems per page: | 10+ 12012

15.11.2 Satellite disaster recovery

Use case: If a satellite node crashed, was powered off while lab devices were running on it or
the connection to the satellite was lost, the Master node will still have these nodes in a running
state even if this is no longer the case.

To remediate this situation, you have to purge the local state information about the satellite
before recovering the satellite, booting it back up or recovering the connection.

Step 1: To verify status of lab nodes:

Navigate Management/Nodes management. If you observing that crashed Satellite nodes are
still alive and visible follow Step 2
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Node management /. T i ; # - Auanagement - Hhiodes managemen

Running node(s)

Labname LabID Username sat Node Name CPU usage (%) RAM usage (%) Diskusage(GB) ~ Template Action
1A _Trunka 1 e master PCs2 0 003 0.0035 docker 2ix
A Trunka 1 wtl - master PCS-1 0 0.02 0.0035 docker L]
JA_Trunka 1 uldis e master PC10-2 0 0.02 0.0035 docker & ox
JA_Trunka 1 uldiss master PC10-1 [ 0.02 0.0035 docker e x
/A_Trunka 1 uldis e sat2 Wz 072 063 00101 viosl2 Dix
1A Trunka 1 iz master P51 o 002 0.0031 docker o x
JA_Trunka 1 uldis sat2 swia 0.63 0.58 0.0101 viosi2 2%
/A_Trunka 1 wtl.o master PC10-1 [ 0.03 0.0035 docker L=
A_Trunka 1 uldis s master PCS-2 0 002 0.0031 docker o x
/A_Trunka 1 uldise master SW3 0.4 024 00101 viosl2 Dx
(A Trunka 1 uldis e master swi 038 023 0.0101 viosl2 L]
/A Trunka 1 whlL sat2 PC10-2 0 013 0 docker B2z

Step 2. Navigate: System/Cluster Management
Use Purge Button to clean crashed Satellite devices from the Master.

&= Cluster Settings

+ ADD MEMBER

D Name CPU  CPUUsage(s) Memory  RAM Usage(%) Swap  SwapUsage(s) Disk  Disk Usage(%) Actions
o master 8 n3ue 80MB 193368
| a i
1 (" eaton1 ) 8 sems | a0m8 wazca ]
Remsperpage: | 10~ 12002

& Confirm Purge

Are you sure you want to purge member "sat001" ?

This action will remove console entries for this member from the database

£

15.11.3 EVE Cluster Status

Navigate: System/Cluster Management

&= Cluster Settings

+ ADD MEMBER

D Name CPU  CPUUsage(s) Memory  RAM Usaga(’s) Swap  Swap Usage(’) Disk  Disk Usaga() Actions

] master : i aame ] 80MB wazee I

1 sat001 8 sem | 40MB wssee ] T 0 O
ems per page: | 10~ 12002

15.11.4  Cluster monitoring cli commands

On EVE Master:
Cluster System CLI Commands:

Check Cluster status:

root@eve-ng:~# unl wrapper -a showcluster

Jan 31 23:56:52 Jan 31 23:56:52 Online Check state: Valid
Cluster Status:
xR

0 master Online ( Local )

1 satl Online

2 sat?2 Online
xR E
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root@eve-ng:~#

SSH to the Satellite node from the Master status:
ssh 172.29.130.<satId>

###4#Example SSH to SAT1#####

root@eve-ng:~# ssh 172.29.130.1

Welcome to Ubuntu 22.04.5 LTS (GNU/Linux 4.20.17-eve-ng-uksm-wg+
x86_ 64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
Support: https://ubuntu.com/advantage

* Canonical Livepatch is available for installation.
- Reduce system reboots and improve kernel security. Activate at:
https://ubuntu.com/livepatch
Last login: Sun Jan 31 22:24:06 2021 from 10.6.6.14
root
root@eve-satl:~#

Check Cluster Satellite version:

root@eve-sat03:~# dpkg -1 eve-agent
Desired=Unknown/Install/Remove/Purge/Hold

l Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-
aWait/Trig-pend

|/ Err?=(none) /Reinst-required (Status,Err: uppercase=bad)

| |/ Name Version Architecture
Description

++4- - - -

ii eve-agent 7.0.0-XX amd64 Agent

for EVE-NG Sat Cluster member
root@eve-sat03:~#

15.12Cluster system upgrade
Pre-requisites: The Master node must reach internet and resolve DNS.
On the EVE Master CLI run commands:

apt update
apt upgrade

The cluster Satellites will upgrade automatically with EVE master. There no need any extra
upgrade run for Satellite nodes.

To update manually Satellite nodes from Master EVE:

root@eve-ng:~# unl wrapper -a updatesat

Feb 01 00:03:24 Feb 01 00:03:24 Online Check state: Valid

Feb 01 00:03:24 update sat 1

ii  eve-agent 7.0.0-XX amd64 Agent for EVE-NG Sat
Cluster member

Feb 01 00:03:24 update sat 2
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ii  eve-agent 7.0.0-XX
Cluster member
root@eve-ng:~#
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16 EVE Troubleshooting

16.1CLI diagnostic information display commands

16.1.1 Display full EVE Pro diagnostic

eve-info

16.1.2 Display the currently installed EVE Pro version:

dpkg -1 eve-ng-pro

t-Trig-pend

16.1.3 Display if EVEs Intel VT-X/EPT option on/off:

kvm-ok

16.1.4 Display EVEs CPU INFO:

lscpu

T o0t (e
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If the eve—ng—vg—root reaches 98% or 100% then you will need to expand the HDD in order
to continue using EVE. The Solution to expand your HDD is described in section 16.1

brctl show

enabled

nll 0_1_0

systemctl list-unit-files --state=enabled

enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled

NOTE: Sometimes after installation the Ubuntu or ESXi (known reported issue), your system
can change network interfaces (NICs) order.

EVE-NG, starting from version PE 5.0.1-77 has implemented NIC order script to fix your
network interfaces order.
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1. Log into your EVE as SSH, or native VNC server console as root user.
2. Navigate to cd /opt/ovf/

3. Run the script:

root@eve-ng-master:~# cd /opt/ovf/
root@eve-ng-master:/opt/ovi# ./nicorder-wizard

4. Follow the instructions on the screen to re-order your interfaces.

Reorder Nics
3E 3E I I I I I XX

5. After correction the initial boot order will be saved on your EVE server
6. Reboot your EVE server, the new order settings will be in force now.

NOTE: if you will run order script again, it will show you last saved order.

16.3 Expand EVEs System HDD

L IMPORTANT NOTE: DO NOT expand your current/existing HDD on your EVE VM!

16.3.1 HDD space alert
Important: by default, EVE will trigger alerts if there are 3GB or less HDD space available.

Additional nodes will not start until more space is added or freed up. A link is provided in the
notification blinking on how to properly add an additional HDD.

A

To edit HDD space threshold for the alert is customizable. please follow section: 7.4.1

Disk Critical Size

Minimal free space (GB)

200

16.3.2 Expand HDD on VMware Workstation
Expanding your EVEs system HDD is achieved by adding an additional HDD to your EVE VM.
Step 1: Stop all your labs and shutdown EVE.

Use EVE CLI command: shutdown -h now
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Step 2: Go to edit VM settings and add a new Hard drive.
Then click Next.

Step 3: Leave the recommended SCSI HDD option and then
click Next

Step 4: Make sure you have selected the option “Create a
new Virtual disk.”

Step 5: Set your desirable HDD Size; example 200GB.

Step 6: Make sure you have set the option “Store Virtual disk as a single file” and then click
Next

Step 7: Optional: Specify the location of where your new HDD will be stored, then click Finish.

Step 8: Boot your EVE VM, HDD size will be expanded automatically. To verify, use the
command to verify HDD utilization referenced in section 16.1.6

16.3.3 Expand your HDD on ESXi
Expanding your EVEs system HDD is achieved by adding an additional HDD to your EVE VM.
Step 1: Stop all your labs and shutdown EVE.
Use EVE CLI command: shutdown -h now

Step 2: Go to edit VM settings and add a new Hard
drive. Then click Next

Step 3: Make sure you have selected the option “Create
a new Virtual disk.” Then click Next

Step 4: Set your desirable HDD Size; example 200GB.
Step 5: It is recommended to set the Thick Provision Lazy Zeroed HDD option.

Step 6: Specify the location of where your new HDD will be stored and then click Next
Step 7: Leave the recommended SCSI HDD option as is and click Finish.

Step 8: Boot your EVE VM, the HDD size will be expanded automatically. To verify, use the
command to verify HDD utilization referenced in section 16.1.6

16.3.4 Expand your HDD on a Bare Metal EVE Server
It is a complicated process to expand a HDD for a bare metal EVE server.

https://www.eve-ng.net/wp-content/uploads/2023/03/EVE-Doc-3023-LVM-HDD-systems. pdf
Please open a ticket in our Live chat support for advice.

https://webchat.eve-ng.net/login/

Use a google account to join in the Live Chat or create new chat account.
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16.4Reset Management IP

Type the following commands into the CLI followed by enter:
rm -f /opt/ovf/.configured

su —

http://www.eve-ng.net/documentation/installation/bare-installlP address setup wizard. Please
follow the steps in section 3.8.1 for Static IP or 3.8.2 for DHCP IP setup.

16.5EVE PRO SQL Database recovery

Starting EVE PRO version 3.0.1-21 and later, you can recover SQL user database in case of
disaster:

unl wrapper -a restoredb

16.6 EVE PRO Migration from host to host

The best option to migrate all data from one EVE-NG host to another is to use EVE-NG Backup
solution. Please refer section 19

16.7EVE Log files

EVE log

Files can be obtained from the System Logs page under the System dropdown menu

£ System ~ © Information ~

System settings

Use the menu to collect log file data you are interested in.

= System Logs

Select Log
{bsl access.log - l 20 Search Pattern
sslaccess log
license service
b 582 "https://1v.eve-ng.net/" "Mozi11a/5.0 (Windows NT 10.8; Win6é; Vi142.0) Gecko/20100101 Firefox/142.0"

b 582
b 582
B s81

“https://1v.eve-ng.net/" "Mozilla/5.0 (Windows NT 10.0;
“https://1v.ove-ng.net/" "Mozilla/5.8 (Windows NT 1
“https://1v.eve-ng.net/" "Mozi113/5.8 (Windows NT 1

rvi142.8) Gecko/20100101 Firefox/142.0"
£v:142.8) Gocko/20108101 Firefox/142.8"
rvi142.8) Gecko/20108101 Firefox/142.6"

process-scanner

local units b 581 "https://lv.eve-ng.net/" "Mozilla/s.@ (Windows NT 1 n6s rVi142.9) Gecko/20100101 Firefox/142.0"
B 581 "https://1v.eve-ng.net/” "Mozi113/5.0 (Windows NT 10.9; WINGé; x64; rvi12.8) Gecko/20100101 Firefox/142.0”

aplax Bwjdw.ds HTTP/1.1% 200 2765 “https://lv.eve-ng.net/" “Mozilla/5.0 (Windows NT 10.9; Winbd; x64; rvi142.8) Gecko/20109101 Firefox/142,0"
CIFK.35 HTTP/1.1% 200 2454 "https://1v.eve-ng.net/" "Mozilla/5.0 (Windows NT 1.8; Win6d; x64; rv:142.8) Gecko/20100161 Firefox/142.0"
SYJg.css HTTP/1.1° 200 719 "nttps://lv.eve-ng.net/" "Mozil1a/5.0 (Windows NT 18.8; Win6d; X64; rv:142.8) Gecko/20100181 Firefox/142.0"

ssherrorlog DEEgO.css HTTP/1.1% 200 767 "https://lv.eve-ng.net/"” "Mozilla/5.0 (Windows NT 10.8; Win6d; x64; rvi142.0) Gecko/20100101 Firefox/142.6"

7762346179 HTTP/1.1% 200 286 "https://lv.eve-ng.net/" "Mozilla/5.0 (Windows NT 18.8; Wn6d; x64; rv:142.0) Gecko/20100161 Firefox/142.8"
wzes0 Tz

62.30.77.209 -
62.30.77.209
62.30.77.209 - -
62.30.77.209
62.30.77.209 - -
62.30.77.209 - -
62.30.77.209

< L1375epr 282571119 0 +o00Y]
- [13/sep/2 19:68 +0000]
[13/5ep/2025:11:19:08 +6000]
[13/50p/2025:11:19:10 +0000]
[13/5ep/2025:11:19:13 +0000]
[13/5€p/2025:11:19:13 +0000)
[13/5ep/2025:11:19:15 +0090]
[13/5ep/2025:11:19:18 +0000]

‘GETONIINE.VersSION? tS=1/57762346289 HTTP/1.1" 260 286 "https://lv.eve-ng.net/" “Mozilla/5.0 (Windows NT 16.8; Win6d; x64; rvi142.8) Gecko/20109181 Firefox/142.0"
"GET /api/auth HTTP/1.1" 208 756 "https://lv.eve-ng.net/" *Mozilla/5.@ (Windows NT 10.9; Win64; x64; rvi142.8) Gecko/20100101 Firefox/142.0"

“GET /api/logs/ssl-access.10g/28/ HTTP/1.1" 200 4175 “https://lv.eve-ng.net/” "Mozil13/5.® (Windows NT 10.8; Wind; x64; rv:142.8) Gecko/20100101 Firefox/142.0"
GET /api/logs/ssl-access.log/20/ HTTP/1.1° 200 894 “https://lv.eve-ng.net/* "Nozilla/s.® (Windows NT 10.8; Wind; x64; rvi142.8) Gecko/20100101 Firefox/142.0"
“GET /api/poll HTTP/1.1" 200 582 "https://lv.eve-ng.net/" "Mozilla/S.@ (Windows NT 10.9; Win6d; x64; rv:142.0) Gecko/20100101 Firefox/142.6"

"GET /api/logs/ssl-access.log/20/ HTTP/1.1" 200 982 “https://lv.eve-ng.net/" "Mozilla/s.0 (Windows NT 1.0; Win64; x64; rv:142.8) Gecko/20108101 Firefox/142."
“GET /api/logs/ssl-access,10g/28/ HTTP/1.1" 260 901 "https://lv.eve-ng.net/” “Mozilla/5.@ (Windows NT 10.8; Win64; x64; rvi142.8) Gecko/20108101 Firefox/142.6"

‘GET /api/poll KTTP/1.1" 268 582 "https://lv.eve-ng.net/" "Mozilla/5.0 (Windows NT 16.0; Win64; x64; rvil142.8) Gecko/20108101 Firefox/142.8"

16.8EVE cli diagnostic info

Use EVE cli to obtain your EVE information:
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eve—-info

This will collect all information and state about your EVE. Report file is stored: Report file:
/tmp/eve-info-eve-ng-20260621-144157.txt
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17 EVE Extras

17.1 EVE Pro Login page customization

To customize EVE-NG Pro Login page you have to create

custom information display file in location: ~\ /7
/opt/unetlab/html/custom.html eve

Emulated Virtual Environment

Content of this file is free of your choice how and what to add. Next Generation
Example of custom.html file for Login page output with custom Lo i
LOgO and information: Sign in to start your session

‘ o
[ —3

| ol

‘ HTML console v

o
Welcome to RSA Labbine Services

cat /opt/unetlab/html/custom.html
<figure class="table">
<table>
<tbody>
<tr>
<td>
<figure class="image">
<img style="aspect-ratio:64/64;"

src="data:image/png;base64, iVBORWOKGgoAAAANSUhEUgAAAEAAAABACAYAAACgaX
HeAAAABMJILROQA/wD/AP+gvaeTAAAGUO1EQVR4N02Ze3BRUIRNAL/ fudrvZIGQO3kIaX4SW
ME4qIpYEQE8tgaVF0ikBIE6LS6rSdwR1xt086CkPIWHyMt ZURKAAIJkZRSpOBHYBgNAb1
1AgkzEBC2AQ0kew]j2d1kd++9/WP17G6yyedmGTIZ7++v853Hd772z3XP0O9+1Z0NHROJHRO
dHROJHROdHR+bYhnZmZXwcsGmlDRgm7PNoWjDa6A0bbgNHmMW+8A42hMKplMpEyehdJyejt
rdTeDS121i9vaNhSnwHTDO0AM]l sHrBddbvxff4F7urX6T15amBFkkTm7SuwlvOM84L5SAZ
DuE1R8Defx/NBLe79b9LbeCYh4303PkbKNVMB8Hz4MY 6dLyUOLsgseGHw2190IFvS4mvS
NBy79tBRvhOOLbpN1pn0Z2DmzZd94evV01lv4x1la71jdX0cfTPnXMe3g60IJWPR6ab16G2tUV3
9Yw90SPgHKSE++nx6PgDIMZpM6ZhTE3FyQJ23330jgcd054MapfVvHa80JV1a63DulH5sJd
29ezvG3FxS86ZiWXIz5vnzuPzMc3EXD2C7Z232ULKenklV0F45dexJdEpDEDVDW1dNaugF
/B4MBW1kJOX/6LUgSqtdLO06JCVKIPAM1 70xrz9d8FoOMvTwWx0ZMgOPAIX7HEAYLDZmEN7
HpLJFFUfaLtI89KfgKIMO] 6CEUiEFAVHRSVAh94BQLZYMN+4IKpLyjVIRNNZzQe2AqgItF
xL6+1nFa8TiPUePEWzZVCM0zZTIZty5NyvwRC40B8y2ibLBao90oUh10U039YOKx5JIMBa2
mxkB27K3Htgxay7d6ypPSNmAPMC+aLcgCtLagt+90jopzzm018%/0fxe2dLBk/vhXjpIlk
A+M+34P24DufeahFGOwoWiuOWCMN2gGyxkPO7h7EsLgAgcMFOz39PRvXp/NsOek83fjNA
x1pazIz3D5P35gtk//p+Ug+dmfB8lrt LRA1V+QpoGkpndl1vHYrZJ679CEfeMwHLTYgb+8
OWm/auGWSc+wnZ/6HLUFIX2zdv6XUKgl4t9XRmOnS+hejyi3jxvLhMefpDphw+St78g7v
Ew5V9H2ve/F5rL14P7jQ0izbG7UpQz77gtFJkSYEGO8NWEfwDhxIga5+eIyCn7VzgqWND+E
5e1zmGNXro6P8SZoLf0THINK8dfVoEY4yz5/H1F3PM+m5p5FSUNMLgiAx97gP/RnG5hdx7
uhHf8QYAJKORrJKihNYyJAdowSAd2/4alnt6aFmbmu633407VnG6cFRUO1g6gaZzFt9D+6
Bb855pFe+aK5Yx/cG0O/cQabjcyVKATsjLj4ruCoCO8CalnRoBnsFYZ8B310HhMhTTKbsZ
auS1gH4nDg3FtFy20/xVWzX9RbS9chGaNztKziNWIBvs/+Q++p0/30db9zhICOFQBDd b
JEsg8h3UJdmwtF9s4+1£f31ds5WbRgkPbHt6IFgyGjMjOjdPUNfa6XX4mt SEFFw7g3vDOuG
MpCkQecelgP8Z5twVdAWEjDSbmbDpgSHrOnr9aP5AWAGEyxnL1wmHKAGHSLpi4aquEVmoa
c5sLD8Y/LVv2GHW81PPojhdAIxbdSfmeXP79TFMGE /uts2Dxv6sorvEj67gpS9FdgdoQl
/VadP+dFbdXXQdOChk24a7B7V/208B1itNF5/MvkPP7ROCWyXn0D91L1keltDmPbGLcml1V
krVmFt/4Evrp6AhfsgD09GMaPJ/2WJIWQsCoewnTt3g6oCoa+YVrDwmOWpuKpfi2uTo+J1l
sorXgiSRvrSQ1lFkzoi7aSEbkQcS5Z2y9ZxWtInTGAtBtvIGPS5MroPhyKCbEnDACUzk2Us1
wtEOhQLV1UNzsp9Qrb+PPwFu48cES5fcYPjPnsNo+wmWJITeBIGFAX0L741tj9017BIJtbQ
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TsrSgRW7IvWiDA1+XbCdhbCdhbsZasAzmkWvX6aFm5mksPPITnvEdRvd7+ChQF3/EGLV5
yI1/98THxIWVLGMk3XC/O0RjomA]VWpWPXH]EurWDhgCHx6v8vIMukTp+GIduGZDKhut 34
m85HZYJJIf1DQivUIPEfAGESfxAZMVQVE1IMzNMU+k8khKbIsPaVglKNpFUPRMMZ fhdVXZ
589ea7Lat4HtMTtHOMx7Q0BZZjvAw0oaGglb2zJB0jKxJVw8N7e3Z2Zxs/uyKP67G8AHydrJ
4x6wAJ6Y1IefLFBRi/w92T1jFUHED6Nn6LSRVPVBYV/Qs0J2MIiNIF9G0phEz7S0ogSdIWCEg
9ns5tPdX5vIin502SNXySoyiXCpuno60j060j060j060706IwB/g/1L3krjKEM6AAAAABT
RUSErkJggg==" width="64" height="64">
</figure>
</td>
<td>
<span style="color:hsl (210, 75%, 60%);margin-
left:10px;">Welcome to RSA Labbing Services</span>
</td>
</tr>
</tbody>
</table>
</figure>

17.2EVE Pro Radius server setup for user authentication

A Mandatory Prerequisites: Updated EVE-PRO version 2.0.6-30 or later.

Please follow section: 7.4.1
RADIUS Settings

Primary Server
Port Secret

192 .| 168 .70 L2201 1812 > eceocee ©®
Secondary Server
Port Secret
0 .| 0 .0 .0 1812 > TTTITY] ®

17.2.1 EVE User setup for Radius authentication

Step 1: Open the User management submenu. Management>User management and click Add
user

Step 2: The Add New User management window will pop up. Fill in the main information about
your EVE user. Make sure that you’re the username of the account created in EVE matches
with the Radius server database.

Step 3: Select Authentication “radius”. Any existing password will be removed, because the
authenticator will check with the Radius server for credentials.

User Name*
test2
Password

Confirm Password

Authentication

|~ radius -

Step 4: If you have purchased licenses for different EVE user roles, you can choose the
preferred user role. For licensing and user roles please refer to section 4
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Role
Lab Editor ~

Administrator
Lab Editor

Lab User

POD*

Quotas
cPu RAM (6B)
-1 -1

Step 5: Set the access date and time From - to. If the fields are left empty (untouched), your
user will have no time restrictions for accessing the EVE Server. Account validity with time
settings is available for Editor and User roles only.

L Admin accounts have no time limit for account validity, and Account Validity time cannot
be set. To remove Account validity, delete Date From and To, and put value “-1”

Account Validity

From To

23/04/2025 09:00 30/04/2025 00:00

To remove Account validity, delete Date From and To, and put value “-1”
Account Validity

From To

-1 -1

Step 6: The POD number is a value assigned to user accounts automatically. POD numbers
are like user profiles inside of EVE and are a unique value for every user Think of PODs like a
virtual rack of equipment for each user. Admins can assign a preferred number between 1-
32786. Please keep POD numbers unique between users!

Step 7: Press Save

Step 8. The username created inside EVE must match the username on the Radius server

Example: EVE user authenticated with Cisco ISE Radius server.
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User management

Database of users

EVE Pro Radius user

Authentication Details

5200 Authentication succeeded

= s 2.1 EVE Authenticated user
—

NAS IPv4 Address 192.168.90.228
Authorizatien Profile PemitAccess

Response ime

17.3 Active Directory user authentication

A Mandatory Prerequisites: Updated EVE-PRO version 2.0.6-30 or later.

To join Active Directory to the EVE, please follow section: 7.4.1
Active Directory Settings

Server

Port
192 . 168 .| 70 . 200 389 < TLS

Base DN

dc=eve,dc=lab

Active Directory Group

EVE Users

17.3.1 EVE User setup for AD (LDAP) authentication

Step 1: Open the User management submenu. Management>User management and click Add
user

Step 2: The Add New User management window will pop up. Fill in the main information about
your EVE user. Make sure that you’re the username of the account created in EVE matches
with the Radius server database.

Note: The username in of the Active directory user account must match with AD username.
Username must have domain at the end of username. Example: evelabuser@eve.lab

Step 3: Select the Active Directory from Authentication menu. Any existing password will be
removed, because the authenticator will check with the Active Directory server for credentials.
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User Name*

johnr@eve.lab

Password
Confirm Password

Authentication

active directory =

Name*

Active Direcory User John

Email*

john@eve.lab

Step 4: If you have purchased licenses for different EVE user roles, you can choose the
preferred user role. For licensing and user roles please refer to section 4

Role
Lab Editor =

Administrator
Lab Editor

Lab User

POD*

Quotas
cPU RAM (GB)
-1 -1

Step 5: Set the access date and time From - to. If the fields are left empty (untouched), your
user will have no time restrictions for accessing the EVE Server. Account validity with time
settings is available for Editor and User roles only.

% Admin accounts have no time limit for account validity, and Account Validity time cannot
be set.

Account Validity

From To

23/04/2025 09:00 30/04/2025 00:00

To remove Account validity, delete Date: From and To, and put value “-1”
Account Validity

Frem To

-1 ]

Step 6: The POD number is a value assigned to user accounts automatically. POD numbers
are like user profiles inside of EVE and are a unique value for every user Think of PODs like a
virtual rack of equipment for each user. Admins can assign a preferred number between 1-
32786. Please keep POD numbers unique between users!

Step 7: Press Save

Step 8. The username created inside EVE must match the username on the Radius server
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17.4Lab Chat

Refer section: 7.9.14

LAB CHATROOM

[10:42:52] widis joined

]
[10:43:18] admin foimed
[10:43:24] admin: hello uldis
]

[10:43:34] uldis: hello admin

17.5Custom MAC address for node management
NOTE: Custom first MAC is supported for Qemu nodes only.

Qemu nodes has option to change first interface MAC address.

Additional Options

uuiD First Eth MAC Address

91386df0-f3d5-4212-95b9-ac20659bd456 20:22:00:0a:00:01

17.6Windows node settings for Wifi dongle
Using a Wifi USB dongle, you can connect a WiFi-adapter to windows host inside EVE.
Step 1. Connect your USB Wifi dongle to your EVE server.

Step 2. Issue the following command on the EVE CLI to obtain BUS and host numbers which
your USB WiFi is connected to:

lsusb

Step 3. Add the windows node onto the topology and edit the Qemu line:
Change the type value:

type=q35
Add a comma and then the following line:
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if=virtio -usb -device usb-host,hostbus=2,hostaddr=2

Where hostbus is your Bus value and hostaddr is your Device ID as seen in the figure above.
Full Windows host gemu line will look like this:

-machine type=qg35,accel=kvm -cpu

host, +pcid, +kvm pv _unhalt, +kvm pv eoi,hv spinlocks=0x1fff,hv vapic, hv
_time,hv reset,hv _vpindex,hv runtime,hv relaxed,hv synic,hv_stimer -
vga std -usbdevice tablet -boot order=cd -drive
file=/opt/gemu/share/gemu/virtio-win-

drivers.img,index=1,if=floppy, readonly,if=virtio -usb -device usb-
host, hostbus=2, hostaddr=2

Additional Settings

QEMU Settings

QEMU Version QEMU Arch QEMU Nic

4.1.0 (tpl) - x86_64 (tpl) - vmxnet3 (tpl) -
QEMU custom options

-machine type=pc,accel=kvm -cpu host -serial mon:stdio -nographic -no-user-config -nodefaults -rtc base=utc

17.7Master Server NIC ports order change
Some of the servers has Network interface cards with multi and various ethernet type ports.
Example: Some DELL R series servers has first 2 Fibre ports (SFP) and additional 4 Ethernet
ports. Requirement is to set EVE management on the 3™ port.
Supported starting from version 5.0.1-93.
Workaround:

%+ SSH or use serial console to your EVE CLI as root user.

% Navigate CLI to:

cd /opt/ovf/
+ Run NIC order setup wizard

./nicorder-wizard

% Follow the instructions on the screen to set primary NIC for your EVE

Reorder Nics
3 3 3E 36 I I I I W EE
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R/

+ reboot your EVE to get new order in force

17.8 Satellite Server NIC ports order change
Some of the servers has Network interface cards with multi and various ethernet type ports.
Example: Some DELL R series servers has first 2 Fibre ports (SFP) and additional 4 Ethernet
ports. Requirement is to set EVE management on the 3 port.
Workaround:
% SSH or use serial console to your EVE CLI as root user.
< Execute link set up command for all interfaces
1ls -1 /sys/class/net/ | while read i ; do 1ip link set $i up ; done
« Detect which interface is up state

1ls -1 /sys/class/net/ | while read i ; do echo $i $(ethtool $i | grep
Link) ; done

grep Link) ; done

R/

< Edit netplan yaml file with correct interface name:

nano /etc/netplan/0l-netcfg.yaml

§.10

"1.1.1.1" ]

+ To save netplan settings use: CTRL +o [letter 0]; Enter; CTRL +x [for exit]
+ Run test the new network settings, enter

netplan try
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: ENTER before the timeout to accept the new configuration

112 seconds

R/

< Apply new network settings and reboot
netplan apply

reboot
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18 Images for EVE

Images must be uploaded and prepared before they can be used in labs. The best way to
upload images is to use the WinSCP tool for Windows environment or FileZilla for MAC OSX
and Linux.

Link to download WinSCP:

https://winscp.net/eng/download.php

Link to download FileZilla:

https://filezilla-project.org/

To access EVE, use SSH protocol (port 22).

Supported images for EVE are stored in the three locations:
e IOL (I0S on Linux), /opt/unetlab/addons/iol/bin/
e Dynamips images, /opt/unetlab/addons/dynamips

e Qemu images, /opt/unetlab/addons/gemu

18.1 Qemu image naming table

L\ IMPORTANT NOTE: Intel VT-X/EPT must be enabled to run Qemu nodes in EVE. For
information on how to enable this option, Refer to section 3: EVE Installation.

The directory names used for QEMU images are very sensitive and must match the table below
exactly in order to work.

Ensure your image folder name starts as per the table. After the "-" you can add whatever you
like to label the image. We recommend using the version of your image.

Folder name examples:

firepower6-FTD-6.2.1
acs-5.8.1.4

The image hdd inside the folder must be named correctly:
Example: hda.qcow?2 or virtioa.qcow2

Full path Example: opt/unetlab/addons/gemu/acs-5.8.1.4/hda.qcow?2
The table of proper folder names is provided in our website:

https://www.eve-ng.net/index.php/documentation/gemu-image-namings/

Supported HDD formats and Qemu versions for the EVE images:

HDD Format HDD name example
Isi([a-z]+).qcow Isia.gcow
hd([a-z]+).gcow hda.qcow
virtide([a-z]+).gcow | virtidea.qcow
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virtio([a-z]+).qcow virtioa.qcow
scsi([a-z]+).qgcow scsia.qcow
sata([a-z]+).qcow sataa.qcow

Supported Qemu Versions
1.3.1
2.0.2
2.2.0
2.4.0
2.5.0
2.6.2
2.12.0
3.1.0
4.1.0
5.2.0
6.0.0
7.2.9

8.2.1
9.2.2

18.2How to prepare images for EVE
How to add EVE-NG images please refer to:

https://www.eve-ng.net/index.php/documentation/howtos/

18.3How to add custom image template

18.3.1 Templates folder choice

A IMPORTANT NOTE: Starting from EVE-PRO Version 2.0.6-42, EVE installation is
autodetecting what kind of CPU manufacturer has your server: Intel or AMD, to choose proper
templates set. You can check it manually on EVE cli: example below, showing that EVE has
Intel CPU.

root@eve-ng:~# lsmod | grep “kvm
kvm intel 212992 74
root@eve-ng: ~#

e If you have Intel CPU, then your template files are in
"lopt/unetlab/html/templates/intel/"

e If you have AMD CPU, then your template files are in
"Jopt/unetlab/html/templates/amd/"

18.3.2 Prepare template file

'\ NOTE: For templates development use templates folder which is matching your EVE server
CPU.
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Example below will be based for Intel CPU EVE custom image template. Use EVE cli or
WInSCP/Filezilla to create template.

Step 1: Navigate to EVE location: /opt/unetlab/html/templates/intel/

Step 2: Choose your most suitable template from which you want to make copy and create own
image template. (example: newimage.yml)

Jopt/unetlab/html/templates/intel/
Name .
I kerio.yml
HNinux.yml
Imikrotik.yml
Inewimage.ym| =
Insvpxyml
Insx.yml
Inxosv3lk.yml
lolive.yml
lostinato.yml

losxyml

Step 3: Make a copy from source template newimage.yml. Example: Using CLI create template
and name it ngips.yml.

cp /opt/unetlab/html/templates/intel/newimage.yml /opt/unetlab/html/templates/intel/ngips.yml

You can create new template using WinSCP or Filezilla as well.

IMPORTANT: The new name of your template will be related to your image foldername. Your
image foldername must start with prefix “ngips- “

Example: image foldername under /opt/unetlab/addons/gemu/ngips-6.5.0-115

ise-2.6.0.156.SPA-L
junipervrr-19.2R1-S2.2
kerio-control-9.3.2
linux-—mint-18.3-cinnamon-64bit

arubacx-10.04-1000 linux-slax-64bit-9.3.0

aruba-VMC_8.4.0.3 linux-slax-64bit-9.3.0.tar.gz
asa-915-16-k8-CL-L mikrotik-6.44.5

asav-9131-100 ngips-6.5.0-115

asav-971-001 nsvpx-12.0.53.13

18.3.3 Prepare interface format and name lines

EVE Pro has included option to create various interface names, sequences and numbering.
Please refer table below.

Formula Template line format | Will
example produce
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Gil/0
eth_format: <prefix>{<first value for slot: example | eth_format: Gi{1}/{0-8} Gil/1
1>}<separator>{<first value for port>-<number of Gil/2
port per slot: example 8>} Gil/3
Gil/4
Gil/5
Gil/6
Gil/7
Gi2/0
Gi2/1

Ge0/0
eth_format: <prefix>{<first value for slot: example | eth_format: Ge{0}/{0-4} GeO/1
0>}<separator>{<first value for port>-<number of Ge0/2
port per slot: example 4>} Ge0/3
Gell0
Gel/2
Gel/3
Ge2/0
Ge2/1
Ge2/2

Gi0
eth_format: <prefix>{<first value>} eth_format: Gi{0} Gil
Gi2
Gi3

G0/0
eth_format: <prefix>{<first value>} eth_format: GO/{0} GO0/1
G0/2
GO0/3

eth_name: M1
eth_name: <prefix: Interface custom name> - M1 T1
-T1 T2
-T2

eth_name: MGMT
eth_name: <prefix: Interface custom name> - MGMT DATA
- DATA TRAFFIC
- TRAFFIC

Combined first named interface following by formatted interfaces Example: We have to
set first node interface name “ethO/mgmt” and next following interfaces must start from eth1
and change sequence accordingly. eth1, eth2,....,ethx

As your node first interface will be custom named (ethO/mgmt), therefore in the template
“eth_name:” must be added before “eth_format:”

eth name:
- eth0/mgmt
eth format: G{1}
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This adding will produce Node interface names.

) (ein) (o2 ) (22
A L 2
C8K001 C8K002
Source node (C8K001)
Choose Interface for Source
Gi1 ~_ T

Destination node (C8K002)
Choose Interface for Destination

Gi2

18.3.4 Edit your new template file:

For edit newly created template you can use WIinSCP, FileZilla or cli. Example below shows
template edit using cli and nano editor

cd /opt/unetlab/html/templates/intel/
nano ngips.yml

Change content, setting for various images can vary depends of vendor requirements. The
interface name lines please refer Section: 18.3.3

Copyright (c) 2016, Andrea Dainese
Copyright (c) 2018, Alain Degreffe
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

* Neither the name of the UNetLab Ltd nor the name of EVE-NG Ltd nor the
names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL <COPYRIGHT HOLDER> BE LIABLE FOR ANY

DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND

ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

| == = = S 3k S e e S 3k S S S S SR 3 S o S S 3k 3 S S S

type: gemu

name: NGIPS —e=—— Nodename ontheTopology  mnees
description: Cisco FirePower NGIPS - Nodelistname
cpulimit: 1

icon: IPS.png

cpu: 4

ram: 8192 Add Node

ethernet: 3

eth name: Template

- eth0/mgmt

eth format: eth{l} Search Templates

console: vnc O ngips

Shutdown 5 1 Cisco Firepower NGIPS 7
e

&
gemu_arch: x86 64

gemu_version: 2.4.0
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gemu_nic: e1000
gemu_options: -machine type=pc,accel=kvm -serial none -nographic -no-user-config
-nodefaults -display none -vga std -rtc base=utc -cpu host

Note: Qemu options in the line may vary per image requirements. Please check manufacturer
advice how to run KVM image

18.3.5 Prepare new icon for your template:

Step 1 Use Filezilla or Winscp to copy your custom icon IPS.png (icon filename IPS.png used
in ngips.yml)

This icon should be about 30-60 x 30-60 in the png format (switch.png is for example 65 x 33,
8-bit/color RGBA)

Step 2 Copy this new icon into /opt/unetlab/html/images/icons/

18.3.6 Template use

Step 1 Create directory /opt/unetlab/addons/gemu/ngips-6.5.0-115

mkdir /opt/unetlab/addons/gemu/ngips-6.5.0-115

Step 2 Upload image NGIPS, Refer Section:; 18.2

18.4How to hide unused images in the node list

Please follow section 7.4.1 or 7.9.1.1

© EVE-NG LTD Page 279 of 285



. QV,V,EG . EVE-NG Professional Cookbook
e Version 7.7 June, 2026

19 EVE Backup Solution

EVE NG Software provides full and partial content backup Starting from:

EVE Professional 5.0.1-131 with Cluster

EVE Community 5.0.1-20

EVE Backup Solution supported transfer protocols: SFTP port 22 or FTP port 23.

EVE Backup solution requires to have an external SFTP/FTP server where the EVE-NG
content will be stored. The SFTP/FTP server HDD size must be chosen appropriately.

19.1Backup manager

19.1.1 Backup Manager Installation

L\ Mandatory Prerequisites: The Internet must be reachable from your server. DNS
names must be resolved. This Backup solution installation requires internet access to
get updates and install the latest EVE-Professional or Community version from the
EVE-NG repository.

SSH to your EVE as root user and execute following commands.

root@eve-ng:~# apt update
root@eve-ng:~# apt install eve-backup-manager
root@eve-ng:~# reboot

19.1.2 Setup external SFTP or FTP server
SFTP server setup is EVE user’s responsibility and not covered under EVE-NG support.

In order to use the backup tool, you are required to set up an external SFTP/FTP server. This
part is not supported by EVE-NG support, because every user can install and establish a server
in its own way. The main pre-requisite is: The SFTP server must be reachable two ways from
the EVE server and back from the SFTP server to EVE.

Examples of external SFTP server setup:
https://www.eve-ng.net/wp-content/uploads/2024/03/EVE-Doc-2024-External-SFTP-

Server.pdf

19.1.3 Backup Manager SFTP/FTP settings
L IMPORTANT NOTE: It's a must to stop all running labs (nodes) before starting a
backup process. If you have satellites, then make sure they are and connected to the
Master. Satellites backup will be done automatically.

SSH to your EVE as root user and execute following command.

root@eve-ng:~# backup-manager
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I (r)

I
| (g) Quit
I
I
I
[

Select option (e) Edit Backup Server

o

I
I
I
I
I
I
I
I
I
I Server Protocc SFTP
I
Il S G store
I
I
I
I
I
I
l
I
[
I

Server Protocol: Select your designated backup server protocol FTP or SFTP

Server Label: Name your Server Label, free to name it.

Server Address: Put your backup server IP,

Remote directory: For Linux servers, specify the target directory. The example above is
[sftpuser/. This is the directory where the backup uploads will be stored. On the Windows SFTP
server, this part can be left clear. All uploads will be stored in the sftp user-designated directory.
Username: Put your SFTP server username

Password: Put your SFTP user password

Submit

19.2Create an EVE-NG Backup

SSH to your EVE as root user and execute following command.

root@eve-ng:~# backup-manager

Select option (c) Create Backup.

i Backup Manager Main Mehlssssssssssssscscsscsse s s e e e ———————
I

[R{WCreate Backup I

I I
| (r) Restore Backup |
I
I

19.2.1 Backup option All

Every time when you run All backup process, EVE backup manager will create new backup
folder [hostname]-[date]-[backup ID] with selected backup content.

Select your backup items:
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Templa
Tmp Fo
Mirroring

Create Cancel

Select All: the backup manager will create directory with all contents of EVE which includes:
Labs,

Users Database,

All images (Dynamips, I0L, Qemu),

Templates of all images including Custom templates, config scripts and icons,

TMP Folder (TMP folder contains all of your labs saved configurations and gemu
nodes)

19.2.2 Backup option custom selected

Every time when you run a custom selected backup process, EVE backup manager will create
new backup folder [hostname]-[date]-[backup ID] with selected backup content.

Select Custom items: For example, if you want to back up only labs, images and full labs with
a tmp directory, your selection should look like the screenshot below.

I
I
I
I
I
| A
I
I
I
| D
I
I
I
| Templat onfig ript backup
I
| Tmp Folders backup
-
| Mirr
I

I Create Cancel

This backup folder will only contain Lab files (topologies), all images (vendor images) from the
EVE in the current stage and the TMP folder (saved labs with all configurations) for all EVE
users.

19.2.3 Backup option with Mirroring selected

First time when you run Mirror backup process, EVE backup manager will create new backup
folder “[hostname]-eve-ng-mirror” with selected backup content.

Select Mirroring: The mirroring option creates a single Folder named “[hosthame]-eve-ng-
mirror”.
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Using this option will only back up content of the new data added after the first backup. EVE
Backup will compare data that already persists in the backup folder and will update only new
items which have been changed after the backup is saved in the “[hostname]-eve-ng-mirror”. It
is recommended to select all items with a mirror option.

Templa
Tmp Folde
Mirroring

Cancel

19.3Restore data from EVE-NG Backup

SSH to your EVE as root user and execute following command.

root@eve-ng:~# backup-manager

Select option (r) Restore Backup.

19.3.1 Select restore backup folder

IMPORTANT: Select a desired backup folder, following by Restore.

rRestore Backups=====sccsccsccccssccsscsscsscscsscsssssscscssssss=cs=cssssssssss=s==ss=s=ssss==s===========
I
I
I Select Item to restore
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

I
I Cancel
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19.3.2 Select the items to restore

All: (Mirroring disabled) This option is useful to restore all data from backup to the new EVE
installation. Backup manager will compare your existing data on your EVE with backup content
and will restore only missing data.

Custom selected items: (Mirroring disabled) This option will restore custom selected items’ data
from backup to the new EVE installation. Backup manager will compare your existing data on
your EVE with backup content and will restore only missing data.

Important: Restoring cluster satellite server TMP folder content for the new EVE install. Make
sure that the Satellite ID matches your tmp-satellite folder number (ID)

da

image
lab

tmp-ma

mirroring

Restore Cancel

Careful! Mirroring enabled! This option will restore selected data from backup to the EVE
installation. Backup manager will replace all data on your EVE with backup content and will
destroy data which does not exist in backup.

[P

Warning

VOU Ccan T A=
from hackup.

19.4EVE-NG Backup session termination

In case you want stop/terminate started backup or restore, SSH to your EVE and use:

pkill eve backup.sh
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20 EVE Resources

For advanced users Only. You can find API documentation in your EVE PRO: Error!
Hyperlink reference not valid. Please note, that any usage or EVE software amendment
using this documentation is user responsibility and not covered by EVE-NG support.

For additional updated information please follow our web site: https://www.eve-ng.net

How to updates: https://www.eve-ng.net/index.php/documentation/howtos/

How to videos: https://www.eve-ng.net/index.php/documentation/howtos-video/

https://www.eve-ng.net/index.php/documentation/knox-hutchinson-videos/

How to create images : https://www.eve-ng.net/index.php/documentation/howtos/

FAQ: https://www.eve-ng.net/index.php/faq/

Live support chat: https://webchat.eve-ng.net/login/ For access to live chat use your Google
account or create new chat account.

EVE forum: https://www.eve-ng.net/forum/ To access forum resources, please create a new
forum account.

EVE YouTube channel:
https://www.youtube.com/playlist?list=PLF8yvsYkPZQ0myW7aVMZ80k8FU04UUgjV

EVE Professional downloads: https://www.eve-ng.net/index.php/download/

EVE Community version downloads, free: https://www.eve-ng.net/index.php/community/

EVE Supported images: https://www.eve-ng.net/index.php/documentation/supported-images/
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