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Pref ace

When | first heard about EVE-NG | was skeptical. Back then | used to Lab mainly with ESX by
deploying many virtual Devices and connecting them manually by separate vSwitches for Point-
to-Point connections. The Problem with that was, that it was extremely time-consuming and did
not scale - for every new Device | had to create multiple vSwitches to interconnect them with
the virtual Machines - a Nightmare. | was in the middle of my JNCIE-Exam-Prep when | first
saw EVE-NG on Twitter - | downloaded the Community Edition, which was the only Edition
back then and | was amazed how easy Labbing all of a sudden was. No more deploying of
vSwitchestoint er connect nodes and boy did it Scal eé
If you follow me on Twitter you know, that I'm one of the hardest Juniper Fanboys and of course
my Goal was to "Juniperize" EVE. | started to get in touch with UD and Alain and found myself
into the Position as one of the Juniper Test Guys. Meanwhile | added nearly all Juniper related
Devices (including vSRX and JATP) and | still test a Lot - but now on EVE-Pro.

The Pro-Edition was a big step forward for the Project. It added some nice Features like "hot-
add-interconnect" and the Ability to use EVE-NG with multiple Users. Especially Companies
will love EVE as it is THE Solution for Labs and PoC's. | have successfully run over 30 PoC's
in EVE and over 100 Labs (Job-Related and Personal Labs) - and | still enjoy it every day
thanks to EVE and the amazing Team behind it. When the Guys asked me to write the
Introduction, | was of course honored and now this Book is finally coming out to help you on
your Quest to Setup, Run and Manage EVE-NG in a lot of possible ways.

Well - enough from my Side. | hope you enjoy this Cookbook and use it wisely for your Everyday
EVE Work. If you have Problems there is always the EVE-Forum and Live-Helpdesk - you will
also find me there from time to time ;)

| wish you happy reading and if you think, that this Product is amazing feel free to support it by
buying the PRO-Edition or Donating a bit T it helps to expand this already cool Product even
more and it also honors all the work that the Guys spent in it.

Christian Scholz
@chsjuniper
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11l ntroducti on

1.1 What is EVE-NG?

To describe what Emulated Virtual Environment i Next Generation (EVE-NG) is without solely
stating dry facts about features, we need to elaborate more on what EVE-NG can be used for
and whom it would be useful for.

In some trivial dry words, EVE-NG gives you tools to use around virtual devices and
interconnect them with other virtual or physical devices. Many of its features greatly simplify the
usability, re-usability, manageability, interconnectivity, distribution and therefore the ability to
understand and share topologies, work, ideas,con c e pt s darb s3biswgm kinply inean
it will reduce the cost and time to set up what you need or it might enable you to do tasks you
would not have thought could be done this simple.

1.2 What is EVE-NG used for?

This is the real question but there is no finite answer, the possibilities are almost limitless and
depends on what you want to use it for.

It can be used for studying all kinds of technologies. You can learn about general technologies
or vendor specific topics. You can test new technologies like network automation, SDN, etc.

It can be used to recreate corporate networks and test changes before putting them into
production. You can create proof of concepts for clients. You can troubleshoot network issues
by recreating them and e.g. use Wireshark to inspect packets.

Itis most definitely not just for networking, it can be used to test software in simulated networks,
test out security vulnerabilities of any kind, system engineering like LDAP and AD servers and
many more areas.

You could set it up to automate sandboxing unknown files/software and use software to analyse
short- and long-term behaviour for malicious intent much simpler than without EVE-NG.

The list of what EVE-NG can be used for could go on indefinitely, possibilities are limited by
knowledge and imagination only. Both of which can be improved with EVE-NG.

To get a very small idea of what can be done with EVE-NG, check out the tested/supported
images (many have not been tested, almost everything virtual should run on EVE-NG) and refer
to section 18.

EVE-NG helps you achieve what you want to and more.

1.3 Who is EVE-NG for?

EVE-NG is for everyone working in the Information Technology Sector, period.

It is for very large enterprise companies, training facilities, service providers, consultants,
people who want to train themselves; it is for everyone, it is for YOU!

Use-cases that are more than worth it, almost priceless even, can be found everywhere.

The EVE-NG community version is free for everyone; while the paid professional version adds
a few things that make your life easier. Almost everything can still be done with the free version,
just less conveniently and therefore more time-consuming.

However, with the free version, the possibility to train yourself with technologies, hone your
skills and become an expert even with very no monetary possibilities. For some this is and has
been life changing.
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2 System requirements

EVE-NG software is available in the ISO file format. The ISO is an open standard for packaging
and distributing install media. It can be used to deploy a VM in hypervisors like VMware
Workstation, Player and ESXi. Please note that installing EVE as a Virtual Machine (VM) will
mean any nodes deployed within EVE will be nested. Nested virtualization causes degraded
performance in deployed nodes. This should be fine for lab purposes as long as the host meets
or exceeds the resource requirements for the deployed nodes.

EVE-NG can also be installed directly on physical hardware, without a hypervisor, using the
provided ISOimage. Thi s is referred to as a fAbare metal d i ns:
method of installing EVE-NG.

2.1 Hardware requirements

% NOTE: It is myth when people are saying: | have 128GB RAM and it is good server
and can run a lot. It is not true.

The EVE-NG hardware priorities are:

1. CPU, and as more CPU cores you have assigned for EVE server as better.
2. Fast HDD drive like SSD, No external drives

3. and only then is RAM

If you have 4 CPU assigned for EVE server and it also has 64GB RAM, your RAM becomes
useless, because, your VM CPU cannot hold the labs!

2.1.1 Minimal Laptop/PC Desktop system requirements
Prerequisites:
CPU: Intel CPU supporting Intel® VT-x /EPT virtualization

Operating System: Windows 10, 11 or Linux Desktop
VMware Workstation Pro 16.0 or later

PC/Laptop HW requirements

CPU Intel i7 (8 Logical processors vCPU), Enabled Intel
virtualization in BIOS
RAM 16Gb
HDD Space 500Gb or more
Network LAN/WLAN
EVE Virtual machine requirements
CPU 1/8 (Amount of processors/Number of cores per processor)

Enabled Virtualize Intel VT-x’EPT or AMD-V/RVI and
virtualize IOMMU options

RAM 16Gb or more
HDD 120Gb or more
Network VMware NAT or Bridged network adapter

Note: Minimal/small PC Desktop/Laptop will be able to run small Labs. The performance and
guantity of nodes per lab depend on the types of nodes deployed in the lab.
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Example:
IOL image-based nodes: up to 30- nodes per lab

Dynamips image-based nodes: up to 20-25 nodes per lab
vIOS image-based nodes: up to 8-10 nodes per lab
CSRv1000 or XRv image-based nodes: up to 2-3 per lab

2.1.2 Recommended Laptop/PC Desktop system requirements
Prerequisites:
CPU: Intel CPU supporting Intel® VT-x /EPT virtualization

Operation System: Windows 10, 11 or Linux Desktop
VMware Workstation Pro 16.0 or later

PC/Laptop HW requirements

CPU Intel i7 (16 Logical processors), Enabled Intel virtualization in
BIOS
RAM 32Gb
HDD Space 500Gb or more
Network LAN/WLAN
EVE Virtual machine requirements
CPU 1/16 (Amount of processors/Number of cores per processor)

Enabled Virtualize Intel VT-x/EPT or AMD-V/RVI and virtualize
IOMMU options

RAM 32Gb or more
HDD 300Gb or more
Network VMware NAT or Bridged network adapter

Note: PC Desktops/Laptops will be able to run small to medium Labs. Performance and
guantity of nodes per lab depend on the type of nodes deployed in the lab.

Example:
IOL image-based nodes: up to 120 nodes per lab

vlOS image-based nodes: up to 20-40 nodes per lab
CSR image-based nodes: up to 10 per lab

2.1.3 Virtual Server system requirements
Prerequisites:

CPU: Intel Xeon CPU supporting Intel® VT-x with Extended Page Tables (EPT)
Operation System: VM Ware ESXi 6.7 or later, Proxmox VM 8.x or later

Server HW requirements

CPU Recommended CPU 2x Intel Xeon (48 Logical processors) or
better supporting Intel® VT-x with Extended Page Tables
(EPT)

Minimum CPU is any Intel Xeon CPU supporting Intel® VT-x
with Extended Page Tables (EPT) or better

RAM 128Gb
HDD Space 2Tb
Network LAN Ethernet
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EVE Virtual machine requirements

CPU Dedicated CPU reservation. 2/24 (48) (Number of
processors/Cores per socket) Set Expose hardware assisted
virtualization to the guest OS to ON (checked) and set Expose
IOMMU to the guest OS to ON (checked)

RAM Dedicated RAM reservation. 64Gb or more
HDD Dedicated SSD Local drive 800Gb or more
Network vSwitch/VMnet

Note: Performance and quantity of nodes per lab depends from the type of nodes used in the
lab.

Example:

120 IOL image-based lab
20 CSRv1000 image-based nodes per lab

2.1.4 Dedicated Server (bare metal BM) system requirements
Prerequisites:

CPU: Intel Xeon CPU supporting Intel® VT-x with Extended Page Tables (EPT)
Operation System: Ubuntu Server 24.04 LTS x64

Server HW requirements

CPU Recommended CPU Intel Xeon (48 Logical processors) or
better supporting Intel® VT-x with Extended Page Tables (EPT)
Minimum CPU is any Intel Xeon CPU supporting Intel® VT-x
with Extended Page Tables (EPT)

RAM 128Gb
HDD Space 2Tb
Network LAN Ethernet

Note: Performance and quantity of nodes per lab depends from type of nodes used in the lab.

2.1.5 Nodes per lab calculator

Itis recommended to uset h eodds per lab calculatoroto achieve best performance and avoid
overloading your EVE system.

https://www.eve-ng.net/index.php/download/#CALC

2.1.6 EVE Management Networks
NOTE: Please make sure if these subnets are NOT used in your network outside of EVE.
172.29.129.0/24 (NAT Interface)
172.29.130.0/24 (Cluster VPN subnet, wg0 interface)
172.17.0.0/16 (Dockers consoles)

To change these networks please refer chapter 7.4.1
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2.2 Supported virtualization platforms and software

= =4 =4 A -4

VMware Workstation Pro 16.0 or later

VMware ESXi 6.7 or later

Ubuntu Server 24.04 LTS as platform for bare metal

Google Cloud Platform

AMD CPU based PC or Server (5950x, 7950x, 9950x, etc series)

2.3 Unsupported hardware and systems

The following are currently not supported officially:

=4 =4 -4 -8 _a_a_9_9

© EVE-NG LTD

Oracle VirtualBox virtualization

Citrix XenServer

Microsoft HyperV

MAC OSX M Series CPU

External HDD, like OneDrive, USB external HDD, DAS, NAS or SAN.
AWS Cloud VM

VM Ware NAS or DAS HDD system

Wireless NIC for Bare server EVE installation
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3l nstallation
3.1 VMware Workstation Pro
3.1.1 VMware Workstation Pro VM installation using ISO image

Download EVE-NG Professional Full ISO distribution image:
https://www.eve-ng.net/index.php/download/

3.1.1.1 EVE VM Setup and Settings

Step 1: Create a New Virtual machine and
select Custom, Next. Select your Virtual
Machine hardware compatibility (Example
17.5) Following by Next.

Step2:Sel ect filthewgerdating i n
system | atero

New Virtual Machine Wizard

X
Guest Op ing System
. - B A virtual machine is like a physical computer; it needs an operating
ReiditualMachine Weeard S system. How will you install the guest operating system?
vmware Install from:
WORKSTATION Welcome to the New Virtual Installer disc:
PRO™ Machine Wizard

1 7 No drives available

What type of configuration do you want?

= ) Installer disc image file (is0):
() Typical (recommended) L b lkde i ko)
Create a Workstation 17.5.x virtual D:\1 EVE\ISO EVE\eve-pro-v5.20230326.iso Browse.
machine in a few easy steps.
© Custom (advanced) °
1 will install the operatin: em later.
Create a virtual machine with advanced peiatia o1

options, such as a SCSI controller type,
virtual disk type and compatibility with
older VMware products.

The virtual machine will be created with a blank hard disk.

Help < Back Next > Cancel

Help < Back Next > Cancel

Step 3: Select a Guest Operating system:

Step 4: Enter the name for your EVE-
Linux and select the version: Ubuntu 64-bit

NG-PRO VM and select Location where

your EVE VM will be stored on the host
PC.
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New Virtual Machine Wizard X New V chine W
Select a Guest Operating System Name the Virtual Machine
Which operating system will be installed on this virtual machine? What name would you like to use for this virtual machine?
Guest operating system Virtual machine name:
() Microsoft Windows EVE-PE
© Linux
) VMware ESX Location:
() Other D:\EDU\EVE-PE-VM e
Version The default location can be changed at Edit > Preferences.
Ubuntu 64-bit ~
Help < Back Next > Cancel < Back Next > Cancel

Step 5: Select Number of processors,

Step 6: Assign desirable memory
maximum what your PC supports and set

Number of cores per processor as =1. New Virtual Machine Wizard X
Memory for the Virtual Machine
New Virtual Machine Wizard X How much memory would you like to use for this virtual machine?
P sscfr Configuration L i Specify the amount of memory allocated to this virtual machine. The memory size
Specify the number of processors for this virtual machine. must be a multiple of 4 MB.
——— 128 GB Memory for this virtual machine: 16384 = MmB
64 GB
Number of processors: 8 > 32 GB <
16 e @l
Number of cores per processar: v 8GB M Maximum recommended memory:
: 4GB < 27.8GB
Total processor cores: 8 2GB
1GB W Recommended memory:
512 MB 4GB
256 MB
128 MB -
64 MB Guest OS recommended minimum:
32 MB 2GB
16 MB
8 MB
4 MB
Help < Back Next > Cancel
Help < Back Next > Cancel

Step 7a: Select your desirable Network

Step 7b: Select your desirable Network
Adapter. For Laptop PC

Adapter. For Desktop PC

NOTE: It is recommended to choose the
NAT adapter option for Laptops to avoid
EVE management interface IP changes.
This can happen anytime the laptop is

NOTE: Desktop PC EVE management
interface can be either NAT or Bridged to
home LAN subnet. Internet and DNS
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connected to a different SSID. Internet and
DNS reachability is a MUST.

New Virtual Machine Wizard X

Network Type
What type of network do you want to add?

Network connection

() Use bridged networking
Give the guest operating system direct access to an external Ethernet network.
The guest must have its own IP address on the external network.

© Use network address translation (NAT)
Give the guest operating system access to the host computer's dial-up or
external Ethernet network connection using the host's IP address.

() Use host-only networking
Connect the guest operating system to a private virtual network on the host
computer.

() Do not use a network connection

Help < Back Next > Cancel

reachability is a MUST.

New Virtual Machine Wizard X

Network Type
What type of network do you want to add?

Network connection

© Use bridged networking
Give the guest operating system direct access to an external Ethernet network.
The guest must have its own IP address on the external network.

() Use network address translation (NAT)
Give the guest operating system access to the host computer's dial-up or
external Ethernet network connection using the host's IP address.

() Use host-only networking
Connect the guest operating system to a private virtual network on the host
computer.

() Do not use a network connection

Help < Back Next > Cancel

Step 8: Leave I/O controller Type as
recommended (LSI Logic).

New Virtual Machine Wizard X

Select I/0 Controller Types
Which SCSI controller type would you like to use for SCSI virtual disks?

1/O controller types
SCSI Controller:
BusLogic (Not available for 64-bit guests)
O LI Logic (Recommended)
(_)LSI Logic SAS
() Paravirtualized SCSI

Help < Back Next > Cancel

Step 9: Leave recommended Disk Type:
SCsi

New Virtual Machine Wizard X

Select a Disk Type
What kind of disk do you want to create?

Virtual disk type
(@) 03
©scsl  (Recommended)
() SATA
) NVMe

Help < Back Next > Cancel
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Step 10: Select fCreate a new virtual disko . | Step 11: Type your desired HDD size and
New Virtual Machine Wizard X sel|l ect AStor e vVirtua

recommended to set not less than 200GB
HDD. Click Next, 2 times.

Select a Disk
Which disk do you want to use?

Disk
© Create a new virtual disk New Virtual Machine Wizard X
A_virtual disk is composed of one or more files on the host file sygtem, which Specify Disk Capacity
will appear as a single hard disk to the guest operating system. Virtual disks o Biecia"do Vol WaRE HhIE ik to:ba? |
can easily be copied or moved on the same host or between hosts. 9 y :

) Use an existing virtual disk Maximum disk size (GB): 200 =

Choose this option to reuse a previously configured disk. Recommended size for Ubuntu 64-bit: 20 GB

() Use a physical disk (for advanced users)
Choose this option to give the virtual machine direct access to a local hard | Allocate all disk space now. ‘
disk. Requires administrator privileges.

Allocating the full capacity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the space
now, the virtual disk starts small and grows as you add data to it.

© Sstore virtual disk as a single file
() split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

Help < Back Next > Cancel

Help < Back Next > Cancel

Step 12: IMPORTANT Press Customize Step 13: Assign desired memory
Hardware
New Virtual Machine Wizard X i 2
i e L Memor
Ready to Create Virtual Machine T T N T T O T
Click Finish to create the virtual machine. Then you can install Ubuntu { hrocassars & IO L
64-bit. (DI O EATR) o st M for this virtual mochine: 16384 2 g
. <2 Network Adapter Bridged (Automatic) — -
[%]USE Contraller Prasent
The virtual machine will be created with the following settings: s Sound Card Auto detact 1868
(Iisplar ruto detect st
n
Name: EVE-NG-PRO pp [EY T ——
Location: D:\EVE-PRO-VM-DATA ol sttt il
Version: Workstation 17.5.x 268 27868
Operating System: Ubuntu 64-bit m' :: [ —
256 16 168
Hard Disk: 20068 s DT —
Memory: 16384 MB o 953
Network Adapter:  Bridged (Automatic) 16 M8
Other Devices: 8 CPU cores, CD/DVD, USB Controller, Sound Card e
Customize Hardware...
Add...
< Back Finish Cancel e Help
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Step 14: IMPORTANT Set Processors Step15:Sel ect CD/ DVD Op
AiNumber of processorgji mage file. 0 Br owskHl

cores per Set\Wwaisedntet 0 | EVE-PRO.iso (actual name will be different)
VT-x/EPT or AMD-V/RVI to ON (checked) | file

and set Virtualize IOMMU (checked)

Hardware

2
. H H Device Suimimary Device status.
NOTE: VMware Player will display only one Seror e
i T3 Processors 18 Connac at powar o
. L= New CD/DVD (SATA)  Auto detect
CPU option: Number of processors. i vl —
ol .
‘Sound Card - Auto detect e praalite
e Display Auto detect Ao det
Harchare e 0 Use 150 image flle:
D:\1 EVEVISO EVE\eve-pro-v5. 202303 26 450 Browse.
Denvice: Summary Processors
E=Memary 1666 Nuniber of processers: 3
{ FProcessors 8 Advanced...
(5] New COVDVD (SATA)  Auto detect Number of cores per processar: |1
) Network Adapler Bridged (Automatic) Total processor cores: 8
ks
[osspiay Ao it (8 Virtusize Inted VT-/EPT ar AMD-V/RVT
Virtuaiize CPU performance countars
1B Virtussize IOMMU ([0 memory management unit)
o

4,

Step 16: Confirm VM Settings. Step 17: Optional VM machine boot settings.
If you are using Firmware type UEFI, make
sure that enable secure boot is disabled.

Virtual Machive Settings

Hardware  Options

Summery Process peioees
VRO Irput grabbed:  Defaut
Disatie Irput uncrabised: Defit

The defouit settings are speaciied n it Prefererces » Prceity.

Sengs
Gathar debugging formarion: Defaut
Oisati mesmory oage Limming
Lo Vil machins orogress perodall
Enabl Templats o (o b4 used for cloring)

Frmare tpe
£ Cranging fiemwiars might cawsa the Instaled guast
operating system fo becorne Lribsckable
8105

Quer
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3.1.1.2 EVE-NG VM Installation steps
EVE VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)

Step 1: Power ON EVE VM. Chose i | n s t| Step 2: Make sure that English is selected
EVE NG Pro Serveroand confirm with and confirm with Enter.
Enter.

Willkommen! Bienvenue! Kelcome! Aofpo noasosaTs! Welkom! [ Help ]

Install EUE-NG Pro Server 7.0.0-41
Install EVE-NG Satellite 7.0.9-41
Bare Metal Option

Boot from nex

UEFI Firmware Settings

Step 3: Make sure that English US Step 4: Select fACont
Keyboard is selected and confirm with Enter. After completion of this task, the EVE
Enter. installation will autoreboot to continue

Keuboard cont igurat ion [ Hep Phase 2
Please se low, or select "Identify k ard" ta

Installing system

EVE VM Installation Phase 2 (EVE-NG installation)

Step 5: Please wait, the EVE-NG Step 6. After installation EVE VM will auto
installation Phase 2 will start reboot and EVE login screen will appear, login
automatically. in CLI with root/eve and follow installation

Do NOT login in this stage!
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tage install in progress.... Phase 3

ogin:

EVE VM Installation Phase 3 (Management IP setup and updates)

Step 7: Setup EVEs Management IP Step 8: Internet and DNS reachability is a
address. A Static IP address setup is MUST
preferred. Internet and DNS reachability is a
MUST After your EVE is rebooted,
Follow steps in section: Login to EVE CLI and type:
3.8.1 for static IP, 3.8.2 for DHCP IP apt update
apt upgrade
If required, follow steps in section: 5.1, 5.2

NOTE: Verify your EVE-FNG ser ver i nsdplkgl tlaetei -ng-prod y pe mimand,
must display latest EVE Pro version

root@eve - ng:~# dpkg -leve -ng-pro

Desired=Unknown/Install/Remove/Purge /Hold

| Status=Not/Inst/Conf - files/Unpacked/halF - conf/Half - inst/trig -
aWait/Trig - pend

|/ Err?=(none)/Reinst - required (Status,Err: uppercase=bad)

[|/ Name Version  Architecture Description

+++- - - =

ii eve -ng-pro 7.0.0-XX amd64 A new generation software

for networking labs.
root@eve - ng:~#

Step 9: Proceed to section 4 it Btain EVE-NG Professional licensed

i IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 18

3.2 VMware ESXIi

3.2.1 VMware ESXi EVE VM installation using ISO image

Download EVE-NG Professional Full ISO distribution image:
https://www.eve-ng.net/index.php/download/
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# Edit standard virtual switch - vSwitchO

L\ IMPORTANT NOTE: Make sure

that you have set Security Policy E

(Promiscuous mode, forged

transmits and MAC changes) el ¥mico - Up, 1000 Mops .
settings on the vSwitch and Port e S

group to Accept. < securty

Promiscuous mode ® accept O Reject

MAC address changes ®nccept] Blraiect

Forged transmits. ® accept O Reject

A IMPORTANT NOTE: For EVE VMs running on ESXi, with NIC Teaming Network,
please follow the steps below to edit the reverse path settings

X
X

From the Navigator window select Manage > System > Advanced settings.
Scroll down or use the search bar to go to the

Net.ReversePathFwdCheckPromisc option.
Select Net.ReversePathFwdCheckPromisc and click Edit option.
In the Edit option - Net.ReversePathFwdCheckPromisc window update

the New value field to 1 and click Save.

A IMPORTANT NOTE: For EVE VMs running on ESXi, with NIC Teaming Network,
managed by vCenter and VDS Network please follow the steps below to edit the
reverse path settings

X

From the Side Inventory select the ESXi host where the EVE VM is installed
Configure > System > Advanced System Settings.

Edit Advanced System Setting

Scroll down to find Net.ReversePathFwdCheckPromisc option.

ackPromisc 1

In the Edit option - Net.ReversePathFwdCheckPromisc window update

the New value field to 1 and click Save.

Reboot ESXi host

Select the VDS Workgroup used for EVE VM networking

Edit VDS Workgroup security setting to allow promiscuous traffic

Distributed Port Group - Edit Settings = DPortGroup-VLANI1O

Promiscuous mode

MAC address changes A

Forged transmits

Download EVE-NG Professional ISO distribution image:
https://www.eve-ng.net/index.php/download/

3.2.1.1 EVE-NG ESXi VM Setup and Settings

store.

Step 1: Upload EVE ISO image to the ESXi | Step 2: Create NEW VM

© EVE-NG LTD
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13 Datastore browser

1 upload

4B New virtual machine

| 1 Sebect creation type: Select creation type

How woast you

2 Select s name and gusst 05

3 setect sorsge

CANCEL

eack || mexr

Step 3: Enter the name for your EVE-PRO
VM and select Guest Operating system
Linux and version: Ubuntu 64-bit

@ New virtual machine - EVE-NG-PRO-01 (ESXi 8.0 virtual machine)

Seloct aname and guest OS

Specty a uniqua sme and O

| 1 soeccmstontioe

2 Select s name and guest OS.

CANCEL

[Comex ] [next

Step 4: Select Location where your EVE VM
will be stored in HDD.

HE New virtual machine - EVE-NG-PRO-01 (ESXi 8.0 virtual machine)

Select storage

0% typs ana datsters

1 Saluct crastion type

2 Select a name and gusst 05

3 sewet monage

4 Custamize setngs

St a datastane for the wirh

o T figuration s an al of s sirusl cisis,

= v Copscity v Free v Type v Thinprovisic Acoes
storeon 3wt 3318 wMess  Supportea | Singl
2ore02 34378 SIBEGA  VMESE  Suppored  Singu

amm  smosce Suppartea  singi

2a3T8

3218

34978 3s9TE vmess  suppomea
— 34378 3a4T® wMFSs  Supparea | Singl
starson 349TE 32578 VMFSE  Suppored  Single
Hitems
cancer [ macx l nexr

Step 5: A\ IMPORTANT OPTION for ESXi
6.7.x or later.

Set Processors
Set ACores per
dual CPU, then Cores per socket will be
divided by 2. Example below, shows dual
CPU Server VM setup with 48 CPU with 24
cores per socket (2).

Set Expose hardware assisted virtualization
to the guest OS to ON (checked) and set
Expose IOMMU to the guest OS to ON
(checked)

i Nwmla ¢
Socket

Step 6: Assig desired RAM for your EVE

¥8 New virtual machine - EVE-NG-PRO-01 (ESXI 8.0 virtual machine)

q =

Cantigure tne

2 Select s name snd guest 05
3 Select storage

4 Customize settings

G D Acamsra sk B Aca network adsprer ([] ASS otner davi
Qe P
G8
> &8 Memary
a8 x
(S Horcs sk
M x
» €3 SC81 Comroder 0
®

x
3 %, Nemwork Acspter | [

cancer | sack | [ wext
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*E New virtual machine - EVE-NG (ESXI 8.0 virtual machine)

Customize settings

CONNGUS 11 VIrUal MSChing Nareswars and VirLsl Maching sddmicnal Sptns

1 Select creation type
2 Seloct a name and gues! G5
3 Seloct storage

m Sl

Dl Addharddisk T, Add notwork adapter

4 Customize settings
5 Reach 1o compiete

e w @

Corss per Socket

CFU Hat Phig

Reseriation

6 Add other dew

B Expose oMy

[ Enabbe vitusta

PU pertormancs counters

cancer  [aack | [(mext |

EVE VM. It i s
Provisioned

500Gb

*8 New virtual machine - EVE-NG-PRO-O1 (ESX 8.0 virtual machine)

Customize settings

onfiure ]

(3} Add hard disk

4 custamize settings

S Resay to compiete © Add netwark adapter

) Add other devico

awu P o

» 8 Mamery

Step 7: Set the size of HDD for your new

i recomm
eagerly
EVE HDD is recommended to set at least

Step 8: Set your Management network.
Adapter type VMXNET3

@ New virtual machine - EVE-NG-PRO-01 (ESX| 8.0 virtual machine)

B-11 -
1 Select ereatien type o
2 selectan uest 08 o
ject a name and guest T
3 select storage
500 s v
4 Customize settings > G Hard e 1

- tusi ®
G S8 Cantreller 0
®
9 SATA Controter 0
4 us8 eontrotier |
usez0
x

NOTE: Additional Network Adapters can be
added for further use.

Set
and

Step 9: DVD

Fil eo

t hat
power

Status is
ono

*@ Mew virtual machine - EVE-NG-PRO-01(ESXi 8.0 virtual machine)

1 Select crason type

2 SelectanamesndGUestOF & Network Adsoler |

3 Selsctatorags stats
4 Customize setiings

Adaptar Type
5 Foadytocomlele

MA Address.

) CO/OVD Drne 1

CO/OVD M

dr i

\'

br owdel-EYE u
PRO.iso (ISO name can vary). Make sure
check

Step 10: Set DVD dri
Filed and br owdel-EYEm u
PRO.iso (EVE ISO name can vary). Make
sure that Status is
powerHiotnot he AFi ni shd

*@ New virtual machine - EVE-NG-PRO-01(ESXi 8.0 virtual maching)

x
1 Select creation type

2 Select & name and guest OF

3 Salsct storage
& Customize settings

5 Foady o camalete

COHOND Medla

eaNCEL

© EVE-NG LTD

Page 25 of 285



GVG EVE-NG Professional Cookbook

Ermulated Virtual Enviconment

Version 7.9 September, 2026

Step 11: IMPORTANT If you are using ESX Step 12: Start VM and follow by 3.4
8.0 or later, select the Edit your VM and
switch t o AdPRfMiva® gRl Bootn s

Foll ow to B o detsel€@pt i o
(uncheck) Wh et herUEBIr
Secure boot for this V

0t 3

& Edit settings - EVE-NG-PRO-01 (ESXi 8.0 virtual machine)

Virtual Hardware. m

> Genaral Options VM Name: EVE-NG-PRO-O1
> VMware Remote Console Options. Lock the guest operating system when the last remote user disconnects
> VMware Tooks Expand for VMware Toos settings
> Power management Expand for power management settings
Boat Options
Firmware Choose which fitmware should be used to boot the virtual machine

EFl

Bebje UEEL souyy book (] Whether or not to enable UEFI secure boot for this VM

Boot Delay Whenever the virtual machine is powered on or reset, delay boot by

millseconds

Force BIOS setup 0] The ext time the virtual machine baots, force entry into the BIOS setup screen.

Failed Boot Recovery (] When the virtual machine fais to find a boot device, automatically retry boot after

seconds

3.3 Proxmox VE

3.3.1 Proxmox VE EVE VM installation using ISO image

Download EVE-NG Professional Full ISO distribution image:
https://www.eve-ng.net/index.php/download/

3.3.1.1 EVE-NG VM Setup and Settings

Step 1: Upload EVE ISO image to the Step 2: Create NEW VM, and set the name
Proxmox VE store. for your VM. Following by Next.

& Documentation u Create VM @ Create CT

Storage ‘local’ on node ‘prox'

Upload  Download from URL Remove 5 .
Create: Virtual Machine

Se CT Volumes —
g os
(@) IS0 Images m
eve-pro-est-7.0.0-4-fulliso s B .
CT Templates odle: prox esource Pooi
e ol eve-pro-lest-7.0.0-42-tulliso
VM ID: 100
@ Snippets eve-pro-test-7.0.0-43-fulliso
o' Permissions OPNsense-25.7-gvd-amded fso Heme EVE-PRO-W-BK
ubuNtu-24.04 4-live-sarver-amded iso Start at boot: StarShutdown
order.
Startup delay dafaull
Shutdown timeout: dafault
Togs
NoTags o

o Aovanced =
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image. Following by Next.

Create: Virtlual Machine

age fila {iso) Guest DS
local Type Linux

eve-prodestT.0.0-39- Vergion: 626 Kernel

Advanced

Step 3: OS tab. Select storage and 1ISO

[ oo ‘ Pra-Errol keys

Step 4: System tab. Check the Graphic
Card (Default) and Machine (i440fx) is
selected. Select BIOS: OVMF (UEFI) for
installation as well. Check option Add EFI
Disk and select your preferred HDD
storage for it. Uncheck option Pre-
Enrolled keys. Qemu Agent: Checked.
Add TPM: Unchecked. Following by Next.

Create: Virtual Machine

Gareral 0§

Graphio cardk | Defaut

o WiHlO SCS single

Default (1440
il EF1
EFI Storage SlowDatastore|

Step 5: Disks tab. Select Bus/Device:

Create: Virtual Machine

General 05 System [IEE] cPu

virtioO O EEN sandwidn

= Vil Block 0

SlowDatastore] D

Disk size (GiB): | 200 0 thread

VirtlO Block. Select the storage where your
EVE VM HDD will be located. Select the
size of your EVE VM. Recommended is to
select 200GB or more. Following by Next.

Default (No cache)

Backup:

eplication

Default (1o_uring)

Step 6: CPU tab. Select the Sockets your
Proxmox VE server have and select the
cores per socket. In the example below is 1x
socket with 32 cores per socket.
IMPORTANT: Your Proxmox VE CPU must
support nested virtualization. Select Type:
Host. Host will read all flags from your HW
CPU and will use it for VM. Following by
Next.

Create: Virtual Machine

General 05 System Disks [[Sg0) Memory

Sockels: == 1 Type: host -

Cores: — 32 Total cores: a2

VCPUs. 32 CPU units: 100

CPU limit inlimited Enable NUMA

Extra CPU Flags
Default Ve + md-clear Requirad to let the guest OS know if MDS is mitigated correctly
Default y@( e pod Meltdown fix cost reduction on Westmere, Sandy-, and lvyBridge Intel

CPUs

Default §) . specat Nlows improved Spectre mitigation with Intel CPUs
Default ® . ssbd Protection for “Speculative Store Bypass® for Intel models
Default 5. ibpb Allows improved Spscira mitigation with AMD CPUs
Default J@r )+  vitssbd Basis for "Spaculative Stora Bypass” protection for AMD models
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Step 7: Memory tab. Set the size of Memory

Step 8: Network tab. Set your Management
in MB. Following by Next.

interface network. Following by Next.

Create: Virtual Machine Create: Virtual Machine

Genoral 05 System  Disks  cPU ([N Nework General  OS  System Disks CPU  Memory |[EIEG) Confim

Memory (MiB) 32768 No network device
internal Wode! VifiO (paravirtuslized)
Minimum memory (MIB): | 32768
o VLAN MAC address:  aulo
Balloening Devioe:
Disconnect t. mited
MTU 500 (1 = bridge MTU)

@ Help

wiverces 2 (D EEE | © o

Step 9: Confirm tab. Check your VM

Step 10: Start VM and follow by 3.4
settings. Following by Finish

Create: Virtual Machine

General ©OS  Sysiem Disks CPU  Memory  Network

Key Value

cores 16

opu host

eiidiskd SlowDatastore: 1 efitype=dm
ide2 local:i P 0.0-43-ull iso,
memory 32768

name EVE-PRO-VM-BK

net0 wirtio bridge=internal firewall=1
nodename prox

numa o
ostype 126

sosihw wirtio-scsi-sing ale
sackets 1
wirtio0

SlowDatastore: 200 jothread=on
wmid 100

Start after created

Advanced

3.4 EVE-NG VM Installation steps

EVE VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)

Step 1: Power ON EVE VM. Chose Install | Step 2: Select English language. Confirm with
EVE-NG Pro Server and confirm with Enter.
Enter.
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Hillkommen! Bienvenue! Welcome! JoBpo noxanosars! Welkom!

Boot from
UEFI Firmuwa

Step 3: Make sure if English US keyboardis | St ep 4: Sel ect fACont
selected and confirm with Enter. Enter.

Installing system

Keuboard conf iguration [ Help |

[ Continue ]

EVE VM Installation Phase 2 (EVE-NG installation)

Step 5: Please wait, the EVE-NG Step 6. After installation EVE VM will auto

installation Phase 2 will start reboot and EVE login screen will appear, login

automatically. in CLI with root/eve and follow installation
Phase 3

Do NOT login in this stage!

EVE VM Installation Phase 3 (Management IP setup and updates)

Step 7: Setup EVEs Management IP Step 8: Internet and DNS reachability is a
address. A Static IP address setup is MUST
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preferred. Internet and DNS reachability is | After your EVE is rebooted,
a MUST
Login to EVE CLI and type:
Follow steps in section:
apt update

3.8.1 for static IP, 3.8.2 for DHCP IP apt upgrade

If required, follow steps in section: 5.1, 5.2

NOTE: Verify your EVE-FNG server i nst al-lleeetng-mmq 0 tgy@ramdairdd,k gi t mu
display latest EVE Pro version (please note that version of EVE-PRO will be newest)

root@eve - ng:i~# dpkg -leve -ng-pro
Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf - files/Unpacked/halF - conf/Half - inst/trig -
aWait/Trig - pend

|/ Err?=(none)/Reinst - required (Status,Err: uppercase=bad)

[[/ Name Version Architectur e
Description

+++- - - =

ii eve - ng- pro 7.0.0 -XX amd64 A

new generation software for networking labs.
root@eve - ng:~# root@eve - sat0l:~#

NOTE: If your newly installed EVE-PRO shows nothing like above, you must check your
internet reachability and verify DNS configuration on your EVE-PRO server.

root@eve - ng:~# ping www.google.com

PING www.google.com (172.217.22.164) 56(84) bytes of data.

64 bytes  from arn09s11 - in - f164.1e100.net (172.217.22.164): icmp_seq=1
ttI=120 time=8.84 ms

64 bytes from arn09s11 -in - f164.1e100.net (172.217.22.164): icmp_seq=2
ttI=120 time=8.84 ms

RC

---  www.google.com ping statistics

2 packets transmitted, 2 received, 0% pa cket loss, time 1001ms

rtt min/avg/max/mdev = 8.848/8.848/8.849/0.094 ms
root@eve - ng

Step 9: Go to section 4 to obtain a license for EVE-NG Professional

L\ IMPORTANT NOTE: If your Network interfaces order has been changed, please follow
instruction to section 17.7

L IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 18

3.5 Bare hardware (BM) server installation

3.5.1 BM Server installation EVE ISO

L IMPORTANT NOTE: The bare server HDD system Raid, etc or single virtual drive,
must be set before you start installation!
L\ Bare Metal Server Bare metal BIOS, System and Security settings
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Navigate to System BIOS Settings > Boot Settings:

Boot Mode > UEFI

Navigate to System BIOS Settings > Processor Settings:

Set Virtualization Technology to Enabled
Set X2APIC Mode to Enabled

Navigate to System BIOS Settings > Integrated Devices:

Set SR-IOV Global Enable to Enabled
Set I/OAT DMA Engine to Enabled

Navigate to System BIOS Settings > System Security:

TPM Security: OFF
Secure Boot: Disabled

Download EVE-NG Professional Full ISO distribution image:

https://www.eve-ng.net/index.php/download/

Phase 1 (Ubuntu installation)

Step 1: Create a bootable DVD disk or
USB flash drive (Rufus tool is strongly
recommended) with a Full EVE ISO image.
Boot your server from 1ISO. Chose Bare
metal Option, following by Install BM EVE-
NG Pro Server and confirm with Enter.

Install EVE-NG Pro Server 7.0.0-41
Install EVE-NG Satellite 7.0.0-41
i

Boot from next volume
UEFI Firmuare Settings

highlighted
lit the comm.

MU GRUB  versior 1

Install BH EVE-NG Pro Server 7.0.0-41
. c

stall BN EVE-NG Satellite 7.0.0-4

Step 2: Select English language. Confirm
with Enter.

Hillkommen! Bienvenue! Helcome! Aobpo noxanoeaTs! Helkom!

NTER key:

Step 3: Make sure if English US keyboard is
selected and confirm with Enter.

Step 4: Select [ X]
[X] Set up this disk as and LVM group
confirm with Enter. For advnaced (multi
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s conirate : S e storage option selected. For Custom
s T storage selection, please refer to the
Ubuntu official documentation or

https://www.eve-ng.net/wp-
content/uploads/2023/03/EVE-Doc-3023-
LVM-HDD-systems.pdf

Guided storage configuration [ Help ]

EVE VM Installation Phase 2 (EVE-NG installation)

Step 5: Please wait, the EVE-NG Step 6. After installation EVE VM will auto

installation Phase 2 will start reboot and EVE login screen will appear, login

automatically. Do NOT login in this stage! | in CLI with root/eve and follow installation
Phase 3

ge install in progress....

EVE VM Installation Phase 3 (Management IP setup and updates)

Step 7: Setup EVEs Management IP Step 8: Internet and DNS reachability is a
address. A Static IP address setup is MUST
preferred. Internet and DNS reachability is a
MUST After your EVE is rebooted,
Follow steps in section: Login to EVE CLI and type:
3.8.1 for static IP, 3.8.2 for DHCP IP apt update
apt upgrade
If required, follow steps in section: 5.1, 5.2

Verification: Verify your EVE-FNG ser ver i nst al-lleeetng-mmqg o toy@rmmaindd,k gi t
must display latest EVE Pro version
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root@eve - ng:~ # dpkg -leve -ng-pro
Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf - files/Unpacked/halF - conf/Half - inst/trig - aWait/Trig - pend

|/ Err?=(none)/Reinst - required (Status,Err: uppercase=bad)

||/ Name Version Architecture
Description

+++- - - -
i eve - ng- pro 7. 0. 0- XX amd64 A

new generation software for networking labs.
root@eve - ng:i~#

Step 9: (Optional) Air-Gapped Bare metal Step 10: Continue to section 4 to obtain
EVE Server setup from ISO can skip auto your EVE-NG Professional license
docker installation due slow iLO, iDRAC etc.
virtual media connection to the server. For
manual dockers installation, upload EVE-
NG installation 1ISO to your EVE server
location: /tmp/.

From CLI locate to the location and start
dockers installation:

cd /tmp/

root@eve - master:/tmp# Is

eve - pro - prod - bm 7.0.1 - 9- full.iso
root@eve - master: install -iso -
dockers

This method can be used for master server
and the satellite servers either.

i IMPORTANT NOTE: If your Network interfaces order has been changed, please follow
instruction to section 17.7

A\ IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 18

3.5.2 BM Server Installation Ubuntu legacy ISO

L IMPORTANT NOTE: The bare server HDD system RAID, etc or single virtual drive,
must be set before you start installation!

L\ Mandatory Prerequisites: Internet and DNS must be reachable from your Server. This
ISO installation requires internet access to get updates and install the latest EVE-PRO
version from the EVE-NG repository. DNS must resolve names!

L\ Bare Metal Server Bare metal BIOS, System and Security settings

Navigate to System BIOS Settings > Boot Settings:
Boot Mode > UEFI

Navigate to System BIOS Settings > Processor Settings:

Set Virtualization Technology to Enabled
Set X2APIC Mode to Enabled

Navigate to System BIOS Settings > Integrated Devices:

Set SR-IOV Global Enable to Enabled
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Set I/OAT DMA Engine to Enabled

Navigate to System BIOS Settings > System Security:
TPM Security: OFF
Secure Boot: Disabled

Download Ubuntu Legacy Server installation image/ISO
https://releases.ubuntu.com/noble/

Phase 1 (Ubuntu installation)

Step 1: Create a bootable DVD disk or USB
flash drive (Rufus tool is strongly Step 2: Select Option Update to the new
recommended) with an Ubuntu server image. | installer, following by Enter.

Boot your server from 1SO. Select English
language. Confirm with Enter.

Hillkommen! Bienvenue! Helcome! Jofipo noxanosaTs! Helkom!

Installer update available

ENTER ke

[ Update to the new installer ]
[ Cont ithout updat ing 1

1

Step 3: Make sure if English US keyboard is Step 4: Select Option Ubuntu Server [X],
selected and confirm with Done/Enter. following by Done/Enter.

Keuboard conf iguration [ Helo |

board” to
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Step 5: If your network has DHCP Step 6: If your network has not DHCP.
ENABLED, Continue to Step 11 Static IP setup. If you have not enabled

DHCP in the network, you must assign an
IP address manually. Use arrow UP key to
select your interface for IP

address.assignment.

Network connections

Step 7: Confirm interface selection with Step 8: Hit Enter on IPv4 Method and
Enter, select AEdit Ilselect AManual 6, con

Enter again. Wetuery comectices et )

Network. connect ions

[ ensis0 eth -
[ =

Step 9: Enter your A|]Step 10: Select Wthon
ifiGat eway | Po, f@ADomai | Enter

iSearch domaino. Sel Wtk comect ons

with Enter. NOTE, it is very important that
your DNS (Name servers) will resolve
Internet names.

Netuork connect ions
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Step 11: If your DHCP IP settings are
correct, select Done and confirm with Enter.

work connect ions

Step 12: If you have proxy in use for your
internet, assign your network proxy settings.
If no proxy in use, with Tab key select
Continue and confirm with Enter.

Configure proxy

Step 13: Select [ X]
[X] Set up this disk as and LVM group
confirm with Enter. For advnaced (multi
hdd as single LVM) setup it can be Custom
storage option selected. For Custom
storage selection, please refer to the
Ubuntu official documentation or

https://www.eve-ng.net/wp-
content/uploads/2023/03/EVE-Doc-3023-
LVM-HDD-systems.pdf

Guided storage configuration [ Help ]

Step 14: Sel ect iCon

Enter.

Installing sustem
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Step 15: Confirm your HDD configuration Step 16: Sel ect i Cont
Done/Enter Enter.

Storage conf iguration Installing system

FILE SYSTEM SUMNR'

[ Continue

Step 17: Fill the non-root user profile Step 18: Skip Ubuntu Pro installation
following by Done/Enter Continue confirm with Enter.

Profile setup [ Help ]

the
Upgrade to Ubuntu Pro

out Ubuntu

[ Done 1

[ Lontinue )
[ Back ]

Step 19: Sel ect [ X|Step 20: Sel ect iCon
Servero and confir m | Enter
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SSH Setup [ Help 1 Installing system

Continue

Step 21: DO NOT Select any other services | St ep 2 2: Sel ect iConit
confirm Done/Enter. Enter.

Featured Server Snaps [ Help 1 Installing system

tinue ]

Step 23: After the U|Step 24: Remove CD/DVD ISO Media
sel ect AReboot N o w 0| following by Enter.
continue.

Install complete! [ Help 1
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Step 25: Login into your Ubuntu server with Step 26: IMPORTANT: Set root user
previously created non-root user: password, Example:
eveuser/test123
sudo su
Install complete! t eSt123
passwd root
eve
eve

[ Reboot Now

Step 26: Allow permissions for root Step 27: IMPORTANT: Set root user
administrator user SSH to your server. password, Example:

nano /etc/ssh/sshd_config sudo su

Edit to: PermitRootLogin yes test123

Edit to: passwd root

KbdinteractiveAuthentication yes gxg

ctrl+o Enter for save
crlr +x for exit

restart ssh service
service sshd restart

EVE Installation Phase 2 (EVE installation)
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Step 28: SSH to your EVE IP using Putty or other SSH
client. Log in as root user execute:

apt update
apt upgrade

Step 29: Run EVE Pro online installation script. (Please do commands one by one below)

wget https://www.eve - ng.net/noble/install - eve - pro.sh
chmod +x install - eve- pro.sh
Jinstall - eve - pro.sh

At the end of eve server installation, reboot eve

EVE Installation Phase 3 (Management IP setup and updates)

Step 30: After reboot SSH to your EVE IP Step 31: After your EVE is rebooted,
as root and Setup EVE Management IP
address. A Static IP address for BM setup is | Login to EVE CLI and type:
preferred.
apt update

Follow steps in section : 3.8.1 for static IP, | apt upgrade
3.8.2 for DHCP IP

aptremove  netplan.io

Verification: Verify your EVE-FNG ser ver i nst al-lleeethg-pmqg o ty@mmaindd,k gi t
must display latest EVE Pro version

root@eve - ng:~# dpkg -leve -ng-pro
Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf - files/Unpacked/halF - conf/Half - inst/trig - aWAit/Trig - pend
|/ Err?=(none)/Reinst - required (Status,Err: uppercase=bad)

||/ Name Version Architecture

Description

+++- -

i eve - ng- pro 7. 0. 0- XX amd64 A

new generation software for networking labs.
root@eve - ng:i~#

Step 33: (Optional) If after dockers first install

Step 32: IMPORTANT After update, Step 32 | (Step 32) in the output

is completed, continue with type: seeing some docker name in the list as
<none>,

apt install eve - ng- dockers e

This can take some time depending on your
Internet connection and disk speed.

please run the command:
apt install - - reinstall eve - ng- dockers
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Your output after install must look like: NOTE: If you are installing EVE in the locked
environment and cannot install dockers
online, please contact with us: info@eve-
ng.net for offline dockers installation option.

dc images

Step 34: Continue to section 4 to obtain
your EVE-NG Professional license

A\ IMPORTANT NOTE: If your Network interfaces order has been changed, please follow
instruction to section 17.7

L IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 18

3.6 Google Cloud Platform

3.6.1 Google account

Step 1: Connect to Google Cloud Platform (GCP)
https://console.cloud.google.com/getting-started

= GoogleCloud | $eeveTent = Search (/) for resources, docs, products and mare Q search +EBmoe : @
’ AN @

Step 2: Sign into GCP. Create a new GCP account if you do not already have one.
Step 3: Open your Google Project which assigned to your Google account

) Welcome,

3.6.2 Preparing Ubuntu boot disk template

Step 1: On the left side navigate to Compute Engine and press fActivate Cloud Shello

E\G.mglecloud = eveDey Saarch () fox rescurces, dods, products andmare Q_ search 4/( a : @
‘:,«,;\Cmnpmemgw'ne Overview B Viewinstances Isthis page holpfui? I3 G C Refresh
|@ Overvisw I

@ Securityrisk overview 1 Google Cloud incidents + Design your infrastructure with Compute Advisor

Virtual mi ~ Get started with Service Health What can | help you with?

Enable the Serviee Health API o view details for fulure incidents,

¥ Marketplace 2 E| [ 5]

% Releasenotes Enable Service Health AP| Evaluate Monitor Compare Get step-by-step
] ¥
ides

Step 2: Create a nested Ubuntu 24.04 image. Copy and paste the below command into the
shell. Use copy/paste. crtl +c/ctrl +v. It is single inecommand. Confirm with fienter 0:

gcloud compute images create nested - ubuntu - noble -- source -image -
family=ubuntu - 2404-Its - amd64 -- source -image - project=ubuntu - 0s-cloud --
licenses https://www.googleapis.com/compute/v1/projects/vm -
options/global/licenses/enable - Vmx
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If it will ask enable API, answer Y. You will get the following output when your image is ready:

X Terminal  (eve-de nox ot o- #£ Opon editor ®m S 8 i -t B x

3.6.3 Creating VM

Step 1: Navigat e: Navigation Menu/ CORBATEt e Engi ne/ VN
INSTANCEO

=_GoogleCloud | I+ EVE-DEY

~& Bearch ] edtumcen, 00, proc = Q semren + 00 :0
i=F Compute Engine Overview [Tl B view instances Isthis page helpful? [5Gl C' Refresh
Compute Engine favorites 7

a W s " Google Cloud incidents + Design your Infrastructure with Compute Advisor
| a Get started with Service Health What can | help you with?

Ow ew
Enable the Service Health AP| to view details for future incidents
@ Security rigk overview H 2 e [ =]
Virtual machines ~ Ermbia Sarvice Hasith AP Evaluste Monitar Compare Get step-by-step
model tuning perfarmance features guides
B VM instances
B instance templstes
Enter a promp! B

B Sole-tenant nades

= GoogleCloud | % MyfFirst Project Search (/) for Tesourdes, doce prodiucts and more Q_search + B2 @ ® .

{aﬁ Compute Engine 2 VM instances R Create instance & Import VM C Refresh ® Le
@  Overview Instances Observability Instance schedules
Virtual machines A VM instances
| B s i, i Bropaty e o Sive ® m

B Instance templates [ status Name 4  Zone Recommendations  Inuseby  InternallP  External P Connect

B  Soletenant nodes
Step 2: Assign the name for your VM
Step 3: Set your own region and zone

Step 4: Edit your Machine Configuration. General-Purpose. Choose the series of CPU
platform, Preferred are Intel CPU Cascade Lake. Series N2 CPU
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. -
& Create aninstance 4, Create VM from...
® Machine configuration Machine configuration
n2-standard-8, europe- _ Name *
west2-a eveve ®
e 0Sand storage — Region * Zone *
Debian GNU/Linux 12 europe-west2 (London) v ® europe-west2-a v ®
(bookworm) '
Region is permanent Zone is permanent
e Data protection
+ General purpose Compute-optimised Memory-optimised Storage optimised GPUs
Snapshot schedules
Machine types for common workloads, optimised for cost and flexibility
e Networking
1 network interface Series Description vCPUs ® Memory @ CPU Platfor
- O C4 Consistently high performance 2-192 4-1,488 GB Intel Emerald
e Observability
Install Ops Agent O C4A Arm-based consistently high performance 1-72 2-576GB Google Axion
O Cc4D Consistently high performance 2-384 3-3,024GB AMD Turin
e Security
O wna Flexible and cost-optimised 2-80 4-640GB Intel Emerald
e Advanced O Cc3 Consistently high performance 4-192 8-1,536 GB Intel Sapphire
O C3D Consistently high performance 4-360 8 - 2,880 GB AMD Genoa
O E2 Low-cost day-to-day computing 0.25-32 1-128GB Intel Broadwe
@ N2 Balanced price and performance 2-128 2 - 864 GB Intel Cascade

Step 5: Choose Machine Type your desirable CPU and RAM settings.

Machine type
Choose a machine type with preset amounts of vCPUs and memory that suit most workloads. Or, you can create a
custom machine for your workload's particular needs. Learn more [£

Preset

Custom

—

9

n2-standard-8 (8 vCPU, 4 core, 32 GB memory)

vCPU
8 (4 cores)

Memory
32GB

Step 6: Edit your OS and Storage configuration. Press Change

Machine configuration

n2-standard-8, europe-

Operating system and storage

west2-a Name evevo
Type New balanced persistent disk
e 0S and storage Size 10GB
Debian GNU/Linux 12 Snapshot schedule (@ default-schedule-1
(bookworm) Licence type (@ Free
e Data protection Image @ Debian GNU/Linux 12 (bookworm)

Snapshot schedules
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your needs.
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Boot disk

Select an image or snapshot to create a boot disk, or attach an existing disk. Can't
find what you're looking for? Explore hundreds of VM sclutions inMarketplace 2

Publicimages ~ Customimages  Snapshots  Archive snapshots Existing disks

K

Source project for images *
eve-dev-500019 @ Change

D Show deprecated images

~ Image *
nested-ubuntu-noble >~ - |

x86/64,

~ Boot disk type *
SSD persistent disk \ - I
~

[ Compare disk types |

[ N |

Provision between 10 and 65536 GB -

v Show advanced configuration

Cancel
Step 8: Edit your Data Protection, select No backups.

e 0S and storage Back up your data

hested-ubuntu-jammy You can automate recurring backups through a backup plan or snapshot schedule. Learn more (2

Backup plan

Back up the full VM. These immutable backups are secured by backup vault against accidental or malicious deletion. Managed
by Backup and DR Service, a separate service from Compute Engine with independent certifications and accreditation. Learn
more [3

O Snapshot schedules

Back up disks only. This provides foundational protection at a lower cost. Learn more [4

® Nobackups «—

Neither VM ner disks will be backed up. If data is deleted or corrupted for any reason, you won't be able to recover it.

e Data protection
No backups

* Networking
1 firewall rule, 1 network

interface

*  Observability

Step 9: Edit your Networking Allow https traffic.

* Machine configuration Networking
n2-standard-8, europe-
westza Firewall @

e 0Sand storage Add tags and firewall rules to allow specific network traffic from the Internet
nested-ubuntu-jammy [ Allow HTTP traffic

Allow HTTPS traffic -~

e Data protection
P [] Allow load balancer health checks

No backups

® Networking ‘ Network tags ©) |
1 firewall rule, 1 network
interface

‘ Hostname (@) |
®  Observability - ’

Install Ops Agent

Set a custom hostname for this instance or leave it default. Choice is permanent

Step 10: Edit Security and Disable Secure Boot and vTPM

e 0Sand storage Confidential VM service &

nested-ubuntujammy @ Confidential Computing is disabled on this VM instance
* Data protection Enable
No backups Shielded VM (2

. Turn on all settings for the most secure configuration.
® Networking

1 firewall rule, 1 network D Turn on Secure Boot ()
interface
[ TumonvTPM @ ~
*  Observability Turn on integrity monitoring @

Install Ops Agent
VM access

R .
Security Manage how users connect to the VM
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Step 10: (Optional), Skip this step if your EVE VM will not a part of EVE-NG Cluster.
Before to select MTU1500 network please follow steps how to create it 3.6.7
Select Networking/Network Interfaces.

Edit network interface and select created network: MTU1500

Network interfaces @

Network interface is permanent

Edit network interface

T A
Network *
[ mtu1500 vy @
Subnetwork *
mtu1500 IPv4 (10.154.0.0/20) - @

Step 11: Create VM.

3.6.4 EVE-NG Pro installation

Step 1: Click VM Instances to get access SSH to your VM, Connect to the VM with the first
option fAOpen in browser windowo

Columns ~

Name ~ Zone Recommendation Inuse by Internal IP External IP Connect

@ evel europe-west2-c 10.154.0.3 (nic0) 35.189.102.127 (% SSH | ~ | H
Open in browser window
Open in browser window on custom port
Open in browser window using provided private SSH key
View gcloud command

Related Actions Use another SSH client
{8E SSH-in-browser # UPLOAD FILE

¥ DOWNLOAD FILE | a *

Step 2: Launch installation with:

Type the below command to become root:
sudo -i
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Start EVE-PRO installation. (Please do commands one by one below)

wget https://www.eve - ng.net/noble/install - eve - pro.sh
chmod +x install - eve- pro.sh
Jinstall - eve - pro.sh

Step 3. Update and upgrade your new EVE-Pro
apt update

apt upgrade
Confirm with Y

Step4. Reboot EVE. Allow some time for reboot and

bw version of config file /etc/console-setup/compose.IS0-8859-1.inc ...
bw version of config file soto/cononlo sotyp/oopnoge TS0 S8R0 12 4o

Ew version of con

pw version of con

w version of con The SSH connection to VM instance ‘eve-pro’ was lost. Learn more about improving
2w version of cof SSH session persistence.

fw version of cor

pw version of con Reconnect Dismiss
Pw version of con)

bnsole-setup (1.1

bmfs: deferring

f=tro-info-data (0.28ubuntud.il) ...
buntu-minimal (1.361.3) ...

Step 5: IMPORTANT: Setup IP
Once the IP wizard screen appears, press ctrl +c and type the below command to become

root:
sudo -i

{E_E SSH-in-browser £ UPLOADFILE ~ #DOWNLOADFILE Jl E3 £t

Now follow the IP setup wizard.
IMPORTANT: set IP as DHCP!

Step 6: Reboot
Step 7: Dockers installation. After EVE is rebooted, reconnect the SSH session:

Type command to become root:
sudo -i

Type command to update EVE
apt update

Type command to Install Dockers
apt install eve - ng- dockers

© EVE-NG LTD Page 46 of 285



. QV,V,EG . EVE-NG Professional Cookbook
e Version 7.9 September, 2026

3.6.5 Access to Google Cloud EVE-PRO

Use your public IP for accessing EVE via https.

Columns ~

Name ~ Zone Recommendation In use by Internal IP External IP Connect

@ evepro europe-wesi2-c 10.154.0.2 (nic0) 35.246.119.90 [ 7 SSH -~

Signin to start your session

L]

HTML console

e
L |

Default web login: admin/eve
Note: It is strongly recommended that you will change admin password on GUI! Do not delete
default admin user account!

3.6.6 Optional: GCP MTU 1460 Firewall rules for native console use
NOTE: If your GCP VM is using default network (MTU1460), then for native console use, you
have to create following FW rules.

Open the google cloud shelland press:i Act i vate Cloud Shell o

Copy the following commands in SHELL Cloud console:

##H#H# Create default network (MTU 1460) Firewall rules for nat ive
console use ###H#H#

gcloud compute firewall - rules create eve -all -out -- direction=EGRESS -
- priority=1000 -- network=default -- action=ALLOW -- rules=tcp:0 - 65535 -
- destination - ranges=0.0.0.0/0

gcloud compute firewall - rules create eve -all -in -- direction=INGR ESS -
- priority=1000 -- network=default -- action=ALLOW -- rules=tcp:0 - 65535 -

- destination - ranges=0.0.0.0/0

Firewall rules summary:

D Name Type Targets Filters Protocols/ports Action Priority Network 1‘ Logs
D eve-all-out Egress Apply to all P tcp:0-65535 Allow 1000 default off
D eve-allin Ingress Apply to all IP tcp:0-65535 Allow 1000 default off
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3.6.7 Optional: Network MTU 1500 settings and firewall rules for GCP

If your GCP VM is expected to be as a part of EVE-NG Cluster system please complete the
MTU network settings and firewall rules setup before creating the instance.

L NOTE: GCP VM by default has MTU 1460 set for the interfaces by default. You may
require to set VM machine custom MTU (1500) which is commonly known default
setting for ethernet. The MTU settings on the GCP interface must be adjusted if you
want it to use as the part of EVE-NG cluster system.

Open the google cloud shelland press:Pr ess fiActi vate Cloud Shell o
Copy the following commands in SHELL Cloud console:
#### Create 1500 MTU subnet #####

gcloud compute networks create mtu1500 -- subnet - mode=auto -- mtu=1500
-- bgp- routing - mode=regional

#it## Create 1500 MTU firewall rules #t#H##

gcloud compute firewall - rules create wireguard -in - direction=INGRESS

-- priority=1000 -- network=mtu1500 -- action=ALLOW -- rules=udp:60569 --
source - ranges=0.0.0.0/0

gcloud compute firewall - rules create wireguard -out -- direction=EGRESS
-- priority=1000 -- network=mtu1500 -- action=ALLOW -- rules=udp:60569 --
desti nation -ranges=0.0.0.0/0

gcloud compute firewall - rules create ssh -in  -- direction=INGRESS -
priority=1000 -- network=mtu1500 -- action=ALLOW  -- rules=tcp:22 --
source - ranges=0.0.0.0/0

gcloud compute firewall - rules create ssh -out -- direction=EGRESS --
priority=1 000 -- network=mtul500 -- action=ALLOW  -- rules=tcp:22 --

destination - ranges=0.0.0.0/0

Firewall rules summary:

D Name Type Targets Filters Protocols/ports Action Priority Network Logs

O ssh-out Egress Apply to all IP tep:22 Allow 1000 mtu1500 Off

D wireguard- Egress Apply to all P udp:60569 Allow 1000 mtu1500 off
out

|:| ssh-in Ingress Apply to all P tep:22 Allow 1000 mtu1500 off

El wireguard- Ingress Apply to all P udp:60569 Allow 1000 mtu1500 off

n

3.6.8 Optional: GCP MTU 1500 Firewall rules for native console use
Open the google cloud shelland press:Pr ess fiActi vadte Cloud Shell o

Copy the following commands in SHELL Cloud console:

H#i#Ht Create MTU 1500 firewall rules for native console use #it##
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gcloud compute firewall - rules create allow -all -in -- direction=INGRESS
-- priority=1000 -- network=mtul500  -- action=ALLOW -- rules=tcp:0 - 65535
-- sour ce-ranges=0.0.0.0/0
gcloud compute firewall - rules create allow -all -out -- direction=EGRESS
-- priority=1000 -- network=mtul500 -- action=ALLOW -- rules=tcp:0 - 65535

-- destination - ranges=0.0.0.0/0

Summary FW rules.

D Name Type Targets Filters Protocols/ports Action Priority Network 4 Logs

D allow-all- Egress Apply to all P tcp:0-65535 Allow 1000 mtu1500 off
out

D allow-all- Ingress Apply to all P 1cp:0-65535 Allow 1000 miu1500 off
in

3.7 Azure Cloud Platform

3.7.1 Azure account

Step 1: Connect to Microsoft Azure Cloud Platform (Azure)
https://portal.azure.com/

Step 2: Sign into Azure. Create a hew Azure account if you do not already have one.

= Microsoft Azure £ Search resources, services, and docs (G+/)

Azure services

n L] ¥ —
- LIS —
(1] w 8 o @ — -
Subscriptions. Virtual Quotas Quickstart Foundry Kubernetes App Services Storage More services
machines Center services accounts

3.7.2 Resource Group

Step 1: Open Resource Manager and create Resource Group if you did not create it already.

SRS - 2 oot

Home > Resource Manager

(%) Resource Managerl Resource groups @ | How to manage changes with deployment tools? | Export resource groups using Bicep or Terraform | | Summarize my costs by service
Defauit Directory
Search |« e ~ P
-+ Create {5} Manageview () Refresh L ExporttaCsV £ Open query

db Resource Manager
¥ Filter for any field... Subscription equals all Location equalsall X+ Add filter

B Al resources
Y Favorite resources
T} Recent resources

T ——

Step 2: Review + Create. Here is important to chose proper Region, because not all regions
supporting multi CPU and RAM Virtual machines. (US) East US Region provided virtual
machines suitable for EVE-NG installation.
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ey - 2 conlet

Home * Resource Manager | Resource groups

Create a resource group

Basics Tags Review + create

Resource group - A container that holds related resources for an Azure solution, The resource group can include all the
resaurces for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based an what makes the most sense for your organization. Learn more

Subscription * @ ["Azure subscription 1 >
Reseurce group name * (0 | eve-vm-GROUP
Region * (i} [ (US) East US ~

3.7.3 Create Virtual machine

Step 1: Navigate to Compute infrastructure/Virtual machines and Press + Create.

HE = Microsoft Azure R Search resources, services, and docs (G+/) - T Copilot

Home * Compute infrastructure

[&] Compute infrastructure ‘ Virtual machines W | Get workload templates for YMs | | Analyze alerts across virtual machines | | Identify VMs with network connectivity issues
Microsoft

¢« Virwal machines  Get started

+ Create (D) Reservations 51 Manageview ~ () Refresh L ExporttoCSV  §# Openquery | [ O

Step 2: Create New Virtual machine.

i = Microsoft Azure P Search resources, services, and docs (G+/) - o Copilot

Home * Compute infrastructure

e} Compute infrastructure | Virtual machines M | Listallslerts for virtual machines | Analyze alerts across virtual machines | | Identify VM with network connectivity issues
Microsoft
[# search o« Virtual machines  Get started
@ Overview
+ Create > (D) Reservations ~ %3 Manageview ~ () Refresh L ExporttoCSV  I° Openguery | > . O
All resources
v Infrastructure KB virtual machine Typeequalsall  Resource Group equalsall X Location equalsall X+ Add fiter
Bast for |ower-traffic workloads, testing, or to
K3 Virtual machines control or highly customize apps, OS, or file system,
If your warklaad of traffic starts to grow, a WM can
Vil Machine Scale Set later be attached to a Virtual Machine Scale Set
(VMs3) (VML

Step 3: Select project details, Subscription and Resource group. Resource group we created
earlier.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * (O ‘ Azure subscription 1 v I

Resource group * O l EVE-VM-GROUP v l
Create new
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Step 4: Select instance details. Virtual machine name. Select Region. Region you can change
accordingly your chosen Virtual machine configuration. In this example, | will setup EVE-NG
on the x8 CPU and 32 GB RAM machine. Region (Europe) France Central supports such VM.

Instance details

Virtual machine name * © [ EVE-V7 v ]

Region * (0 [ (Europe) France Central v ]

Deploy to an Azure Extended Zone

Availability options @ | Availability zone v |

Zone options (O @ Self-selected zone
Choose up to 3 availability zones, one VM per zone

O Azure-selected zone (Preview)
Let Azure assign the best zone for your needs

Availability zone * (© | Zone 1 v

€) You can now select multiple zones. Selecting multiple zones will create one VM
per zone. Learn more f

Step 5: Select Trusted launch virtual machine. Press Configure security features, and de-
select TPM and Secure boot options.

Select Image: Ubuntu 24.04 LTS. VM Architecture: x64.

Select desirable VM size. (This example VM is x8 CPU and 32GB RAM).

Security type D [ Trusted launch virtual machines [ Frusted tmneh vrtual machines =
Configure security features Cop{igure security features
Configure security features é
Image * | Ubuntu Server 24.04 LTS - x64 Gen2 (] Enable secure boot ©

(] EnablewTPM @

Integrity monitering ()

See all images | Configure VM generation

VM architecture (D O Arm64
@ x64
Run with Azure Spot discount (0 D
Size * [ Standard_D8s_v3 - 8 vcpus, 32 GiB memory (US$327.04) v

See all sizes | Customize cores

Enable Hibernation (O

o Hibernate does not currently support Trusted launch and Confidential virtual
machines for Linux images. Learn more G’

Step 6: Configure Administrator Account. Select Account type: Password.
Assign your VM machine username and password.

Administrator account

Authentication type () (O sSH public key

@ Password
Username * (@ [ eveuser n\/
Password * [ sesesssssssene N‘/
Confirm password * \ sssscsssscsese u\/
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Step 7: Configure Inbound Port rules. Select SSH and HTTPS.

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.

Public inbound ports * O None
@ Allow selected ports

Select inbound ports * [ HTTPS (443), SSH (22)

(] HrTP (8OD)

HTTPS (443)

SSH (22)

Step 8: Press Tab Next : Disks >. Select desirable VM OS Disk size and OS Disk type. In this
example OS disk size is 128GB and type SSD. Data disk is not required.

Azure disk storage encryption automatically encrypts your data stored on Azure managed disks (OS and data disks) at rest by
default when persisting it to the cloud.

Encryption at host L |

0 Encryption at host is not registered for the selected subscription. Learn more

0OsS disk
OS disk size (D [ 128 GiB (P10) ~
o Some images are, by default, smaller than the selected OS disk size.

Click here to learn how to expand your disk partition size after you create your

WM. &
OS disk type * (D) I Premium SSD (locally-redundant storage) v ]
Delete with VM (O
Key management (O [ Platform-managed key v ]
Enable Ultra Disk compatibility (© D

Data disks for EVE-V7

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk.

LUN Name Size (GiB) Disk type Host caching Delete with VM

Create and attach a new disk Attach an existing disk

Step 8: Press Tab Next : Networking >. Leave default settings for Networking
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Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * (O ‘ (new) EVE-V7-vnet v ‘
Create new

Subnet * © [ (new) default (10.0.0.0/24) ~ j
Public 1P [ (new) EVE-V7-ip A% 1
Create new

o Public IP addresses have a nominal charge. Estimate price '

NIC network security group O None
@ Basic
O Advanced

Public inbound ports * (O O None

@ Allow selected ports

Select inbound ports * [ HTTPS (443), SSH (22) e

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab to
create rules to limit inbound traffic to known IP addresses.

Delete public IP and NIC when VM is
deleted ©

Enable accelerated networking (O

Load balancing

You can place this virtual machine in the backend pool of an existing Azure load balancing solution. Learn more of

Load balancing options @ @ None

O Azure load balancer
Supports all TCP/UDP network traffic, port-forwarding, and outbound flows.

Step 9: Press Tab Next: Management >. Leave default settings for Management
Step 10: Press Tab Next: Monitoring >. Leave default settings for Monitoring
Step 11: Press Tab Next: Advanced >. Leave default settings for Advanced
Step 12: Press Tab Next : Tags >. Leave default settings for Tags

Step 13: Press Review and Create. Press Create

Step 14: Press: Go to resource

= Microsoft Azure 0 Search resources, services, and docs (G+/) [l

Home

3 CreateVm-canonical.ubuntu-24_04-Its-server-20260622195132 | Overview

Deployment

[ £ search | = « [il Celete " Redeploy  Download () Refresh
% Overview )
@ Your deployment is complete
% Inputs
m Deployment name : CreateVm-canonical ubuntu-24_04-Its-server-20260622195132 Start time 22/06/2026, 20:29:53
= Outputs Subscription : Azure subscription 1 Correlation ID : 82edad2a-3fc3-43a6-913b-37057b3878c5
2 Template Resource group  : EVE-VM-GROUP

> Deployment details

' Next steps
Set up auto-shutdown Recommended
Moniter WM health, performance, and network dependencies Recommended

Run a script inside the virtual machine Recommended

T | cocvenew || oy |4
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3.7.4 EVE-NG Software installation.

Step 1: Navigat e: Connect |/ More ways to connect

Home * EVE-VT

& EVE-V7 | Connect

tion settings — all in ane place. Have comments or suggestions for our new Connect experience? Provide feedback

() Refresh €4, Reset password or keys Manage HT Troubleshoot A Feedback

Native SSH © WoST PoRULIR | | LoCAL MAGHING
Source machine
ne 05 () Windows
Source IP address (3 Local IP | 523077200 [}
Destination VM
VM 1P address @ Public 1P | 20.19.48.67
WM port
Connection prerequisites

WM access @

SSH command

@ Check inbound NSG rules

Execute in your choice of local shell

Edit settings

. More ways ta connect (4)

ic, Standard, or Pr

rosaft Entra Advar uding <u
port, RDP on desktop, and host scaling

Step 2: Use your created username and password to connect to your Virtual machine.

Ubuntu 24.04.4 LTS EVE-V7 ttySO

EVE-V7 login: eveuser
Password:

Once you have connected to your VM, setup your root password.

eveuser@EVE- V7:~$ sudo  -i
root@EVE- V7:~# passwd root

New password:

Retype new password:

passwd: password updated successfully
root@EVE- V7:~#

Step 3: Launch EVE-NG installation commands:

sudo -i

Start EVE-PRO installation. (Please do commands one by one below)

wget https://www.eve - ng.net/noble/install - eve - pro.sh
chmod +x install - eve- pro.sh
Jinstall - eve- pr o.sh

Step 4: Once installation is completed, you will see such IP setup window:
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Eve-NG Setup 7.0.0-48

Hostname

Domain example.com

NTP (optional)
Root Password !
Confirm Root Password !

Apply Quit

IMPORTANT: Use DHCP IP selected and set your EVE-NG root password. Apply changes.
EVE-NG VM will auto reboot.

Step 5: Update and upgrade your new EVE-Pro
apt update

apt upgrade
Confirm with Y

Step 6: Reboot
Step 7: Dockers installation. After EVE is rebooted, reconnect the SSH session:

Type command to become root:
sudo -i

Type command to update EVE
apt update

Type command to Install Dockers
apt install eve - ng- dockers
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3.7.5 Access to Azure Cloud EVE-PRO

Use your public IP for accessing EVE via https. Default web login:
admin/eve

Note: It is strongly recommended that you will change admin
password on GUI! Do not delete default admin user account!

HTML console

3.8 EVE Management IP Address setup

A\ NOTE: Please make sure if these subnets are NOT used in your network outside of EVE.
172.29.129.0/24 (NAT Interface)
172.29.130.0/24 (Cluster VPN subnet, wg0 interface)
172.17.0.0/16 (Dockers consoles)

\ To change these networks please refer chapter 7.4.1

3.8.1 Static Management IP address setup (preferred)

L IMPORTANT NOTE: Internet and DNS must be reachable from your Server. The EVE-NG
Pro requires internet access to get updates and validate EVE-NG Pro License key. DNS must
resolve names!

The steps below will walk you through the network setup and assign a static management IP
for EVE.

Step 1: Log into the EVE CLI using the default | Step 2: Use tab key to select necessary
login root/eve After login, your EVE-NG | options.
machine will direct you to the IP setup wizard.

Hostname: Set the name for your EVE-NG
machine. Default is: eve-ng

Domain: Set your desired domain name.
Default is: example.com
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Step 3: If DHCP is de-selected, your IP
setup will continue with static IP settings.

Step 4: Use tab key to set or edit necessary
options.

Hostname: Set the name for your EVE-NG
machine. Default is: eve-ng

Domain: Set your desired domain name.
Default is: example.com

Use DHCP: Option is de-selected. Select or
deselect this option use space bar key.

IP Address: Set your EVE-NG machine IP
address.

Netmask: Set your EVE-NG machine
network subnet mask.

Gateway: Set your EVE-NG machine
gateway IP.

DNS1: Set your first DNS IP.
DNS2: Set your second DNS IP.

NTP (optional): you can set your desirable
NTP server IP.

Root Password: Your EVE-NG system cli
root password

Confirm Root Password: Repeat your cli
root password.

Apply. Your system will reboot and your set
IP address will be used to access your EVE-
NG https interface. HTTPS GUI default login
is: admin/eve

Example: Static IP settings:

© EVE-NG LTD

Page 57 of 285



. QV,V,EG . EVE-NG Professional Cookbook
ruoted Vitue Envbronmen Version 7.6 Sentomber. 2096

3.8.2 DHCP Management IP address setup

L\ IMPORTANT NOTE: Internet and DNS must be reachable from your Server. The EVE-NG
Pro requires internet access to get updates and validate EVE-NG Pro License key. DNS must
resolve names!

A\ IMPORTANT NOTE: EVE Docker stations for html console access are using network
172.17.0.0/16. Please avoid use this network on the EVE management or other clouds or
interfaces.

The steps below will walk you through the network setup and assign a management IP for EVE
via DHCP.

Step 1: Log into the EVE CLI using the | Step 2: Use tab key to select necessary
default login root/eve After login, your EVE- | options.

NG machine will direct you to the IP setup
wizard. Hostname: Set the name for your EVE-NG
machine. Default is: eve-ng

Domain: Set your desired domain name.
Default is: example.com

Use DHCP: Select or deselect this option
use space bar key.

DHCP is selected X, your IP setup will
continue with DHCP IP settings.

NTP (optional): you can set your desirable
NTP server IP

Root Password: Your EVE-NG system cli
root password

Confirm Root Password: repeat your root
password.

Apply. Your system will reboot and your set
IP address will be used to access your
EVE-NG https interface. HTTPS GUI
default login is: admin/eve

Example: DHCP IP settings:
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3.8.3 Internet proxy setup

Step 1: If you have a proxy in use for your Internet, login into your EVE WEB GUI using your
EVE IP https://aaa.aaa.aaa.aaa

Default username: admin
Password: eve

Step 2: Select Tab: System/System Settings

@ system - @ Information - A Licensing ~ ©®2026 EVE-NG

System settings

Cluster settings

System status

Search System logs

Stop all nodes

AmBE c

Step 3: Enter your Proxy IP and Portf o | | o wApplgd Fbryuthénticated Proxy, use your
username and password.

Version: 7.0.0-41-PRO

Enabe ik caching

Proxy Settings
Serve

0 0 o o 0 d Lo

- 7
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3.8.4 Reset Management IP settings

If for any reason you need to change these settings after the installation, you can rerun the IP
setup wizard. Type the following command in the CLI and hit enter:

rm - f /opt/ovf/.configured
Then type:
su -

Once you log into the CLI again, EVE will go through the network setup again. Please follow
the steps in section 3.8.1 for Static IP or 3.8.2 for DHCP IP.

3.9 Native console management setup

If you prefer to use a natively installed Telnet, VNC and Wireshark client to manage nodes
inside EVE. Download from Main/Information/Client Downloads your preferrable Client pack
and follow the steps below:

A Main 9, Management = £ System - @® Information = Licensing - ©2026 EVE-NG

‘E=File Manager  current Position / Root

Search

AmB

3.9.1 Windows Native Console

Step 1: Your host system will be detected Step 2: Run Downloaded Client pack and
automatically and will be provided install it as administrator. Windows pack
recommended pack to download, Windows, | option.
MAC OS or Linux Client packs.
-5 Open Enter
& Client Downloads 0 Send to My Phone
& Share with >
Download and install the EVE client pack for your operating system. ﬁ Run as administrator
@ Recommended for your OS: EVE-NG-Win-Client-
Pack-7.0.exe
Manual selection ~
Step 3: Leave the option for UltraVNC Step 4: Continue with Next. When it asks to
checked. UltraVNC is very tiny and the choose Ultra VNC Options, only leave the
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preferred VNC client for Windows by EVE.

1.7 MB
1.0 MB
0.1 MB|
0.1 MB]

Select Components
Which compenents should be installed?

Select the components you want to install; clear the components you do not want to

install. Click Next when you are ready to continue.
putty 0.73

plink 0.

0.1 MB

Save on disk Putty,
| Wireshark 4.6.6
@ uitravic 1.2.3

evecapture.bat

Current selection requires at least 111.3 MB of disk space.

Back Next Cancel

NOTE: The Native Wireshark option for
EVE Professional is left unchecked,
Wireshark newest version you can install by
yourself downloading Wireshark from official
site.

UltraVNC Viewer checked, the rest is not
needed.

Select Components @
Which components should be installed?

Select the components you want to install; clear the components you do not want to
install. Click Next when you are ready to continue,

Custom installation

0.7 MB
13.1 MB
8.3 MB

UltraVNC Repeater
[ JUltraVNC Server
UltraVNC Viewer

Current selection requires at least 11.7 MB of disk space.

b Back Next Cancel

Step 5: Continue with Next and finish the
installation.

By default, EVE Windows Client Integration will install Putty as your Telnet Client. The default
location for the EVE Windows Client Integration software and .reg files is: AC:\Program

Files\EVE-NGO0

Set the default telnet program manually in Windows 11. Example: Secure CRT

Step 1: Go to: Windows Settings/Apps/Default Apps/Choose Default Apps by Protocol

Step 2: Set your default Telnet program:

Apps > Default apps
Set a default for a file type or link type

TELNET Q

= SecureCRT Application
= URL:Telnet Protocol

A NOTE: The first time click on the type of link that is
used to access a running node inside EVE via
telnet, the browser will ask to choose the telnet
program. If you have prepared your default telnet
program with the instructions above, you have to

choose your default Telnet program.

Launch Application x

This link needs to be opened with an application.

Send to:

SecureCRT Application

Choose other Application Choose...

Example: Firefox browser: Set your default application,

checkthebox fARemember

Open link

my

3.9.2 Linux Native Console

¢ h oclick ¢ s 0

] Remember my choice for telnet links.

Cancel

The steps below will show how to setup the native consoles pack for Linux:

© EVE-NG LTD

Page 61 of 285



> V@ EVE-NG Professional Cookbook

Ermulated Virtual Enviconment VerSIOn 79 September’ 2026
Step 1: Download Linux Client integration Step 2: Unzip Linux pack, make install file
pack: executable.

chmod +x eve - ng- integration - client -
7.0.1.run

Step 3: Once Linux Client pack program is
executable, run Installation by GUI.

3.9.3 MAC OSX Native Console

@ DOWNLOAD EVE-NG-CLIENTPACK-7.1.DMG

Download the EVE MAC OSX Client integration pack .DMG and install it:

3.10 Login to the EVE WEB GUI

EVE PRO is using https 443. Login to the EVE management Ul:

https://<your_eve ip>/

ation

7.0.0-43-PRO

Default user access: User: admin Password: eve Sl siact yoises on
admin &
A NOTE: You can change your EVE Admin password, please P
refer to section 7.3.1.2 p——1

A IMPORTANT NOTE: You must prepare and upload at least
a couple of images to start building your labs. Refer to | ([ LI

section 18
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4 EVENG Professional Li ce

I IMPORTANT NOTE: Internet and DNS must be reachable from your Server. The EVE-NG
Pro requires internet access to get updates and validate EVE-NG Pro License key. DNS must
resolve names!

EVE-NG Professional and Learning Centre editions require purchasing and uploading a
license to activate its features. Licenses are based on an annual subscription.

EVE-NG permits up to 32000 accounts to be created but restricts the number of
simultaneous sessions per role to the licensed amount. To increase the number of active
sessions, please purchase additional licenses on top of the base license as shown below.

L Definition: Simultaneous session (1 license) means one active connection to the
EVE-NG Web GUI.

@ License Details Freemium EVE-Professional: The license
information page shows Unlicensed expiration
date and 2 Admin accounts. This means 2 Admin

(9 Frpretonpate - infeneed u s e rols-Based accounts (2) can be logged into
e the Web GUI simultaneously. EVE-NG PRO can
have up to 32K accounts, but active sessions to
the Web GUI are restricted to the number of
purchased licenses. Freemium license allows to
run up to 7 nodes per EVE instance.

2, Editor Users: 0

A Regular Users: 0

@ License Details
EVE-Professional: The license information page

shows 2 Admin accounts. This means 2 Admin
& validiy: from 21 Jun 2026 to 22 Jun 2027 u s e role-Based accounts (2) can be logged into
pmmveerst 2 the Web GUI simultaneously. EVE-NG PRO can
& Editor Users: 0 . .
have up to 32K accounts, but active sessions to
the Web GUI are restricted to the number of
purchased licenses.

2. Regular Users: 0

@ License Details
EVE Learning Centre: The license information
page shows 2 Admin, 3 Editor and 3 Lab user
role accounts. This means 2 Admin, 3 Editor and
3 User accounts can be logged into the Web GUI
simultaneously. EVE-NG Learning Center can
have up to 32K accounts, but active sessions to
the Web GUI are restricted by the number of

licenses purchased.

(5 validity: from 21 Jun 2026 to 22 Jun 2027
Admin Users: 2
2, Editor Users: 3

2 Regular Users: 3

4.1 EVE-NG Professional Base license

EVE-NG Professional Edition - 1 Year License
https://www.eve-ng.net/index.php/buy/
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EVE-NG PRO features multi user support and assigns all accounts as Administrators.
The license allows for 2 simultaneous users. Screenshot below is for informational purposes
only. Actual price can vary depending of currency rates.

Products in your shopping cart

EVE-NG Professional Edition - 1 Year License 1 $109.66
EVE-NG Professional Edition - 1 Year License

This license unlocks all Pro features and two active

Administrator accounts sessions.

The Administrator role can manage everything in EVE-NG

without restriction.

This includes creating, deleting, and modifying all folders,

labs, nodes and accounts.

| have a discount coupon Total price: $131.59
Total TAX/VAT (20%) : $21.93

For EVE-PRO Administrator role permissions, please see section 4.4.

4.2 EVE-NG Learning Centre licenses

EVE-NG Learning Centre Edition - 1 Year License
https://www.eve-ng.net/index.php/buy-corporate/

EVE-NG LC features multi user support and assigns accounts as Administrators, Lab-Editors
or Lab-Users.

The first minimal Base A license allows for 2 simultaneous Admin users. It is necessary to
use an Administrator account to create or manage EVE LC and other user6 s -basdd e
accounts.
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EVE-NG PRO T A Base License (Mandatory)

This license unlocks all Pro features and two active Administrator accounts sessions. This
license is mandatory for EVE LC edition.

The following licenses below can vary per your needs.

EVE-NG PRO - Administrator License

This license unlocks one additional active session for the Administrator role.

The Administrator role can manage everything in EVE-NG without restrictions.

This includes creating, deleting, and modifying all folders, labs, nodes and accounts.

The Administrator is the only role that can create or modify accounts.

EVE-NG PRO i Lab-Editor License

This license unlocks one additional active session for the Lab-Editor role.

The Lab-Editor role is restricted to a personal and the Shared folder and is authorized to create,
delete, or modify additional folders, labs, and nodes within them.

EVE-NG PRO i Lab-User License

This license unlocks one additional active session for the Lab-User role.
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